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Abst r act

Thi s docunent proposes an inplenentation standard for mapping wallets
to domai n names using the new WALLET RRType, allow ng for TXT record
fall back while the WALLET RRType propagates through DNS provi ders.
The goal is to provide a secure and scal abl e and unbi ased way to
associate wallets with domai n nanes, enabling sean ess | ookup as wel |
as suggesting required authentication nechanism The proposal relies
on DNSSEC or security successors to ensure trust and security.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 12 February 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

There is fragnentation in the napping of Web3 Wallets to Domain Nanes
[ RFC1034]. This docunent puts forth an inplenentation standard to
map Web3 WAl | et addresses to Domain Nanes, as well as investigates
the associ ated security and techni cal concerns.

As the use of digital wallets and online services grows, the need for
a standardi zed way to | ookup wal |l et addresses in an human readabl e
format becones increasingly inportant. This proposal ains to provide
a solution that is easy to inplenent, scal able, unbiased,

st andar di zed and secure.

The proposed notational inplenmentation involves using the DNS WALLET
RRt ype [ WALLET- 1 ANA- RRTYPE] to map a domain nane on the d obal DNS
systemto wall et address infornmation. The WALLET record will contain
a object that nmaps the wallet address to a registered Nanespace
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[ CHAI N- AGNOSTI C- NAMESPACES] and the registered coin type token

[ SLI P-0044] or [CAIP-2]. This inplenentation will handle multiple
wal | et addresses and chains, defaults, as well as defining a
heirarchy to determnisticly be able to find the appropriate wall et
address. It is assunmed that the record will be part of a DNSSEC

[ RFC4033] [RFC9364] signed zonefile or its security successors, and
that users of this service will verify the signatures to ensure that
the record has been returned without alteration in flight. This

i npl ement ati on proposal is evolutionary to the the description in

[ WALLET- | ANA- RRTYPE] because it defines standards for coin names,
defaults, and conditions for rejection, in order to have consistant
usages.

We al so propose a fallback TXT record "_w3addr" which will be a
backup for the WALLET RRtype and CAN duplicate the WALLET RRtype
entries. This is intended to be a tenporary neasure while DNS
Provider's U's support this RRType [ RFC3597].

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Term nol ogy
Thi s docunent will refer to Donain Nane terni nology [ RFC9499].

3. Donmain to Wallet Mpping

3.1. Record Format
The WALLET or TXT record SHALL have the followi ng fornmat:

@I N WALLET "nanespace: ref erence: address1”

@I N TXT "namespace: r ef erence: addr ess1”
@
is the address
I'N
is the class of the record
WALLET / TXT

is the type of the record
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3.

2

namespace: r ef erence: addressl
is the value of the record

Grammar for the record in EBNF fornat
item = nanespace ":" (coin_name | reference) ":" address
nanespace = (letter | digit | "-"){3, 8}
coin_name = (letter | digit | "_"){1, 32}
address = ( letter | digit | "-" | "." | "9 ){1, 128}
letter = "A* | "B" | "C" | "D'| "E"| "F'" | "G
S T A I S I B V. B
| PO P Q] RS T Y
I R e S B A B B B
I A A B IO B W A
T S R B I IR
N O I O S T VA
| oo oy ] e
digit ="0" | "1 | "2 | "3" | "4" | "5 | "6" | "7" | "8 | "9"
item

represents a nanespace-reference-address tuple

namespace
covers a class of simlar blockchains such as "Sol ana" or "eipl55"
speci fied by Chain Agnostic Nanespaces
[ CHAI N- AGNOSTI G- NAMESPACES]. This is NOT case sensitive.

Coi n_nane
represents the Synbol of a Coin Type represented in [SLIP-0044].
This is NOT case sensitive

ref erence
a way to identify a blockchain within a namespace. As an exanple
this would be chain ID within ei pl55 ecosystem as referenced by
[CAIP-2]. This is NOT case sensitive.

addr ess
represents the public wallet address associated with a coin (e.qg.,
"Oxabcdef g, "0x12345", etc). This CAN be case sensitive as
required by the wallet addressing schene

This grammar can be used to parse the input string and extract the
chain identifier and addresses.
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3.3. Exanple

Suppose a user wants to map their wallet with the public keys to the
domai n "exanpl e.cont using the registered coin type tokens BTC, SCOL
and and Et hereum mai nnet chain id. The WALLET record in the zone
woul d be:

@1 N WALLET "bi pl122: BTC: 0x1234567890abcd"
@1 N WALLET "sol ana: SOL: 0x567890123456789"
@I N WALLET "ei p155: 1: 0x987654321098765"

3.4. TXT Record Exanpl e
Suppose a user wants to map their wallet with the public keys to the
domai n "exanpl e.com’ using the registered coin type tokens BTC, SOL
and Et hereum mai nnet chain id using a TXT record. The TXT record in
the zone woul d be:
_waddr IN TXT "bi pl22: BTC: 0x1234567890abcd"
_waddr IN TXT "sol ana: SOL: 0x567890123456789"
_waddr IN TXT "ei pl55: 1: 0x987654321098765"
3.5. Miltiple Records
To support multiple coins, nultiple coin:address pairs will each be
represented by their own WALLET record. There is no guarantees on
ordering the records so overl apping records MAY be ordered at the
resolver’'s discretion. 1In the event of duplicate coin types it is
RECOMVENDED t hat multiple records be returned deduplicated for
i dentical addresses.
3.6. Inmplenentation
Wal | et resolver inplenentations of this RFC SHALL:

1. Support the creation and retrieval of WALLET records for any
given level of the DNS system

2. Validate the records as being properly signed by DNSSEC or its
Successors.

3. Provide the wallet’'s address for a hunan readabl e donai n nane.

4, Provide an authoritative NXADDR i f no address can be found.
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4.

6.

6.

Security Considerations

To ensure the security of the mapping, the foll owi ng neasures will be
t aken:

1. The WALLET RRtype record SHALL BE stored in a secure |ocation,
such as a DNSSEC-si gned zone.

2. The inplementation SHALL validate the DNSSEC record or its |IETF
approved successors.

3. The wallet record SHALL be protected fromreplay attacks via
DNSSEC tinme invalidation (or approved successors).

The WALLET RRtype mi ght not be avail abl e throughout entire end to end
DNS infrastructure. 1In the event that DNSSEC i s not supported end to
end, a wallet resolver MJUST indicate that the wallet address is

i nformati onal only and CANNOT be trusted.

If the source of the DNS zone is conpronised, the wallet address
mapping is comprom sed. It is inperative that this not occur for
both DNS stability, as well as wallet mappi ng Notationaly using DNS.

I ANA Consi der ati ons
Thi s proposal does not require | ANA changes.
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Appendi x A.  Exanpl e code

Here is an exanple of howto create and retrieve a WALLET records
usi ng the donmai n nane:

i mport dns.resolver.wall et
# Retrieve the WALLET record
record = dns.resol veWal | et ("exanpl e. cont', "BTC")

print(record.value) # Qutput: "0x1234567890abcdef"
XS
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