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(ATM networks. PNNI is a hierarchical link-state routing
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call establishnent across ATM networks. This document outlines
the signaling nodel, hierarchical routing structures, call setup
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I nt roducti on

The Private Network-to-Network Interface (PNNI) is a hierarchica
link-state routing protocol specifically designed for Asynchronous
Transfer Mdde (ATM networks. PNNI provi des autonated topol ogy

di scovery, dynamic routing, and Quality of Service (QS) aware
path selection capabilities that are essential for scal able ATM
net wor k operati ons.

Oiginally devel oped by the ATM Forumin the m d-1990s

[ ATM FORUM PNNI ], PNNI addresses the unique requirenments of ATM
net wor ks, including support for multiple service categories,
traffic nmanagenent, and connection-oriented conmunication. The
protocol operates across hierarchical peer groups, enabling

scal able routing in | arge ATM networks whil e maintaining detail ed
QS information for optimal path selection.

Thi s docunent revisits PNNI signaling principles in the context of
nmodern networki ng requirenents, identifies comopn interoperability
i ssues encountered in multi-vendor environments, and proposes
clarifications for current inplenenters and network operators

[ CHI DESTER- 2024] . Wi le ATM technol ogy is considered | egacy in many
contexts, PNNI principles continue to informnodern network design,
particularly in areas requiring strict QoS guarantees and

hi erarchical routing structures.

.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

.2. Scope and Applicability

Thi s docunent focuses on the signaling aspects of PNNI and is

i ntended for network operators managi ng existing ATMinfrastructure,
i npl ement ers devel opi ng or mai ntai ni ng PNNI - capabl e syst ens,
researchers studying hierarchical routing protocols, and engi neers
mgrating from ATMto nodern networki ng technol ogi es.

PNNI  Si gnal i ng Mbdel

PNNI signaling operates through a distributed nodel where each ATM
switch maintains |ocal topology informati on and participates in

net wor k- wi de topol ogy distribution. The signaling nodel consists of
several key conponents working in coordination to provide end-to-end
connectivity establishnent.

.1. Peer Goup Structure



PNNI or gani zes ATM networks into hierarchical peer groups. Wthin
each peer group, nodes exchange detail ed topol ogy information using
the PNNI topol ogy distribution protocol. Each peer group elects a
Peer Group Leader (PQ.) responsible for representing the group at

hi gher hierarchy |evels and aggregating topol ogy information

The hi erarchical structure enabl es scal able routing by reducing the
anount of detail ed topol ogy informati on that nust be nmaintained at
each level. Lower-1level groups provide summarized reachability
information to higher levels, while detailed routing decisions are
made |l ocally within each peer group.

2.2. Topology Distribution

Topol ogy information is distributed through PNNI Topol ogy State

El ements (PTSEs), which are flooded within peer groups using a
reliable flooding mechanism PTSEs contain information about node
connectivity and avail abl e resources, link characteristics including
bandwi dt h, del ay, and cost netrics, QS paraneters for different
service categories, and reachability information for externa

addr esses.

The fl oodi ng mechani sm ensures that all nodes within a peer group
mai ntai n consi stent topol ogy dat abases, enabling optimal path
conputation for connection establishnent.

3. Call Setup and Signaling Procedures

PNNI call setup procedures extend standard ATM signaling protocols
with routing capabilities. The signaling process involves route
conputation, resource reservation, and connection establishnent across
potentially nmultiple peer groups.

3.1. Call Setup Flow

The call setup process follows these major steps: route conputation
based on destination address and QoS requirenents, resource
reservation al ong the conputed path, signaling nessage propagation
usi ng the conputed route, and connection establishnment and
confirmation.

Each step invol ves coordination between multiple network el enents and
MUST mai ntain consistency with PNNI topol ogy informati on and QoS
constraints.

3.2. Crankback Procedures

When a connection setup fails due to resource unavailability or other
constraints, PNNl provides crankback mechanisns to attenpt alternate
routes. Crankback informati on SHOULD i ncl ude specific failure reasons
to enable intelligent alternate route selection and avoid repeated
failures.

4. Quality of Service Signaling

PNNI provi des conprehensi ve QoS signaling capabilities that enable
connection establishment with specific perfornmance guarantees. The QS
nmodel supports nultiple ATM service categories and allows for detail ed
specification of traffic parameters and performance requirenents

4.1. Service Categories
PNNI supports signaling for all standard ATM service categories

i ncluding Constant Bit Rate (CBR), Variable Bit Rate (VBR), Available
Bit Rate (ABR), and Unspecified Bit Rate (UBR). Each service category
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has specific QoS paraneters that MJST be considered during route
conputation and resource reservation

2. Traffic Paranmeter Negotiation

Duri ng connection establishment, PNNl signaling allows for negotiation
of traffic parameters to accommobdate network capabilities and resource
availability. Paraneter negotiation SHOULD be perforned in a way that
mai ntains the essential QS requirenents while allowi ng for reasonabl e
flexibility in inplenmentation.

I nteroperability Considerations

Mul ti-vendor PNNI inplenentations have historically faced severa
interoperability chall enges. This section identifies common issues and
provi des gui dance for ensuring successful deploynent across

het er ogeneous environnents.

.1. Protocol Version Conmpatibility

| mpl enent ati ons SHOULD support graceful degradati on when comuni cating
with nodes running different PNNI versions. Version negotiation
mechani sms MUST be inplenmented to ensure baseline functionality across
m xed environments

. 2.  Vendor-Specific Extensions

Vendor - speci fic PNNl extensi ons SHOULD be designed to fail gracefully
when interoperating with inplementations that do not support these
extensions. Critical functionality MJUST NOT depend on vendor-specific
features to ensure broad interoperability.

Security Considerations
PNNI signaling introduces several security considerations that network

operators and i nmplenenters nust address to ensure network integrity
and prevent unauthorized access or service disruption.

.1. Topol ogy Spoofing

Mal i ci ous nodes may attenpt to inject false topology information to
redirect traffic or cause network instability. |nplenentations SHOULD
i npl ement aut henticati on nechani sns for PNNI peer rel ationships and
val i date topol ogy state information before accepting updates.

.2. Resource Exhaustion Attacks

Attackers may attenpt to exhaust network resources through excessive
connection setup requests or by advertising fal se resource
availability. Rate limting and resource reservation validation
mechani snms SHOULD be inplenented to mitigate these attacks.

I ANA Consi derations
Thi s docunent nakes no requests to | ANA. All protocol elements
described in this docunent use existing ATM Forum assi gned val ues or
are inplenentation-specific paraneters that do not require gl oba
coordi nati on.
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1. I nt roduction

The Private Network-to-Network Interface (PNNI) is a hierarchica
link-state routing protocol specifically designed for Asynchronous
Transfer Mbdde (ATM networks. PNNI provi des autonated topol ogy

di scovery, dynamc routing, and Quality of Service (QS) aware path
sel ection capabilities that are essential for scal able ATM network
operati ons.

Oiginally devel oped by the ATM Forumin the m d-1990s, PNNI
addresses the uni que requirements of ATM networ ks, including support
for multiple service categories, traffic managenent, and
connection-oriented conmuni cati on. The protocol operates across

hi erarchi cal peer groups, enabling scalable routing in | arge ATM
networ ks while naintaining detailed QS information for optimal path
sel ecti on.

Thi s docunent revisits PNNI signaling principles in the context of
modern networking requirenents, identifies comon interoperability

i ssues encountered in nmulti-vendor environnments, and proposes
clarifications for current inplenenters and network operators. Wile
ATM t echnol ogy is considered | egacy in many contexts, PNN principles
continue to informnodern network design, particularly in areas
requiring strict QoS guarantees and hierarchical routing structures.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Scope and Applicability

Thi s docunent focuses on the signaling aspects of PNNI and is

i ntended for network operators managi ng existing ATMinfrastructure,
i npl ement ers devel opi ng or mai ntai ning PNNI - capabl e syst ens,
researchers studying hierarchical routing protocols, and engi neers
mgrating from ATM to nodern networki ng technol ogi es.
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2. PNNI Signaling Mdel

PNNI signaling operates through a distributed nodel where each ATM
switch maintains |ocal topology information and participates in

net wor k- wi de topol ogy distribution. The signaling nodel consists of
several key conponents working in coordination to provide end-to-end
connectivity establishnent.

2.1. Peer Goup Structure
PNNI organi zes ATM networks into hierarchical peer groups. Wthin

each peer group, nodes exchange detail ed topol ogy information using
the PNNI topol ogy distribution protocol. Each peer group elects a



Peer Group Leader (PGQ.) responsible for representing the group at
hi gher hierarchy |evels and aggregating topol ogy information

The hi erarchical structure enabl es scal able routing by reducing the
anount of detail ed topol ogy information that rmust be maintained at
each level. Lower-level groups provide summari zed reachability
informati on to higher levels, while detailed routing decisions are
made | ocally within each peer group

2.2. Topol ogy Distribution

Topol ogy information is distributed through PNNI Topol ogy State

El ements (PTSEs), which are fl ooded within peer groups using a
reliable flooding mechanism PTSEs contain information about node
connectivity and avail abl e resources, link characteristics including
bandwi dt h, del ay, and cost netrics, QS paraneters for different
service categories, and reachability information for externa

addr esses.

The fl oodi ng mechani sm ensures that all nodes within a peer group
mai ntai n consi stent topol ogy dat abases, enabling optimal path
conmputation for connection establishnent.
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3. Call Setup and Signaling Procedures

PNNI cal |l setup procedures extend standard ATM signaling protocols
with routing capabilities. The signaling process involves route

conmput ation, resource reservation, and connection establishnent across
potentially nultiple peer groups.

3.1. Call Setup Flow

The call setup process follows these nmajor steps: route conputation
based on destination address and QoS requirenents, resource
reservation al ong the conputed path, signaling nmessage propagation
usi ng the conputed route, and connection establishment and
confirmation.

Each step invol ves coordination between nultiple network el enents and
MUST mai ntain consistency with PNNI topol ogy informati on and QS
constraints.

3.2. Crankback Procedures

When a connection setup fails due to resource unavailability or other
constraints, PNNI provides crankback mechanisms to attenpt alternate
routes. Crankback information SHOULD include specific failure reasons
to enable intelligent alternate route selection and avoid repeated
failures.

4. Quality of Service Signaling
PNNI provi des conprehensi ve QoS signaling capabilities that enable
connection establishment with specific perfornmance guarantees. The QS
nmodel supports nultiple ATM service categories and allows for detail ed
specification of traffic parameters and perfornmance requirenents.

4.1. Service Categories

PNNI supports signaling for all standard ATM service categories



including Constant Bit Rate (CBR), Variable Bit Rate (VBR), Avail able
Bit Rate (ABR), and Unspecified Bit Rate (UBR). Each service category
has specific QS paraneters that MJST be considered during route
conmput ation and resource reservation.
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4.2. Traffic Parameter Negotiation

During connection establishnment, PNNI signaling allows for negotiation
of traffic paranmeters to accommobdate network capabilities and resource
availability. Paraneter negotiation SHOULD be perfornmed in a way that
mai ntains the essential QS requirenments while allowi ng for reasonabl e
flexibility in inplenmentation.

5. Interoperability Considerations

Mul ti-vendor PNNI inplenmentations have historically faced severa
interoperability challenges. This section identifies conmobn issues and
provi des gui dance for ensuring successful deploynment across

het er ogeneous environnents.

5.1. Protocol Version Conpatibility

| mpl enent ati ons SHOULD support graceful degradati on when comuni cati ng
wi th nodes running different PNNI versions. Version negotiation
mechani sms MUST be inplenmented to ensure baseline functionality across
m xed envi ronments.

5.2. Vendor - Speci fi c Extensions

Vendor - speci fic PNNI extensi ons SHOULD be designed to fail gracefully
when interoperating with inplementations that do not support these
extensions. Critical functionality MJUST NOT depend on vendor-specific
features to ensure broad interoperability.

6. Security Considerations
PNNI signaling introduces several security considerations that network
operators and i nplenenters nust address to ensure network integrity
and prevent unauthorized access or service disruption.

6.1. Topol ogy Spoofing
Mal i ci ous nodes may attenpt to inject false topology information to
redirect traffic or cause network instability. |nplenmentations SHOULD
i mpl ement aut henticati on nechani sns for PNNI peer relationships and
val i date topol ogy state information before accepting updates.
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6. 2. Resour ce Exhaustion Attacks

Attackers may attenpt to exhaust network resources through excessive
connection setup requests or by advertising fal se resource
availability. Rate limting and resource reservation validation
mechani sms SHOULD be inplemented to nitigate these attacks
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coordi nati on.
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