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Abst ract

A Network Resource Partition (NRP) is a subset of the network
resources and associ ated policies on each of a connected set of |inks
in the underlay network. An NRP could be used as the underlay to
support one or a group of enhanced VPN services. For packet
forwarding in a specific NRP, sone fields in the data packet are used
to identify the NRP the packet belongs to, so that NRP-specific
processing can be performed on each node along a path in the NRP

Thi s docunent describes a novel nethod to encode NRP-ID in the outer
| Pv6 header of an SRv6 domain, which could be used to identify the
NRP- speci fic processing to be perforned on the packets by each
network node along a network path in the NRP

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. I nt roduction

SRv6 Networ k Programm ng [ RFC8986] enabl es the creation of overlays
with underlay optimzation to be deployed in an SR donai n [ RFC8402].

As defined in [RFC8754], all inter-donmain packets are encapsul at ed
for the part of the packet journey that is within the SR domain. The
outer | Pv6 header [RFC8200] is originated by a node of the SR domain
and is destined to a node of the SR donmain.
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Network slicing provides the ability to partition a physical network
into multiple isolated | ogical networks of varying sizes, structures,
and functions so that each slice can be dedicated to specific
services or custoners. |[RFC9543] defines the term"|ETF Network
Slice" and establishes the general principles of network slicing in
the | ETF context.

In a network that provides slicing services, the NRP-1D can be
carried in the packet. In the process of packet forwarding, the
routers on the forwarding path can extract NRP-1D fromthe packet,
determine the NRP to which the packet belongs, and then forward the
packet using the resources associated with the NRP

Thi s docunment describes a novel nmethod to encode NRP-1D in the outer
| Pv6 header of an SRv6 domain, which could be used to identify the
NRP- speci fic processing to be perforned on the packets by each
networ k node along a network path in the NRP

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] (Bradner, S., "Key words for use in RFCs to Indicate

Requi rement Level s", BCP 14, RFC 2119, March 1997) and [ RFC8174]

(Lei ba, B., "Anmbiguity of Uppercase vs Lowercase in RFC 2119 Key
Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174, May 2017).

1.2. Term nol ogy
The key terns used in this docunment are defined bel ow.
Net wor k Resource Partition (NRP): a subset of the network resources
and associ ated policies on each of a connected set of links in the
underlay network. This termis defined in [ RFC9543].
| ETF Network Slice: The realization of the service in the provider’s
net wor k achi eved by partitioning network resources and by appl yi ng
certain tools and techniques within the network . This termis
defined in [ RFC9543].

2. Slice ldentifier
The Slice identifier (SLID) is a network slicing identifier encoded

within the | Pv6 packet that allows transit routers to apply the
proper forwarding treatnent with associ ated network resources.
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[ RFC9543] defines the network resource mapped to the network slice as
NRP ( Network Resource Partition). A NRP may be associated with a

uni que | ETF network slice or a group of slices. In this docunent,
SLID also refers to NRP-1D, which is used to identify the network
resource used in the forwardi ng process.

3. SLID Assignnent

VWhen an SR domai n enabl es network slicing, a local policy MIST be
defined and uniformy applied within the domain to govern the
encoding of the Slice Presence Indicator (SPI) and the Slice
Identifier (SLID). This policy includes the method to encode the SP
and the number of bits reserved for the SLID. Wen a packet enters
the SR domain, the ingress PE encapsul ates the packet with an outer

| Pv6 header and optional Segnent Routing Header (SRH) as defined in
[ RFC8754]. The ingress PE MAY classify the packet into a slice and
set the slice identifier as foll ows:

o0 Allocate a source | Pv6 address for the outer header froma
configured address bl ock designated for network slicing.

0 Encode the SLID in the least significant bits of this source
addr ess.

0 Set the Slice Presence Indicator (SPlI) in the outer |IPv6 header to
informtransit nodes that a valid SLID is present.

The SPI is a local designation within the SR domain. There are two
proposed options for encoding the SPI, chosen by donmai n-wi de policy:

0 SPI Option A - Using a Bit inthe Traffic Cass Field: A specific,
agreed-upon bit within the Traffic Cass field of the I1Pv6 header is
used as the SPI. If this option is used, all nodes within the SR
dommi n participating in slice-aware forwardi ng MJST be upgraded to
interpret this bit correctly. Packets with the SPI bit set may not
be forwarded correctly by | egacy nodes that are unaware of this new
semantic for the Traffic dass field.

Traffic O ass

Figure 1: SPI Option A
0 SPI Option B - Using a Designated Address Prefix in the Source

Address: A specific |IPv6 address prefix is configured and uniformy
recogni zed within the SR domain as the "SPl Prefix". This prefix is
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all ocated fromthe operator’s existing address space and i s used
exclusively as the network prefix for source addresses carrying
SLIDs. The SPI is effectively indicated by the source address
falling within this pre-defined prefix. The SLID is encoded in the

| east significant bits of the interface identifier portion of the
address. This method does not alter the structure of the |IPv6
address field itself; it sinply designates a subset of the operator’s
address space for slice-enabled traffic. This option can provide
better backward compatibility (see Section 6)

Sour ce Address

Figure 2: SPI Option B

The format for the SLID and SPI options in the |Pv6 header is shown

in Figure 3.

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Version| Traffic O ass (SPI t A | Fl ow Label |
I i I S ik e RN SR S
| Payl oad Length | Next Header | Hop Limt

B i s T T i i o S o T Ji I
I I
+ +
| Source Address (SPI Opt B) |
+ (SPI Prefix + SLID) +
I I
B i s T T i i o S o T Ji I
I I
+ +
| Destinati on Address |
+ +
I I
B i s T T i i o S o T Ji I

Figure 3: Encoding of SLID and SPI Option
4. Per-Slice Forwarding

Any router within the SR domain that forwards a packet with SPI set
uses the SLID to select a slice and apply per-slice policies.
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The nost significant bit of SLID may be used to carry an S-flag,
which is used to indicate whether the packet MJST be forwarded
strictly using the network resource associated with the SLID. Wen
the network resource associated with the SLID does not exist or is
not available, if the S-flag is set to 1, the packet MJST be

di scarded, otherw se the packet SHOULD be forwarded using the default
networ k resource or ignoring the SLID.

Figure 4: The SLIDwith S bit
5. Exanple
Figure 5 shows an exanpl e of network slice packet forwarding using
the proposed encodi ng nmet hod. Assunme the SPI is encoded using option
B as the SPI prefix in Source Address.

SPI prefix: AA :/64

oo oo +

I I I

v v v
oo -+ oo -+ oo -+ oo -+ oo -+
| CE1] ------ | PE1| - --------- |PL |---------- | PE2| - - --- | CE2]
-+ -+ -+ -+ -+

AN

I
| Pv6 Addr: AA::1:0:0 (Lowest 32 bits reserved for SLID)

R + R +

| | Pv6 | | | Pv6 |

| SA=AA: : 1: 0: 5] | SA=AA: : 1: 0: 5]

Fom e e o - + Fom e e o - +

| SRH | | SRH |
B S, + S + S + B S, +
| Payl oad| --> | Payload | --> | Payl oad | --> | Payl oad|
ommo - + PE1l +------------ + Pl A---oo-o---- + PE2 +------- +

Fi gure 5: Packet Forwarding for Network Slice

The PE and P routers are configured to use the prefix AA::/64 as SPI.
The 1 Pv6 address AA::1:0:0 is assigned to PE1 as the source address
used for network slicing. And the lowest 32 bits of the address is
reserved for SLID
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PE1 encapsul ates the network slice packet with an outer |Pv6 header
along with an SRH. The Source Address in the outer header is
AA::1:0:5, in which the lowest 32 bits carries the SLID 5. P11 checks
the Source Address and finds it nmatching the SPI prefix AA :/64. So,
P1 parses SLID 5 fromthe Source Address, and uses the network
resources associated with SLID5 to forward the packet. PE2

decapsul ates the outer | Pv6 header and SRH.

6. Backward Conpatibility

Backward conmpatibility differs based on the chosen SPlI encoding
met hod:

o For SPI Option A (Traffic Class bit): This nethod is not backward
compati ble. Legacy routers that do not recognize the new semantic of
the designated Traffic Class bit will forward packets based on the
standard interpretation of the header fields. They will not perform
slice-specific processing. Successful end-to-end slice forwarding
requires all routers along the path to be upgraded and configured to
interpret the SPI bit correctly.

o0 For SPI Option B (Source Address Prefix): This method offers better
backward conpatibility. Legacy routers forward packets based on the
destination address and standard routing rules. They treat the
source address as a regular |1Pv6 address and ignore any slice
semantics. Therefore, packets can traverse | egacy nodes w t hout

i ssue, provided the path is otherwise valid. Only nodes that are
explicitly configured to recogni ze the designated SPI prefix will

i nspect the source address, extract the SLID fromits |ower bits, and
apply slice-specific forwarding policies. This allows for

i ncremental deploynment within an SR donmain

In both cases, ingress PEs that are not slice-aware will not set the
SPlI or encode a SLID. Slice-aware transit routers will not attenpt
to classify such packets into a slice and will forward them using
default resources

7. Security Considerations

The encodi ng nmechani smdefined in this docunent does not introduce
new vul nerabilities or attack vectors to the SRv6 architecture. The
security considerations discussed herein are inherent to the
operation of network slicing and the use of source routing within a
trusted domain, and they map to existing security paradignms for |Pv6
and Segment Routi ng.
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o Interaction with Legacy Nodes (SPI Option A): If SPI Option A
(Traffic A ass bit) is deployed, the risk of m sforwardi ng by | egacy
nodes stenms fromreusing an existing field in a newway. This is a
wel | -understood interoperability and increnental depl oynent
consideration. Networks requiring end-to-end slice consistency nust
ensure path continuity, which nay involve upgrading | egacy nodes or
sel ecting paths that exclude them

0 Address Space Managenent (SPI Option B): The need to carefully
manage t he address bl ock used as the SPI Prefix to avoid overlap is
a standard network planning requirenent for any |Pv6 deploynment. It
does not represent a new security flaw but enphasi zes operati onal
best practi ces.

8. | ANA Consi derati ons
TBD
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