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Abstract

Thi
on

s docunent introduces a new nmethod for generating SAV rul es based
the SAVNET nechani sm This method generates SAV rul es |ayer by

| ayer through the topology of the link state database formed by the
| GP protocol
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1. Introduction

I'n

communi cati on networks, network devices typically forward packets

based only on their destination addresses, w thout verifying the
authenticity of the source addresses. As a result, forging the
source addresses raises a |arge nunmber of network security probl ens.
The main problems are as follows, as shown in Figure 1:
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* Attackers attack inmportant websites, causing themto be
i naccessible and interfering with the nornmal use of inportant
services by legitimte user.

* Attackers conceal their true identity and |l ocation, making it
difficult to trace the source of illegal network activities.

* Attackers interfere with the normal operation of services such as
accounti ng, management, and security authentication based on real
source addresses, causing a | arge anpbunt of network resources to be
m sappropri at ed.

o +
| R TS + S + E S + |
| | I nportant | | Super vi si on| | Tol | | |
| | Websi tes | | Platform | | Syst en |
| S + S + S RS + |
| I\ I\ I\ |
| \ \ / |
| \ \ / |
| o e e e e e e e e e e e e e a - oo + |
| | I nt er net | |
| . + |
I I\ I
I \ I
I \ I
| R + |
| | Access Net wor k| |
| S S + |
| I\ I\ |
I / \ I
I / \ I
| S + S + |
| | Att ack Host | | Legitimate Host| |
| S + S + |
| | npersonate Legitimate Host |
o m o e e e e e e e e e e e meemee—eooo- +

Figure 1: Scenario of source address spoofing.

Bef ore SAVNET was proposed [I-D.ietf-savnet-intra-donain-problem
statement], several Source Address Validation (SAV) technical
schenes have been proposed, such as ACL, uRPF, etc., which are
dedi cated to solving the illegal attacks based on source address
spoofing. However, these SAV technol ogies still have limtations,
which restrict the application of SAV technology in existing

net wor ks.
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ACL SAV: This schene can be used for both outbound traffic
verification and i nbound traffic verification. The ACL rules need to
be updated manually in tine to make them consistent with the | atest
filter conditions [ RFC2827] [RFC3704].

Strict uRPF SAV: This scheme is typically used for outbound traffic
verification. The SAV rules can be automatically generated and
updated, but there is a serious problem of inappropriate blocking in
asymetric routing scenarios [RFC3704].

Loose URPF SAV This schenme is typically used for inbound traffic
verification. The SAV rules can be automatically generated and
updat ed, but nost spoofed data will be inappropriately allowed to
forward [ RFC3704].

In order to optimze the limtations of the above schenes, the
SAVNET nechani sns based on SAV-rel ated i nformati on are proposed. The
SAVNET nechani sns, working in an increnental or partial deploynent
manner, can automatically adapt to network dynamics such as routing
changes or prefix changes, instead of purely relying on nanua
update. The SAVNET nechani sms al so i nprove the verification accuracy
upon existing intra-domai n SAVNET nechani sns, and allow for rapid
updates of SAV rules so as to minimze the inpact of inproper

bl ocki ng and permitting during the convergence process [|-D.ietf-
savnet -i ntra-domai n-problem statenment] [I-D.ietf-savnet-intra-

domai n-architecture].

Thi s docunent introduces a novel nethod for generating SAV rul es,

| everagi ng the SAVNET nechani sm The proposed approach
systematically generates SAV rules layer by layer, utilizing the
topol ogy derived fromthe |ink-state database established by the | GP
protocol. This nethod is particularly well-suited to address the
speci fic networking requirenents of service providers.

2. Term nol ogy

The following termnologies are used in this docunent.

SAV Rule: The rule that indicates the source validity of a specific
| P address or an | P prefix.

SAV Tabl e: The table or data structure that inplenents the SAV rul es
and is used for source address validation in the data pl ane.

I GP: Interior Gateway Protocol

| GP LSDB: | GP Link-State Database.
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I GP node: It is anchored by a Router-1D that is used by the
underlying I1GP, i.e., a 48-bit 1SO SystemID for 1S-1S and a 32-bit
Router-1D for OSPFv2 and OSPFv3.

IGP link Each link is anchored by a pair of Router-I1Ds that are used
by the underlying IGP, i.e., a 48-bit I1SO SystemID for IS-IS and a
32-bit Router-ID for OSPFv2 and OSPFv3.

Source prefix: The source prefixes are used to validate source
addresses in the data pl ane.

BFS:. Breadth-First Search is a graph search algorithm It starts at
the source node and explores all the nei ghbor nodes at the current
dept h before noving on to nodes at the next depth |level. BFS uses a
queue to assist in the search

3. Design Goals

/\ /\ Spoofing Packets can be
/ \ bl ocked inside AS X

~

Fi gure 2: The case of outbound traffic verification

This method is designed to enhance the intra-domai n SAVNET and
achi eve the foll owi ng goals:
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* Qutbound traffic verification. As shown in Figure 2, Subnet 2 of
AS X sends packets which spoof the source addresses of Subnet 1 or
Subnet 3. If AS X depl oys the intra-domain SAVNET sol ution, the
spoofing packet from Subnet 2 can be bl ocked inside AS X

* Incomng traffic verification. As shown in Figure 3, AS X would
receive incomng traffic packets which spoofs source addresses of AS
X. If AS X al so can depl oy intra-domain SAVNET sol ution, the
spoofing packets fromAS Y coul d be bl ocked by AS X

o m o o oo +
| . + |
I | ASY I I
| o m e e e - + |
| / |
| / , |
| \/ Spoofi ng Packets can be|
| oo + bl ocked by AS X |
I | ASX I I
| o m e e e - + |
o m e e e e e e e e e e e e e e e e e e e e e e mem o +

Figure 3: The case of inconming traffic verification
4. Solution
4.1. Overview

As shown in Figure 4, [draft-ietf-savnet-intra-donai n-architecture-
00] describes SAV filtering on three types of interfaces: interfaces
on host-facing routers, such as interface 1 on Router C as shown in
the figure; interfaces on customer-facing routers, such as interface
1 on Router A and interface 1 on Router B as shown in the figure;
and interfaces on AS border routers, such as interface 2 on Router D
and interface 2 on Router E when facing another AS.

For the first two types of interfaces, SAV filtering is prinarily
carried out using an allowlist. For the third type of interface,
filtering is primarily inplemented using a bl ock-1ist.

Thi s docunent al so describes SAV filtering on the interfaces of
routers within the domain, such as Interface 1 of Router D and
Interface 1 of Router E, as depicted in the diagram Such interfaces
enploy allowlist based SAV filtering, with the conputation process
outlined in Section 4.3.

The specific details about allowlist and block-list are detail ed
bel ow.
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I / \ I I
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\ / |
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- + - +

Figure 4: COverview of intra-domai n SAVNET architecture

The termallowlist nmeans that

if a packet

received froma specified

interface has a source address found in the interface’s allowli st,

then the packet should be pernmitted to
for an allowlist entry (P1, A-1),

packet will be allowed to pass through.
be di scarded.

The term bl ock-1ist neans that

if a packet
interface A-1 has a source address within the range of P1,

if a packet

pass through. For exanple,
received from
then t he

O herwi se, the packet will

received froma specified

interface has a source address found in the interface' s bl ock-1ist,

then the packet nust be di scarded. O herw se,

al l oned to pass through.

For the host-facing router interfaces,

generated for directly connected host segnents,

Cheng, et al. Expi res Sept enber 03,
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4. |If the interface 1 network segnent address of Router Cis P, the
allowlist (P, CG1) can be generated for Router Cs interface 1.

For the ports of routers facing the custoners, as shown in Figure 4,
if the interface 1 network segnent address of Router Ais Pl, and
the interface 1 network segnent address of Router B is P2, the
allowlists (P1, A1) and (P2, A-1) can be generated for Router A's
interface 1, and the allowlists (P1, B-1) and (P2, B-1) can be
generated for Router B's interface 1.

For the router interfaces facing the custonmers, as shown in Figure
4, where Router A's interface 1 belongs to network segment address
P1 and Router B's interface 1 belongs to network segnent address P2,
the allowlists (P1, A-1) and (P2, A-1) can be generated for Router
A's interface 1, and the allowlists (P1, B-1) and (P2, B-1) can be
generated for Router B's interface 1.

For the inter-domain router interfaces, as depicted in Figure 4,
where Router Ds interface 1 and Router E's interface 1 are

i nvol ved, the cal culation process described in section 4.3 can be
used to generate the allowlists for Router Ds interface 1 and
Router E's interface 1.

For the interface facing another AS, as shown in Figure 4, such as
Router Ds interface 2 and Router E's interface 2, this scenario
typically involves using block-lists for SAV filtering. The
generation of block-lists on the edge interfaces connecting to

ext ernal domains can be achi eved by generating block-list entries on
the upper interface when learning routes fromthe |ower interface.
For exanple, if Router D learns the prefix P on interface 1, then a
bl ock-list entry (P, D-2) can be generated on interface 2

4.2. Intra-domai n SAVNET

This section introduces a new approach for generating SAV rul es
within intra-domain scenarios using the SAVNET nechani sm

The nethod relies on two essential pieces of information: source
prefix information and reachability infornation.

The source prefix information indicates the origin of the source
address. There are two options available: one is to treat all 1GP
prot ocol - advertised prefixes or specify certain | GP-advertised
prefixes through policy as SAVNET source prefixes, while the other
is to designate specific advertised prefixes as SAVNET source
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prefixes by extending the |G protocol. The extension of the |IGP
protocol is beyond the scope of this docunent.

Leveragi ng the acquired source prefix and reachability infornmation,
the nmet hod dynami cally cal cul ates the i nbound interface infornmation
for the source addresses within the domain and generates the
correspondi ng Source Address Validation (SAV) Rule. The genera

process framework of the nethod is illustrated in Figure 5, where
the SAVNET Agent acts as the processing unit for generating SAV
rul es.
I T e T +
| - + - + |
| | static | | 1GP | |
| | confi gure| | LSDB | |
| R + S + |
| \ / \ |
| \ / \ |
| \/ \/ \/ |
| o e e e e o - + o e e e e e o + |
| | source prefix | | reachability | |
| | information | | information | |
| S S + S + |
I \ / I
I \ / I
| \/ \/ |
| R + |
| | SAVNET Agent |
| R + |
I / I
I / I
I \/ I
| R P + |
| | SAV Tabl e | |
| oo + |
T T +

Figure 5: The overall process framework

SAVNET Agent first selects the checking node, which can be triggered
by specific nodes actively requesting it or in response to changes
in the topol ogy, thereby re-checking the correspondi ng affected
nodes.

The SAV checki ng node extracts connection information between nodes
fromthe I1GP Link State Database (LSDB). It traverses each |ink of
the SAV checki ng node and, using topology information, determ nes
all the node information that can be reached via that Iink. Finally,
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the source prefix address ranges of the nodes are obtained to
generate SAV Rule entries for that link. During the traversa
process, topol ogy information should not | oop back to the SAV
checki ng node.

As depicted in Figure 6, when considering the topol ogy infornation
of Node A, it includes the link connection L1 between A and B, as
well as the link connection L2 between A and C. Upon cal cul ati ng
this information on Node A the result indicates that LINK L1 can
reach Node B, while LINK L2 connects to Node C

T +
| oo + |
| | Node A | |
| R 2+ |
I / \ I
| L1 .. L2 |
I / \ I
| E - + E - + |
| | Node B | | Node C | |
| E S + E S + |
o o o o e e e e e e e e e e e e oo +

Figure 6: Exanple 1 of topology calculation

Thi s method can solve the problem of intra-domain outbound and

i nbound traffic mentioned in Section 3, and it can automatically
adj ust SAV table entries according to topol ogy changes to achieve
security protection of intra-domain source addresses.

4.3. SAV RULE
4.3.1. Conposition of the SAV Rule

The conposition of the SAVNET rule is illustrated in Figure 7, with
each SAVNET rul e conprising a source prefix and a list of IGP

i nterfaces.

SAVA Rule 1 SAVA Rul e 2

L————Source prefixl L————Source prefix2
L----IGP Interfacel L----IGP Interfacel
+----1CGP Interface2 +----1CGP Interface2

Figure 7: CanosIIIon of the I1GP SAV table
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4.3.2. Oigin of the Source Prefix

The source prefix can be extracted fromthe LSDB adverti sed by each
I GP node. This neans that the source prefix information can be
generated fromthe routing information adverti sed by each | GP node.

1) IS-1S Protocol

For the 1S-1S protocol, 1Pv4 source prefixes are advertised using
the "I P Extended Reach TLV", while IPv6 source prefixes are
advertised using the "I Pv6 Reachability TLV', without specific

di stinction between different types of source prefixes.

The source prefixes are categorized into Level-1 prefixes and Level -
2 prefixes. When a Level-1/Level -2 node |l earns a Level-1 or Level-2
source prefix, it redistributes this prefix into Level-2 or Level-1
t hrough route | eaking

When conputing source prefixes, only the source prefixes advertised
by the current node need to be taken into account.

2) OSPF Prot ocol

The OSPF source prefixes can be further categorized into intra-area
source prefixes, inter-area source prefixes, and external source
prefixes.

* intra-area source prefix:

The intra-area source prefix can be extracted fromthe Router LSA,
Net wor k LSA, or OSPFv2 Extended Prefix Opaque LSA

VWhen conputing intra-area source prefixes, only the intra-area
source prefixes advertised by the current node need to be taken into
account .

* Inter-area Source Prefix

Inter-area routes are advertised by ABRs. The inter-area source
prefix can be extracted fromthe Summary LSA or OSPFv2 Extended
Prefix Opaque LSA

When conputing inter-area source prefixes, only the inter-area
source prefixes advertised by the current node need to be taken into
account .

* External Source Prefix

External routes are advertised by ASBRs. The external source prefix
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can be extracted fromthe AS-External LSA or OSPFv2 Extended Prefix
Opaque LSA

When conputing External source prefixes, only the external source
prefixes advertised by the current node need to be taken into
account .

3) OSPFv3 Protoco

Simlar to the OSPF protocol, OSPFv3 source prefixes are al so
categorized into intra-area source prefixes, inter-area source
prefixes, and external source prefixes.

* | ntra-area Source Prefix:
The intra-area source prefix can be extracted fromthe Intra-Area-
Prefix-LSA or E-Intra-Area-Prefix-LSA

* |Inter-area Source Prefix:
The inter-area source prefix can be extracted fromthe Inter-Area-
Prefix-LSA or E-Inter-Area-Prefix-LSA

* External Source Prefix
The external source prefix can be extracted fromthe AS-External-LSA
or E- AS- External - LSA

4. 4. Procedure

The SAVNET Agent is responsible for generating SAV rul es based on
the source prefix and topology information. The source prefix

i nformati on can be dynamically di sseni nated by nodes that support
SAVNET functionality or manually configured on inspection nodes.

The principle for calculating topology information is as follows:

Starting fromthe designated start node, the SAV rules for each
interface are cal cul ated sequentially. For a specific interface, the
calcul ation begins fromthat interface and traverses to find out al
reachabl e nodes. The SAV rules for this interface, (Prefix, IF), are
then generated based on the source prefixes advertised by these
reachabl e nodes. Finally, the interface SAV rul es are nerged based
on prefixes. The entries with the sanme prefix are nerged into one
entry indexed by the prefix with a list of interfaces. This process
ensures the conprehensive generation of SAV rul es based on source
prefixes and reachability information, allowi ng for effective
security enforcenment within the domain.

Here is the refined and optim zed process of conputation based on
the Breadth-First Search (BFS) algorithm
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Step 1: Before initiating the SAV rul e cal cul ati on, save the
existing SAV rule table to facilitate the identification of changes
in SAV rule table entries.

Step 2: Traverse all interfaces of the starting node and perform SAV
rule calculation for each interface. Choose an interface as the
calculating interface in a sequential manner, following steps 3 to
8; calculate all the reachabl e nodes through this interface. Based
on the source prefixes advertised by each reachabl e node, conpute
the SAV rule (Prefix, IF) for this interface.

Step 3: Clear the visited flag for all nodes and mark the starting
node as visited to initialize the BFS traversal

Step 4: Add the neighboring nodes of the calculated interface to the
queue if the nodes are not visited, and mark them as visited. These
nei ghbor nodes nust be in a bidirectional connected state.

Step 5: Retrieve the first node fromthe queue.

Step 6: Process current node, add all adjacent unvisited nodes to
the queue, and mark them as visited.

Step 7: Generate SAV rules for the calculated interface based on the
source prefixes of current node. The SAV rules are indexed by
prefix. Firstly, process the source prefix: If the source prefix
does not exist in the SAV rules, add a new SAV rul e. Then, process
the interface under the source prefix: If the interface is not in
the interface list, add the newinterface to the list. Refer to
section 4.3 for detailed infornmati on on obtaining the source
prefixes for different types of prefixes.

Step 8: Repeat steps 5 to 7 until the queue is enpty.

Step 9: Repeat steps 2 to 8 until SAV rules for each interface are
i ndi vidual 'y cal cul at ed

Step 10: Merge the SAV rule entries obtained by all interfaces,
combining entries with the same prefix into a single entry and
consolidating the interfaces fromeach entry into the interface |ist
of the nmerged entry.

Step 11: Deploy SAV rules. By conparing the newly generated SAV
rules with the saved old SAV rul es, perform add/ nodify/del ete
operations on SAV rule entries.

An exanpl e of the above process is shown in Figure 8 bel ow
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R e T T +
| P4 AS |
| Node A SAV Rul e: R + |
| (P1, A1) | Node A | |
| (P2, A-1) +1------ 2+ |
| (P3, A2) / \ |
I / \ I
I / \ I
| E S + E S + |
| | Node B | | Node E | |
| S + S + |
| / \ \ |
| / \ \ |
| / \ \ |
| E S + E S + E S + |
| | Node C| | Node D | | Node F | |
| S + S + S + |
| P1 P2 P3 |
R e T T +

Figure 8: The case of the SAVNET procedure

The steps provided illustrate the procedure for Node A to obtain SAV
rul es based on the source prefix and reachability information
obt ai ned t hrough the | GP protocol extension. The process invol ves
traversing the network topology to gather source prefix information
and generate SAV rules for each interface separately.

Based on the information presented, the followi ng SAV rules are
generated for Node A

1) Before initiating the SAV rul e cal cul ation, save the existing SAV
rule table of Node Ato facilitate the identification of changes
in SAV rule table entries

2) Traverse all the IGP links of Node A and generate SAV rules for
each interface separately. Select interface 1 first.

3) Clear the visited flag for all notes. Mark Node A as visited.

4) Add node B to the queue and nmark it as visited

5) Retrieve node B fromthe queue.

6) Add al |l adjacent nodes of node B that have not been visited to the

queue and mark themas visited. Node C and Node D are added to the
queue and nmarked as visited.
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7) Process the source prefix information of the current node to
generate SAV rules. For node B, there is no source prefix
adverti sed.

8) Retrieve node C fromthe queue.

9) Add al |l adjacent nodes of node C that have not been visited to the
queue and mark them as visited. No adjacent nodes were added to
t he queue.

10) Process the source prefix information of node C to generate
SAV rul es. CGenerate SAV rule of prefix Pl according to the source
prefix advertised by Node C, and add interface A-1 to interface
list.

11) Retrieve node D fromthe queue.

12) Add all adjacent nodes of node D that have not been visited to
the queue and mark them as visited. No adjacent nodes were added
to the queue.

13) Process the source prefix information of node D to generate
SAV rul es, CGenerate SAV rule of P2 according to the source prefix
advertised by Node D, and add interface A-1 to interface list.

Thr ough the above cal cul ati on process, generate SAV rules (P1, A-1)
and (P2, A-1) for interface 1 of node A

Simlarly, for interface 2 of node A the SAV rule (P3, A-2) can be
gener at ed.

4.5. Miulti-Homed Scenari os

In the multi-honed scenario depicted in Figure 9, the prefix
10.0.0.0/16 is accessed via nodes D and E, with the subnet

10. 0. 1. 0/ 24 being accessed via node D, and 10.0.0.0/24 bei ng
accessed via node E. Through I GP connectivity cal cul ation, the SAV
table entries derived on node A are: (10.0.1.0/24, A1),
(10.0.0.0/24, A-2).

o e o e o e e e e e e e e ee e +
I AS |
| Node A SAV Rule:  #-------- + |
| (10.0.1.0/24, A-1) | Node A | |
| (10.0.0.0/24, A-2) +-1----2-+ |
I / \ I
I / \ I
I / \ I
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| E - + E - + |
| | Node B | | Node D | |
| N + Fom e -+ |
I I I I
I I I I
I I I I
| +----42--+ +---42---+ |
| | Node C | | Node E | |
| +o---+]--+ +---+1---+ |
I I I I
| (10.0.1.0/24 10. 0. 0. 0/ 24) |
| ( 10.0.0.0/ 16 ) |
S T .. +

Figure 9: The case of multi-hom ng access

In the scenario of single-honed user network access to the |oca
network, ACL or strict uRPF can generally provide effective
protection. However, in the case of nulti-homed user network access,
there may be asymmretric routing, and the prefixes of asymretric
routes on the router may dynamically change to achi eve dynam c | oad
bal ancing. In this case, ACL or strict uRPF cannot be directly used
to protect the user access interface as a whitelist, as this my
lead to issues of misfiltering.

In the mentioned network, Node C could receive packets with a source
address of 10.0.0.0/24 via interface G 1, and Node A could receive
simlar packets via interface A-1, potentially causing msfiltering.
Simlarly, Node E could receive packets with a source address of
10.0.1.0/24 via interface E-1, and Node A could receive sinilar
packets via interface A-2, leading to potential nisfiltering of
packets.

To address this issue , one approach is to configure a static route

(10.0.0.0/24, C1) on the interface C1 of Node C, and specify a

hi gher Cost value than the route on Node E. Sinmilarly, on Node E

configure a static route (10.0.1.0/24, E-1) with a higher Cost val ue

compared to the route on Node C

The resulting SAV entries are as foll ows:

Entries on Node C. (10.0.1.0/24, C1), (10.0.0.0/24, C1)

Entries on Node E: (10.0.0.0/24, E-1), (10.1.0.0/24, E-1)

Entries on Node A: (10.0.1.0/24, A-1), (10.0.0.0/24, A-1)
(10.0.1.0/24, A-2), (10.0.0.0/24, A-2)

4.6. Peer Devices Scenarios
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In the scenario depicted in Figure 10, to enhance network fault

tol erance, two identical devices are depl oyed at equival ent
positions in the network. These devices are directly connected by a
cross-link, which refer to as the peer-to-peer devices, with a
direct link between the two peer devices termed a cross-1link

When peer devices are present, if connectivity is calcul ated
according to intra-domain protocols, the source prefix information
calculated on interfaces 1 and 2 of Node A as well as interfaces 1
and 2 of Node B, will be identical. This results in the |oss of
source prefix filtering effectiveness. To avoid this situation,
during connectivity calculations, if the cross-1link between the peer
devices is in the UP state, connectivity calculations will treat the
peer devices as a single entity. Connectivity cal cul ations for both
peer devices are initiated only when the cross-1ink between the peer
devices is in the DOM state.

T e .. +
I AS |
| Node A R + R + Node B |
| SAV Rul e: | Node A | | Node B | SAV Rul e: |
| (P1, A1) +1+----+42+ +1+----+2+ (P1,B-1) |
| (P2, A-2) | \ / | (P2, B-2) |
| | Voo | |
| | [ e ] |
| e e e e |
| | Node C +------ + Node D | |
| S + S RS +- + |
I I I I
I I I I
I I I I
| N + R +- + |
| | Node E | | Node F | |
| S + S + |
| P1 P2 |
T e .. +

Figure 10: The case of peer devices

The correspondi ng processing procedure requires a nodification to
Step 4 in Section 4. 4:

Step 4: If the neighboring nodes of the cal culated interface have
not been visited, add themto the queue and mark them as visited.
These nei ghboring nodes nust be in a bidirectional connected state.
If these devices have correspondi ng peer devices, nmark their peer
devices as visited as well.
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5. Exanpl e

The intra-domai n SAVNET net hod comonly applies to scenarios

i nvolving intra-domain inbound traffic and inter-domain inbound
traffic. Devices close to the | ower layer can intercept traffic from
i ntra-domai n nodes that forge source addresses of other nodes,
thereby preventing inbound traffic attacks within the domain.
Simlarly, devices close to upper |layer can block attack packets
received frominter-domain sources that forge intra-donmain source
addresses, in order to protect incomng traffic from external

donmai ns.

Taki ng the network topol ogy depicted in Figure 12 as an exanple, the
source address P4 belongs to router A the source address

10.0.0.0/ 24 belongs to router C, the source address 20.0.0.0/24

bel ongs to router D, and the source address 30.0.0.0/24 belongs to
router F. All these source addresses are advertised through an I GP
protocol extension, and the intra-domain path is calculated via the
| GP protocol. The connecting links fromrouters C, D, and F to A are
as follows: C >B->A, D >B->A, and F->E->A respectively.

Fommm o +
| OGther AS |
S +
/\
\

R L R +
| P4 \/ AS |
| RA SAV Rul e: e 3-+ |
| (10.0.0.0/24, A-1) | Router A | |
| (20.0.0.0/24, A-1) +1-------- 2+ |
| (30.0.0.0/24, A-2) [\ I\ |
I / \ I
| RB SAV Rul e: / \ RE SAV Rul e: |
| (10.0.0.0/24, B-1)/ \ (30.0.0.0/24, E-1)

| (20.0.0.0/24, B-2)/ \

| S + S + |
| (P2, B-2) | Router B | | Router E | |
| +1-------- 2+ Fommm e - 1+ |
| I\ I\ I\ |
| / \ \ |
| / \ \ |
| S + S + S + |
| | Router C | | Router D | | Router F | |
| S + S + S + |
| 10.0.0.0/ 24 20.0.0.0/ 24 30.0.0.0/ 24 |
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Figure 12: The intra-domain outbound traffic scenario

Based on the provided link and source address information, the
i ntra-domai n SAVNET net hod processes as foll ows:

For Router A:

The legal incomng interface for source prefixes of Router C and D
is A1

The legal incomng interface for the source address of Router F is
A-2.

For Router B:
The legal incomng interface for source prefixes of Router Cis B-1.
The legal incomng interface for source prefixes of Router Dis B-2.
For Router E:
The legal incomng interface for source prefixes of Router Fis E-1.

Based on this information, each router in the intra-domain generates
correspondi ng SAV rul es.

Wth the SAVNET function enabled, the follow ng scenarios wll
occur:

If Router C sends attack traffic with the source address of Router D
or F, the counterfeit traffic will be intercepted by Router B.

If Router D sends attack traffic with the source address of Router C
or F, the traffic with the fake source address will be intercepted
by Router B.

If Router F sends attack traffic carrying the source address of
Router Cor D, the traffic will be blocked by Router E.

Furt hernore, when Router A receives traffic from other Autononpus

Systens (ASs), if the traffic forges the source addresses of intra-
domai n routers, Router A can intercept the traffic.
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6. Manageability Considerations

The SAVNET detection feature only needs to be activated on a few
sel ected key nodes, rather than all nodes.

Therefore, the | GP SAVNET feature is configurable. Wen this feature
is enabled, it allows the configuration of specific source prefixes
to generate SAVNET entries, which can be set through routing
pol i ci es.

For Peer Devices scenarios, it allows for configuration to enable
this feature.

For bl acklist functionality, specific source prefixes can be
configured to generate a blacklist on specific interfaces through
configuration.

7. Depl oynent Consi derations

It is desirable that all nodes in the intra-donmain network could
depl oy this SAVNET nethod to automatically and accurately generate
SAV rul es, and therefore preventing source address spoofing attacks
in the direction of outbound and inbound traffic.

However, in the existing network, only partial nodes in the intra-
domai n network support this method, due to asynchronous upgrades of
devices. This results in that the depl oyed node cannot perceive the
source addresses of non-depl oyed nodes and generate correspondi ng
SAV rules, in spite of having all topology information. In this case
of partial deploynent, the depl oynent node can statically configure
the specified source address of the non-depl oynent node to make up
for the above shortcom ngs and nmeet the conditions for generating
SAV rul es.

8. | ANA Consi derations
TBD
9. Security Considerations

TBD
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