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Abst ract

Thi s docunent is a franmework for how Source Address Validation
(SAVNET) can be applied to operations and mai nt enance procedures for
Intra-domai n network. The docunent is structured to outline how
Qperations and Managenent (OAM functionality can be used to assi st
in fault, configuration, accounting, performance, and security
managenent, comonly known by the acronym FCAPS.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."
This Internet-Draft will expire on February 20, 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Components extracted fromthis
docunment must include Revised BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Revised BSD License.
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1. Introduction

The purpose of intra-domain SAV is to prevent outgoing data packets
froman intra-domain subnet (e.g., a host network or a customer
networ k) from forging source addresses of other intra-domain subnets
or other ASes, and to prevent incom ng data packets from externa
ASes from forging source addresses of the |local AS. To achieve this,
i ntra-domai n SAV shoul d focus on SAV on host-facing routers,
customer-facing routers, and AS border routers (see [I-D.ietf-
savnet-intra-domai n-architecture]). Specifically, host-facing or
custoner-facing routers should bl ock data packets fromthe connected
host or custoner network that contain a spoofed source |IP address
not belonging to that network. AS border routers should bl ock data
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packets from other ASes that contain a spoofed source |IP address
bel onging to the | ocal AS.

However, existing intra-donmain SAV solutions (e.g., BCP38 [ RFC2827]
and BCP84 [ RFC3704]) have issues |ike high operational overhead or
i naccurate validation (see [I-D.ietf-savnet-intra-donain-problem
statenment]). ACL-based ingress filtering requires manual operations
to configure and update the SAV rul es, while uRPF-based sol utions
m ght inproperly block legitimte data packets in scenarios of
routing asymmetry. To address these issues and gui de the design of
new i ntra-domain SAV solutions, [I-D.ietf-savnet-intra-donmain-
architecture] proposes the architecture of intra-donain SAVNET and
i ntroduces the use of SAV-specific information in intra-domain

net wor ks.

Fol | owi ng the intra-domain SAVNET architecture, [I-D. draft-cheng-
savnet-intra-domai n-sav-igp] and [I-D. draft-cheng-savnet-intra-
domai n- sav- bgp] propose an intra-donmain SAV sol ution. Based on these
i ntra-domai n SAV sol utions, this docunment provides a franmework and
requirenents for Intra-domain SAVNET Operations, Adm nistration, and
Mai nt enance (OAM). The approach of this docunent is to outline the
functionality, potential nechanisns to provide the functions, and
the required applicability of intra-domain OAM functi ons.

1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2. Term nol ogy

SAV Rule: The rule in a router that describes the mapping

rel ati onship between a source address (prefix) and the valid
inconming interface(s). It is used by a router to make SAV deci sions
and is inferred fromthe SAV I nformation Base.

Host-facing Router: An intra-domain router of an AS which is
connected to an intra-domain host network (i.e., a layer-2 network).
Custonmer-facing Router: An intra-domain router of an AS which is
connected to an intra-domain custoner network running the routing
protocol (i.e., a layer-3 network).
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3. Fault Managenent

3.1. Fault Detection

Real -time Mnitoring

Net wor k Moni toring Systenms: Use protocols Iike SNVP, NetFl ow,
sFlow, etc., to nonitor network traffic and device status in real-
time, quickly identifying anonalies through nonitoring data.

Log Anal ysis: Automated | og collection and anal ysis to detect
abnormal |ogs or device error nessages.

Per f ormance Mbnitoring: Mnitor network performance netrics (such
as |l atency, packet loss rate, jitter, etc.) to identify potentia
i ssues.

Al ert System

Threshold Alerts: Set threshold values to automatically trigger
al erts when performance nmetrics exceed preset ranges.

Pattern Recognition: Detect abnormal traffic patterns or behaviors
usi ng rmachi ne |l earning and pattern recognition techniques.

Aut omat ed Di agnostic Tool s
Sel f-check Tools: Use built-in self-check tools to performregular
checks on SAVNET configurations to detect configuration errors or

i nconsi st enci es.

Fault Diagnostic System Utilize intelligent fault diagnostic
systens to quickly identify and | ocate faults.

Routing Protocol Analysis

| GP/BGP Status Mnitoring: Mnitor | GP/BGP protocol status changes
to identify routing table anonali es.

SAVNET Tabl e Validation: Regularly validate SAV table entries to
avoid faults caused by incorrect configurations.

3.2. Fault Isolation

Cheng,
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Di sable Interface: If the fault conmes froma specific network
interface, you can temporarily disable that interface to prevent
the spread of abnormal traffic.

Adjust Traffic Path: Mdify the routing policy to reroute traffic
around the faulty interface.

Rout i ng Level

Adj ust Routing Table: Mdify the | GP/BGP routing table to avoid
routing traffic through the faulty node or path.

Wt hdraw Route Advertisenments: Wthdraw route advertisenments for
the faulty path in BGP, preventing other routers from forwarding
traffic to the fault path

Devi ce Level

Isolate Faulty Device: Tenporarily isolate the faulty device from
the network and activate backup devi ces.

Device Restart: If the fault is due to a tenporary issue with the
device, try restarting the device to restore it to nornal
operati on.

4. Operational and Manageability Considerations

4.1. OAM Configuration

4.

Cheng,

1.

Routers nmay be configured to enable intra-donmain SAVNET functions
via the device Command Line Interface (CLI) or through one of the
defi ned managenent protocols, such as the Network Configuration

Prot ocol (NETCONF) [RFC6241]. The followi ng is a non-exhaustive |ist
of configuration paraneters that apply to Intra-domai n SAVNET.

Base Paraneters
G obal Configuration
Enabl e SAVNET functi on
SAV node, SAV table capacity, SAV sources priority.
Interface Configuration

Control for SAVNET (function enabl e/ di sable), SAV node.
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4.1.2. Static SAV Paraneters
- Static SAV rules configuration in the SAV table.

SAV entries: "Source prefix" and "lIncom ng interface," including
I Pv4 and | Pv6 SAV rul es.

- Capacity of the SAV table and upper limtation of |IPv4d or | Pv6 SAV
rul es.

4.1.3. 1 GP SAV Paraneters
- Enabl e SAVNET function under address families in the |IGP.
- Enable the IGP to cal cul ate SAVNET interfaces.
- IGP control to advertise SAVNET source address filtering function.
- I1GP control to filter SAVNET table entry generation.

4.1.4. BCGP SAV Paraneters
- Enable BGP prefix iteration function.
- BGP control to advertise SAVNET source address filtering function.
- BGP control to filter SAVNET table entry generation.

4.2. OAM Noti fications
I ntra-domai n SAVNET OAM mechani sms shoul d trigger notifications to
alert operators to certain conditions. Such conditions include but
are not limted to:
- Faults detected by proactive nechanisns.
- Reception of event-driven defect indications.
- Logged security incidents pertaining to the OAM Message Channel .
- Protocol errors (for exanple, as caused by misconfiguration).
Noti fi cati ons generated by OAM nechani sns may be via YANG Sysl og

messages, or any other standard managenent protocol that supports
asynchronous notifications.
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5. Accounting
5.1. Requirenents

For intra-domain SAVNET, the following statistical functionalities
are required:

- Interface-based Statistics: Collect statistics at the interface
|l evel for traffic where the source address fails the intra-donmain
source address validation. Record the five-tuple information of
the fl ows.

- Interface-based Statistics: Collect statistics at the interface
Il evel for traffic where the source address passes the intra-domain
source address validation. Record the five-tuple information of
the fl ows.

- Interface-based Statistics: Collect statistics at the interface
level for traffic where the source address is not found in the
i ntra-domai n SAVNET table. Record the five-tuple information of
the fl ows.

- Per Intra-domain SAVNET Table Entry Statistics: Collect statistics
for each table entry on the nunber of passes and drops, recording
the five-tuple information of the flows.

- Gobal Statistics: Collect global statistics for intra-domain
source address checks, including the nunber of passes, drops,
| ookups not found, and blacklist hits. This aids in overal
oper ational managenent.

- Blacklist Statistics: Collect statistics for traffic where the
source address hits the blacklist. Record the five-tuple
information of the fl ows.

5.2. Location of Accounting

For host-facing or custoner-facing routers, interface-I|eve
statistics should be nonitored. For intra-domain boundary routers,

bl acklist statistics are the focus. Other tabl e-based statistics and
gl obal statistics should be nonitored on all intra-domain routers.

6. Performance Managenent
Per f or mance managenent allows the neasurenent of the information
transfer characteristics of Intra-donmain SAVNET, which can then be
conpared agai nst an SLA. This falls into two categories: |atency
(including jitter as a variation in latency) and information | oss.
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Per f orm performance nmeasurenments for traffic fromdifferent sources
- Traffic comng fromhost-facing or custoner-facing routers.

- Traffic entering the intra-domain fromoutside the intra-donain.

- Traffic leaving the intra-domain

- Traffic within the intra-domain.

The goal is to nonitor performance characteristics when the intra-

domai n SAVNET function is enabled. The network operator can extract
performance nonitoring netrics based on whether one-way or two-way

performance nonitoring functions are perforned:

- For one-way performance nonitoring functions, the netrics will be
avail abl e at the target router

- For two-way performance nonitoring functions, all metrics will be
avail abl e at the source router, while a subset will be available
at the target router. Specifically, metrics for both the direction
fromsource to target and fromtarget to source will be avail abl e
at the source router. Metrics for the direction fromsource to
target will be available at the target router

7. Security Managenent

TBD

8. Security Considerations

Thi s docunent describes a framework for Intra-domain SAVNET

Operations and Managenment. It does not introduce any new security

concerns.

The security considerations described in

[1-D.ietf-savnet-intra-domai n-probl emstatenment] and

[I-D.ietf-savnet-intra-domain-architecture] also applies to this
docunent .
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