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Abst ract

Thi s docunent is a franmework for how Source Address Validation
(SAVNET) can be applied to operations and mai nt enance procedures for
Inter-domai n network. The docunent is structured to outline how
Qperations and Managenent (OAM functionality can be used to assi st
in fault, configuration, accounting, performance, and security
managenent, comonly known by the acronym FCAPS.
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Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."
This Internet-Draft will expire on August 28, 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1. Introduction

Sour ce address spoofing is one of the nbst serious security threats
to today’'s Internet. It serves as a nain attack vector for |arge-
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scale Distributed Denial of Service (DDoS) attacks and is comonly
used in reflective DDoS attacks. To mitigate source address
spoofing, many source address validation (SAV) solutions (e.g.,
BCP38 [ RFC2827] and BCP84 [ RFC3704] [ RFC8704]) have been proposed.
The primary design goal of SAV solutions is avoiding inproper block
(i.e., blocking legitinmate traffic) while naintaining
directionality, especially in partial deployment scenarios (see [I-
D.ietf-savnet-inter-domai n-probl emstatement] and [ RFC8704]).

To address these issues and guide the design of new inter-domain SAV
solutions, [I-D.draft-ietf-savnet-inter-domai n-architecture]

proposes the architecture of inter-domain SAVNET and introduces the
use of SAV-specific information in inter-domain networks.

Based on the architecture of inter-domain SAVNET, this docunent
provides a framework and requirenments for |nter-donmai n SAVNET

Qper ations, Adm nistration, and Mii ntenance (OQAM. The approach of
this docunment is to outline the functionality, potential nechanisns
to provide the functions, and the required applicability of inter-
domai n OAM functi ons.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Overview

Thi s docunent primarily explores the functions that SAV Inter-domain
OAM needs to acconplish. As shown in the architecture of Figure 1,
the following OAM tasks need to be addressed:

OAML: Configure for different data sources, including RPKI, Local
Routing, |IRR Data, BGP Update, and SAV-Specific.

OAM2: Based on the source information fromthe different data
sources in OAML, provide the functionality to view source
i nformati on by AS nunber.

OAMB: Based on the source information fromdifferent origins,

optimize to generate SAV Rules, and maintain Permit Rules and Bl ock
Rul es.
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Figure 1

4. Term nol ogy
* ROA: Route Origin Authorization
* ASPA: Aut ononous System Provi der Authorizations
* |RR Internet Routing Registry

* Refer to the terns defined in Section 2 of [I-D.draft-ietf-savnet-
i nt er-domai n-architecture]

5. Fault Managenent
5.1. Fault Detection
- Real -tine Monitoring
Net wor k Moni toring Systems: Use protocols |ike SNVP, NetFl ow,

sFlow, etc., to nonitor network traffic and device status in real -
time, quickly identifying anonalies through nonitoring data.
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Log Anal ysis: Automated | og collection and analysis to detect
abnormal | ogs or device error nessages.

Per f ormance Mbnitoring: Mnitor network performance netrics (such
as latency, packet loss rate, jitter, etc.) to identify potentia
i ssues.

Al ert System

Threshold Alerts: Set threshold values to automatically trigger
al erts when performance netrics exceed preset ranges.

Pattern Recognition: Detect abnormal traffic patterns or behaviors
usi ng machi ne learning and pattern recognition techniques.

Aut omat ed Di agnostic Tool s
Sel f-check Tools: Use built-in self-check tools to performregular
checks on SAVNET configurations to detect configuration errors or

i nconsi st enci es.

Fault Diagnostic System Utilize intelligent fault diagnostic
systens to quickly identify and |locate faults.

Routing Protocol Analysis

BGP Status Mnitoring: Mnitor BGP protocol status changes to
identify routing table anonali es.

RPKI Status Monitoring: Mnitor BPKI protocol status changes to
identify RPKI ROA RPKI ASPA anonali es.

SAVNET Tabl e Validation: Regularly validate SAV table entries to
avoi d faults caused by incorrect configurations.

5.2. Fault |solation

Cheng,

Interface Level

Di sable Interface: If the fault comes froma specific network
interface, you can tenporarily disable that interface to prevent
the spread of abnormal traffic.

Adjust Traffic Path: Mddify the routing policy to reroute traffic
around the faulty interface.
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- Routing Level

Adj ust Routing Table: Mdify the BGP routing table to avoid
routing traffic through the faulty node or path.

Wt hdraw Route Advertisenents: Wthdraw route advertisenents for
the faulty path in BGP, preventing other routers from forwarding
traffic to the fault path.

- Device Level

Isolate Faulty Device: Tenporarily isolate the faulty device from
the network and activate backup devi ces.

Device Restart: If the fault is due to a tenmporary issue with the

device, try restarting the device to restore it to nornal
operati on.

6. Operational and Manageability Considerations

6.1. OAML: Source information fromdifferent origins
For each type of source information, it is necessary to configure
whether it is supported. and set the priority for processing this
source. Cenerally, SAV-specific has the highest priority, followed
by RPKI ROA Obj. and ASPA nj, then Local Routing, and finally IRR
Dat a.

6.1.1. Configuration for RPKI

- Enabl e
Enabl e the function to obtain prefix origin information via RPKI.

- Priority

The usage priority of prefix origin information obtained through
RPKI .

- Capacity

Maxi mum capacity for prefix origin information via RPKI.
- Cache tinme

For source information of RPKI, its cache tine
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6.1.2. Configuration for source information from Local Routing
- Enabl e

Enabl e the function to obtain prefix origin information via Loca
Rout i ng.

- Priority

The usage priority of prefix origin information obtained through
Local Routing.

- Capacity
Maxi mum capacity for prefix origin information via Local Routing.
- Cache tinme

For source information of Local Routing, its cache tine

6.1.3. Configuration for source information |IRR Data
- Enabl e

Enabl e the function to obtain prefix origin information via IRR
Dat a.

- Priority

The usage priority of prefix origin information obtained through IRR
Dat a.

- Capacity
Maxi mum capacity for prefix origin information via |IRR Dat a.
- Cache tine

For source information of IRR Data, its cache tine

6.1.4. Configuration for source information from BGP Updat e

- Enabl e
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Enabl e the function to obtain prefix origin information via BG?
Updat e.

- Priority

The usage priority of prefix origin information obtained through BGP
Updat e.

- Capacity
Maxi mum capacity for prefix origin information via BGP Update.
- Cache tine

For source information of BGP Update, its cache time

6.1.5. Configuration for source information fromspecific
- Enabl e

Enabl e the function to obtain prefix origin information via SAV-
speci fic.

- Priority

The usage priority of prefix origin information obtained through
SAV- speci fi c.

- Capacity
Maxi mum capacity for prefix origin information via SAV-specific.
- Cache tinme

For source information of SAV-specific, its cache tine

6.1.6. Notification for Source information

The maxi mum nunber of supported information entries for each type of
Source I nformation.

- When cache count exceeds specifications, a notification needs to
be sent

Cheng, et al. Expi res August 28, 2026 [ Page 8]



I nternet-Draft I nter-domai n SAVNET OAM February 2026

- Faults detected by proactive nmechani sns.

- Logged security incidents pertaining to the OAM Message Channel .

- Protocol errors (for exanple, as caused by m sconfiguration).
6.1.7. Count for Source information

- Source Information entry Count by type

Count the SAV Source information by source type.

- Source Information entry nodify count

Count of Source Information Table Entries Added/ Del et ed/ Modified
6.2. OAM2: SAV Information Base Manager
You can view source information based on prefixes, different source
types, and source AS. Each data source’s information corresponds to a
different priority |evel
6.2.1. Organization of Base Manager

- Organi zation source informati on Based on Source AS.

- Organi zation source information based on prefix

- Maintain the inbound AS |ist and inbound interface |ist for table
entri es.

6.2.2. Notification for Base Manager

- Faults detected by proactive nechani sns.

- Logged security incidents pertaining to the OAM Message Channel .

- Protocol errors (for exanple, as caused by m sconfiguration).
6.2.3. Count for Base Manager

- G obal Count

Count the SAV Source information by type.

Count the SAV Source information by Source AS.

- Count of Source Information entry nodified
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Count of Base Manager Entries Added/ Del et ed/ Modi fi ed

6.3. QAMB: SAV Rul es

6.3.1. Count for SAV Rul es
- d obal Count
Count the SAV Source information by type.
Count the SAV Source information by Source AS.

- AS-based Statistics: Collect statistics at the AS | evel for
traffic where the source address fails the inter-domain

source address validation. Record the five-tuple information of

the fl ows.

- AS-based Statistics: Collect statistics at the AS | evel for

traffic where the source address passes the inter-domain source

address validation. Record the five-tuple information of the
flows.

- AS-based Statistics: Collect statistics at the AS | evel for

traffic where the source address is not found in the inter-donmain

SAVNET table. Record the five-tuple information of the flows.

- Per Inter-domain SAVNET Table Entry Statistics: Collect statistics
for each table entry on the nunber of passes and drops, recording

the five-tuple information of the flows.

- Gobal Statistics: Collect global statistics for inter-domain
source address checks, including the nunber of passes, drops,
| ookups not found, and blacklist hits. This aids in overall
oper ational managenent.

- Blacklist Statistics: Collect statistics for traffic where the
source address hits the blacklist. Record the five-tuple
informati on of the fl ows.

- Count of SAV Rule nodified

Count of SAV Rul e Added/ Del et ed/ Modi fi ed
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6.3.2. Permit Rules and Bl ock Rul es

Based on the actions after matching SAV table entries, there are
Permit Rules and Block Rules. The Pernmit Rule allows traffic

mat chi ng the prefix and inbound interface entry to pass through,
while the Block Rule prevents traffic matching the prefix and

i nbound interface entry from passing through

The Permt Rule is used when the inbound interface of the address is
preci sely known. The Block Rule is applied when the source address
is known from some inbound interfaces, with others uncertain,
ensuring that the source address does not arrive from specific
interfaces where the Block Rule is generated.

6. 3. 3. Performance
Per f ormance managenent allows the neasurenent of the infornmation
transfer characteristics of Inter-domai n SAVNET, which can then be
conpared against an SLA. This falls into two categories: |atency
(including jitter as a variation in latency) and information |oss.
Per f orm performance neasurenents for traffic fromdifferent sources
- Traffic entering the inter-domain fromoutside the inter-donmain
- Traffic leaving the inter-domain.
- Traffic within the inter-domain.
- Menory occupied by record entries
- Time Spent on Calculating Table Itens
The goal is to nonitor performance characteristics when the inter-
domai n SAVNET function is enabled. The network operator can extract
performance nonitoring netrics based on whether one-way or two-way

performance nonitoring functions are perforned:

- For one-way performance nonitoring functions, the metrics will be
avail abl e at the target router

- For two-way performance nonitoring functions, all nmetrics will be
avai |l abl e at the source router, while a subset will be available

at the target router. Specifically, metrics for both the direction
fromsource to target and fromtarget to source will be avail able
at the source router. Metrics for the direction fromsource to
target will be available at the target router
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6.4. Security Managenent

TBD

7. Security Considerations

The security considerations described in [I-D.draft-ietf-savnet-
i nter-domai n-architecture] also applies to this docunent.

8. | ANA Consi derati ons

TBD
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