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Abst ract

Thi s docunent describes a SRv6 egress node protection nechanismin
mul ti-honed scenari os.
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1. Introduction

The fast protection of a transit node of a Segment Routing (SR) path
or tunnel is described in [I-D.ietf-rtgwg-segnent-routing-ti-Ifa]
and [|-D. hu-spring-segnent-routing-proxy-forwarding]. [RFC8400]
specifies the fast protection of egress node(s) of an MPLS TE LSP
tunnel including P2P TE LSP tunnel and P2MP TE LSP tunnel in
details. However, these documents do not discuss the fast protection

of the egress node of a Segnent Routing for IPv6 (SRv6) path or
tunnel .

[I-Dietf-rtgwy-srv6-egress-protection] proposes mrror protection
mechani sm and presents protocol extensions for the fast protection
of the egress node of a SRv6 path or tunnel. However, the nechanism
provided in this document is relatively conplex. It is necessary to
configure the Mrror SID for the protected egress node on the backup
egress node. The nmirror relationship needs to be distributed through
| GP and BGP protocols to automatically create mapping entries.

Thi s docunent introduces a sinplified protection mechani sm of the
egress node of a SRv6 path. Only expanding the data plane can
performfast path switching in case of egress node failure.

2. Term nol ogy

The following terninologies are used in this docunent.

SR: Segnent Routing

SRv6: SR for |Pv6

SRH: Segment Routing Header

SID: Segnent ldentifier

CE: Custoner Edge

PE: Provi der Edge

VPN: Virtual Private Network

PSD: Penulti mate Segnent Decapsul ation

3. Miulti-honed SRv6 Egress Protection Mechani sm

Thi s section describes the nechani sm of SRv6 path egress protection

in multi-honed scenarios and the extension of SRH extensi on header.
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Figure 1 is used to explain the multi-homed egress node protection
mechani sm

Locator: A3:1::/64
VPN SI D: A3:1::B100
e L SR e S L S +---+

| PE1| - ---- | P1]----- | P2|----- | PE3| ---] CE2
S S S S S
I I I |\
+---+ ] | | |\ /
| CE1| | I I | X
+---4 ] | | | 7\
\ I I | 7\
-+ -+ -+ -+ oo+
| PE2| - - --- | P3|----- | P4|----- | PE4| - - - | CE3|
S S S S S

Locator: A4:1::/64
VPN SI D A4:1::B100
PE3 Egress
PE4 Backup Egress
CEx Custoner Edge
Px Non- Provi der Edge
*** SR Pat h
Figure 1

3.1. Procedure on the Ingress Endpoint

In the CE multi-honed or doubl e-honed scenario, the ingress node

| earns the multi-hormed or doubl e-honed route of CE through the
routing protocol, and then deternines the optimal path and
suboptimal path according to the routing optimzation strategy. The
egress node on the optimal path acts as the primary egress, and the
SID of the primary egress node is used as the primary SID. The
egress node on the suboptinmal path acts as the backup egress, and
the SID of the backup egress node is used as the backup SID.

On the path forwarded based on SRv6 TE policy, when the ingress node
encapsul ates the SRH ext ensi on header, judge whether the primary VPN
SID of the egress node (PEl) has a backup SID. If yes, insert the
backup SID into the position of Segment List[0]. The format of SRH
ext ension header filling is showm in the following Figure 2
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Figure 2

3.2. Procedure on the Egress Endpoint

Normal ly, the traffic is forwarded al ong the path P1->P2->PE3->CE2.
When the primary egress node PE3 receives a packet whose IPv6 DA is
a local SID, PE3 renoves the outer packet header with all its

ext ensi on headers and subnmits the packet to the egress FIB | ookup
for transm ssion to the new destination. However, because Segnent
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List[0] carries the backup SID, the SID of the primary egress node
PE3 is encapsulated in the position of the penultimte SID
Therefore, according to [ RFC8986], PE3 will not perform SRv6
decapsul at i on.

In order to indicate the primary egress node with SID |located in the
penul timate position of the SRH Segrment List array to decapsul ate,
this document define PSD(Penultinmate Segnent Decapsul ation) Fl avor.

SR Segrent Endpoi nt nodes receive the | Pv6 packet with the
Destination Address field of the |Pv6 header equal to its SID
addr ess.

When a node (PE3 in Figure 1) receives a packet whose IPv6 DA is a
SIDwith PSD Fl avor |ocated in the penultimte position of the SRH
Segnent List array and that SIDis a local SID it indicates to
renove the outer encapsul ation of the packet, and forward the packet
according to the exposed packet.

PSD Fl avor can apply to End. DT4, End. DT6, End. DT46, End. DX4,
End. DX6, End. DX2, End.DX2V and End. DX2M The SIDs can be adverti sed
via routing protocol

The SRH processing of the End. DT4, End.DT6, End.DT46, End. DX4,

End. DX6, End. DX2, End. DX2V and End. DX2M behavi ors defined in

[ RFC8986] are nodified; the instructions S02 are substituted by the
foll owi ng one:

S02. If ((Segnents Left !'= 0) && (Segnments Left !'= 1)) {

Due to the above pseudocode nodification, the PSD operation only
takes place at the egress node and does not happen at any transit
node. Wien a SID of PSD flavor is processed at a transit node, the
PSD behavi or is not perforned since Segnents Left would not be 1 or
0.

Normal ly, the traffic is forwarded al ong the path P1->P2->PE3->CE2.
VWhen PE3 receives a packet whose IPv6 DAis S and Sis a |ocal PSD
flavored SID, PE3 renoves the outer packet header with all its

ext ensi on headers and subnits the packet to the egress FIB | ookup
for transm ssion to the new destination

3.3. Procedure on the Penultimte Endpoint
After receiving the packet, if any of the followi ng cases is net,

the penultinate endpoint acting as the repair node can provi de fast
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protection against the failure of the egress node by | GP fast
convergence or BFD detection.

* Case 1: Wien the destination address of the received packet is the
|l ocal END. X SID, the outgoing interface is down. Update the |IPv6
DA with SRH SL] and the SL is reduced.

* Case 2: When the destination address of the received packet is the
local END SID, the FIB is |ooked up for the updated DA with
Segnent List[SL] and the SL is reduced.

I F the primary outbound interface used to forward the packet failed
or there is no FIB entry for forwardi ng the packet, the detail ed
processing to be perforned by the penultinmate node is as foll ows:

IF SL = 1 THEN
SL decreases by 1 and becones O;
Update the I Pv6 DA with Segnent List[O0];
FI B | ookup on the updated DA
Forward t he packet according to the matched entry;

When primary egress node (PE3) fails, the Penultinmate Endpoint (P2)
finds out that the PE3's SID is unreachable. For exanple, P2 quickly
detects that the route to PE3 is unreachabl e through | GP convergence
or BFD detection. Then, P2 sequentially |ooks up the Segnent Li st
after the current unreachable SID and finds the first reachabl e
downstream nodes. The specific operations are as follows:

P2 decreases SL by 1 and then nodifies the destination address of
the packet to Segment List[SL]. Because Segnment List[O] is the
backup SID, if the backup egress node (PE4) is reachable, P2 sends
the nmodified packet to PE4. In this way, P2 provides fast protection
for the egress failure and greatly shortens the cut-off tine.

When the packet arrives at PE4, PE4 renoves the outer |Pv6 header,
and forwards the original packet.

After the route convergence is conpleted, the ingress node (PE1l)

will reselect the forwarding path for the traffic to VPN, and switch
the path (Pl->P3->P4->PE4->CE2) to the CE to the egress node (PE4).
After that, P2 no longer needs to forward the packet with the
destination address of PE3's PSD-flavored SID

About penultimte node, it could be several hops away to egress
node, according to [RFC8986], the transit node cannot process SRH
If there are transit node(s) between the penultinmate endpoi nt node
and the primary egress node, the multi-honmed SRv6 egress protection
mechani sm does not take effect on the transit node. The multi-homed
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egress protection is only perforned at the penultimte endpoint
node.

4. Multi-honed SRv6 Egress Protection Exanple

Figure 3 shows an exanpl e of protecting egress PE3 of a SRv6 TE
path, which is fromingress PEl to egress PE3.

AO: 1::1 Al:1::1 A2:1::A100 A3:1::B100
oo KKK 4 kkkk 4 4 kkkk 4 do oo+

| PE1| ----- | P1|------ | P2|------ | PE3| - - - | CE2|
+-- -+ +-- -+ +-- -+ +-- -+ +-- -+
/] | | & | \ /
+---+ | | | & |\ 7
[CEl | | | & | X
+---H | | | & |/ \
\ | | & | / \
+-- -+ +-- -+ +---+ &&R& +---+ +-- -+
| PE2| ----- | P3|------ | P4|------ | PE4| - - - | CE3|
+---+ +---+ +---+ +---+ +---+
A4:1::B100
PE3 Egress

PE4 Backup Egress
CEx Custoner Edge
Px Non- Provi der Edge
**%* SR Pat h
&&& backup Path
Figure 3

In this docunment, a SIDIist is represented as <S1, S2, S3> where Sl
is the first SIDto visit, S2 is the second SIDto visit and S3 is
the last SIDto visit along the SRv6 path.

In Figure 3, Both CE2 and CE3 are dual honed to PE3 and PE4. PEl has
a locator AO:1::/64. P1 has a locator Al:1::/64. P2 has a | ocator
A2:1::/64 and END. X SID A2: 1:: A100. PE3 has a |ocator A3:1::/64 and
a VPN SID A3:1::B100 with PSD-fl avored behavior. PE4 has a | ocator
Ad:1::/64 and VPN SID A4:1::B100. The traffic fromCElL to CE2 is
forwarded al ong the path PEl->P1l->P2->PE3.

After the configuration, according to the BGP route sel ection
principle, the ingress PE node selects the preferred route as the
pri mary node and the second-best route as the backup node. PE1l
determines that PE3 is the prinmary egress node and PE4 is the backup
egress node. PE3’s backup SIDis PE4’s VPN SI D

After nmulti-homed egress protection is enabl ed, when PEl receives
the packet from CE1L to CE2, PEl encapsul ates the packet with |IPv6
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header. The segnment list in SRH is designed as < Al:1::1,
A2:1:: A100, A3:1::B100, A4:1::B100>. The SL is set to 3.

I'n normal operations, Wien P2 receives a packet destined to END. X
SID A2: 1:: A100, it decreases SL by 1 and forwards the packet with
source AO:1::1 and destination PE3's VPN SID A3:1::B100 fromthe
I'ink between P2 and PE3 according to END. X SID. The SL of the packet
sent to PE3 is 1. Wen the packet arrives at PE3, the destination
address A3:1::B100 matches PE3's PSD-fl avored SID. PE3 as the
penul ti mate endpoi nt perfornms decapsul ati on and forwarding
processing. The specific operations of PE3 are as follows:

1) Renmobve the outer packet header and all its extension headers.

2) Look up the FIB table according to the destination address of the
ori gi nal packet.

3) Send the packet to CE2 according to the FIB entry.

After PE3 fails, P2 detects PE3 failure through I GP fast convergence
or BFD detection. Wien P2 receives the packet to be sent to PE3 s
VPN SID A3: 1::B100, after decreasing SL P2 finds that the outgoing
interface is down or the route to PE3 is unreachable. P2 continues
to decrease SL by 1 and obtains the next reachable SID of PE4’s SID
fromthe segment list. The SL changes to 0. P2 changes the
destination address of the packet with the backup SID of Segment
List[0] and sends the nodified packet to A4:1::B100.

When PE4 receives the nodified packet, it decapsul ates the packet
and forwards the decapsul ated packet by executing END. DT6 behavi or
for an END. DT6 SID i nstance.

5. 1 ANA Consi derati ons
Thi s docunent requests IANA to allocate the follow ng codepoints for

PSD fl avor behaviors within the "SRv6 Endpoi nt Behaviors" registry
in the "Segment Routing registry group
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Fommma - Fommmaa - T S +
| Value | Hex | Endpoi nt behavi or | Reference

R, Fomm oo o e e e e e e e e a oo - R +
| 140 | 0x008C | End. DX6 with PSD | [This.ID |
| 141 | 0x008D | End. DX4 with PSD | [This.ID |
| 142 | OxOO08E | End. DT6 wi th PSD | [This.ID |
| 143 | OxO008F | End. DT4 wi th PSD | [This. 1D |
| 144 | 0x0090 | End. DT46 with PSD | [This.ID |
| 145 | 0x0091 | End. DX2 with PSD | [This.ID |
| 146 | 0x0092 | End. DX2V wi th PSD | [This.ID |
| 147 | 0x0093 | End. DT2U wi th PSD | [This.ID |
| 148 | 0x0094 | End. DT2M wi t h PSD | [This.ID |
Fommma - Fommmaa - L -, S IR +

Table 1: | ETF - SRv6 Endpoi nt Behaviors
6. Security Considerations

[ RFC8754] defines the notion of an SR domain and use of SRH within
the SR dommin. The use of egress protection mechani sm described in
this docunment is restricted to an SR domain. Procedures for securing
an SR domain are defined the section 5.1 and section 7 of [RFC8754].

Thi s docunent does not inpose any additional security challenges to
be consi dered beyond security threats described in [ RFC8754],
[ RFC8679] and [ RFCB986] .
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