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Abst r act

The Segnment Routing (SR) architecture allows a flexible definition
of the end-to-end path by encoding it as a sequence of topol ogica

el ements called segnents. It can be inplenmented over an MPLS or
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required to support Segnent Routing over the |Pv6 data plane (SRv6).
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1. Introduction

The Segment Routing (SR) architecture [ RFC8402] specifies how a node
can steer a packet using an ordered list of instructions, called
segnents. These segnents are identified using Segnent |dentifiers
(Sl Ds).

Segnment Routing can be instantiated on the | Pv6 data plane through
the use of the Segnment Routing Header (SRH) defined in

[ RFC8754] . Segnent Routing instantiation on the I Pv6 dataplane is
referred to as SRv6.

The network progranming paradigmfor SRv6 is specified in

[ RFC8986] .1t describes how any behavi or can be bound to a SID and
how any network program can be expressed as a conbi nati on of SIDs.
It also describes several well-known behaviors that can be bound to
SRv6 Sl Ds.

Using SRv6 in data center networks brings several advantages:

1) Inproved Scalability: SRv6 simplifies the network architecture by
reduci ng the anmpbunt of state that nust be mmintained in network
devi ces, which |l eads to increased scal e and reduced nmanagenent
over head.
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2) Traffic Engineering: SRv6 enabl es nore granular control over
traffic paths within the network, allow ng operators to direct
traffic along specific paths to better utilize network resources
and reduce congestion

3) Service Function Chaining: Wth SRv6, network operators can
easily define paths that traverse multiple service functions,
including firewalls, |oad bal ancers and ot her m ddl eboxes. This
enabl es the creation of nore flexible and scal abl e service chains
to support a wide range of applications.

4) Path Segnent ldentification: SRv6 allows for the identification
of specific path segnents within the network, naking
troubl eshooting and fault isolation sinpler and faster.

5) Sinplified Tunneling: SRv6 supports tunneling for traffic across
an | Pv6 network without the need for an IP-in-IP or GRE
encapsul ation. This sinplifies the network architecture and
reduces conpl exity.

Thi s docunent describes the RIFT extensions required to support
Segnent Routing over the | Pv6 data plane (SRv6).

At a high level, the extensions to RIFT are conprised of the
fol | owi ng:

1) Add new SRv6 KV TIE using Well-Known KV TIE that is used to
advertise an SRv6 Locator, its attributes, and Sl Ds.

2) Add new SRv6 Locator TIE, which is used to advertise Locator
i nformati on sout hbound and northbound, as well as End SID
i nformation.

3) In the neighbor information of Node TIE, Add the new End. X SID
information in the neighbor information of Node TIE to advertise
the correspondi ng connecti on of End. X

2. SRv6 KV TIE

For RIFT network, Each node is provisioned with a Locator. The
Locat or address are conmuni cated to each node out-of-band and stored
as configuration information. Comrunication could be done via
primtive pen and paper or via nodern signaling (Netconf/YANG from
a configuration managenent system Then the node can use his own

| ocator address to generate End-SID, End. X-SID etc.
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To support Zero Touch Provisioning (ZTP), we can define a flexible
Key-Value (K-V) format for transmitting SRv6 i nformati on such as
SRv6 Locator information in RIFT SRv6 network, in order to enable
TOF to pass the Locator address information to all nodes via KV-TIE
In this way, TOF can package the Locator address information into
KV-TIE and transnmit it to all nodes in the SRv6 network to support
Zero Touch Provisioning. Wth this approach, all nodes in the
network can obtain the Locator address information and use the
addresses for path programm ng and ot her operations in the SRv6

net wor k.

This section requests an entry fromthe R FT Wl | -Known Key-Type
Regi stry for networks that use SRv6 al ong with suggested val ues
i naccordance with RIFT-KV- REG STRY [ Rl FT- KV- REG STRY] .
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123456789 123456789 1
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Type | Key- Len |
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+
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Figure 1: SRv6 Locator Key/Value Pair
wher e:
Type: SRv6, TBD.

"SRv6 Locator": indicate that this is a Locator KV TIE.

AdvSystem D. The Advertiser’s 64-bit R FT System | D. Typically,
only the TOF publishes SRv6 KV TIEs, using its
System D as the AdvSystem D.

System I D: A node’s 64-bit RIFT System ID.

SRv6 Locator Entry: A node’'s SRv6 Locator Entry.

The SRv6 Locator Entry has the follow ng format:
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Figure 2: SRv6 Locator Entry

o Metric: 4 octets, as described in Section 4 of [ RFC5305].

0 Loc-Size: 1 octet. Nunber of bits in the SRv6 Locator field,
which MJST be fromthe range (1-128). The entire TLV MJUST
bei gnored If the Loc-Size is outside this range.

0 Resv: 3 octets, Not defined.

0 Locator: 1-16 octets. This field encodes the adverti sed SRv6
Locator. The SRv6 Locator is encoded in the mniml nunber of
octets for the given nunber of bits. Trailing bits MJST be set
to zero and i gnored when received.

0 Optional Sub-TLVs: The SRv6 SID LBLN Information and SRv6 End SID
Entry SHOULD be included in the Locator Entry.

The SRv6 SID Structure Sub-Sub-TLV has the foll owing format:

0 1 2 3

01234567890123456789012345678901

T e L o o o e i i s it NN R SR S B S

| LB Length | LN Length | Fun. Length | Arg. Length |

e o I e e ol i I T T T S S e e e e i i ol it T R R
Figure 3: SRv6 SID LBLN Infornmation

Wher e
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LB Length: 1-octet field. SRv6 SID Locator Block length in

bits.

LN Length: 1-octet bit field. SRv6 SID Locator Node |ength
in bits.

Function Length: 1-octet field. SRv6 SID Function length in
bits.

Argument Length: 1-octet field. SRv6 SID Argunent length in
bits.

The SRv6 End SID Entry has the follow ng fornat:

+
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Figure 4: SRv6 End SID Entry
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wher e:

o Flags: 2 octet. No flags are currently defined. Al bits are
reserved for future use. They MJST be set to zero on
transm ssi on and MJST be ignored on receipt.

o0 Endpoint Behavior: 2 octets, as defined in [ RFC8986].

o SID0 16 octets. This field encodes the adverti sed SRv6 SID.

The SRv6 End. X SID Entry has the foll owing format:
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T e L o o o e i i s it NN R SR S B S

| link id |

B i s T T i i o S o T Ji I

| End. X SID |

e L o i e S  th o i R S
Figure 5: SRv6 End. X Entry in SRv6 Locator KV TIE

struct Srv6EndXSi dEl emrent {
1. required comon. LinklDPair link_id,
2: required Srv6Si dEl enent srv6_endx_sid,

The Format of End. X SID:

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Fl ags | Al gorithm | Wi ght |
B R s i T Tk ST B R R S TR S S e i e i i
| Endpoi nt Behavi or |
B el I T R S il il ol siE I R SR S

1
+
1

R i el S i S i el (R R S R S T b S S S S S
28 bits) . . . |
B i T R R R e st T i ST S S SR i TR S TR R I i o i
cont . . .) |
+
0
+
0

+ 0

W)

R T I R R R i i ot S i e S e e e e il sl (T BT SR i e o
nt . . .) |
i I T e e e i T S e e S i b e NI S R
nt . . .) |
B i I I T ot T I T S i e ks s O TR TR i S
6 SID LBLN Information (optional)

B i o T R R i i o T R e e S i S e S e S il o i
Figure 6: Format of End. X SID

1 1
TOft
+ N+

+ 0

+£+U)+(£+UJ+U)+
O

T+ T T+ 4
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wher e:
Flags: 1 octet.

01234567
e i o NI
| Bl S| P| Reserved |
i i i e N
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wher e:

B-Fl ag: Backup flag. |If set, the SIDis eligible for
protection, e.g., using |IP Fast Reroute (|PFRR)
[ RFC5286] as described in [ RFC8355].

S-Flag: Set flag. Wen set, the S-flag indicates that the
SIDrefers to a set of adjacencies (and therefore MAY
be assigned to other adjacencies as well).

P-Flag: Persistent flag. Wen set, the P-flag indicates that

the SIDis persistently allocated, i.e., the SID val ue
remai ns consi stent across router restart and/or
interface flap.

Reserved bits: Reserved bits MJST be zero when originated and
MJST be i gnhored when received.

Algorithm 1 octet, as defined in the "I GP Al gorithm Types”
registry [ RFC8665].

Weight: 1 octet. The value represents the weight of the SID
for the purpose of |oad bal ancing. The use of the
wei ght is defined in [ RFC8402].

Endpoi nt Behavior: 2 octets, as defined in [ RFC8986].

SID: 16 octets. This field encodes the adverti sed SRv6 Sl D

SRv6 SID LBLN Information: describe SRv6 SID LBLN I nformation

3. SRV6 Locator TIE

In the RIFT network, in order to support SRv6, SRv6 Locator need to
be distributed in SRv6 Locator TIEs.

The Locator address and End-SI D advertised in SRv6 Locator TIE

When a nei ghbor node receives a Locator Address Advertisenment in
SRv6 Locator TIE, it adds a route for the Locator address to its
routing table.

The format of the SRv6 Locator TLV is the sane as the SRv6 Locat or
TLV in SRv6 KV TIE described in Section 2 of this docunent.

When supporting the conpression node, the SRv6 SID LBLN I nformation
needs to be carried in the End-SID information. The format of SRv6
SID LBLN Information is described in Figure 3.

[ s oo s e sy = e g pu gty —jes e pees s pe e o}
| Narre | Val ue| Schema| Descri ption
| | | Ver si on| |
e sl Ll el Ll el
[ 111 egal | 0| 6. 1] |
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T T Hoomm- Fommma - S +
| TI ETypeM nVal ue | 1] 6. 1] |
o e e e e e e e e e e e e e o m o +--m - - R, R +
| NodeTI EType | 2| 6. 1| |
O e S D S +
| PrefixTl EType | 3| 6. 1| |
T T T T re ey apapep e Hommm- Fommma - S IR +
!l- ----------------------------------- +--m - - R, R !l-
| Locat or TI EType | TBD | 6.1 | This Docurnent |
O e S D S TR +

[** Description of a Locator TIE. */
struct Locator Tl EEl ement {
/* SRv6 Locator information */
1: common_srv6. SRv6Locat or srv6_| ocator;
}
4. Advertise End. X SID in Node Nei ghbor

End. X SID is advertised via Node Nei ghbor in Node TIE where the
Nei ghbor information is extended in the Expanded Nei ghbor section

In Registry R FT_v6/ encodi ng/ NodeNei ghbor sTI EEl enent :

[ e ool s ooy oo e e
| Nare | Value | Schema | Description |

| | Version | |
B Sty el s, s s ety
| level | 1| 6.1 | Level of neighbor |
R +------ R I T I I T +
| cost | 3 6.1 | Cost to neighbor. |Ignore anything

I
| | | | larger than ‘infinite_distance’ |
| | and ‘invalid_distance |

R +o-m - - R o e m e e e e e e e e e e +
| Tink_ids | 4 | 6.1 | Can carry description of nultiple

| | | | parallel links in a TIE |
T oo T I T +
| bandwi dt hj 5| 6.1 | Total bandwith to nei ghbor as sum |
| | | | of all parallel Iinks |
R +o-m - - R o e m e e e e e e e e e e +
| End.X | TBD | 6.1 | SRv6 End. X SID |
S TR S S TR YY" +
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Tabl e 2: Requested Nei ghbors TIE El enent

The format of End. X SIDis as Figure 6 described.
5. Exanpl e

In a RIFT network, SRv6 is used to enable path conputation and
traffic engineering. The RIFT control plane uses SRv6 Segnent
Routing to program pat hs through the network. Each node in the
network is assigned a unique |IPv6 SID, which is used to represent
the node and its attached topol ogy. Wien a source node wants to send
traffic to a destination node, it sinply specifies a list of SIDs
that correspond to the nodes that the traffic nust traverse

I nternedi ate nodes forward the traffic based on the specified SlDs,
ensuring that it follows the desired path. SRv6 is used in
conjunction with RIFT's Topol ogy Information Base (TIB) to enable
efficient path conputation and fast rerouting in the event of a
topol ogy change. Wth SRv6, RI FT networks can support end-to-end
traffic engineering, service chaining, and other advanced network
functions, while also providing fast and efficient routing within

t he network.

Assum ng the Locator Block is 2001: 0db8::/32, denoted as LB; ToF1l's
Locator is 2001: 0db8:1::/64, denoted as LB:1::/64, NodeSid is

2001: 0db8: 1::1, denoted as LB:1::1; other nodes follow the simlar
pattern.
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e + e + Level 2
| ToF 1 | | ToF 2 |
| NodeSid: LB:1:: | | NodeSi d: LB: 2::
| Loc: LB:1::/64 | | Loc: LB:2::/64
e I R T
[ N [
[ N [
(N I R B
Fomm - + ) R )--)-+ | R +
I | | (A I
I Fooooooo-- )----- ) + ] I
I I I I I I
I I I tommmmom s R + o
I I I [ ||
I I +--+ hommmmooeee e + ] ||
I I I I | | Level 1 | |
T S SUER oot Aemeanns D I I S ——_ I S
| Spi n11 | | Spinl2 | | Spin2l | | Spin22 |
| NodeSi d: | | NodeSi d: | | NodeSi d: | | NodeSi d: |
| LB:3:: | LB: 4:: | LB:5:: | | LB:6:: |
| Loc: | | Loc: | | Loc: | | Loc: |
| LB:3::/64 | | LB:4::/64 | | LB:5::/64] | LB: 6::/64
R R + Aot e T SNON R + Aot +- -+
| I I | I I
R )-+ I R )-+ I
I || I I || I
| oo + | I I paR iy + | I
I I I I I I Level 0 | I
S R I I S T S E EE T Spepepep R R +o-- -t
| Leaf 11 | | Leaf 12 | | Leaf 21 | | Leaf 22 |
| NodeSi d: | | NodeSi d: | | NodeSi d: | | NodeSi d: |
| LB: 7:: | | LB: 8:: | | LB:9:: | | LB: A : |
| Loc: | | Loc: | | Loc: | | Loc: |
LB: 7::/ 64| | LB: 8::/ 64| | LB:9::/64 | | LB: A::/ 64
Y IRy + heteeeiaeaaas + heteeeiaeaaas S S = Ry
+ + + +
Prefixll Prefix12 Prefix21 Prefix22

Figure 6: SRv6

During network initialization,

the controller distributes al

information in R FT network

SRv6

Locator configurations to ToF. Then ToF generates SRv6 KV TIE for

SRV6 Locator and extends it to al
this information,
configurations.
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Each node generates its Node SID based on its own SRv6 Locator and
advertise its SRv6 Locator and Node SID information through Node
TI E.

After establishing neighbor relationships with other adjacent nodes,
the node uses the SRv6 Locator information to generate End. X SID and
carries it in the Neighbors informati on of Node TIE to be
transmtted out.

Assum ng Leafll sends a packet to Leaf2l1, when congestion occurs on
the westward |link of TOFl, the controller can specify the packet
pat h NodeSi d_Spi n12, NodeSid TOF2, NodeSid Spin2l, NodeSid Leaf21,
for Leafll, Leafll add an SRv6 header with a Segment List of (SA, DA
(2001: 0db8:9::, 2001:0db8:5::, 2001:0db8:2::, 2001:0db8:4::, SL=3),
so that the packet will pass through Leaf 11, Spinl2, ToF2, Spin2l
Leaf 21 node in order

When conpression node is supported, it is not necessary to add the
SRv6 header, and route can be arranged through the destination
address. In the path nmentioned above, using conpression node, the
destination address is 2001: 0db8: 0004: 0002: 0005: 0009: 0000: 0000 The
destination address generated through this conpression nethod is
called C SID

When there are nultiple paths avail able, Controller can select a
specific path by specifying the End. X Sl D

6. Security Considerations
TBD.

7. 1 ANA Consi derati ons

7.1. SRv6 Locator KV TIE

Thi s document requests an entry fromthe R FT Key-Types Registry for
Locator KV TIE in accordance with "R FT Key-Types" registry [RI FT-KV-

REG STRY]

[ S sl s e e s e el ety
| Value | Key-Type | Description | Status/ |

| | Reference |
F el e el s ool e e et =}
| O | 111egal | Not all owed. | |
+------- I i I B Tl R +
| 1 | Experinmental | Indicates that the Key-Type | |

I

| | i's Experinental. | |
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Fommma - . e T S +
| 2 | Vell-Known | I'ndicates that the Key-Type | |
| | | is Vell-Known. | |
AR, R oo e e e e e e e e oo - - S +
| 3 | oul | I'ndicates that the Key-Type | |
| | | is QU (vendor specific). | |
Fommma - . T T L re e S IR +
| TBD | SRv6 | I'ndicates that the Key-Type | This |
| | | is SRv6. | docunent |
AR, R oo e e e e e e e e oo - - S +

Tabl e 3: Requested Key-Type

SRv6- Entry-Type in RIFT SRv6-Locator-Entry:

B oo s ooy e sty el
| Nane | Value | Schema Version | Description |
==+t —-———————————————+d—————————————+
| SRv6Locat or | 1| 6.1 | This Docunent |
i I +----- - S I A ] I i +
| End. X | 2 | 6.1 | This Docunent |
I i T +------- i T F-- - - - - - +

7.2. SRv6 Locator TIE

Thi s docunent nakes the followi ng registration in the "
Rl FT/ common/ Tl ETypeType" regi stry:

S el ety s el sty
| Nare | Value | Schema Version | Description |
[ bl e oo e el s ey =}
| srv6_l ocator| TBD | 8.0 | Thi s docunent |
I +------- R I +

Table 3: | ANA Requested srv6 locator TIE

7.3. SRv6 End. X SID

Thi s docunent nakes the follow ng registration in
t he" NodeNei ghbor sTI EEl enrent " registry of a Node TIE

| Value | Name |
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| TBD | SRv6 End.X SID

Tabl e 4: | ANA Request ed Nei ghbours TIE El enent
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Appendi x A.  Thrift Models

This section contains the normative Thrift nodels required to
support SRv6. Per the main RIFT [RI FT] specification, all signed
val ues MJST be interpreted as unsigned val ues.

A l. comon.thrift

This section specifies extensions to RIFT comon.thrift nodel.
These extensions are REQUI RED in order to support SRv6.

TBD.

[** Type of TIE

*/

enum Tl ETypeType {
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I'l'legal

TI ETypeM nVal ue

Rl FT extensions for SRv6

[** first legal value */

NodeTIl EType

Prefi xTlI EType

Posi ti veDi saggregati onPrefi xTl EType

Negat i veDi saggr egati onPrefi xTl EType

PGPr ef i xTI EType

KeyVal ueTl EType

Ext er nal Prefi xTlI EType

Posi ti veExt er nal Di saggr egati onPrefi xTl EType

Srv6Locat or Tl EType

TI ETypeMaxVal ue

enum  KVTypes {

}
A 2.

Experimental = 1,
Vel | Known = 2,
oul = 3,
Srve = TBD,

encodi ng. thrift

March 2025

This section specifies extensions to RIFT encoding.thrift nodel.

These extensions are REQU RED in order to support SRv6.
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[** Description of a Locator TIE. */
struct Locator Tl EEl ement {
1: SRv6Locator srv6_l ocator;

}

/* nei ghbor of a node */
struct NodeNei hbor sTI EEl enent {

/* endx sid of neighbor */

6: optional comopn_srv6. SrveSi dEl enment endx,

A. 3. common_srv6.thrift

Struct Srv6LBLNEl ement {

: required i8 Ib_len,
required i8 In_len,
required i8 func_|en,
required i8 arg_|en,

Rwbhk

}

struct Srv6Si dEl ement {
1: required i 16 endpoi nt_behavior,
2: required i16 fl ags,
3: required conmon. | pv6Addr si d_addr
4: optional Srv6LBLNEl ement [bln_attrib,

Cheng, et al. Expi res Septenber 03 2025
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}

struct Srv6Locat or SubEl enent {
[** metric */

1. required i 32 netric,
[** loc size*/
2: require i8 loc_size,

/* locator address */
3: required conmmon. | pv6Addr | ocat or_addr,

}

struct SRv6Locat or SubTl v {
[ ** | ocator */

1: required Srv6Locat or SUbE!l enent srv6_| ocat or
[* 1bln information of |ocator*/

2: optional Sr v6LBLNEI enent | ocator _| bl n,
/* node sid */

3: optional |'i st<Srv6Si dEl enent > srve_sid |ist,

}

struct Srv6EndXSi dEl erent {
1. required comon. LinklDPair link_id,
2: required Srv6Si dEl enent srv6_endx_sid,

}

struct SRv6Locator {
/* locator info */

1: required SRv6Locat or SubTl v srv6_| ocator,
2: optional | i st<Srv6EndXSi dEl enent > srv6_endx_sid_|ist
}
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