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Abst r act

Thi s docunment describes a nechanismfor a router to instructs its

nei ghbors to suppress advertising the adjacency to it until [Iink-

state database synchroni zati on and LSA reoriginating are conpl ete.
This mnimzes transient routing disruption when a router restarts
from unpl anned out ages.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six
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at any tine. It is inappropriate to use Internet-Drafts as
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1. Introduction

A router that is restarting fromunpl anned outages may not have

mai nt ai ned forwardi ng function state. Since this is not the first
time the router has started, copies of LSAs generated by this router
inits previous incarnation nay exist in the |link-state databases of
other routers in the network. These copies are likely to appear
"newer" than LSAs initially generated by the starting router due to
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the reinitialization of LSA sequence nunbers by the starting router
So, without requesting the starting router to update its LSAs, the
nei ghbors of the starting router may transition to "Full" state and
route the traffic through the starting router. This may cause
tenmporary bl ackholes to occur until the normal operation of the
updat e process causes the starting router to reoriginate and fl ood
copies of its own LSAs with higher sequence nunbers.

Thi s docunent descri bes OSPF extensions for adjacency suppression
Thi s OSPF protocol extension provides functionality simlar to the
SA bit of Restart TLV in IS 1S [RFC8706]. Wth the proposed
mechani sm the starting router’s neighbors will suppress advertising
an adjacency to the starting router until the starting router has
been abl e to propagate newer versions of LSAs, so that the tenporary
bl ackhol es can be avoi ded.

1.1. Requirenents Language

2

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Pr obl em

2.1. Scenario of Two Router Network

Assunme that in a sinple OSPF network with two routers A-B, router A
restarts froman unpl anned outage, as shown in Figure 1.

An external route 10.1.1.0/24 is advertised by router A for sone
connected servers. After router A restarts, that external route is
del eted and will not be advertised until data plane is ready to
transfer packets for those servers. However, The ol d copies of LSAs
generated by router A still exists in the link-state databases of
router B, such as the Router-LSA with adjacency A->B and the
External -LSA with 10.1.1.0. The restarting router Areinitializes
LSA sequence nunbers, hence the ol d copies appear to be "newer".
Wthout requesting router Ato update its LSAs, router B will
transition to "Full" state and route the traffic through router A A
tenporary bl ackhol e occurs.
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External 10.1.1.0/24 (Down)

Router A ---------mmmmmmmme oo Router B
(Restarting)
| --------- l1-way Hello -------- > | Init
I I
ExStart | <-------- 2-way Hello --------- |
| |
| --------- 2-way Hello -------- > | Exstart
I I
ExChange | <------------ DD ------------- > | ExChange
I I
Loading | <-------- LS Request --------- > | Loading
| |
| <-------- LS Update ---------- > Full ---
I I "
--------- LS Request --------->| |
(Type 1, Seq M Type 5, Seq N) | I
| Bl ackhol e
Ful | S LS Update ----------- | to 10.1.1.0

I

I

| (Type 1, Seq M with A->B) | |
| (Type 5, Seq N, with 10.1.1.0) | |
I

| =-------- LS Update ---------- > | --------
| (Self, Reorigniate) |

(Type 1, Seq M+l, wi thout A->B)
(Type 5, Seq N, MaxAge)

Figure 1. Restarting Scenario of Two Router Network

The above procedure can al so be sumari zed as the foll ow ng steps:

(o]

(]

(o]

0

Step
has

Step
LSA

Step
Step

Step

1.1: Router A restarts fromunpl anned outage and router B
the old LSA of router Ain its |link-state database;

1.2: Router B reaches the Full state, and update its Router-
to advertise the adjacency B->A;

1.3: Tenporary bl ackhol e occurs;
1.4: Router B receives the reoriginated LSAs of router A

1.5: Tenporary bl ackhol e di sappears.

Especially when router B has many nore LSAs than router A the tine
between Step 1.2 and Step 1.4 will be prolonged, and the inpact of
bl ackhol e coul d be nore significant.
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In addition to external routes, other types of routes which have ol d
copi es on nei ghbor may have the sanme probl em during restarting.

2.2. Scenario of Network with Mre Router
Assune that there are nore routers in the network, as shown in the

following figure. Router C represents the rest of the network
attached to router B.

+----- + +----- + +----- +

|Rtr Al-------- |Rtr Bl-------- |Rtr C

+o-m o - + +o-m o - + +o-m o - +
(Restarting) (Rest of the Network)

Figure 2: Restarting Scenario of Network with Mdre Routers

From the perspective of router C, a tenporary blackhole nmay al so
occur when the follow ng order cones:

0 Step 2.1: Router A restarts from unplanned outage and router C
has the old LSA of router Ain its |link-state database;

0 Step 2.2: Router C receives the new Router-LSA of B advertising
t he adj acency B->A

0 Step 2.3: Tenporary bl ackhol e occurs;

0 Step 2.4: Router C receives the reoriginated LSAs of router A
wi t hout the adjacency A->B;

0 Step 2.5: Tenporary bl ackhol e di sappears.

The above procedure is likely to occur under certain conditions,
such as packet |oss, out of order, MnLSInterval, or MnLSArrival,
because the sequence of the fl ooding process cannot be controlled
preci sel y.

2.3. Scenario of Router Starting

+----- + +----- + +----- +
|Rtr Al-------- |Rtr Bl-------- |Rtr C
+o-m o - + +o-m o - + +o-m o - +
(Starting) (Rest of the Network)

Figure 3: Starting Scenario of Network with More Routers

When Router Ainitially starts up, its internal forwarding processes
may not yet be ready or its dependencies nay not have recovered, and
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therefore it cannot forward traffic properly. As a result, Router A
prefers that other routers do not forward any traffic to it unti

all its internal processes have been conpl eted. Existing mechani smns,
such as stub-router and reverse netric, cannot prevent renote
routers fromforwarding traffic to this starting device.

3. Solution
The sol ution proposed in this docunent is to allow the restarting
router to control the timng for its neighbor to advertise adjacency
after FULL state.

0 Step 3.1: The restarting router signals suppressing adjacency to
i ts nei ghbor;

0 Step 3.2: The neighboring router suppresses the advertisenent of
the adjacency to the starting router (even if it transitions to
the FULL state during this period);

0 Step 3.3: The restarting router reoriginates and floods its own
LSAs;

0 Step 3.4: The restarting router stops signaling suppressing
adj acency to its neighbor;

o0 Step 3.5: The neighboring router advertises the adjacency to the
restarting router.

The proposed solution is simlar with the mechanismof the SA bit of
Restart TLV in IS-1S [RFC8706]. The OSPF signaling of suppressing
adj acency is called the SA-Indicator, which will be specified in
Section 4.

3.1. Sending the SA-Indicator
When a router is starting, it starts a tinmer T-SA and sends the SA-
Indicator to its neighbors. The tinmer T-SA is canceled after the
followi ng conditions are net:
0 Synchroni zation of the |ink-state database is conplete.
0 Reoriginating its own LSAs is conplete (with additional delay).
o The local forwarding plane is ready.
0 External dependencies are resolved, such as waiting for BGP

conver gence
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When the tinmer T-SA has expired or been canceled, the starting
router MJST cl ear the SA-Indicator.

3.2. Receiving the SA-Indicator

When a router receives an SA-Indicator, if there exists on this
interface an adjacency in the FULL state with the sane Router ID
then the router MJST suppress advertisenment of the adjacency to the
nei ghbor in its own LSAs. In the case of broadcast and NBMA |inks,
the Designated Routers are responsi ble for the suppressing of

adj acency advertisenent.

Until the SA-Indicator is cleared, the adjacency advertisenment MJST
continue to be suppressed. During that period, if the neighbor
transitions to the FULL state, the new adjacency MJUST NOT be
adverti sed.

Besi des, a router that suppresses advertisenent of an adjacency MJST
NOT use this adjacency when perforning its SPF cal cul ation

4. OSPF Extensions for SA-Indicator

This Section defines the extensions for OSPF protocol to advertise
SA- | ndi cat or (Suppressing Adjacency Indicator). The advertising of
SA-1 ndi cator has several options. Section 4.1 describes howto
advertise SA-Indicator in Hello packets with LLS [RFC5613]. Section
4.2 describes how to advertise SA-Indicator in |link-1ocal Opaque-
LSAs [ RFC5250].

4.1. Advertising SA-Indicator in Hello Packets with LLS

There are two possible positions in the OSPF LLS [RFC5613] to carry
the SA-1ndicator, which are specified in Section 4.1.1 and 4.1. 2.

4.1.1. Option A Extended Options and Flags TLV
The SA-Indicator can be carried in the Type 1 Extended Options and
Flags TLV [ RFC5613] as a new SA-bit. This bit is defined for the LLS

bl ock included in Hello packets and instructs the receiver to
suppress advertising an adjacency to the sender
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
I 1 I 4 I
i i i T i I S i e s o o i i
| Ext ended Options and Fl ags |
R et e s i o e s i i

Ext ended Options Bit:
0x00000001: LR-bit
0x00000002: RS-bit
0x00000004: |-bit
0x00000008: F-bit
0x00000010: B-bit
0x00000020: FR-bit
TBD : SA-bit

Figure 4. Format of the Extended Options and Flags TLV
4.1.2. Option B: Reverse Metric TLV

The SA-Indicator can be carried in the Type 19 Reverse Metric TLV
[ RFC9339] as a new SA-bit. This bit is defined for the LLS bl ock
included in Hello packets and instructs the receiver to suppress
advertising an adjacency to the sender.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
I 19 I 4 I
i e e R e s o i e e b i S I N S T
| MTI D | Fl ags | Reverse Metric |
B i s T T i i o S o T Ji I

Fl ags:
0x00000001: H-bit
0x00000002: O bit
TBD : SA-bit

Figure 5: Format of the Reverse Metric TLV
4.1.3. Operations

0 Set the SA-Indicator: Send Hell o packets containing the LLS bl ock
with the Extended Options and Flags TLV or Reverse Metric TLV
that has the SA-bit set.

0 Unset the SA-Indicator: Send Hello packets with the SA-bit clear.
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4.2. Advertising SA-Indicator in Link-local Opaque-LSAs

The restarting router can originate |ink-Iocal Opaque-LSAs, called
the SA-LSAs as defined in Section 4.2.1, to advertise the SA-
Indicator to its nei ghbors.

4.2.1. Option C. SA-LSA

The SA-LSA is a link-local scoped Opaque-LSA. The Opaque Type is TBA
and the Opaque ID equal to 0. SA-LSAs are originated by a router
that wishes the receiver to suppress advertising an adjacency to the
originator.

Each SA-LSA has an LS age field set to O when the LSAis first
originated; the current value of the LS age then indicates how | ong
ago the restarting router nade its request for suppressing

adj acency. The body of the LSA is TLV-encoded.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| LS age | Opti ons | 9 |
e s o i e e R th o i R SR
| TBA | 0 |
i e e R e o o e e b i ol S R B S
| Adverti sing Router |
B i s T T i i o S o T Ji I
| LS sequence nunber |
e L o i T e S  th o i R S
| LS checksum | | ength |
i e e R e o o i e e b i o S N S S
I I
+- TLVs -+
| |

Figure 6: Fornmat of the SA-LSA

The format of the TLVs within the body of a SA-LSA is as foll ow ng:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
R e s T o T S R El ok i R e e S S e o o s
| Val ue. . . |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

The following is the list of TLVs that can appear in the body of a
SA- LSA:

o IP interface address (Type=1l, |length=4). The router’'s IP
interface address on the subnet associated with the SA-LSA
Requi red on broadcast, NBMA and Poi nt-to-MiltiPoint segnents,
where the nei ghbor uses the IP interface address to identify the
restarting router.

DoNot Age is never set in a SA-LSA

SA-LSAs have link-1ocal scope because they only need to be seen by
the router’s direct neighbors.

4.2.2. QOperations
0 Set the SA-Indicator: Oiginate the SA-LSA
0 Unset the SA-Indicator: Flush the SA-LSA

5. Backward Conpatibility
The described techni que requires cooperation from nei ghboring
routers. If a router does not support this technique, it will ignore
the SA-1ndicator and advertise the adjacency when the nei ghbor
transitions to the FULL state. As a result, the behavior would be
the sane as without this specification

6. Managenent Consi derations
Support of the suppressing adjacency SHOULD be based on | oca
configuration, and the interval of the timer T-SA SHOULD be
confi gurabl e.

7. Security Considerations

TBD.
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8. | ANA Consi derations
TBD.
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