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Abst r act

Exi sting intra-domain SAV solutions (e.g., BCP38 [ RFC2827] and BCP84
[ RFC3704]) have problens of high operational overhead or inaccurate
validation (see [I-D.ietf-savnet-intra-domai n-problemstatenment]).
To address these problenms and gui de the design of new intra-domain
SAV sol utions,[I-D.ietf-savnet-intra-domain-architecture] proposes
the architecture of intra-domain SAVNET and introduces the use of
SAV-specific information in intra-domain networks. This document
defines a mechanismto signal the SAVNET capablity and the source
prefix using | GP and BGP-LS.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm
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1. Introduction

Exi sting intra-domain SAV solutions (e.g., BCP38 [ RFC2827] and BCP84
[ RFC3704]) have problens of high operational overhead or inaccurate
validation (see [I-D.ietf-savnet-intra-domai n-problemstatenment]).
ACL-based ingress filtering requires nmanual operations to configure
and update the SAV rul es, while uRPF-based sol utions nay inproperly
bl ock legitimte data packets in the scenario of routing asymetry.
To address these problens and gui de the design of new intra-donmain
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SAV solutions,[I-D.ietf-savnet-intra-domain-architecture] proposes
the architecture of intra-domain SAVNET and introduces the use of
SAV-specific information in intra-domain networks.

Fol I owi ng the intra-domain SAVNET architecture, this docunent
defines a nmechanismto signal the SAVNET capability and the source
prefix using | GP and BGP-LS. This docunent focuses on announcing the
SAVNET capability of the router. When the SAVNET capability is

enabl ed, a flag can be used to indicate whether the prefix being
announced is a SAVNET source prefix. Announci ng the SAVNET
capability and source prefix facilitates the operations and
managenent of SAVNET and the inplenentation of specific schenmes. The
specific processing of SAVNET entries is not within the scope of
this docunent.

1.1. Requirenents Language

2

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Si gnal i ng SAVNET Capability Using IS-IS

2.1. SAVNET Capabilities Sub-TLV

A node indicates that it supports the SAVNET functionality as
specified in [I-D.ietf-savnet-intra-donain-architecture] by
advertising a new SAVNET Capabilities sub-TLV of the Router
Capability TLV [ RFC7981].

The SAVNET Capabilities sub-TLV may contain optional sub-sub-TLVs.
No sub-sub-TLVs are currently defined.

The SAVNET Capabilities sub-TLV has the followi ng format:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | FI ags |
R e s T o T S R El ok i R e e S S e o o s

| optional sub-sub-TLVs..

wher e:
o Type: TBD. Single octet, as defined in Section 9 of [|S0L0589].

0 Length: Single octet, as defined in Section 9 of [|S0OL0589].
The length value is 2 + length of sub-sub-TLVs.

o Flags: 2 octets. The followi ng flags are defined:
0 1
0123456789012345
R i o i i S S S
| S| Reserved |
B i T R R e i o ik SR e

wher e:
S-flag: |If set, the router supports SAVNET functionality.
The remaining bits, including bit 0, are reserved for future
use. They MJST be set to zero on transm ssion and MJST be
i gnored on receipt.

2.2. Source Prefix Flag
| Pv4 SAVNET source prefixes are advertised using "I P Extended Reach
TLV' (type 135), while I Pv6 SAVNET source prefixes are advertised
using "I Pv6 Reachability TLV' (type 236, RFC5308).

A new bit in the IPv4/1Pv6 Extended Reachability Attribute Fl ags
[ RFC7794] is defined:

S-Flag: Source Prefix Flag (Bit TBD)

When set, it indicates that the prefix is used for source address
validation in the data pl ane.
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3. Signaling SAVNET Capability Using OSPF
3.1. SAVNET Capabilities Sub-TLV

The SAVNET Capabilities TLV is used by an OSPF router to advertise
its support for the SAVNET functionality. This is an optional top-

| evel TLV of the OSPF Router Information LSA [RFC7770] that MJST be
advertised by an SAVNET-enabl ed router. The RI LSA can be adverti sed
at any of the defined opaque flooding scopes (link, area, or

Aut ononobus System (AS)). For the purpose of SAVNET Capabilities TLV
adverti senent, area-scoped flooding is REQU RED. Link and AS-scoped
flooding is OPTI ONAL.

The format of the OSPF SAVNET Capabilities TLV is shown bel ow

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type | Length |
B T S i T s i i e e SEI S
| Fl ags | Reserved |
I S i o T s S S S e s s T
| Sub- TLVs. ..

il s ST I S S I S T T S

0 Type: 2-octet field. The value for this type is 20.

o0 Length: 2-octet field. The total length (in octets) of the
val ue portion of the TLV, including nested sub-TLVs.

0 Reserved: 2-octet field. It MJST be set to 0 on transm ssion
and MJST be ignored on receipt.

o Flags: 2-octet field. The flags are defined as foll ows:

0 1
0123456789012345
T T
| S I

s S S i S S S S S e
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wher e:
S-flag: |If set, the router supports SAVNET functionality.
The remaining bits, including bit 0, are reserved for future
use. They MJST be set to zero on transm ssion and MJST be
i gnored on receipt.

The SAVNET Capabilities TLV nmay contain optional sub-TLVs. No sub-
TLVs are defined in this specification

3.2. Source Prefix Flag

SAVNET source prefixes are advertised using "OSPFv2 Extended Prefix
Opaque LSA'[ RFC7684] .

A new bit in Flags field of the CSPFv2 Extended Prefix TLV [ RFC7684]
i s defined:

S-Flag: Source Prefix Flag (Bit TBD)

When set, it indicates that the prefix is used for source address
validation in the data pl ane.

4. Signaling SAVNET Capability Using OSPFv3
4.1. SAVNET Capabilities Sub-TLV

The SAVNET Capabilities TLV is used by an OSPFv3 router to advertise
its support for the SAVNET functionality. This is an optional top-

| evel TLV of the OSPFv3 Router Information LSA [RFC7770] that MJST
be advertised by an SAVNET-enabl ed router

This TLV MJUST be advertised only once in the OSPFv3 Router
Information LSA. Wen nultiple SAVNET Capabilities TLVs are received
froma given router, the receiver MJST use the first occurrence of
the TLV in the OSPFv3 Router Information LSA. |If the SAVNET
Capabilities TLV appears in nultiple OSPFv3 Router Information LSAs
that have different flooding scopes, the TLV in the OSPFv3 Router
Information LSA with the area-scoped fl oodi ng scope MIUST be used. |If
the SAVNET Capabilities TLV appears in nmultiple OSPFv3 Router
Informati on LSAs that have the sane fl ooding scope, the TLV in the
OSPFv3 Router Information LSA with the nunerically smallest Link
State I D MIST be used, and subsequent instances of the TLV MJST be

i gnor ed.
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The OSPFv3 Router Information LSA can be advertised at any of the
defined flooding scopes (link, area, or Autononpbus System (AS)).
For the purpose of SAVNET Capabilities TLV advertisenent, area-
scoped flooding is REQU RED. Link and AS-scoped flooding is

OPTI ONAL.

The format of the OSPFv3 SAVNET Capabilities TLV is shown bel ow
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
Fl ags | Reserved |

B T S i T s i i e e SEI S
| Sub- TLVs. ..
R T i T i e s ik T e R T

wher e:
0 Type: 2-octet field. The value for this type is 20.

o Length: 2-octet field. The total length (in octets) of the
val ue portion of the TLV, including nested sub-TLVs.

0 Reserved: 2-octet field. It MJST be set to 0 on transm ssion
and MUST be ignored on receipt.

o Flags: 2-octet field. The flags are defined as foll ows:

0 1
0123456789012345
T S
| S| I
T S T

wher e:
S-flag: |If set, the router supports SAVNET functionality.
The remaining bits, including bit 0, are reserved for future
use. They MJST be set to zero on transm ssion and MJST be
i gnored on receipt.
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The SAVNET Capabilities TLV nmay contain optional sub-TLVs. No sub-
TLVs are defined in this specification

4.2. Source Prefix Flag
SAVNET source prefixes are advertised using "OSPFv3 Extended LSA",
including "E-Intra-Area-Prefix-LSA", "E-Inter-Area-Prefix-LSA" and
"E- AS- Ext er nal - LSA". [ RFC8362] .

A new bit in the prefix Attribute Flags [I-D. draft-ietf-Isr-ospf-
prefi x- extended-fl ags-00] are defined:

S-Flag: Source Prefix Flag (Bit TBD)
When set, it indicates that the prefix is used for source address
validation in the data plane.

5. Signaling SAVNET Capability in BGP-LS
The | GP extensions defined in this document can be advertised via
BGP-LS (distribution of Link-State and Traffic Engi neering
i nformation using BGP) [ RFC7752] using existing BGP-LS TLVs.

This section defines the following Node Attribute TLV:

[ sl oo e s e e s s s
| Type | Descri ption |
| TBD | the SAVNET-Capabilities TLV |
R o e e e e e e e e e o +

6. Security Considerations
TBD.
7. | ANA Consi derations

TBD
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