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Abst ract

Conpositing the post-quantum FN-DSA signature with traditional
signature al gorithnms provides protection against potential breaks in
ei ther conponent. This document specifies how such a conposite
signature can be used for authentication in TLS 1.3. The selection
of conposite algorithnms is intentionally chosen to strictly mrror
the conposite strategies for M.-DSA.  This alignnment provides two
distinct and predictable security tiers for hybrid signatures,
ensuring a consi stent approach to post-quantumtransition across the
ecosystem

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 13 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The advent of quantum conputing poses a significant threat to current
cryptographic systens. During the transition to post-quantum

crypt ography (PQC), cautious inplenmenters may opt to conbine
cryptographic al gorithns such that an attacker woul d need to break
all of them sinmultaneously to conprom se the protected data. These
mechani sns are referred to as Post-Quantuni Traditional (PQT) Hybrids
[ RFC9794] .

One practical way to inplement a hybrid signature schene is through a
composite signature algorithm In this approach, the conposite
signature consists of two signature conponents, each produced by a
different signature algorithm

FN- DSA [ FI PS206] is a post-quantum signature schene standardi zed by
NI ST. This meno specifies how a conposite FN DSA signature can be
negoti ated for authentication in TLS 1.3 via the
"signature_algorithns" and "signature al gorithns_cert" extensions.
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The conposite algorithns defined herein are based on the framework
specified in [I-D.chen-1anps-fndsa-conposite-sigs]. A key design
goal of this specification is to ensure *consi stency across the
enmer gi ng post-quantum ecosystent. To that end, the sel ection of
algorithmpairings in this docunent is intentionally aligned with the
choi ces made for M.-DSA in draft-ietf-Ianps-pg-conposite-sigs. This
creates two clear security tiers, allow ng organizations to treat FN
DSA and M.- DSA conposites at the same security |evel as

i nt erchangeabl e from a policy perspective.

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFCB174].

"Conposite FN-DSA" refers to a conposite FN-DSA signature schene as
defined in [I-D.chen-1amps-fndsa-conmposite-sigs]. For brevity, this
docunent uses fndsa512 and fndsal024 in SignatureSchene nanes to
refer to the Fal con-padded-512 and Fal con- padded- 1024 vari ants,
respectively.

2. Conposite FN-DSA Si gnatureSchenes

As defined in [ RFC8446], the SignatureSchene nanespace is used for
the negotiati on of signature schemes. This docunent adds new

Si gnat ureScheme val ues for conposite FN-DSA, organized into two tiers
that mirror the M.- DSA conposite strategy.

enum {
[* Tier 1 Conposites (FN-DSA-512 based, m m cking M.-DSA-44) */
fndsa512_rsa2048_pss_sha256( TBD1),
fndsab512_ ecdsa_p256_sha256( TBD2) ,
fndsa512 ed25519( TBD3),

/* Tier 2 Conposites (FN DSA-1024 based, m m cking M- DSA-87) */
fndsal024_rsa3072_pss_sha512(TBM),

fndsal024_ecdsa_p384_sha512( TBD5),

fndsal024_ecdsa_p521 sha512( TBD6),

fndsal024_ecdsa_br ai npool P384r1 sha512( TBD7),

fndsal024_ed448( TBD8) ,

} Si gnat ur eScherne;
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Conposite FN-DSA is treated as an opaque signature algorithm simlar
to the "PureEdDSA" algorithnms in TLS 1.3 (Section 4.2.3 of

[ RFC8446]). Any hash functions used are internal to the conposite
algorithmitself, as specified in

[1-D. chen-| anps-fndsa- conposite-sigs].

When a conposite FN-DSA signature scheme is used in TLS, the signing
and verification operations MJST be performed on the input data as
constructed by TLS (Section 4.4.3 of [RFC8446]). This input is then
passed to the conposite signature primtive, which applies its own

i nternal domai n separation.

When a conposite FN-DSA SignatureSchene is negotiated, the end-entity
certificate presented in the TLS handshake MJST contain a public key
compatible with that SignatureSchene.

The schenes defined in this docunent MJUST NOT be used in TLS 1.2
[ RFC5246] .

3. Signature Al gorithm Restrictions

The conposite algorithns defined in this docunent are suitable for
use in both the signature_algorithns and signature_al gorithns_cert
extensions. Consistent with TLS 1.3 s requirenents, all defined RSA-
based conposites use the RSASSA- PSS paddi ng scherme for handshake
signatures. Certificates MAY be signed with conposites using RSASSA-
PKCS1-v1_5, but these are not negotiated for use in the TLS
CertificateVerify nmessage.

4. Selection Criteria for Conposite Signature Al gorithns

The conposite signatures specified in this document are a curated set
of cryptographic pairs, directly adopted from

[1-D. chen-Il anps-fndsa-conposite-sigs]. The selection process was

gui ded by a single, overriding principle:

* *Strictly Mrroring M-DSA Conposite Strategy:* The pairings for
fndsa512 are identical to those for M-DSA-44, and the pairings
for fndsalO024 are identical to those for M.-DSA-87, as defined in
draft-ietf-I|anps-pg-conposite-sigs.

This prescriptive approach ensures a consistent, two-tiered security

nmodel across the PQC signature | andscape, sinplifying policy
devel opment and pronoting interoperability.
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4.

1.

Mappi ng TLS Si ghat ureSchenmes to Conposite FN- DSA

The followi ng table provides a mappi ng between the TLS
Si gnatureSchene identifiers and the correspondi ng conposite al gorithm
identifiers from|[I-D. chen-lanps-fndsa-conposite-sigs].

| TLS Si gnat ur eSchene | Composite FN-DSA O D Name

[ oo b oo s s e s e e s e e
| f ndsa512_rsa2048_pss_sha256 | i d-fnpadded512-rsa2048- pss-

| | sha256 |
o m m e e e e e e e e e e e e eaao o o e e e e e e eie oo n +
| f ndsa512_ecdsa_p256_sha256 | i d-f npadded512- ecdsa- |
| | p256- sha256 |
o e e e e e e e e e e e e e e me oo o e e e e e +
| f ndsa512_ed25519 | id- |
| | f npadded512- ed25519- sha512

o m m e e e e e e e e e e e e eaao o o e e e e e e eie oo n +
| f ndsal024_rsa3072_pss_sha512 | i d-f npadded1024-rsa3072-

| | pss-sha512 |
o e e e e e e e e e e e e e e me oo o e e e e e +
| f ndsal024_ecdsa_p384_sha512 | i d-f npadded1024- ecdsa- |
| | p384-sha512 |
o m m e e e e e e e e e e e e eaao o o e e e e e e eie oo n +
| f ndsal024_ecdsa_p521 sha512 | i d-f npadded1024- ecdsa- |
| | p521-sha512 |
o e e e e e e e e e e e e e e me oo o e e e e e +

| f ndsal024_ed448 |id- |

Table 1. Mapping TLS SignatureSchenes to Conposite FN DSA
Identifiers

Security Consi derations

The security considerations discussed in

[1-D. chen-| anps-fndsa-conposite-sigs] apply. The primary goal is to
provi de hybrid security, where the conposite signature remains secure
as long as at | east one conponent al gorithmrenmains secure.

Conposite signature schenmes do not in general preserve strong
unforgeability (SUF-CMA) once the traditional conmponent is broken
Thi s does not inpact TLS, which relies on existential unforgeability
( EUF- C\A) .
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TLS clients that support both post-quantum and traditional-only
signature algorithnms are vul nerabl e to downgrade attacks. The
continuity nmechanismdefined in [I1-D.sheffer-tls-pqc-continuity] can

be used to mitigate this risk

6. | ANA Consi derati ons

Thi s docunent requests new entries to the "TLS Si gnat ureSchene"
registry, according to the procedures in [TLSI ANA].

[ et ey Ly el o
| Val ue| Descri ption | Recomrended| Ref er ence|
| TBD1 | fndsa512_rsa2048_pss_sha256 | N | Thi s |
| | | | docunent . |
+----- o e e e e e e e e e e m e ao- - S R +
| TBD2 | fndsa512_ ecdsa_p256_sha256 | 'Y | Thi s |
| | | | docunent . |
Hommm- T S IR T +
| TBD3 | f ndsa512_ed25519 | N | This |
| | | | docunent . |
+----- o e e e e e e e e e e m e ao- - S R +
| TBD4 | f ndsal024 rsa3072_pss_shab512 | N | Thi s |
| | | | docunrent . |
Hommm- T S IR T +
| TBD5 | fndsal024_ecdsa_p384_shab512 | N | Thi s |
| | | | docunent . |
+----- o e e e e e e e e e e m e ao- - S R +
| TBD6 | f ndsal024 _ecdsa_p521 sha512 | N | Thi s |
| | | | docunent . |
Hommm- T S IR T +
| TBD7 | f ndsal024_ecdsa_br ai npool P384r1_sha512| N | Thi s |
| | | | docunent . |
+----- o e e e e e e e e e e m e ao- - S R +
| TBD8 | f ndsal024 ed448 | N | Thi s |
| | | | docunrent . |
Hommm- T S IR T +

Table 2: Additions to TLS Si gnatureSchene Registry
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