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Abstract

Thi s docunent defines a "Signed SAVNET-Peering Information" (SiSPl)
obj ect, a Cryptographic Message Syntax (CMS) protected content type
included in the Resource Public Key Infrastructure (RPKI). A Si SPI
object is a digitally signed object which carries the list of

Aut ononobus Systens (ASes) deploying inter-domain SAVNET. Wen

val i dated, the eContent of a Si SPI object confirns that the hol der of
the listed ASN produces the object and the AS has depl oyed inter-
domai n SAV and is ready to establish neighbor relationship for
preventing source address spoofi ng.
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1. Introduction

At t acks based on source | P address spoofing, such as reflective DDoS
and flooding attacks, continue to present significant challenges to
Internet security. Mtigating these attacks in inter-domin networks
requires effective source address validation (SAV). Wile BCP84

[ RFC3704] [RFC8704] offers some SAV solutions, such as ACL-based
ingress filtering and uRPF-based nechani sns, existing inter-domain
SAV nechani sns have limtations in terns of validation accuracy and
operational overhead in different scenarios [inter-donmain-ps].
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I nter-domai n SAVNET [savnet] proposes to exchange SAV-specific

i nformati on among ASes to solve the problenms of existing inter-domain
SAV nechani sns. Two SAV-specific information exchangi ng protocols
(or SAVNET protocols for short) are shown to achi eve higher

val idation accuracy and | ower operational overhead in |arge-scale
enul ations [enu-9-savs]. However, operators face significant
difficulties in depl oying SAVNET protocols. To benefit Internet
routing, supporting increnental deploynent is an essential

requi renment of SAVNET protocols [inter-domain-ps]. As illustrated in
the Section 9.2 of [savnet], during the partial or increnental

depl oynent of SAVNET protocols, protocol-speaking agents (or SAVNET
agents) within the SAVNET-adopti ng ASes need to find and establish
connections with other SAVNET agents. Currently, there is no

mechani smto achieve this automatically, and operators of SAVNET-
adopting ASes nust configure peering SAVNET rel ationship by hand,
which is slow and error-prone.

The nei ghbor di scovery and connection setup process of SAV protocols
can be done in an automatic and correct manner, wth the introduction
of a public registry that contains all ASes which both depl oy SAVNET
and are willing to setup SAVNET peering relationships. A newWy
adopting AS can use this registry as a reference, and pick
appropriate ASes to setup SAVNET peering rel ationship.

The Resource Public Key Infrastructure (RPKI) is the npst suitable to
host this public registry, because the primary purpose of RPKI is to
i nprove routing security [ RFC6480], and defendi ng agai nst address
spoofing is a main aspect of routing security. To this end, a
mechanismis needed to facilitate hol ders of Autonpus System (AS)
identifiers to declare their deploynent of SAVNET [savnhet]. The
digitally Signed SAVNET-Peering Information (Si SPI) object described
in this docunent serves the function

A SiSPI object is a cryptographically verifiable attestation signed
by the holder of an AS identifier. 1t contains the identification

i nformati on of one AS, which neans the |isted AS has depl oyed SAVNET
and can perform SAV on its data pl ane.

The Si SPI object makes use of the tenplate for RPKI digitally signed
obj ects [ RFC6488], which defines a Crytopgraphic Message Syntax (CWMS)
[ RFC5652] wrapper for the SiSPI content as well as a generic
val i dation procedure for RPKI signed objects. In accordance with
Section 4 of [RFC6488], this docunent defines:

1. The object identifier (OD) that identifies the Si SPlI object.
This O D appears in the eContent Type field of the
enCapContentlnfo object as well as the content-type signed
attribute within the signerinfo structure
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2. The ASN.1 syntax for the Si SPI eContent, which is the payl oad
that specifies the AS depl oying SAVNET. The Si SPI eContent is
encoded using the ASN. 1 Di stingui shed Encodi ng Rul es (DER)

[ X. 690] .

3. The steps required to validate a Si SPI beyond the validation
steps specified in [ RFC6488].

1.1. Term nol ogy

Thi s docunent nakes use of the ternms and concepts described in
"Internet X. 509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile" [RFC5280], "X 509 Extensions for IP
Address and AS ldentifiers" [RFC3779], "Signed Object Template for
the Resource Public Key Infrastructure (RPKI)" [RFC6488], and "A
Profile for X 509 PKIX Resource Certificates" [RFC6487]. The readers
should be famliar with the terns and concepts.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2. The Si SPI Content Type

The content-type for a Si SPI object is defined as id-ct-rpkiSi SPI

whi ch has the nunerical value of 1.2.840.113549.1.9.16.1.TBD. This
O D MUST appear both within the eContent Type in the encapContentlnfo
structure as well as the Content Type signed attribute within the
signerinfo structure (see [RFC6488]).

3. The Si SPI eContent

The content of a SiSPI object identifies a single AS that has

depl oyed SAVNET [savnet] for inter-domain SAV and a list of its IP
addresses. The eContent of a SiSPl object is an instance of
SAVNETAttestation, formally defined by the following ASN. 1 [ X 680]
nmodul e:

Rpki Si SPI - 2024
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) sm ne(16) nod(0)
i d- nod-r pki Si SPI - 2024-2024( TBDO) }

DEFI NI TIONS EXPLICI T TAGS :: =
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BEG N

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) } ;

ct-rpki Si SPI CONTENT-TYPE :: =
{ TYPE SAVNETAttestation | DENTIFIED BY id-ct-rpkiSi SPI }

i d-ct-rpki Si SPI OBJECT I DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) id-sminme(16) id-ct(1) TBD1 }

SAVNETAt t estation ::= SEQUENCE {

versi on [ 0] | NTEGER DEFAULT 0,

asl D ASI D,

addr esses SEQUENCE OF | PFanmi | yAddr esses }
ASID ::= I NTEGER (0..4294967295)
| PFam | yAddr esses :: = SEQUENCE {

i pFam |y | P- ADDRESS- FAM LY. &afi ({I|PAddressFam | ySet}),

i pAddr esses | P- ADDRESS- FAM LY. & PAddr esses ({I| PAddressFami | ySet}{@pFanily}) }
| P- ADDRESS- FAM LY ::= CLASS {

&af i OCTET STRING (SI ZE(2)) UN QUE,

&l PAddr esses
} WTH SYNTAX { AFl &afi | P & PAddresses }

| PAddr essFami | ySet | P- ADDRESS- FAM LY ::= { i pAddressFam |yl Pv4 | ipAddressFanilylPv6 }
i pAddr essFam | yl Pv4 | P- ADDRESS- FAM LY ::= { AFl afi-1Pv4 |IP | Pv4Addresses }

i pAddr essFam |yl Pv6 | P- ADDRESS- FAM LY ::= { AFl afi-1Pv6 |IP | Pv6Addresses }

afi-1Pv4d OCTET STRING ::= '0001"H

afi-1Pv6 OCTET STRING ::

'0002' H

| Pv4Addresses ::= SEQUENCE (SIZE(1..MAX)) OF | PAddress{ub-1Pv4}
| Pv6Addresses ::= SEQUENCE (SIZE(1..MAX)) OF | PAddress{ub-1Pv6}
ub-1Pv4 | NTEGER ::= 32

ub-1Pv6 | NTEGER ::= 128
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| PAddress {I NTEGER: ub} ::= BIT STRING (S| ZE(O. . ub))
END

Note that this content appears as the eContent within the
encapContentlnfo as specified in [ RFC6488].

3.1. version

The version nunber of the SAVNETAttestation that conpiles with this
specificati on MUST be 2 and MJST be explicitly encoded.

3. 2. asl D

The asID field contains the AS nunber that has depl oyed SAVNET and
can perform SAV on the data pl ane.

3.3. addresses
The addresses field contains a SEQUENCE of | PFam | yAddresses, which
stores the router’s I P addresses within the AS whose ID is aslD,
which is utilized for establishing SAVNET connecti ons.

3.3.1. El enent |PFam|yAddresses

This field contains a SEQUENCE whi ch contains one instance of
i pFam |y and one instance of i pAddresses.

3.3.1.1. ipFamly

This field contains an OCTET STRING which is either "0001'H (IPv4) or
"0002' H (1 Pv6).

3.3.1.2. ipAddresses
This field contains a SEQUENCE of | PAddress instances.
3.3.1.3. Elenment |PAddress

This elenment is |length bounded through the Infornmation Cbject O ass
| P- ADDRESS- FAM LY and its type is a BIT STRI NG
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4. SiSPlI Validation

Before, a relying party can use a Si SPl object to validate the
depl oynent of SAVNET for inter-domain SAV, the relying party MJST
first validate the Si SPI object. To validate a Si SPI object, the
relying party MJST performall the validation checks specified in
[ RFC6488] as well as the follow ng additional specific validation
steps of the Signed AS List.

*

The contents of the CMS eContent field MUST adhere to all the
constrai nts described in Section 2.

The AS ldentifier Delegation Extension [RFC3779] MJST be present
in the end-entity (EE) certificate (contained within the Si SPI
object), and the asID in the SiSPI object eContent MJST be
contained within the set of AS nunbers specified by the EE
certificate’'s AS Identifier Del egation Extension.

The EE certificate’'s AS Identifier Del egati on Extensi on MUST NOT
contain any '’'inherit’’ elenents.

The | P Address Del egati on Extension [RFC3779] MJST be absent.

The pseudocode for Si SPlI validation is as foll ows:

function ValidateSi SPI (sispi Object, eeCertificate):

Chen,

/1l Step 1: Validate the Si SPI object using the generic RPKI

/1 val i dati on procedure.
/1 This includes checking the CM5 w apper, signature, and
11 certification path.

i f not IsValidRPKISi gnedhj ect (sispi Object):
return Fal se, "lInvalid RPKI Signed Object"

/1 Step 2: Check the content-type of the Si SPlI object.
if not sispiObject.eContentType == SAVNETAut hzO D:
return False, "lnvalid content-type"

/]l Step 3: Parse the eContent of the Si SPI object as
/1 SAVNETAt t est at i on.
si spi Content = Par seSAVNETAttestati on(si spi Obj ect. eContent)
i f sispiContent is None:
return Fal se, "Unable to parse SAVNETAttestation"

[/l Step 4: Ensure the version nunber is explicitly set to 2.
if not (sispiContent.version exists and sispi Content. version==2):
return Fal se, "Invalid version"

/]l Step 5: Validate the AS Identifier Delegation Extension in
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/1 the EE certificate.
i f not ValidateASI dExt (eeCertificate, sispiContent.aslD):
return Fal se, "AS ldentifier Extension validation fail ed"

/1l Step 6: Ensure the EE certificate’s AS Identifier Del egation
11 Ext ensi on does not contain 'inherit’.
if "inherit" in eeCertificate.asldentifiers:
return Fal se,
"AS ldentifier Del egation Extension contains 'inherit’"

[/l Step 7: Ensure the I P Address Del egati on Extension is absent.
i f Hasl PAddressDel egati onExt ensi on(eeCertificate):
return False, "IP Address Del egation Extension is present”

/1l Step 8: Determine if all validation checks are successful
return True, "SiSPl object is valid"

function ValidateASldentifierExtension(eeCertificate, aslD):
/] Check if the asIDis within the set of AS nunbers
/1 specified by the AS Identifier Del egation Extension
return asID in eeCertificate.asldentifiers

functi on Hasl PAddr essDel egati onExt ensi on(eeCertificate):
/1 Check for the presence of the | P Address Del egation
11 Ext ensi on.
return "i pAddresses" in eeCertificate.extensions

5. | ANA Consi derations
5.1. RPKI Signhed hject Registry
Pl ease add an itemfor the Si SPI object file extension to the RPK

Signed (bject registry (https://ww.iana. org/assi gnnents/rpki/
r pki . xht ml #si gned- obj ects) as foll ows:

Narme | OD | Reference
Si gned SAVNET-Peering Information | 1.2.840.113549.1.9.16.1.TBD | draft-chen-s
i dr ops-si spi

5.2. RPKI Repository Nane Schene Registry

Pl ease add an itemfor the Si SPI object file extension to the "RPK
Repository Nane Schene" registry created by [ RFC6481] as foll ows:

Fi | ename
Extensi on | RPKI Object | Reference
. sav | Signed SAVNET-Peering Information | draft-chen-sidrops-sisp
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5.3. SM Security for SIMME Mdule Identifier
(1.2.840.113549.1.9.16.0)

I ANA is requested to allocate the following in the "SM Security for
S/M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:

Deci mal | Description | Reference

TBD | id-nod-rpkiSi SPI-2024-2024 | draft-chen-sidrops-sispi
5.4. Media Type Registry

The 1 ANA is requested to register the nedia type application/rpki-
sispi in the "Media Type" registry as foll ows:

Type name: application
Subt ype name: rpki - si spi
Required paraneters: N A
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: Carries Signed SAVNET-Peering | nformation.
This nedia type contains no active content. See
Section 4 of draft-chen-sidrops-sispi for further information.
Interoperability considerations: None
Publ i shed specification: draft-chen-sidrops-sispi
Applications that use this nedia type: RPKI operators
Addi tional information:
Content: This nedia type is a signed object, as defined
in {{RFC6488}}, which contains a payload of an AS identifer
as defined in draft-chen-sidrops-sispi.
Magi ¢ nunber (s): None
File extension(s): .sav
Maci ntosh file type code(s):
Person & enmil address to contact for further infornation:
Li Chen <lichen@gcl ab. edu. cn>
I nt ended usage: COVMON
Restrictions on usage: None
Change controller: |ETF

6. Using Si SPI
A router can use the AS Path from BGP announcenents, ASPA objects,
and SiSPI to find the cl osest ASes to set up SAVNET peering, as
descri bed bel ow

1. BGP AS Pat hs Anal ysi s:

* Collect AS paths from BGP announcenents.
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*

Determ ne the frequency or preference of certain AS paths
based on routing policies, which may involve path attributes
like AS path length, origin type, |ocal preference, and MED
(Multi-Exit Discrimnator).

2. ASPA Verification:

*

Use ASPA objects to verify the |legitimcy of customer-provider
AS rel ati onshi ps.

Ensure that the AS paths conformto the customner-provider
rel ationships indicated by the ASPAs, thereby validating the
correctness of the routing information.

3. Peering Candi dates Determ nation

*

Identify the ASes that frequently appear on the preferred
paths to various destinations, inplying they are topol ogically
"close’ or significant transit providers.

Among t hese ASes, rank those according to their frequency in
an descendi ng order, since the frequency indicates the weight
of traffic fromthe | ocal AS and hi gher frequency represents
more volune of traffic to transmt for the local AS

4. SiSPI hjects Uilization

*

Retrieve Si SPI objects fromthe RPKI repository to determ ne
whi ch ASes have depl oyed SAVNET.

Filter the previously identified candi date ASes by checking
whet her they have a valid Si SPI object, which would indicate
their readiness to establish SAVNET peeri ng.

5. Peering Candi dates Sel ecti on:

*

Fromthe set of candidate ASes with valid Si SPI objects,
sel ect candi dates for SAVNET peering based on their rankings.

The selection criteria may include additional factors such as
exi sting peering policies, traffic volunes, and peering
agreenent s.

6. Peering Establishment:

*

Initiate peering negotiations with the sel ected candi date
ASes.

Chen, et al. Expi res 20 Sept enber 2025 [ Page 10]



I nternet-Draft Si gned SAVNET- Peering I nformation March 2025

Upon successful negotiation, establish SAVNET peering
rel ati onshi ps and configure the necessary SAVNET protocol s.

Based on the above steps, a description of the detailed procedure to
establ i sh SAVNET peering relationships is as foll ows:

1.

10.

11.

12.

13.

14.

15.

16.

17.

Chen,

Let the set of selected AS paths to all the potenti al
destinations be denoted as ASPat hs.

Let i = 1. Validate ASPaths(i) using ASPA objects.
Let the set of validated AS paths be denoted as ASPat hs-V.

If ASPat hs(i) passes the validation of ASPA objects, add it to
ASPat hs- V.

Increment i to i+1.

If ASPaths(i) is null, then set i _nmax =i - 1 and go to Step 7.
El se, go to Step 4.

Let | =1 and k = 1. Initialize AS-set S(1) = ASPaths-V(1)(1)
and N(ASPat hs-V(1)(1)) = 1.

I f ASPat hs-V(j)(k) belongs to S, N(ASPaths-V(j)(k)) = N(ASPat hs-
V(j)(k)) + 1. Else, N(ASPaths-V(j)(k)) =1 and S(J * k) =
ASPat hs- V(j) (k).

Increment k to k+1.

If ASPaths-V(j)(k) is null, then go to Step 11. Else, go to
Step 8.

Increnent j to j+1.

If ASPaths-V(j)(k) is null, then go to Step 13. Else, go to
Step 8.

Rank the AS-set N according to its values in descending order.

Retrieve Si SPlI objects fromthe RPKI repository and | et the set
of ASes within the Si SPI objects be denoted as O

Let m= 1. Create a SAVNET nei ghbor candi date set C.
If N(m) belongs to O add N(1) to C

Increate mto m+ 1.
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9.

9.

18. If N(m) is null or the nunber of ASes in set C exceeds 4000, go
to Step 19. Else, goto Step 16.

19. Establish SAVNET peering relationship with the sel ected
candi date ASes in set C

Newl y SAVNET- adopting ASes

The newl y SAVNET- adopting ASes need to register the Si SPI object
proactively to hel p other SAVNET-adopting ASes find it and establish
SAVNET peering rel ationships, as well as using the Si SPlI objects to
establi sh SAVNET peering relationships with other SAVNET-adopting
ASes.

To register the Si SPI object, the newWy SAVNET-adopti ng ASes shoul d
share its information as described in Section 3.

To establish SAVNET peering relationships with other SAVNET-adopting
ASes, the newl y SAVNET-adopting ASes should coll ect BGP
announcerent s, ASPA objects, and Si SPI objects, and run the
procedures described in Section 6.

Security Considerations

The security considerations of [RFC6481], [RFC6485], and [ RFC6488]
al so apply to the Si SPI object.
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