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Abst r act

Thi s docunent describes protocol and inplenmentation practices for
mtigating logical vulnerabilities in QU Cinplenentations. It
focuses on denial -of -service and correctness failures caused by
unbounded resource retention, unsafe state transitions, and
insufficiently defensive handling of adversarial but parseable
protocol inputs.

The docurent provi des actionabl e gui dance for protocol designers,

i npl ementers, and operators. |t proposes concrete resource bounds,
def ensi ve validation rul es, queue-managenent practices, and state-
machi ne invariants intended to reduce exposure to nenory exhaustion,
CPU exhaustion, queue bl ow up, connection starvation, and crash-
triggering state confusion in QU C endpoints.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

QUI C provides | ow | atency connection establishnent, encrypted
transport, stream nmultiplexing, and path mgration over UDP. The
core transport is specified in [RFCO000], TLS integration in
[ RFC9001], and | oss detection and congestion control in [RFCO002].

Chen Expi res 14 Septenber 2026 [ Page 2]



I nternet-Draft QUI C Logical Vulnerability Mtigations March 2026

QUI C has broad depl oynment and therefore broad attack surface. Wile
prot ocol anal yses and inplenmentation testing have historically
focused on nenory corruption and parser defects, recent work shows
that QUI C endpoints are also vulnerable to logical vulnerabilities :
failures induced by valid or near-valid protocol behaviors that

expl oit anbi guous requirenments, nmissing limts, or brittle

i mpl ement ati on assunptions. Wang et al. evaluated 16 wi dely used
QUI C i nmpl enent ati ons and reported 14 previously unknown | ogi ca

vul nerabilities affecting projects such as quiche, xquic, aioquic,

pi coqui c, h2o0, Isquic, and neqo [QUI CLOA (.

Thi s docunent does not redefine QUC Instead, it provides a

def ensi ve robustness profile for QU C endpoints. Unless explicitly
stated otherwi se, the requirenments in this document are

i npl ement ati on robust ness reconmendati ons and do not update the wire
protocol specified by [ RFC9000], [RFC9001], or [RFC9002]. The goa
is to preserve interoperability while naking denial-of-service and
state-confusion attacks materially harder to trigger

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ BCP14] when, and only when, they appear in all capitals, as shown
her e.

The term "l ogical vulnerability" refers to an inpl enentati on weakness
that can be triggered w thout nmenory corruption and that results from
unsafe protocol -state transitions, unbounded resource retention,

i nsufficient input normalization, or inconsistent handling of
mal f or med but parseabl e protocol events

3. Threat Mdel and Scope

Thi s docunent considers off-path and on-path attackers that can
create new QU C connections, send | arge nunbers of frames, manipul ate
timng, wthhold acknow edgnents, or send frane sequences that are
val id, anbiguous, duplicated, reordered, or otherw se adversarially
chosen. The primary attacker objective is denial of service through
menory exhaustion, CPU exhaustion, send-queue growth, connection
starvation, or assertion failure.

The recommendations in this docunent target server and client

i npl ement ati ons, though the operational risk is generally higher for
publicly reachabl e servers. The docunent focuses on transport-|ayer
behavi ors and does not address application-layer nisuse above QU C
except where application scheduling interacts with transport state.
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4. (Observed Vulnerability C asses
4.1. CRYPTO Fl ood

QUI C CRYPTO franes carry TLS handshake data. [RFC9000] requires
endpoints to support buffering at |east 4096 bytes of out-of-order
CRYPTO data, and it explicitly notes that, because CRYPTO franes are
not flow controlled, a peer could force unbounded buffering if

i npl ementations do not apply limts. Wang et al. observed

i npl ementations that retained many out-of-order CRYPTO fragnents in
menory, resulting in menory exhaustion [QU CLCA C].

4.2. PATH_CHALLENGE Fl ood

During path validation, a peer sends PATH CHALLENGE franes and
expects correspondi ng PATH RESPONSE franes as described in [ RFCO000].
Wang et al. observed inplenentations in which rapid arrival of

PATH CHALLENCE franes, conbi ned with del ayed or missing

acknow edgment of correspondi ng responses, caused nenory grow h,
buffer retention, or unbounded send- queue expansion [ QU CLCA C].

4.3. NEW.CONNECTI ON_I D Fl ood

QUI C connection mgration relies on NEW CONNECTION_I D and

RETI RE_CONNECTI ON_I D frame exchanges. [RFC9000] incl udes

requi renents around active_connection_id _|imt and recomends
limting the nunber of locally retired connection IDs that remain
unacknowl edged. Wang et al. observed inpl enentations where repeated
NEW CONNECTI ON_I D processi ng and del ayed retirenent acknow edgnent
creat ed unbounded RC-frame accunul ati on or send-queue growth

[ RFC9000] [QUI CLOG (.

4.4. Connection Hol d-On Fl ood

Wang et al. reported a scheduling and |lifecycle bug in which
connection entries that were effectively closed or inactive stil
occupi ed positions in a traversal structure used to service active
connections. Under attacker-induced connection churn, legitimate
connections were starved even though CPU and nenory usage appeared
normal. This creates a "silent" denial of service that is visible in
service availability rather than host resource alarns [ QU CLCd C].

4.5. Double Unregistered CID
Wwang et al. al so observed failures in connection ID retirenent |ogic
where an inplenentation could unregister or retire the sane | ogica

CID state twi ce under adversarial sequencing, ultimately triggering a
crash condition [ QU CLOG (] .
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4.6. ACK Confusion

ACK frames represent received packet ranges. Wang et al. generated
ACK frames containing overl appi ng ranges and observed di vergence
anong i npl enentations: sonme ignored them sone closed the connection,
and at | east one repeatedly nutated acknow edgnent state for already
acknow edged packets, causing CPU exhaustion or crash behavior
[QUICLOA C]. Robust handling of mal forned or redundant ACK range
encodings is therefore an interoperability and security concern

5. Robustness Requirenents for QU C Endpoints
5.1. Explicit Resource Bounds
5.1.1. CRYPTO Reassenbly Bounds

An endpoint MJST maintain an explicit upper bound on buffered out-of-
order CRYPTO data per connection. The inplenmentation MJST apply the
bound i ndependently of allocator behavior or container growth policy.

Thi s docunent RECOMVENDS a default limt of 512 Ki B of buffered out-
of -order CRYPTO data per connection, consistent with the concrete
exanpl e suggested by Wang et al. [QU CLOG C]. An inplenentation MAY
use a different value, but any | arger value SHOULD be justified by
depl oynent needs such as unusually large certificate chains or

del egat ed credenti al s.

If the configured bound is exceeded during the handshake, an endpoi nt
SHOULD either tenporarily expand the buffer only as needed to

conpl ete the handshake or close the connection with
CRYPTO_BUFFER_EXCEEDED, consistent with [ RFCO000]. After the
handshake, an endpoi nt SHOULD prefer discarding excess CRYPTO data or
term nating the connection rather than retaining unbounded state.

5.1.2. Path Validation Bounds

An endpoi nt MJST bound the nunber of outstanding path-validation
items it is willing to track per connection and per candi date path.
Thi s bound MUST apply to pendi ng PATH CHALLENGE st ate, queued

PATH RESPONSE state, retransm ssion bookkeepi ng, and any

i npl ementation-specific netadata derived fromthose franes.

Thi s docunent RECOMVENDS accepting no nore than 256 outstandi ng

PATH CHALLENGE-rel ated transactions for a connection before path
val i dation conpletes, after which the counter can be reset as
suggested by Wang et al. [QU CLOG C]. Endpoints SHOULD additionally
apply per-path rate limts and SHOULD drop or coal esce redundant
val i dati on work when newer probes supersede ol der ones.
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5.1.3. CD Retirenent and | ssuance Bounds

I mpl enentati ons MJUST cap all internal state associated with
NEW CONNECT!I ON_| D and RETI RE_CONNECTI ON_|I D processi ng, including

* active connection |IDs, as bounded by active connection id limt;
* locally retired but unacknow edged Cl Ds;

* queued RETI RE_CONNECTION I D franes;

* per-path netadata associated with issued ClDs; and

* historical retirement bookkeepi ng used to prevent duplicate
processi ng.

[ RFC9000] al ready recommends that endpoints limt the nunber of
locally retired connection | Ds whose RETI RE_ CONNECTI ON I D franes have
not been acknow edged and allow at |east twice the peer’s
active_connection_id limt for tracking. This document further
RECOMVENDS an i npl ementation-level hard cap of 256 CID retirements in
progress before migration conpletes, inline with the exanple
suggested by Wang et al. [RFCO000] [QUI CLCA (.

If the inplenentation reaches any retirenent or issuance threshold,
it SHOULD stop allocating additional per-CI D state and SHOULD eit her
reject the triggering input with a connection error or defer
processing until existing retirement work is conpl et ed.

5.2. State-Machine Safety
5.2.1. dosed or Inactive Connections

Cl osed, draining, or otherw se non-serviceabl e connections MJUST NOT
remain in scheduling structures in a way that can block forward
progress for active connections. |nplenmentations SHOULD ensure that
connection iteration skips closed entries without termnating the
scheduling 1 oop for the renaining active set.

I mpl enent ati ons SHOULD enforce a separate |ifecycle invariant:
connection cleanup MUST eventually renove all inactive connection
entries fromtraversal and | ookup structures, even if application
streans cl ose before transport state is fully reclai nmed.
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5.2.2. CID Retirement |denpotence

CID retirenment and unregistration |ogic MIST be idenpotent.
Reprocessing a retirenent event for the sane Cl D sequence nunber MJST
NOT free, unregister, erase, or otherw se invalidate the sane
under | yi ng object tw ce.

I mpl enent ati ons SHOULD mai ntain explicit per-ClD state markers such
as issued, active, retiring, retired, and destroyed. A transition to
retired or destroyed MJST be nonotonic and MJUST be checked before any
destructive action is taken

5.2.3. ACK Range Normalization and Validation

Before nmutating | oss-recovery or acknow edgnment state, an endpoi nt
SHOULD val i date that ACK ranges are wel | -formed, non-overl apping, and
strictly descendi ng according to the QUI C ACK encodi ng nodel .

Recei pt of an ACK frane whose reconstructed ranges overl ap, repeat
packet numbers in a way the inplenentation does not intentionally
support, or underflow range arithmetic SHOULD be treated as a
connection error of type FRAME _ENCODI NG ERROR or PROTOCCL_VI OLATI ON

An endpoi nt MJUST NOT repeatedly nutate per-packet acknow edgnent
state for the sanme packet number sol ely because that packet appears
multiple tines in a malformed ACK frame. |If the inplenmentation
chooses not to close the connection i mediately, it MJST at m ni num
normal i ze duplicate ranges so that each acknow edged packet is
processed at nbst once.

5.3. Queue Managenent and Backpressure

Every QU C endpoi nt SHOULD enforce quotas on internal queues whose
growt h can be influenced by peer input, including send queues,
retransm ssi on queues, CRYPTO reassenbly buffers, path-validation
queues, ACK processing work queues, and ClD-retirenent queues.

I mpl enent ati ons SHOULD defi ne admi ssi on-control behavi or for each
such queue. Once a queue reaches its configured lint, the endpoint
SHOULD drop superseded work, coal esce equivalent work itens, defer
further processing, or close the connection. Blindly appending new
work items is NOT RECOMVENDED.

Endpoi nts SHOULD al so nmi ntai n per-connection and per-peer fairness

controls so that one connection cannot indefinitely consume
processi ng budget needed by ot hers.
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5.4. Inplenmentati on Cui dance
Wang et al. observed that resource-consunption bugs were nore conmon
in inplenmentations witten in higher-1level |anguages using dynamc
containers such as lists, dictionaries, or vectors [QUCLOA C]. This
docunent therefore RECOMMENDS that i nplenentations:

* attach explicit quotas to all attacker-influenced dynamc
cont ai ners;

* separate protocol correctness fromallocator growh behavior

* instrument nmenory, queue depth, and per-connection state
cardinality;

* use invariant checks in debug and fuzzing builds for CID and ACK
state; and

* treat path validation, retirenent, and reassenbly structures as
security-sensitive resources.

5.5. Continuous Differential and Adversarial Testing
The vulnerabilities nmotivating this docunent were discovered through
adversarial black-box fuzzing and differential testing across
impl ementations [QUCLOG C]. QU C stacks SHOULD be tested
continuously wth:
* long frane sequences rather than single-franme nutations;
* del ayed, dropped, duplicated, and reordered frane interactions;

* resource-usage assertions, not only crash detection;

* cross-inplenentation differential checks for connection behavior;
and

* invariants covering connection cleanup, ACK processing, and Cl D
retirement.

6. Suggested Areas for Future QUI C Specification Carification

Wang et al. argue that sone inplenentation divergence stens from

pl aces where existing RFC text provides mni num behavi or but not
explicit upper bounds [QU CLOd C]. Based on that observation, future
QUI C mai ntenance or applicability docunents should consider
clarifying:
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* the expectation that CRYPTO buffering is both mandatory and
bounded;

* the expectation that path-validation state is bounded and rate-
limted;

* the expectation that CID retirenent tracking is finite and subject
to backpressure;

* the handling of mal forned or overl appi ng ACK ranges; and

* inplenmentation obligations for cleanup of inactive connection
state.

Such clarifications would inprove interoperability by reducing the
space of "technically plausible but operationally unsafe"
i mpl ement ati on choi ces.

7. Security Considerations

This entire docunment is about security considerations. Logica

vul nerabilities in QU C can enabl e denial -of-service attacks w thout
vi ol ati ng packet protection or exploiting nenory corruption. The
recomrended mtigations reduce exposure to nenory exhaustion, CPU
exhausti on, queue bl owup, connection starvation, and crash-
triggering state confusion.

None of the mitigations in this docunent elimnate the need for

aut henti cation, address validation, anti-anplification controls, or
congestion control as defined by the base QU C specifications.

I nstead, they conpl ement those nechani sns by constraining state
growt h and hardeni ng transport |ogic against adversarial but
syntactically parseable inputs.

8. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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