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Abst r act

QAuth 2.0 Rich Authorization Requests (RAR), as defined in RFC 9396,
provi des a mechanismfor clients to request fine-grained, structured
aut hori zation details. However, in emerging ecosystens of

col l aborating Al agents and | ong-runni ng automated tasks, two
critical authorization dinmensions remain inplicit: the required
security assurance | evel of the authorization policy and the strict
bi ndi ng of authorization lifetine to a task’s lifecycle.

Thi s docunent extends the "authorization_details" object of RAR by

i ntroduci ng two new nenbers: "policy_context"” and
"l'ifecycle_binding". The "policy context" nenber allows a client to
explicitly request that the authorization be evaluated and granted
under a specific policy assurance level, nitigating policy downgrade
attacks and enhanci ng user consent. The "lifecycle_binding" nenber
enables the validity of an authorization grant to be tied directly to
the state of an external entity, such as an automated task, ensuring
perm ssions are automatically and i medi ately revoked upon task

conpl etion. These extensions provide a standardi zed way to achi eve
nore secure, transparent, and context-aware authorization in conplex,
aut omat ed environments.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 August 2026
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1.

1.

I nt roducti on

QAuth 2.0 Rich Authorization Requests [ RFC9396] significantly
enhances the expressive power of authorization requests beyond sinple
string- based scopes. This enables clients, such as sophisticated Al
agents, to articulate their needs with greater precision.

1. The Need for Advanced Authorization in Al Agent Ecosystens

Modern distributed systens are increasingly conposed of autononous or
sem - aut ononous Al agents that collaborate to fulfill conplex user
intents. For exanple, a user’s request to "plan a business trip to
Paris" mght involve a prinmary "coordi nator" agent that del egates
sub-tasks to specialized agents for flight booking, hote

reservation, and expense reporting.

In such scenarios, traditional authorization nodels face two mgjor
chal | enges

*Perm ssi on Abuse and Pol i cy Downgrade: An agent m ght request a

hi gh-privil ege action (e.g., booking a flight) but the authorization
server (AS) mght grant it under a default, |ow assurance security
policy. A malicious or conprom sed client could exploit this
anbiguity to bypass stricter security controls like multi-factor

aut hentication or fraud detection that shoul d be associated with

hi gh-ri sk operations. The authorization request |acks a standard
mechanismfor the client to explicitly request and for the user to
consent to a specific, appropriate |evel of policy assurance.

*Excessive Perm ssion Lifetinme: An agent is granted permission to
manage a |long-running task (e.g., a data processing job).
Traditional access tokens rely on a fixed expiration time ("exp"
claimp. |If the task conpletes or fails prematurely, the token
remains valid for the remainder of its lifetinme, creating a
significant w ndow of opportunity for msuse if the token is
conprom sed. The principle of least privilege dictates that the
permi ssion’s lifetime should be strictly bound to the task’s active
l'ifecycle.

Thi s specification addresses these gaps by extendi ng the RAR
framework to include explicit policy context and |ifecycle binding
information within the authorization request itself.
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1.2. Termi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 [ RFC8174].

Thi s docunent uses the terns "Authorization Server" (AS), "Cient",
"Resource Server" (RS), and "Access Token" as defined in The QAuth
2.0 Authorization Framework [ RFC6749]. The term

"aut hori zation_details" is used as defined in Rich Authorization
Requests [ RFC9396] .

2. The "policy_context" Menber
Thi s specification defines a new JSON obj ect nenber,
"policy context", for the "authorization_details" object. This
menber allows a client to request that the authorization decision be
subject to a specific set of policy constraints and assurance | evels.
2.1. Structure of the "policy_context"” Cbject

The "policy context" nmenber, if present, MJST be a JSON object. |Its
menbers provide context for the policy decision

{ "assurance_l evel ": "financial _grade_v1", "conpliance_franeworks":
["pci-dss", "gdpr","iso27001"] }

2.2. Pre-defined Policy Context Paraneters

2.2.1. The "assurance_l evel " Paraneter

A string that identifies the desired policy assurance level. This
identifier MUST be froma |list of values pre-defined and published by
the authorization server. It serves as the primary input for the AS

to select the appropriate set of evaluation rules (e.g., requiring
MFA, performing risk analysis). This identifier MJST be one of the
val ues advertised by the Authorization Server inits
"policy_assurance_l evel s_supported" nmetadata entry (see Section 5).

2.2.2. The "conpliance_frameworks" Paraneter

An optional array of strings identifying specific conpliance
frameworks that the requested operation nmust adhere to. These string
identifiers MIUST be values fromthe "QAuth Policy Conpliance
Framewor ks" registry established by this specification (see

Section 10.3.2).

Chen & Su Expi res 8 August 2026 [ Page 4]



I nternet-Draft ext ensions for RAR February 2026

2.3. Authorization Server Processing

VWhen an AS receives an "authorization_details" object containing a
"policy _context" nenber, it MJST:

1. Validate that the value of "assurance level" is known and
support ed.

2. Use the "policy_context"” to select and execute the correspondi ng
aut hori zati on policies.

3. Performa cross-validation to ensure the requested policy context
is appropriate for the requested "type" and "actions". For
instance, an AS policy may require that a "paynent _transaction"
type MJUST request a "financial _grade_v1" or higher assurance
| evel

4. Cearly communicate the semantic neani ng of the requested
"policy_context" to the end-user during the consent process.

2.4. lssuance in Access Tokens
If the request is approved, the AS SHOULD i nclude the validated
"policy _context" object within the "authorization details" claimof
the issued JW access token. This enables the resource server to
performits own | ocal policy enforcenent based on this context.

3. The "lifecycl e_binding" Menber
Thi s specification defines another new JSON object menber,
"l'i fecycl e_binding", for the "authorization_details" object. This
menber ties the authorization's validity to the lifecycle of an
external entity.

3.1. Structure of the "lifecycle_binding" Object
The "lifecycl e_binding" nmenber, if present, MJST be a JSON obj ect.

"type": "task_status_webhook", "task_id": "job-d4a3b2-8c7e-4f5a-

9blc- 2d3e4f 5abb7c", "term nation_states": ["COWPLETED', "FAILED',
" CANCELLED'] }

3.2. Lifecycle Binding Types

The "type" nmenber indicates the nmechani sm by which the AS can nonitor
the external entity’'s state.
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3.2.1. The "task_status_webhook" Type

Indicates that the external task provider will notify the AS of
term nal state changes via a pre-configured webhook. The object MJST
al so cont ai n:

o "task_id" (string): Aunique identifier for the task. o

"term nation_states" (array of strings): Alist of states that, once
the task enters, will trigger the i medi ate revocati on of the
associ at ed aut hori zati on.

3.3. Authorization Server Processing

When an AS processes a request with a "lifecycl e_bindi ng" nenber, it
MJST:

1. Verify its capability to nonitor the specified task

2. Create an internal record linking the "task _id" to the access
token to be issued (e.g., viaits "jti").

3. Upon receiving notification that the task has entered a term na
state, the AS MUST i mmedi ately revoke the associ ated token and
propagate this revocation infornmation.

3.4. Resource Server Responsibilities

Resource servers receiving tokens that contain a "lifecycl e binding"
claim SHOULD NOT rely solely on the "exp" claimfor validation. They
MUST enpl oy a nmechanismto check for real-tine revocation, such as
subscribing to a revocation feed fromthe AS or using token

i ntrospection [ RFC7662] .

4. Exanpl e Authorization Request

The following is a non-nornmati ve exanple of an
"aut hori zation_detail s" object utilizing both new nmenbers for a
request to execute a sensitive data processing task

[ { "type": "patient _data analysis_job", "actions": ["execute",
"monitor_progress"], "locations": ["https://api.conmpute.comjobs"],
"policy context": { "assurance_level": "hi paa phi _access",
"conpliance_frameworks": ["hipaa", "gdpr"] }, "lifecycle_binding": {
"type": "task_status_webhook", "task_ id": "anal ysis-job-1138",
"term nation_states": ["COWPLETED', "FAILED VALIDATION'] } } ]
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5

Aut hori zati on Server Metadata

This specification adds the follow ng paraneters to the QAuth
Aut hori zation Server Metadata [ RFC8414].

policy assurance | evel s _supported: OPTIONAL. A JSON array of
obj ects, where each object represents a supported assurance |evel
Each obj ect has the foll ow ng nmenmbers

"l evel" (string): A structured identifier for the assurance |eve
(e.g., "nist_ial2"). REQU RED. "description" (string): A human-
readabl e description. OPTIONAL. "uri" (string): A UR pointing to
the detailed definition of the level. OPTI ONAL.

pol i cy_conpliance_frameworks_supported: OPTIONAL. A JSON array of
strings containing the conpliance framework identifiers supported by
t he AS.

Error Response

VWhen a request is denied due to a failure in validating the
"policy context”, the AS returns an error response with the foll ow ng
error code:

Error Code: policy_requirenent_not_rmet Description: The requested
"policy_context" is not supported or cannot be satisfied. The AS
SHOULD i nclude an "error_description" parameter to provi de devel opers
with nmore details about the failure.

Security Considerations

Preventing Policy Downgrade Attacks: The "policy_context" menber
allows the AS to enforce that high-risk actions are al ways requested
with a correspondi ng hi gh-assurance policy context. The AS MJST
reject requests where this mapping is violated, thus preventing a
client fromobtaining a privileged token under weak security

pr et enses.

Ensuring Tinmely Revocation: The "lifecycl e_binding" nenber
significantly reduces the risk w ndow of conprom sed tokens for |ong-
running tasks. The effectiveness of this nmechanismis entirely
dependent on the reliability of the state notification and revocation
propagati on systens. |Inplenmentations MJST include robust error
handl i ng and fall backs. The token’s "exp" claimserves as an
essential fallback nechani sm
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User Consent and Transparency: The structured nature of these new
menbers allows the AS to present a far nmore intelligible and accurate
consent screen to the user, |eading to nore neaningful and informed
aut hori zati on deci si ons.

Reliability of External State Mnitoring: The AS must trust the
source of the lifecycle events (e.g., the task provider’s webhook).
Mechani sns such as mutual TLS authentication and request signing
SHOULD be used to secure the communi cati on channel for state updates.
The "policy context" and "lifecycle_binding" nenbers nmay contain
i nformati on about the user’s intended actions and associ ated tasks.
This informati on nust be handled with care by the AS and RS, subject
to the system s overall privacy policy.

8. | ANA Consi derati ons

8.1. CQAuth Authorization Server Metadata

Thi s specification requests the registration of the foll ow ng val ues
in the "QAuth Aut horization Server Metadata" registry:

*pol i cy_assurance_| evel s_supported
*pol i cy_conpliance_franmewor ks_support ed

8.2. (QAuth Extensions Error Registry

Thi s specification requests the registration of the follow ng val ue
in the "QAuth Extensions Error Registry":

*Error Code: policy_requirenent_not _rmet
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