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Abst r act

The QAuth 2.0 Token Revocation mechani smdefined in RFC 7009 enabl es
clients to notify authorization servers that a token is no | onger
needed. However, that mechanismis Iimted to single-token
operations and does not support batch revocation, cascade
propagati on, or context-aware semantics at the agent level. Wth the
energence of autononous systens and cross-donai n agent networks,

aut hori zation servers require nore granular, traceable revocation
senmanti cs.

Thi s docunent defines an agent-based explicit revocati on extension,

i nt roduci ng new endpoi nts, request/response formats, and coordination
protocols to support batch revocati on based on agent |Ds, cascade
propagati on, conditional revocation, and verifiable audit trails.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 29 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
RFC 7009 defines the standard QAuth 2.0 token revocation flow, which
operates at the granularity of individual tokens (access tokens or
refresh tokens). This design works well in traditional client-server
architectures but reveals significant Iimtations in energing
scenari os:

Agent Networks: Miltiple agent proxies form del egati on chains through
aut hori zati on topol ogy

Aut ononobus Systens: Agents can dynami cally generate sub-agents and
di stribute perm ssions

Cross-Domai n Col | aboration: Agents mgrate across different trust
domai ns I n these scenarios, revoking access for an upstream agent
typically requires sinmultaneously revoking all its del egated sub-
agents. RFC 7009 | acks nechanisns to support such cascade
revocati on.

Exi sting RFC 7009 exhibits the foll owi ng core deficiencies:
Single Granul arity: Supports only per-token revocation, cannot batch

process by agent ID No Cascade Propagation: After upstream agent
revocati on, downstream sub-agent tokens remain valid |Insufficient
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Response Information: 200 OK status does not provide revocation
confirmation, execution results, or failure details No Audit Context:
Cannot convey revocation reasons, operator identity, or other
critical audit information No Event Notification: No standard
mechanismto notify relevant parties (e.g., resource servers,
downstream agents) of token status changes M ssing Conditiona
Revocati on: Does not support suspension, partial perni ssion
revocation, or other fine-grained policies

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 RFC2119 [ RFC8174].

Readers are expected to be famliar with the terns and concepts
described in the core QAuth 2.0 Framework [ RFC6749] and [ RFC7009].

3. Agent Revocation Endpoint
3.1. Endpoint Definition

To support agent-based explicit revocation, a new endpoint is
defi ned:

PCOST / agent/revoke

Thi s endpoi nt accepts a JSON request body containing the revocation
target, reason, and propagation strategy.

3.2. Request Format

The request MJIST include the follow ng paraneters:
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all tokens for this |
agent, default true. |

F ooy s ool e o}
| Metadata | Type | Required | Description |
| Field | | | |
[S s e ety et e el ey o}
| agent id | String | Yes | Identifier of the |
| | | | agent to be revoked. |
. S IR . T +
| reason | Object | Yes | Revocation reason, |
| | | containing code and |
| | | | description. |
. S I - +
| cascade _depth | integer | Yes | Cascade depth, -1 for
[ | | unlimted, O for this |
| | | | agent only. |
T S R S o e e e e e e e e oo o - +
| context | Oohject | Reconmended | Operation context |
| | | | including operator, |
| | | | source_ip, request _id.
. S IR . T +
Table 1
St atus Paranet ers:
B oo s ool s e s
| Parameter | Type | Required | Description |
[ oo sy e oo el s s s e s
| revoke_all _tokens | boolean | No | Whether to revoke |
I I I
I I I

| revoke_ for_duration | integer | No | Tenporary suspension |
| | | | duration in seconds,
| | | | absent means |
| | | | pernmanent. |
- S TR Ry e +
| revoke_scopes | array | No | List of scopes to be
| | | | renoved. |
o e e e e e oo - S R TS T +
| retain_scopes | array | No | List of scopes to be
| | | | retained. |
- S TR Ry e +
Table 2

Exanpl e Requst:

Chen & Su Expi res 29 COctober 2026 [ Page 4]



Internet-Draft

Aut hori zation revocation April 2026

POST /agent/revoke HTTP/ 1.1

Host: authorizati on-server. exanpl e.com
Cont ent - Type: application/json

Aut hori zation: Bearer eyJhbGci O JSUzl 1IN Is..

{
"agent _id": "urn:agent:root:12345",
"reason": {
"code": "SECURI TY_I NCI DENT",
"description": "Agent exhibited anonal ous behavi or pattern”
},
"cascade_depth": -1,
"context": {
"operator": "urn:user:adm n:security",
"source_ip": "10.0.0.1",
"request _id": "reqg-abc-123"
},
"revoke_al | _tokens": true
}

3.3. Response Format

The server

MUST return a JSON response contai ning execution status

and detailed statistics.

Exanpl e Successful Response (HITP 200):
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json

{
"status": "conpleted",
"transaction_id": "tx-uuid-001",
"timestanp": "2026-03-25T10: 30: 002",
"summary": {
"direct _agents_revoked": 1
"cascade_agents_revoked": 3,
"t okens_revoked": 15,
"events _emtted": 15,
"failures": []
},
"affected_agents": [
{"agent _id": "urn:agent:root:12345", "status"
{"agent _id": "urn:agent:sub:child 1", "status
{"agent _id": "urn:agent:sub:child 2", "status
{"agent _id": "urn:agent:sub:child 3", "status"
1,
"audit_reference": "urn:audit:|log:entry-98765"
}

Exanpl e Fail ure Response (HTTP 400)
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"revoked"},
"revoked"}
"revoked"}
"revoked"}

’
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{

"status": "failed",
"transaction_id": "tx-uuid-002",
"timestanmp": "2026-03-25T10: 31: 002",
"error": {

"code": "INVALI D AGENT_I D",

"description": "The specified agent _id does not exist or has already been revoked."
},
"summary": {

"direct_agents_revoked": O,

"cascade_agents_revoked": O,

"t okens_revoked": 0,

"events _emtted": O,

"failures": [

"agent _id": "urn:agent:root:99999",
"reason": "Agent not found"
}

]
},
"audit _reference": "urn:audit:log:entry-98766"

}

Response Status Codes
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| HTTP Status | Description |
[ oo by s oo oo e e e o}
| 200 &K | Revocation conpl eted successfully |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| 400 Bad | I'nvalid request paraneters (e.g., mssing |
| Request | required fields, nalformed agent_id) |
o e e e e oo - Lt +
| 401 | Mssing or invalid authentication credentials |
| Unaut hori zed | |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| 403 | Authenticated client |acks perm ssion to revoke

| Forbi dden | the specified agent |
o e e e e oo - Lt +
| 404 Not | Agent 1D not recognized |
| Found | |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| 409 Conflict | Revocation conflicts with an existing operation

| | (e.g., partial revocation already in progress) |
o e e e e oo - Lt +
| 429 Too Many | Rate limt exceeded |
| Requests | |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| 500 Internal | Unexpected server error |
| Server Error | |
o e e e e oo - Lt +

Tabl e 3

4. Security Considerations
TBD
5. | ANA Consi derations
TBD
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