I nternet Engi neering Task Force M Chen

I nternet-Draft L. Su
I ntended status: |nformational Chi na Mbbil e
Expi res: 30 August 2025 26 February 2025

the service nodel of NASR
draft - chen- nasr-servi ce- nodel - 00

Abst r act

Thi s document describes the service nodel of Network Attestation for
Secure foRwarding (NASR). It lists security capabilities and
characteristics of connectivity services that operators can offer and
clients can choose from

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 August 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
The NASR goal is to allow clients to choose desired security
attributes of his received network service, achieving dependabl e
forwarding by routing on top of only devices that satisfies certain
security requirenments. NASR then provides proof that packets or
fl ows have traversed a network path with defined security properties.
The service nodel enables users to specify their security
requirenents. The network service provider translates these
requirenents into network configurations, which are then used to
prepare the network for transm ssion. After delivering the service,
the provider returns proof of conpliance to the user

2. Abbreviations
The foll owi ng abbreviations are used in this docunent.
NVF: Network Functions Virtualization
IDS: Intrusion Detection System
I PS: Intrusion Prevention System
PoT: Proof of Transit.
SLA: Service Level Expectation

3. NASR service node

3.1. Service nodel from user
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3.1.1. Source

Users can send requests for service creation, nodification and

del etion by specifying details such as destination, service type, and
security requirenments. For exanple, they define the destination IP
choose the type of service, and set security requirenments |ike
integrity, confidentiality, authentication and availability security
features.

The paraneters from Users to Providers may involve: source device ID
(with unique identifier), service type, destination device ID
security provision, Trusted Path Provision, etc. The detailed
paraneters for destination and Trusted Path Provision are showed

bel ow.

3.1.2. Destination

Destination: Used to indicate the destination of the visit, such as
| P addr ess.

Path: a list of selected router IDIlist or | P addresses |ist on Path.

Sevice type: used to indicate the type of data, such as eMBB data,
mMIC data or uRLLC data

Geographic: used to indicate users’ requirenments for geographic

| ocation or restrictions, a custoner may request certain geographic
limts are applied to how the provider routes traffic for the network
forwardi ng, due to policy reasons or security considerations, For
exanmpl e, some countries have regul ations that explicitly prohibit
data fromleaving the country. In such cases, custonmers may request
certain geographic limts be applied to how the provider routes
traffic for network forwarding.

3.1.3. Trusted Path Provision
| SPs can provide secure forwarding service by selecting a trusted
path for users, including choosing trusted routers that can provide

the security services required by the user;

The trusted path provision includes but is not limted to the
foll owi ng paraneters

Node Type: NFV or Hardware, this field is used to identify whether

the node is of hardware type or virtualization software type,
different node types have different security configurations.
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Node Security Configuration: the node's basic security configuration
basel i ne possessed by the node(such as router) itself, include
security hardening, attack perception and so on. The security
configuration baseline is represented using vectors or sets.

for exanpl e:

Account nmanagenent and aut henti cation authorization
Passwor d managenent

Access control

Servi ce and Protocol Managenent

Log and Audit

System Security

Physi cal security

Data protection

+++++++++

L2/ L3 Security Feature: used to identify whether to enable

aut hentication and encryption on L2 or L3. L2 authentication can be
based on the device’'s MAC address and encryption can use MACsec; L3
can provide end-to-end authentication and encryption, such as VPN
They can be configured through Bool ean val ues.

for exanpl e:

L2 authentication: true
+ L2 encryption: false

+ L3 authentication: true
+

+

+

L3 encryption: false

Connection Reliability Feature: Maximal occupancy |evel, |solation,
Di versity. <RFC 9543>. The maxi mal occupancy | evel specifies the
nunber of flows to be admitted and optionally a maxi mum nunmber of
countabl e resource units (e.g., IP or MAC addresses). Isolation
refers to the division of traffic , a custoner may request that its
traffic is isolated fromthe other network traffic supported by the
same provider. Diversity allows connections based on different
under | yi ng network constructions.

Security Services Configuration: Security services that can be
provi ded based on traffic, such as firewall,IDS/IPS, attack-
mtigation(anti-DDos), access control, Integrity Protection. Each
type of security service requires two SLE paraneters, processing

| atency and performance of security capabilities.
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for exanpl e:

+ Security service type: anti-ddos

+ processing | atency: 2ns

+ performance of security capabilities: 40G
+

3.2. service nodel to user

When users are very proficient in security configuration and
requirenents, they can directly fill in a fixed format list, the
operator can provide feedback on whether the requirenents are net;
Users may not be security experts, they will propose vague security
requirenents, and the | SP generates one or nore fixed format lists
for users to choose from there is an additional interaction process
with the user here.

3.3. Service result nodel to user

Path attestation result: after generating a path that neets the
specific forwarding requirenents of the user, it is used to record
the initial path attestation result as a baseline for future
verification, contains at least four fields: ldentity, initia
attestation result, verification reference and auxiliary information
(e.g., node type along the path, isolation, firewall, IDS/IPS, etc.).

Forwardi ng Path validation result: formed during the actua
forwardi ng process both in-situ and out-of-band nodes, it will be
verified with path attestation result, contains at |east two fields:
Identity, attestation results and auxiliary information (e.g., node
type along the path, isolation, firewall, IDS/IPS, etc.).

Service provision result: as security services can be provided, after
the service is provided, need to provide service proof to the user,
contains at least two fields: Identity, Service type, Service
security details which may include satisfaction of data integrity,
encryption mechani sms, authentication nethods and availability
percentage (for exanple, 99.999%, etc.

3.4. Interaction process

The service nodel is used between customers and networks, the
custonmer sends security requirenments to the ISP, and the network
anal yzes and sel ects the path based on the user’s security

requi renents, which are confirnmed by the custoner. The network
orchestrator configures the network nodes and enabl es forwarding and
service. After forwarding and service are conpleted, the proof of
transit are fed back to the orchestrator, which generates a service
result nodel and finally sends it to the custoner.
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I I
Fi gurel: Interaction diagram of service nodel
4. |1 ANA Consi derations
This nmeno i ncludes no request to | ANA
5. Security Considerations
There is a risk of tanpering for Path attestation result and
Forwardi ng Path validation result, especially in the scenario of

third-party auditing, it is required that both data transm ssion and
storage cannot be tanpered with.
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