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Abst ract

FrodoKEM i s a quantumresi stant key encapsul ati on mechani sm ( KEM
based on the standard Learning Wth Errors (LWE) problem It is one
of three KEMs in the process of |SO standardization. This docunent
specifies the conventions for using eight variants of FrodoKEMin the
Crypt ographi c Message Syntax (CMS), by enpl oying the KEMReci pi entlnfo
structure defined in "Use of Key Encapsul ati on Mechani sm (KEM

Al gorithns in the Cryptographic Message Syntax (CM5)" [ RFC9629] .
These eight variants of FrodoKEM are (e)Fr odoKEM 976- AES and

(e) FrodoKEM 976- SHAKE for security level 3, and (e)FrodoKEM 1344- AES
and (e) FrodoKEM 1344- SHAKE for security |evel 5.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 15 August 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

FrodoKEM is one of three KEMs in the process of |SO standardization
[ FrodoKEM . Its security is based on a well-studied hard problemin
unstructured lattices, called the learning with errors problem The
algorithmdetails of FrodoKEM are specified in [|-D. LBES25]

Fr odoKEM has both AES and SHAKE variants to offer optim zed
performance across different hardware platforns. AES variants are
hi ghly suitable for devices with hardware accel eration for AES (like
AES-Nl on Intel processors). SHAKE variants provide conpetitive or
better performance on platformnms |acking AES hardware accel eration
(such as many enbedded systens and general - purpose CPUs). To cover
both scenarios, this specification include both variants.

"Usi ng Key Encapsul ati on Mechani sm (KEM Al gorithns in the

Crypt ographi c Message Syntax (CWVM5)" [ RFC9629] defines the

KEMReci pi entInfo structure for the use of KEMalgorithns in the CVB
envel oped-dat a, authenticated-data, and authenticated-envel oped-data
content types. This docunent specifies the conventions for the
direct use of eight variants of FrodoKEMin the CMS with the
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KEMReci pi entI nfo structure: (e)FrodoKEM 976- AES and (e) Fr odoKEM

976- SHAKE for security level 3, and (e)FrodoKEM 1344- AES and

(e) FrodoKEM 1344- SHAKE for security level 5. Note that these are all
variants of FrodoKEMto be standardized in | SO

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 [RFC8174].

1. 2. Fr odoKEM

In total, FrodoKEM [I-D. LBES25] [FrodoKEM has 12 variants. Nanely,
it offers 3 NIST security levels 1, 3, and 5; the pseudorandom
generator (PRG uses AES128 or SHAKE 128; and the KEM public key can
be a long-termkey (standard node) or a short-term key (epheneral
node) .

According to the current standardization progress in |SO FrodoKEM
will be standardized for the 8 variants for N ST security levels 3
and 5. Nanely, there are (e)FrodoKEM 976 and (e) FrodoKEM 1344, but
not (e)FrodoKEM 640 for security level 1. To align with ISO this
specification specifies the use of (e)FrodoKEM varaints for security
levels 3 and 5 only, not variants for security |evel 1.

Based on the above, this docunent specifies only eight variants of
(e) FrodoKEM for Cryptographi c Message Syntax. Nanely, (e)FrodoKEM
976- AES and (e)FrodoKEM 976- SHAKE for security level 3, and

(e) Fr odoKEM 1344- AES and (e) Fr odoKEM 1344- SHAKE for security level 5

Key encapsul ati on nechanism (KEM is a kind of key exchange, which
all ows one entity to encapsul ate a secret under a (long-term or
epheneral ) public key of another entity. A KEM consists of three
al gorithns:

*  KeyGen(k) -> (pk, sk): A probabilistic key generation algorithm
whi ch generates a public encapsul ati on key pk and a secret
decapsul ati on key sk, when a security paranmeter k is given

*  Encaps(pk) -> (ct, ss): A probabilistic encapsul ation algorithm
whi ch takes as input a public encapsul ati on key pk and outputs a
ci phertext ct and a shared secret ss.

* Decaps(sk, ct) -> ss: A decapsulation algorithm which takes as

i nput a secret decapsul ation key sk and ci phertext ct and outputs
a shared secret ss
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Table 1 sumari zes the sizes of keys, ciphertext, and shared secret
for all variants of FrodoKEM with security levels 3 and 5. Note that
usi ng either AES128 or SHAKE 128 does not affect these sizes.

Fomm o - o a o T T Fom ek T +
| Level | Algorithns | Public | Secret | Ciphertext | Shared
| | | Key pk | Key sk | ct | Secret |
I I I I I | ss I
R, o e Fomm oo Fomm oo R Fomm oo +
| 3 | FrodoKEM 976 | 15,632 | 31,296 | 15,792 | 24 |
Fomm o - o a o T T Fom ek T +
| 3 | eFrodoKEM 976 | 15,632 | 31,296 | 15,744 | 24 |
S o a o R R T R +
| 5 | FrodoKEM 1344 | 21,520 | 43,088 | 21,696 | 32 |
R, o e Fomm oo Fomm oo R Fomm oo +
| 5 | eFrodoKEM 1344 | 21,520 | 43,088 | 21,632 | 32 |
Fomm o - o a o T T Fom ek T +

Table 1: Size (in bytes) of keys and ci phertexts of FrodoKEM

2. Use of the FrodoKEM Al gorithmin the CMS

The FrodoKEM al gorithm MAY be used for one or nore recipients in the
CVB envel oped-data content type [RFC5652], the CMS aut henti cated-data
content type [RFC5652], or the CMS aut henticat ed-envel oped-data
content type [RFC5083]. 1In each case, the KEMReci pi entlnfo [ RFC9629]
structure is used with the FrodoKEM al gorithmto securely transport a

content-encryption key froman originator to one ore nultiple
recipients.

The steps for processing FrodoKEM wi th KEMReci pientlnfo foll ow

Section 2 of [RFC9629]. To support the FrodoKEM al gorithm a CMS

ori gi nator MUST inplenment the Encapsul ate() function, and a CVS
reci pi ent MJUST inplenent the Decapsul ate() function

2.1. Recipientinfo Conventions
When the FrodoKEM al gorithmis used for a recipient, the
Reci pientl nfo choice for that recipient MIST be the
O her Reci pi entInfo choice using the KEMReci pientInfo structure
defined in [ RFC9629]. The fields of KEMReci pientlnfo have the
fol | owi ng meani ngs:
* version is the syntax version nunber; it MJST be O.

* rididentifies the recipient’s certificate or public key.
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* kemidentifies the KEMalgorithm it MJST contain one of id-kem
frodoken®76- shake, id-kem frodokenl344-shake, id-kem
ef rodoken®76- shake, id-kem efrodokenl344-shake, id-kem
frodokend76- aes, id-kemfrodokenl344-aes, id-kem efrodokenB76-aes
or id-kem efrodokenml344-aes. These identifiers are reproduced in
Section 3.

* Kkentt is the ciphertext generated for this recipient.

* kdf identifies the key derivation algorithm |nplenentations MJST
support the HKDF [ RFC5869] with SHA-256 [ FI PS180] using the id-
al g- hkdf -wi t h- sha256 KDF object identifier [RFC8619]. As
specified in [ RFC8619], when this object identifier appears in an
ASN. 1 type Algorithm dentifier, the paraneters field MJST be
absent. | nplenentati ons MAY support ot her KDFs

* KkekLength is the size of the key-encryption key in octets.

* ukmis an optional input to the key derivation function. The
secure use of FrodoKEMin the CM5 does not depend upon the use of
the ukm val ue, and therefore this document has no requirenments for
this value. See Section 3 of [RFC9629] for nore information on
t he ukm paranet er.

* wrap identifies the key-encryption algorithmused to encrypt the
content-encryption key.

- I nplenmentations supporting FrodoKEM 976- AES or FrodoKEM
976- SHAKE MUST support the AES-Wap-192 Key Wap al gorithm
[ RFC3394], using the id-aesl192-wap key-encryption algorithm
object identifier [RFC3565].

- Inplenmentati ons supporting FrodoKEM 1344- AES or FrodoKEM
1344- SHAKE MUST support the AES-Wap-256 Key Wap al gorithm
[ RFC3394], using the id-aes256-wap key-encryption algorithm
object identifier [RFC3565].

- Inplenmentati ons MAY support other key-encryption al gorithmns.
2.2. Underlying Conmponents

When FrodoKEM i s used in CMs, the underlying conponents used in the
KEMReci pi entInfo structure SHOULD be consistent with the desired

m ni mum security level. To neet the requirenents for the KDF and
key-wrap algorithmfrom Section 7 of [RFC9629], the table bel ow
provides the m ninumrequirenents for the conponents used with

Fr odoKEM
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S . . . +
| Security | Algorithm | KDF preinage | Synmetric key|
| Strength | | strength | encryption |

| | | strength |
S TR . . +
| 192-bit | (e)FrodoKEM 976 | 192-bit | 192-bi t |
S ISRy . . I +
| 256-bit | (e)FrodoKEM 1344 | 256-bit | 256- bi t |
R o e e e e oo oo o e e - S +

Tabl e 2: FrodoKEM KEMReci pi ent |l nfo conponent security |evels
2.3. Use of the HKDF-based Key Derivation Function

The HKDF function is a conposition of the HKDF-Extract and HKDF-
Expand functi ons.

HKDF(salt, KM info, L) = HKDF Expand(HKDF- Extract(salt, KM, info,
L)

When used with KEMReci pientlnfo, the salt parameter is unused, that
is it is the zero-length string "". The IKM info and L paraneters
correspond to the same KDF inputs from Section 5 of [RFC9629]. The
info paraneter is independently generated by the originator and
recipient. Inplenentations MJUST confirmthat L is consistent with
the key size of the key-encryption algorithm

2.4. Certificate Conventions

[ RFC5280] specifies the profile for X. 509 certificates used in
Internet applications. FrodoKEM requires a static public key for the
reci pient, which the originator obtains fromthe recipient’s
certificate. The conventions for carrying a FrodoKEM public key are
specified in [I-D. S26] .

2.5. SMME Capabilities Attribute Conventions

Section 2.5.2 of [RFC8551] defines the SM MECapabilities attribute
for advertising a partial list of algorithns that an S/M ME

i mpl ement ati on can support. Wen constructing a CM5 Si gnedDat a
content type [RFC5652], a conpliant inplenmentation MAY include the
SM MECapabi lities attribute to announce support for one or nore of
the FrodoKEM al gorithmidentifiers.

The SM MECapability SEQUENCE representing a FrodoKEM al gorithm MJST
contain one of the FrodoKEM object identifiers in the capabilitylD

field. Wen one of the FrodoKEM object identifiers appears in the

capabilitylD field, the paranmeters MJUST NOT be present.
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3. Identifiers

The identifiers for indicating the use of FrodoKEMin the CV5 are
defined in [CSOR] and [ RFC8619]. For conveni ence, they are
repr oduced here.

frodokem OBJECT IDENTIFIER ::= { iso(1l) standard(0) encryption-
al gorithms(18033) part2(2) key-encapsul ati on-nmechanisn(2) 7 }
i d- kem fr odoken®76- shake OBJECT | DENTIFIER ::= { frodokem 1 }
i d-kem frodokeml344- shake OBJECT | DENTIFIER ::= { frodokem 2 }
i d- kem ef rodokenD76- shake OBJECT | DENTIFIER ::= { frodokem 3 }
i d- kem ef rodokenil344- shake OBJECT I DENTIFIER ::= { frodokem 4 }
i d-kem f rodokenm®76-aes OBJECT |IDENTIFIER ::= { frodokem5 }
i d-kem frodokeml344- aes OBJECT I DENTIFIER ::= { frodokem6 }
i d- kem ef rodokenB76-aes OBJECT IDENTIFIER ::= { frodokem7 }
i d- kem ef rodokenil344-aes OBJECT | DENTIFIER ::= { frodokem 8 }
i d-al g- hkdf -wi t h-sha256 OBJECT IDENTIFIER ::= { iso(1l)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) alg(3) 28 }

i d-al g- hkdf -wi t h-sha256 OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smme(16) alg(3) 28}

aes OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101l) csor(3) nistAlgorithnm(4) 1}

i d-aes192-wrap OBJECT IDENTIFIER ::= { aes 25}
i d-aes256-wrap OBJECT IDENTIFIER ::= { aes 45}

hashAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101) csor(3) nistAlgorithm(4) 2 }

i d- shake256 OBJECT | DENTIFIER ::= { hashAlgs 12 }
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4.

Security Considerations

The security considerations sections of [I-D.draft-smnyslov-I|anps-
frodokemcertificates] and [ RFC9629] apply to this specification as
wel | .

| mpl enent ati ons MUST protect the FrodoKEM private key, the key-
encryption key, the content-encryption key, the nessage-

aut henti cati on key, and the content-authentication-encryption key.

O these keys, all but the private key are epheneral and MJST be
erased after use. Conpromni se of the FrodoKEM private key can lead to
the conpromise of all messages protected with that key.

The generation of the private key and the FrodoKEM encapsul ati on
function depend on random nunbers. The use of inadequate pseudo-
random nunber generators (PRNGs) to generate these val ues can result
inlittle or no security. GCeneration of high-quality random nunbers
is difficult; see [ FRODO SPEC] for nore information

The encapsul ati on and decapsul ati on of FrodoKEM only out put the
shared secret and the ciphertext. Inplenentations MJST NOT use the
intermedi ate values directly for any purpose. |nplenentations SHOULD
NOT | eak information about the internediate val ues or conputations
through timng or other "side channels", as an attacker may be able
to determ ne information about keying data and/or the recipient’s
private key.

In general, it is good cryptographic practice to use a given FrodoKEM
key pair in only one schene. This practice avoids the risk that a
vul nerability in one schenme could conprom se the security of the

ot her.

I ANA Consi derati ons
TBD
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