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Abst r act

Thi s docunent defines an Authenticati on and Key Agreenent (AKA)

aut henti cation nmethod for the Ephermeral Diffie-Hell man Over COSE
(EDHOC) key exchange protocol. This method, named EDHOC- AKA, is
designed as a specific profile of the EDHOC Pre- Shared Key (PSK)
aut hentication nmethod defined in [draft-ietf-I|ake-edhoc-psk-06].

EDHOC- AKA | ever ages the 3GPP AKA protocol to dynamically generate a
sessi on-specific Pre-Shared Key, which is then used to run the EDHOC
PSK protocol flow. The AKA-specific parameters are transported
within the External Authorization Data (EAD) fields of the EDHOC
messages. This approach provides efficient nobile communication

net work access authentication for resource-constrai ned scenarios
(such as Non-Terrestrial Networks, NTN) while inheriting the security
properties of EDHOC- PSK, including nutual authentication, identity
protection, and forward secrecy.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 15 Septenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Aut hentication and Key Agreenent (AKA) protocol is a w dely used
mechani sm for authenticating devices in nobile networks, as specified
for 3G 4G and 5G systens RFC4187 [ RFC5448] [RFC9048]. It relies on
a long-termsymetric key pre-shared between the user’s secure
element (e.g., a SIMcard) and the hone network.

Thi s docunent defines EDHOC- AKA, an authentication nethod for the
Epheneral Diffie-Hell man Over COSE (EDHOC) protocol [RFC9528] that
utilizes the AKA nechanism The prinmary innovation of EDHOC- AKA is
that it does not define a new standal one protocol flow. Instead, it
profiles the EDHOC Pre- Shared Key (PSK) authentication method
specified in [draft-ietf-I|ake-edhoc-psk-06].

The core concept is as follows:
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* The Initiator (e.g., a nobile device) and Responder (e.g., a
servi ce network) execute an AKA chal | enge-response exchange.

* This exchange is carried within the External Authorization Data
(EAD) fields of the standard EDHOC nessage fl ow.

* Upon successful conpletion of the AKA exchange, both parties
derive a shared, session-specific key, denoted here as K_AKA

* This K AKAis then used as the PSK required by the EDHOC- PSK
aut henti cati on net hod.

Thi s approach all ows EDHOC- AKA to inherit the conputationa
efficiency and security properties of EDHOC PSK, such as identity
protection agai nst passive attackers and Perfect Forward Secrecy
(PFS) against certain adversaries, while integrating seamessly with
establ i shed nobile network authentication infrastructure. This
docunent specifies the mappi ng of AKA paraneters to EAD fields, the
derivation of K AKA, and the necessary processing steps, while
referencing [draft-ietf-|ake-edhoc-psk-06] for the underlying

pr ot ocol nechanics

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFCB174].

Readers are expected to be famliar with the ternms and concepts
described in EDHOC [ RFC9528] and EDHOC- PSK [draft-ietf-]|ake-edhoc-
psk- 06] .

* AKA: Authentication and Key Agreenent. A chall enge-response
protocol based on a symetric key.

* K The long-termsecret key shared between a user’s secure el enent
and their honme network.

* SUPI/SUCI: Subscription Permanent Identifier / Subscription
Conceal ed ldentifier. The user’'s permanent and conceal ed
identities in 5G

* AKA Vector: A set of paranmeters generated by the network for an
AKA chal | enge, typically including RAND (random chal | enge), AUTN
(aut hentication token), XRES (expected response), CK (ciphering
key), and IK (integrity key).
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* K _AKA: A session-specific key derived fromthe AKA-generated keys
(CK, 1K), which serves as the PSK for the EDHOC- PSK pr ot ocol

3. Protocol
3.1. Relationship to EDHOC PSK

EDHOC- AKA is a profile of EDHOC-PSK and follow the protocol flow, key
derivation |l ogic, and nessage formatting specified in [draft-ietf-

| ake- edhoc- psk-06]. The fundanental difference lies in how the PSK
is obtained. In a typical EDHOC-PSK scenario, the PSK is a static
key provisioned out-of-band. |In EDHOC- AKA, the PSK is dynamically
derived in each session via an AKA exchange.

Thi s AKA exchange is perforned using the EAD nmechani smdefined in
[ RFC9528] .

3.2. Deriving the Session-Special PSK(K_AKA)

The Responder (network) initiates an AKA chall enge by obtaining an
AKA vector fromthe home network based on the Initiator’s identity.
The Initiator responds to the challenge. |[|f the exchange is
successful, both parties derive the session keys CK and I K

These keys are then used to derive K AKA, which will be used as the
PSK for the current EDHOC session. The key derivation function (KDF)
for this purpose is application-specific but MIST produce a key of
the length required by the sel ected EDHOC ci pher suite. For exanple,
a common nethod is to use the EDHOC- KDF

K_AKA = EDHOC- KDF(CK, "K_AKA", IK, desired_key_| ength)

The context string "K AKA" ensures that the derived key is unique to
this purpose.

3.3. Message Fl ow of EDHOC- AKA
The nessage flowis identical to that of EDHOC- PSK, as shown in
Figure 1 of [draft-ietf-I|ake-edhoc-psk-06]. The AKA-specific
paraneters are transported in EAD fields as follows:
* EAD 1: Sent by the Initiator in message_1. It contains the
Initiator’s identity (e.g., SUCI) needed by the Responder to fetch
the correct AKA vector.

* EAD 2: Sent by the Responder in nessage 2. It contains the AKA
chal | enge paraneters (RAND and AUTN)
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* EAD 3: Sent by the Initiator in nmessage_3. |t contains the AKA
response (RES)

* EAD 4: Sent by the Responder in nessage 4. It MAY contain a fina
confirmation of the AKA authentication result fromthe network.

Initiator Responder

I
| METHOD, SUTES I, G X C.I, EAD 1({suC}) |
R e e T > | message_1

I I
| G Y, Enc(C_R EAD 2({RAND, AUTN})) |
I e + nmessage_2
I
|

|

R e e T > | message_3
I
I

I

| AEAD( EAD_4({Aut h-Result}))

I e + nmessage_4
I

I
Figure 1: Overview of Message Fl ow of EDHOC- AKA

The field ID CRED PSK is used as defined in [draft-ietf-]|ake-edhoc-
psk-06]. It may contain an identifier related to the ongoi ng AKA
session or the long-term subscription to hel p the Responder manage
keying material .

4. Key Derivation

The key derivation schedul e for EDHOC- AKA SHALL be identical to the
one specified in Section 4 of [draft-ietf-|ake-edhoc-psk-06].

The key derivation for PRK 4e3mi s:
PRK 4e3m = EDHOC Extract (SALT_4e3m PSK)
For EDHOC- AKA, the PSK used in this fornula is the session-specific
K_AKA derived fromthe AKA exchange, as described in Section 3.2 of
this docunment. Al other PRKs and derived keys (e.g., PRK out, K 3,
IV_3) are conmputed exactly as specified in the EDHOC- PSK draft.

5. Message Formating and Processing
Message formatting and processing SHALL foll ow the specifications in
Section 5 of [draft-ietf-|ake-edhoc-psk-06]. This section outlines

the additional processing steps related to the EAD fields for the AKA
exchange.
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5.1. Messagel

Message 1 (lnitiator -> Responder) Initiator: The Initiator conposes
message_1 as specified in [draft-ietf-|ake-edhoc-psk-06]. The METHOD
sel ected is EDHOC- AKA (TBD1). The Initiator MJUST include an EAD 1
field containing its identity (e.g., SUC), formatted with the
appropriate EAD | abel (see Section 6.2). Responder: The Responder
processes nmessage_1 and uses the identity fromEAD 1 to request an
AKA vector fromthe home network.

5.2. Message2

Message 2 (Responder -> Initiator) Responder: After obtaining the AKA
vector, the Responder conposes nmessage_ 2 as specified in [draft-ietf-

| ake- edhoc- psk-06]. It MJST include an EAD 2 field containing the
RAND and AUTN val ues, each formatted with the appropriate EAD | abel.
Initiator: The Initiator decrypts nessage 2 to retrieve EAD 2. It

passes the AUTN and RAND to its secure elenent to verify the
network’s authenticity and conpute the response RES, as well as the
keys CK and I K. If verification succeeds, it derives K AKA as per
Section 3. 2.

5.3. Message3

Message 3 (lnitiator -> Responder) Initiator: The Initiator conposes
message_3 as specified in Section 5.3.2 of [draft-ietf-I|ake-edhoc-
psk-06]. It uses the derived K AKA as the PSK for this process. It
MUST include an EAD 3 field containing the conputed RES, fornmatted
with the appropriate EAD | abel. Responder: The Responder processes
message_3 as specified in Section 5.3.3 of [draft-ietf-|ake-edhoc-
psk-06]. To do this, it nust first derive the same K AKA fromthe CK
and 1K it holds. A successful decryption of nmessage 3 inplicitly
authenticates the Initiator. The Responder then extracts RES from
EAD 3 and conpares it with its expected XRES. |If they match, the AKA
authentication is fully successful.

5.4. Message4d

Message 4 (Responder -> Initiator) As noted in [draft-ietf-]|ake-
edhoc- psk-06], nessage 4 is required for nutual authentication. It
proves to the Initiator that the Responder al so successfully derived
K _AKA and conpl eted the protocol. The Responder MAY include an EAD 4
field to convey the final status of the authentication fromthe
networ k’ s perspecti ve.
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6. | ANA Consi derations
6.1. EDHOC Met hod Type Registry
I ANA is requested to register the following entry in the "EDHCC

Met hod Type" registry under the group nanme "Epheneral Diffie-Hellnman
Over COSE (EDHCC)".

R, o e e e e e e e e a oo - o e e e e e e e e a oo - +
| Value |Initiator Authentication Key| Responder Authentication Key|
Fomm o - o e e e e e e ee oo s o e e e e e e ee oo s +
| TBD1 | EDHOC- AKA |  EDHOC- AKA |
S S o m e e e e e e oo +

Table 1: Addition to the EDHOC Met hod Type Registry.
NOTE: Suggested value: TBDL = 5. RFC Editor: Renpbve this note.
6.2. EDHOC EAD Label Registry

I ANA is requested to register the following entries in the "EDHOC EAD
Label " registry.

S S e e +
| Label | Description | Ref er ence |
Fommma - I L -, +
| TBD2 | AKA SUCI | this docunent |
R, o e e e o e e e e e e e e a oo - +
| TBD3 | AKA RAND | this docunent |
S D e +
| TBD4 | AKA AUTN | this docunent |
Fommma - I L -, +
| TBD5 | AKA RES | this docunent |
R, o e e e o e e e e e e e e a oo - +
| TBD6 | AKA Aut h- Result | this docunent |
S D e +

Fi gure 3: EAD | abel s

NOTE: Suggested val ues: TBD2- TBD6 = sequential integers. RFC Editor:
Renove this note.

7. Security Considerations
As EDHOC- AKA is a profile of EDHOC-PSK, it inherits the security
properties analyzed in Section 9 of [draft-ietf-|ake-edhoc-psk-06].

Thi s section discusses considerations specific to the AKA
i ntegration.
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Mut ual Aut hentication: Strong rmutual authentication is achieved. The
Initiator authenticates the network by validating AUTN i n nmessage_2.
The network authenticates the Initiator through two mechani sns:
first, by the successful decryption of nessage 3 (which requires the
correct K AKA), and second, by the explicit validation of RES from
EAD 3. ldentity Protection: The Initiator’s permanent identity
(SUPI') is protected by using a concealed identity (SUCI) in EAD 1
which is only sent in the first nessage. The rest of the exchange is
protected by keys derived fromthe ephenmeral Diffie-Hellmn exchange,
providing identity protection against passive attackers as per EDHOC
PSK. Forward Secrecy: The protocol provides PFS. Even if the |Iong-
termkey K is conpronised, past session keys renmain secure because
they are derived fromthe ephenmeral DH shared secret G XY. An
attacker who comprom ses K can inpersonate the user in future
sessions but cannot decrypt past traffic. Key Binding: The fina
session keys (derived from PRK out) are cryptographically bound to
both the epheneral DH secret (G XY) and the AKA-derived session key
(K_AKA) . This provides strong resistance agai nst key-conprom se and
m shi ndi ng attacks. AKA Vector Handling: The AKA vector conponents
(RAND, AUTN) are transported in an encrypted portion of nessage 2.
This protects them from passive observation, though not from an
active attacker who can manipulate the first two nessages. The
security of the AKA mechanismitself relies on the integrity of AUTN
which is handled by the Initiator’s secure el ement.
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