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Abst r act

Thi s document defines the EDHOC- AKA aut henti cati on nmet hod based on
the Aut hentication and Key Agreenent (AKA) protocol and the Epheneral
Diffie-Hell man Over COSE(EDHOC) key exchange protocol. This method
is designed to provide efficient nobile communicati on netwirk access
aut hentication for scenarios with limted conputing and network
resources (such as Non-Terrestrial Network, NTN). EDHOC-AKA utilizes
the pre-shared | ong-term key and enpl oys symmetric cryptography
techni ques to achieve nmutual authentication and key derivation. It
ensures security while significantly enhancing the authentication
efficiency.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights

Chen & Su Expires 23 April 2026 [ Page 1]



Internet-Draft EDHOC PSK AKA Cct ober 2025

and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

Thi s docunent defines a AKA aut hentication nethod for the Epheneral
Diffie-Hell man Over COSE ( EDHOC) key exchange protocol [RFC9528]

AKA is a synmmetric ciper, it achieves key agreenent through nutual

aut henti cati on between the nobile users and networks, and
subsequently generates data encryption keys and integrity protection
keys. In this docunment, Initiator stands for the mobile user and
Responder stands for the network. AKA relies on |ong-termkeys which
is provided out-of-band and realize dynam c symetric key derivation
Synmetric key authentication offers greater conputational efficiency
conpared to the nmethods outlined in [ RFC9528].

The Authentication and Key Agreenent (AKA) is an authentication
mechani sm for devices wishing to access nohbile networks. [RFC4187]
(EAP- AKA) nade the use of this nechani smpossible within the

Ext ensi bl e Aut hentication Protocol (EAP) franmework. [RFC5448] (EAP-
AKA') was an inproved version of EAP-AKA. [RFC9048]is the nost
recent specification of EAP-AKA' rel ated to 5G networks.
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The paraneters in the authentication vectors of EDHOC- AKA and EAP-
AKA' are remain consistent and defined in the new field CRED AKA X
Thi s docunent only considers two parties and the interaction between
networks is out of scope.

2. Term nol ogy

The following terns are used:

* AKA: Authentication and Key Agreenent.
3. Protocol

Thi s docunent specifies a new EDHOC aut hentication nmethod (see
Section 3.2 of [RFC9528]) referred to as the Authentication and Key
Agreenent nmethod for the Epheneral Diffie-Hellman Over COSE key
exchange protocol (EDHOC-AKA). Authentication is based on a | ong-
term key shared between the Initiator and the Responder. As in the
met hods defined in [RFC9528], CRED | and CRED R are authentication
credentials containing identifying information for the Initiator and
Responder, respectively. W defined CRED AKA | and CRED AKA R to
hol d the authentication vector of AKA for the Initiator and
Responder, respectively. W have added a new nethod to indicate that
the Initiator and Responder support AKA authentication

3.1. Credentials
According to RFC 9528 and the existing specifications of AKA,
desi gning a new authentication nethod ( Method = 5)and defining new
credential parameter CRED AKA X, it is necessary to ensure that the
Initiator (1) and the Responder (R) neet the follow ng core
requirenents

* The Initiator and Responder are assuned to share a | ong-term key,
or it is possible to obtain the derived paraneters indirectly.

* The explicit indication of the authentication nethod is AKA, and
it also carries the necessary identity credential information

The requirenents for Initiator

* The long-termkey K and user identifier nmust be pre-set and stored
in a secure environnent.

* Support the capability of generating the 5-tuple of AKA
( RAND/ AUTN/ XRES/ CK/ | K) .

The requirements for Responder
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* Based on the SUPI/SUCI in EAD 1, route to the network, the

di vi sion between the visiting network and the hone network is out
of scope.

* (Cbtain the AKA five-tuple (or generate dynam c vector) from
net wor k

1. CRED AKA X

CRED AKA is a COSE header map contai ni ng header paraneters that

i ndi cate the AKA authentication parameters. CRED AKA X is uesed to
refer to CRED AKA | or CRED AKA R, CRED AKA | and CRED AKA R are
aut hentication credentials associated with the AKA

CRED AKA R Contains the AKA paraneters sent by the responder
typically including: * AT _RAND. Random Nunber Chal |l enge * AT_AUTN:
Aut henti cati on Token

CRED AKA |: Contains paraneters for the responder’s response to the
chal l enge, typically including: * AT_RES: Authentication Response

An exanpl e of CRED AKA | and CRED AKA R is shown bel ow. TBD

2. Encodi ng and processing

The AKA paraneters should be encoded in the CM format and the
encryption and signature nmethods for them shoul d be standardized in

COSE.

NOTE: Encode AKA in OAT format. Need to standardi ze the encryption
and signature of CW-AKA in COSE. RFC Editor: Renove this note

Message Fl ow of EDHOC- AKA

The nessage fl ow of EDHOC- AKA follows the structure defined in

[ RFC9528], with authentication based on symetric keys rather than
public keys.

The Responder authenticates the Initiator first. Figure 1
illustrates the nessage fl ow of the EDHOC- AKA aut hentication nethod.
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Initiator Responder

I I
| Method, SUTES |,G X C |, EAD 1 |

| Message 4 |

Figure 1: Overview of Message Fl ow of EDHOC- AKA

EDHOC message_4 is required to indicate EDHOC- AKA aut hentication
success.

EAD 1 = Initiator identity, it usually represents a pseudo identity
rat her than the user’s genuine and long-termidentity. Based on this
pseudo identity, the real identity can be retrieved on the Responder
si de.

Bot h endpoints are authenticated with AKA (TBD1: METHOD = 5)

NOTE: Assuning TBD1 = 5, to be confirmed by I ANA. RFC Editor: Renpve
this note.

4. Key Derivation

The key derivation of EDHOC-AKA is simlar to that of EDHOC- PSK, but
the source of the key PRK 4e3mis different. The derivation nethods
of PRK_2e and PRK_3e2m are exactly the sane as those of the standard
EDHOC (based on G XY). The key difference lies in PRK 4e3m In
EDHOC- PSK:  PRK_4e3m = EDHOC Extract (SALT_4e3m PSK) | n EDHOC- AKA:
PRK 4e3m = EDHOC Extract (SALT 4e3m K AKA) Here, K AKA is the key
mat eri al generated fromthe AKA process. |In 3GPP AKA, this is

usual Iy derived by the key derivation function using CK (encryption
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key) and IK (integrity key) as inputs to generate a new key for the
specific service (EDHOC). The subsequent derived keys PRK out and so
on are securely derived from PRK 4e3m ensuring the i ndependence and
forward security of the final session key.

5. Message Formating and Processing
5.1. Messagel

Message 1 (lnitiator -> Responder) METHOD = 5: Clearly declare that
this conversation uses AKA authentication. EAD 1: include the
permanent identity (such as SUPI) or tenporary identity (such as
QUJTlI) of the initiating party, to assist the responder (service
network) in requesting an authentication vector fromits network.

5.2. Message2

Message 2 (Responder -> Initiator) The responder obtains the AKA

aut henti cation vectors (RAND, AUTN, XRES, CK, IK) fromthe network.
The responder sends the chall enge RAND and AUTN to the initiator
through CRED AKA R The remaining part of Message 2 (GY, CR) is
consistent with the standard EDHOC. The encryption structure
Enc(C R, CRED AKA R, EAD 2) is encrypted using the key stream derived
from PRK 2e, sinilar to EDHOC- PSK.

5.3. Message3

Message 3 (lnitiator -> Responder) The initiating party (UE) uses its
built-in USIMcard and long-termkey Kto verify the AUTN. If the
verification is successful, the response RES and session keys CK, IK
are calculated. The initiating party sends RES through CRED AKA | to
the responding party. The responding party verifies whether the
recei ved RES mat ches the expected XRES, thereby conpleting the
authentication of the initiating party.

5.4. Message4d
Message 4 (Responder -> Initiator) This message should be sent as it
provi des clear key confirmation to the initiator and authenticates
the responder. It is also an AEAD encryption structure, proving that
the responder has successfully derived the session key.

6. | ANA Consi derations
IANA is requested to register the following entry in the "EDHOC

Met hod Type" registry under the group nanme "Epheneral Diffie-Hellnman
Over COSE (EDHOC)".
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Fommma - T T +
| Value |Initiator Authentication Key| Responder Authentication Key|
R, o e e e e e e e e a oo - o e e e e e e e e a oo - +
| TBD2 | EDHOC- AKA |  EDHOC- AKA |
S D e e +

Table 1: Addition to the EDHOC Met hod Type Registry.
NOTE: Suggested value: TBDlL = 5. RFC Editor: Rempve this note.
7. Security Considerations

Mut ual aut hentication: Strong nutual authentication is achieved

t hrough the AKA chal |l enge-response nechanism Identity protection:
The permanent identity of the initiator (such as SUPI) is only
transmitted in the possible EAD 1 and can be replaced by a tenporary
identity. The identity of the responder is protected in the nessage
flow Forward security: Based on the tenporary Diffie-Hell man
exchange, even if the long-term subscription key K or the CK/ IK
derived from AKA is | eaked, the past session will not be decrypted.
Key binding: The final session key PRK out is simultaneously bound to
the tenporary DH shared secret G XY and the key K AKA derived from
AKA, providing stronger security.
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