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Abst r act

Thi s docunent describes the problenms in the use of IPsec in satellite
Internet and NTN network scenari os.
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1. Introduction
The | PSEC protocol provides end-to-end security for | P networks by
aut henti cating and encrypting | P packets to ensure the
confidentiality, integrity, and authenticity of data during
transm ssion. Under satellite Internet and NTN network, IPSEC is
still a very inportant and comonly used security protocol. Due to
the dynam ¢ characteristics of satellites, there are al so sone
problenms in the use of |Psec.
Thi s docunent describes the problems in the use of IPsec in satellite
Internet and NTN network scenari os.
2. Term nol ogy
2.1. Terns

The following terns are used in this docunent.

*

Non- Terrestrial Network(NTN): using satellites, HAPS, Non ground
pl atforns such as drones serve as communi cati on nodes, formng a
t hree- di nensi onal comuni cation network together with ground base
stations, allows user equipnent (UE) to directly access the
network through satellites or high-altitude platforns, thereby
achi eving gl obal comruni cation servi ces.

gNB: generation NodeB
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* base station: a base station is a fixed device in wireless
communi cati on networks, used to achieve w rel ess signa
transm ssi on and data exchange between nobil e devices and the core
net wor K.

* ground gateway station(abbreviated as gateway): a key equi pment in
satellite comrmuni cati on systems, mainly responsible for data
transfer and routing managenent between satellites and ground
net wor ks

* AMF:. Access and Mbility Managenent Function is one of the core
functional nodules of the core network, defined by the
i nternational comunication standards organization 3GPP in the
techni cal specification TS 23.501

* UPF: User Plane Function is an independent functional entity
responsi bl e for user plane data processing in the 5G core network.
As a core conponent of the 5G SBA (Service Based Architecture)
defined by the 3GPP standard, it is mainly responsible for routing
and forwardi ng user data packets, policy execution, and protocol
adapt ati on.

* UE: User Equipnent refers to user term nal equi pnent, which is a
collective termfor npbile conmuni cati on devices that can access
cel lul ar networKks.

* DN Data network.
Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

| Psec used in NTN

For NTN network, the wirel ess access network defined in 3GPP is used
with satellite network, UE can access data network via 3GPP wrel ess
network and satellite network. NTN network supports gNB and UPF on
satellites, UE connects to the base stations on satellites, and then
connect to the core network through ground gateway stations.
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The data transm ssion path between the wrel ess access network and
the core network is called the backhaul link, used to transmit user
data, signaling, and control information fromthe wreless access

| ayer to the core network for processing, forwarding, and storage.
When the position of the base station changes, it will affect the
security of the return link. This docunent takes 5G as an exanple to
anal yse the use of ipsec problens existed in NTN networKk.

R, + S R + o e e - +
UE---| Sat/gNB|----- | Gateway |----- | Core Network |
S DT + S TRy + . +
I + S T + . +
UE- - - | Sat / gNB+UPF| - - - - - | Gateway |[----- | Core Network
R + S R + o e e - +

Figure 1. UE access the ground nobile core network through satellite

Mul tiple security interfaces are involved in this network
architecture, and the 3GPP standard(TS33.501) specifies the use of

I Psec to solve end-to-end secure transm ssion issues. The interfaces
related to the ipsec protocol are sunmurised in Table 1.

+

I

+

| I'n order to protect the N2 |
| reference point, it is |
| required to inplenent |Psec |
| ESP and | KEv2 certificates- |
| based authentication as |
| specified in sub-clause 9.1.2 |
| of the present docunent. |
| I'Psec is mandatory to |
| inmplenment on the gNB and the |
| ng-eNB. On the core network

| side, a SEG nmay be used to |
| termnate the IPsec tunnel. (TS

| 33.501) |

| I'n order to protect the |
| traffic on the N3 reference |
| point, it is required to |
| inmplement |Psec ESP and | KEv2 |
| certificate-based |
| authentication as specified in

| sub-clause 9.1.2 of the |
| present document with |
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| | | | confidentiality, integrity and

| | | | replay protection. |IPsec is

| | | | mandatory to inplenment on the |
| | | | gNB and the ng-eNB. (TS 33.501) |
UPF- SMF | | Psec | 9.9 Security nechanisns for |
| non-SBA interfaces internal to

| the 5GC and between PLMNs Non-

| SBA interfaces internal to the

| 5G Core such as Nd and N9 can |
| be used to transport |
| signalling data as well as |
| privacy sensitive material, |
| such as user and subscription

| data, or other paraneters, |
| such as security keys. |
| Therefore, these interfaces |
| shall be confidentiality, |
| integrity, and replay |
| protected. Roaming interfaces
| between PLMNs except for N32, |
| shall be confidentiality, |
| integrity, and replay |
| protected. Protection for the
| N32 interface is specified in |
| clauses 13.1 and 13.2..For the
| protection of the above |
| mentioned internal and roam ng
| interfaces except N32, NDS/IP |
| shall be used as specified in
| [3], unless security is |
| provided by other nmeans, e.g. |
| physical security. A SEG may |
| be used to term nate the NDS/ |
I I

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
| I P I Psec tunnels. (TS 33.501)

| 9 Security procedures for non-

| service based interfaces 9.1 |
| General 9.1.1 Use of NDS/I PThe

| protection of |IP based |
| interfaces for 5GC and 5G AN

| according to NDS/IP is |
| specified in TS 33.210 [3]. |
| Traffic on interfaces carrying

| control plane signalling can |
| be both integrity and |
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4.

4.

4.

| | | | confidentiality protected |
| | | | according to NDS/IP. |

Table 1. Summary of the interfaces related to ipsec in NTN network
Fromthe table, we can see that the security of these interfaces
relies entirely on I Psec providing end-to-end transm ssion security.
In NTN networks, there are sone issues to use |Psec due to the

dynanmi cs of datellites

Anal ysi s of possible issues with continuing to use |Psec

1. The issues with the | KEv2 handshake protocol when faced with

| at ency and packet |oss

| KEv2 relies on UDP transm ssion and defined retransm ssion in RFC
7296. Under long inter satellite link | atency, the foll ow ng issues
may be encount ered:

* The default initial timeout an easily trigger premature
retransm ssion, leading to a stormof repeated requests. Setting
a longer tineout default value during inplenentation based on
transm ssion | atency can solve this problem

* The loss of a single control nessage (such as | KE_AUTH) may reach
the maxi mum nunber of retransm ssions, |eading to an exponenti al
i ncrease i n handshake | atency.

Different retransm ssion rules need to be set according to different
environments, especially in the case of satellite networks, then
avoi d network congesti on.

2. The issues with Security Association (SA) and | P Address Binding
when the I P address of the satellite is changing

The security alliance is uniquely identified by a triplet. This
triplet includes: Security Paraneter |Index (SPl), destination IP
address, and Security Protocol Number (AH or ESP). Due to the high-
speed novenent of the satellite, the overhead tine is approxi nately
5-10 minutes, and at least one end's |IP address is dynamically
changi ng.

SA lacks a | P independent identification nechanism \When the IP
changes, the existing SA becones invalid and the tunnel nust be
rebuilt. Although MOBIKE supports | P updates, but it cannot solve
the probl em of simultaneous changes in IP and entity.
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4.3. The issues with Zero tol erance for out of order w ndows
The default anti replay wi ndow of IPSec is only 64 packets, relying
on strict packet sequences. Due to nulti-path routing, QS
scheduling, satellite switching, the probability of out of order
arrival in satellite links is extremely high.
The sliding window nodel will result in he legitimte packet was
m stakenly rejected as a replay attack due to out of order,
triggering a TCP retransni ssion storm

4.4. Conflict between Lifetinme and Link Interruption
SA needs to update the key regularly (based on tine/traffic), but the
inter satellite link is frequently interrupted (obstructed,
switched). |If the interruption exceeds the survival time of SA SA
will be cleared and a full reconstruction is required for recovery.
It is necessary to set the lifetime of SA based on the worst-case
scenario of the satellite network to ensure that SA will not be
del eted due to interruption.

5. | ANA Consi derati ons
Thi s docunent does not require actions by | ANA

6. Security Considerations

Thi s docunent nmainly presents issues and does not involve new
security considerations at the nonent
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