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Abst r act

The BGP-LS protocol is extended to carry the security capabilities of
the node. The controller collects topology information, forns a
topol ogy path with security capabilities according to security

requi renents, and supports SRv6 path sending to execute node
forwardi ng t hrough progranm ng.
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1. I nt roducti on

As users’ traffic faces nore unpredictable attacks during

transm ssion, there are nore and nore end-users now need high
security data transm ssi on assurance, they need | SPs to provi de nodes
that neet security requirenents and security protection capabilities
which is refered to NASR-requirenents
(https://datatracker.ietf.org/doc/draft-liu-nasr-requirenents/), but
it is very difficult for operators to manage and coll ect the security
attributes of nodes through control plane.

I SPs need to have real -time awareness of the security capabilities
available in the network, then forma security capability nmap,
finally provide path-level security protection for users. The goa

of this draft is to collect the security capabilities of nodes within
a limted domai n[ RFC 8799], which will be one of the factors to form
the routing topol ogy, and use the routing progranming capabilities to
forma secure routing path. The security capability includes healthy
i nformati on(such as the device software is up-to-date), security
service information, device information(such as the manufacturer
informati on of the equipnent) and so on. Then | SP can support NASR-
service nodel (https://datatracker.ietf.org/doc/draft-chen-nasr-

servi ce-nodel /) for custoners
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SRv6 (Segnent Routing |IPv6, |Pv6 segment routing) is based on source
routing and centralized routing. It can realize network intelligent
progranmm ng and sel ect forwardi ng paths according to custonmer needs.
At present, there is a lack of effective technical means to inject
security factors into the process of collecting network topol ogy and
centralized routing to achieve safe routing path forwardi ng.

The nost inportant reason for using BGP-LS as the extended basic
protocol is that BGP-LS shields the differences of other routing
protocols, and the underlying routing protocol types do not need to
be considered when transmitting security capabilities.

RFC7752 standardi zed North-Bound Distribution of Link-State and
Traffic Engineering (TE) Information Using BGP, describes a mechani sm
by which link-state and TE information can be col |l ected from networks
and shared with external conponents using the BGP routing protocol,
usi ng a new BGP Network Layer Reachability Information (NLRI)
encodi ng format.

BGP-LS is a new way to collect network topology. The topol ogy

i nformati on di scovered by the IGP protocol is summarized by the BGP
protocol and sent to the upper controller. Wth the powerful routing
and routing capabilities of the BGP protocol, there are three types
of BGP-LS routes, which are used to carry node, link and route prefix
i nformati on respectively. The three routes cooperate with each other
to conplete the transm ssion of topology information. The node
routing function is to record the node information of the topol ogy,
the link routing function is to record the Iink infornmation between
two devices, and the address prefix routing function is to record the
network segnment information that the node can reach

The state information NLRI collected by BGP-LS is described in TLV
(type/length/value triplet) format. Each link state described by
NLRI can identify a node, link or prefix. Therefore, three types of
NLRI are newy set in the standard, of which type 3 and 4 are used to
di stinguish the prefix of 1Pv4 and | Pv6. There are only two types of
NLRI attributes in the original BGP protocol: MP_ REACH NLRI,
attribute type 14; MP_ UNREACH_ NLRI, attribute type 15.

BGP-LS node type carries security capability

1. Collection nodel of security capabilities
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Figure 1: Router and attached security products are used as node units
2.2. New Node Attribute TLVs

The Local Node Descriptors TLV contains Node Descriptors for the node
anchoring the local end of the link. This is a mandatory TLV in all
three types of NLRIs (node, link, and prefix).
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01234567890123456789012345678901
o g S T S S T A S S
| Type | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| |
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T S e S i i SR SR S et i i
Figure 2: Local Node Descriptors TLV For mat
Node attribute TLVs are the TLVs that may be encoded in the BGP-LS

attribute with a Node NLRI. The following Node Attribute TLVs are
defi ned:
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Tabl e 3: Node Attribute TLVs
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The security capability is transferred by adding the security
capability attribute to the attributes of the loca

e e e e e o -
| TLV Code
| Poi nt
.
| TBD1

I

e e e e e o -

Descri ption

Node Security
Capability

Tabl e 4: New Node Attribute TLV

2. 3.

When progranmi ng the routing path,
requi renent as one of the inputs.
capability requirement can be structured or one-di nmensi ona

Usage of new attribute

node.

take the security capability
The description of the security

matri x,

whi ch only needs to be consistent with the router’s security

capability description;

rul es according to the requirenents.
Sel ect the routing node that neets the security requirenents as the

forwardi ng node when the path is reachabl e;

pat h when al |

the safety requirenents are mnet;

| ength and security requirenments are net,
| oad for forwarding.

Chen & Su

There are many routing rules.
i ntroduci ng security capability requirements, it
dynami cal |y adjust the security capability as the position of

After
IS necessary to

routing

The main rule strategies are:

X Sel ect the shortest
X Wen the sane path

sel ect the path with smal
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3. BGP-LS Link type carries security capability
3.1. Collection nodel of security capabilities
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Figure 5. The peer node transnmits the security capability through the |ink

3.

2

The router and its attached security products are the basic units.
VWhen col lecting status information, only some nodes can directly
transmt the node status information to the controller through the
BGP-LS protocol. Qher nodes that do not directly transmt the node
information need to transnit the node information to the direct node
to achieve the transm ssion of security capability infornmation.
Therefore, for non direct nodes, It is required to report its own
security capability information through the BG-LS Iink state data
packet .

New Link Attribute TLVs
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Figure 6: The Link NLRI For nmat
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R S o e e o - +
| TLV Code | Description | 1S1STLV |
| Poi nt | | / Sub-TLV |
S o e e e e m oo oo R +
| 1028 | I'Pv4 Router-1D of | 134/ - -- |
| | Local Node | |
| 1029 | 1Pv6 Router-I1D of | 140/ - - - |
| | Local Node | |
| 1030 | 1'Pv4 Router-I1D of | 134/ - -- |
| | Renote Node | |
| 1031 | I'Pv6 Router-I1D of | 140/ - - - |
| | Renote Node | |
| 1088 | Adm nistrative | 22/ 3 |
I | group (color) I I
| 1089 | Maximum |ink | 22/ 9 |
| | bandwi dth | |
| 1090 | Max. reservable | 22/ 10 |
| | 1ink bandwi dth | |
| 1091 | Unreserved | 22/ 11 |
| | bandwi dth | |
| 1092 | TE Default Metric | 22/ 18 |
| 1093 | Link Protection | 22/ 20 |
I | Type I I
| 1094 | MPLS Protocol Mask | --- |
| 1095 | 1GP Metric | |
| 1096 | Shared Ri sk Link | --- |
| | Goup | |
| 1097 | Opaque Link | --- |
| | Attribute | |
| 1098 | Link Nane | --- |
R S o e e o - +

Table 7: Link Attribute TLVs

The new attribute describes the link security capability and
transmits the Iink security capability information through this

attribute.
R o e e e e e oo - o e e - +
| TLV Code | Description | IS-1STLV |
| Poi nt | | [ Sub-TLV |
S e e +
| TBD2 | Link security info | --- |
N Tt S +

Table 8: New Link Attribute TLVs
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3.3. Useage of new attribute

R + R +
A | B |
+o- o - -+ +o-H---+
| SCGicg A |
oo >
| SCing B |
o e +
| SC ng <A, B> |
o a o >

Figure 9: Assosiation security capability interaction

The Assosiation security capability depends on the security
capability enabl ed by the node. As a node directly connected to the
controller, node B first interacts with the enabl ed security
capability information of the opposite end in a two-way nmanner, and
then the opposite end initiates the transmi ssion of the assosiation
security capability information.

The deci sion of assosiation security capability can be divided into

two situations: one is under the same security domain, and the other

is under different security domains. 1. The decision rules for link
security capabilities under different security dommins are as

follows: SCing represents the enabl ed security capabilities of a

node. Exanple: SCing A=[1,0,0,1,0, - ], SCng B=[1,1,0,1,0, - ], SCing
Assosi ation<A B> = SCing A & SCing B

When the |Iink passes through nore than two nodes, it is necessary to
logically and operate the security capabilities of all nodes in the
path to obtain the link security capabilities

1. The decision rules of assosiation security capability in the sane
security domain are as follows: SCing indicates the security
capability of a node that has been enabled. Exanple: SC ng
A=[1,0,0,1,0, - ], SCng B=[1,1,0,1,0, - ], SCi ng Assosiation<A B> =
SCing A|| SCGng B

When the |ink passes through nore than two nodes, it is necessary to
logically or operate the security capabilities of all nodes in the
path to obtain the link security capabilities

4. BGP-LS Prefix type carries security capability

4.1. Collection nodel of security capabilities
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Figure 10: Security capability is transferred between ASs through Prefix

The router and its attached security products are the basic units.
the status information, only sonme nodes can directly
transmt the node status information to the controller through the

. Oher nodes that do not directly transmt the node
informati on need to transnmit the node information to the directly
connected node to achieve the transm ssion of security capability

n the figure, nodes A and E are direct connected

When col | ecting

BGP- LS protocol

i nformation.

nodes, which are connected to their respective controllers.

Nodes A

and E are responsible for collecting the security capabilities of

ot her nodes in

4. 2. New Li nk Att

The I Pv4 and I Pv6 Prefix NLRI's (NLR

sane format, as

Chen & Su

their respective fields.

ri bute TLVs

shown in the follow ng figure

Expi res 4 Septenber 2025

Type = 3 and Type = 4) use the
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Figure 11: The | Pv4/1Pv6 Topol ogy Prefix NLR For nat

S o e e e e e oo oo TS +
| TLV Code | Description | Length |
| Poi nt | | |
I IRy domemmemeeeemeaeeaaas T +
| 1152 | 1GP Fl ags | 1]
| 1153 | 'GP Route Tag | 4*n |
| 1154 | 1GP Extended Route | 8*n |
I | Tag I I
| 1155 | Prefix Metric | 4 |
| 1156 | OSPF Forwardi ng | 4 |
| | Address | |
| 1157 | Opaque Prefix | variable |
| | Attribute | |
S I R Focmmnaaann +

Table 12: Prefix Attribute TLVs

An AS has at | east one super direct connection node, which has the
security capability information of all nodes under the AS. By adding
new attributes to Prefix, the security capabilities of the entire AS
can be transferred.

o o m e S +
| TLV Code | Description | Length |
| Poi nt | | |
S o e m e e e e e oo TS +
| TBD3 | AS security capabilities | variable |
oo - Fom oo S +

Tabl e 13: New Prefix Attribute TLVs

AS Security capabilities means the security capability information of
all nodes under the AS, that is, the security capability information
of all nodes is spliced, such as {[IP address (A)+node security
capability], [IP address (B)+node security capability]...}.
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4.3. Usage of new attribute
5. |1 ANA Consi derations
This nmeno i ncludes no request to | ANA
6. Security Considerations
TBD
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