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Abst r act

Thi s docunent describes origin-binding considerations for HITP
server-initiated delivery mechani snms that can cause a user agent to
associate a delivered representation with an origin other than the
origin that established the underlying transport connection. The
nmotivation is a class of cross-origin attacks denonstrated agai nst
HTTP/ 2 server push and Signed HTTP Exchange (SXG, in which a server
that is authorized by a shared TLS certificate for multiple Subject
Al ternative Nane (SAN) entries can cause content to be accepted under
the authority of a different origin.

Thi s docunent provides security guidance for user agents, origin
servers, internediaries, and depl oynent operators. |n particular, it
recomends that user agents reject server-initiated deliveries whose
asserted authority is not origin-consistent with the active request
context, and that inplementations avoid using nulti-domain shared
certificates as a basis for SXG attribution across unrel ated ori gins.
It also outlines operational considerations for certificate |lifecycle
managenent where shared certificates are unavoi dable.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 Septenber 2026
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1. Introduction

The web security nodel relies on origin separation. In browsers, the

Sane-Origin Policy (SOP) is generally defined over the tuple of
schene, host, and port. HITP, however, also contains the notion of
authority, and HTTP/2 and HTTP/3 allow a single connection to be
consi dered authoritative for multiple origins when the server
certificate authenticates those origins. This difference is normally
constrai ned by request routing rules, but server-initiated delivery
features create cases in which the origin ultimately associated with
a resource can diverge fromthe origin that established the
connecti on.

Chen Expires 17 Septenber 2026 [ Page 2]



I nternet-Draft Origi n-Bound Server Delivery March 2026

Recent research denponstrated that this divergence is exploitable in
practice when three conditions align: first, the server is
authenticated by a certificate whose SAN |ist covers multiple

dommi ns; second, the delivery nechanismallows the sender to assert
or inply an origin distinct fromthe current connection origin; and
third, the user agent accepts the delivered object as if it were
same-origin with the asserted origin. Under those conditions, an
attacker who controls one domain in a shared certificate can target
anot her domai n covered by the sane certificate. [NDSS25-CROSSPUSH]
reports that the attack surface includes HTTP/ 2 server push and SXG
and that the resulting inpact can include cross-site scripting,
cooki e mani pul ati on, phishing, and malicious file delivery.

Thi s docunent turns those findings into inplenentation and depl oynent
gui dance. Its design goal is conservative: server-initiated delivery
ought not relax origin boundaries beyond those al ready accepted for
ordinary sane-origin fetches

2. Requirements Language and Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

For the purposes of this docunent, _connection origin_ neans the
origin that the user agent is actively conmunicating with on a given
HTTP connection for the request context that triggered a server-
initiated delivery. _asserted origin_ neans the origin under which a
delivery nechani sm asks the user agent to store, attribute, execute,
or otherw se process a delivered representation. _shared certificate_
means a TLS certificate whose SAN extension contains nore than one
host nanme spanning nore than one regi strable donmain, or host nanmes
adm ni stered by distinct security principals.

3. Probl em St at enent

HTTP semantics define origins and authorities for different purposes.
HTTP/ 2 and HTTP/ 3 pernmt connection reuse and server authority across
nanes covered by the authenticated certificate. The cited research
shows that this transport-layer flexibility becones security-
significant when a delivery feature lets the sender override, or
appear to override, the origin under which content is later
processed. In the attack nodel, the browser effectively accepts a
resource that would be cross-origin under the traditional SOP as
though it were sanme-origin because the transport authority check is
satisfied by the SAN |ist; see [ NDSS25- CROSSPUSH] .
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Two nechani sns are especially rel evant:

* HITP/ 2 and HTTP/ 3 server push can indicate the target authority of
a pushed request using pseudo-header fields or equival ent request
nmet adata, and sone inplenentati ons have accepted such pushes when
the asserted authority matches a host authenticated by the
certificate for the connection; see [RFC9113], [RFC9114], and the
di scussion i n [ NDSS25- CROSSPUSH .

* SXG allows a user agent to attribute a delivered response to the
request URL after signature validation, decoupling attribution
fromthe i medi ate network origin. [NDSS25- CROSSPUSH and
[ SXGMAIN] describe how a shared certificate can cause that
attribution boundary to expand to other names covered by the
certificate.

The root causes are therefore: (a) a misnmatch between strict URI-
origin security boundaries and | ooser certificate-authority
boundaries; and (b) weak alignnent between certificate possession and
current domai n ownership in deployment practice, including resale,
takeover, or del ayed revocation cases; see [NDSS25- CROSSPUSH] .

4. Threat Model

Thi s docunent assumes an attacker who does not need to intercept the
victims traffic and does not need a network-path position. The
attacker controls at least one origin that can legitimately term nate
TLS with a certificate whose SAN |ist al so covers one or nore victim
origins. The research describes several practical paths to that
condition, including domain resale, dangling-donain takeover,
val i dation reuse, grace-period abuse, and failures of certificate
revocati on workfl ows; see [ NDSS25- CROSSPUSH] .

Once in possession of such a certificate, the attacker causes a user
agent to visit an attacker-controlled origin and then supplies a
server-initiated delivery that is attributed to a victimorigin naned
in the sane certificate. The user agent’s incorrect origin
association is the primary failure. The attacker can then exploit
either the response body or response headers, including script

payl oads, Set-Cookie, Strict-Transport-Security, or Content-

Di sposition, to affect the victimorigin's security context or user
trust decisions, as discussed in [ NDSS25- CROSSPUSH] .
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Security Design Principles

User agents and specifications inplenenting server-initiated delivery
MUST preserve the invariant that transport-layer authorization is not
by itself sufficient to establish web-origin equivalence. A
certificate that authenticates nmultiple names proves only that the
presenter can term nate TLS for those names at validation time; it
does not prove that the presenter is entitled to inject sane-origin
active content for every nane in the certificate.

Accordingly, any feature that pernits a sender to nominate or inply
an origin for |ater processing MJST apply an origi n-consi stency check
that is at least as strict as the check applied for an ordinary sane-
origin fetch initiated by the protected origin itself.

User Agent Guidance
1. Ceneral Cuidance

A user agent SHOULD NOT store, execute, render, or otherw se
attribute a server-initiated delivery to an asserted origin unless
that asserted origin is validated according to the nmechani smspecific
gui dance in this docunent.

I f mechani smspecific validation fails, the user agent SHOULD di scard
the delivered representation, SHOULD treat it as unusable for cache
reuse, and SHOULD generate a di agnostic signal suitable for devel oper
tools or telenetry.

2. @Quidance for HTTP/ 2 and HTTP/ 3 Server Push

For HTTP/ 2 and HTTP/ 3 server push, the user agent SHOULD verify that
the asserted authority of a pushed request exactly matches the origin
context that authorized the push. At mninmm the schene, host, and
port of the pushed request ought to be sane-origin with the request
that created the push context.

A user agent SHOULD reject a pushed response when the pushed request
nanes a host that differs fromthe host of the associated client-
initiated request, even if the connection certificate is valid for
bot h hosts.

A rejected push SHOULD NOT be inserted into any HITP cache, prel oad
cache, menory cache, or specul ative fetch cache under either the
asserted origin or the connection origin.
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When connection coal escing or origin coalescing is used, an

i mpl ement ati on MAY perform an additional confirmation step before
accepting server push for a coal esced origin. For example, an

i npl ementation mght confirmthat the asserted origin resolves
consistently with the established connection before accepting a push
for that origin. This docunent does not require a specific
confirmation algorithm

6.3. Cuidance for Signed HITP Exchange

A user agent processing SXG SHOULD ensure that attribution of a
si gned exchange to the request URL is not based solely on the fact
that the signing certificate is valid for nultiple nanes.

For the purposes of this docunent, a certificate can be treated as
origin-bound for attribution only when the inplenentati on can
establish that the certificate identifiers relevant to validation
correspond to a single publisher context or to an explicitly
configured equival ent-control policy. A general-purpose multi-domain
shared certificate is not a safe default basis for attribution across
unrel ated ori gi ns.

A user agent SHOULD reject or otherw se decline publisher-origin
attribution for SXG processing when the signing certificate
authenticates nultiple unrelated registrable domains and the

i mpl ement ati on cannot establish explicit same-adm ni strator
equi val ence anong t hem

| mpl enent ati ons MAY support |ocal policy exceptions for tightly
coupl ed depl oynents, but such excepti ons SHOULD be di sabl ed by
default, SHOULD be auditable, and SHOULD NOT be inferred solely from
SAN co- nenber shi p.

7. Oigin Server, CDN, and Internediary QGui dance

An origin server, CDN, or internediary that generates server push
SHOULD NOT generate a pushed request whose asserted authority differs
fromthe authority of the client-initiated request that created the
push cont ext.

An origin server, CDN, or SXG packaging service SHOULD NOT use a
gener al - purpose shared certificate to sign exchanges intended for
attribution as publisher-origin content across unrel ated origins.

VWhere operationally feasible, services that depl oy server push or SXG
SHOULD use dedi cated single-origin certificates for the affected
origin, even when the underlying TLS term nation infrastructure
supports larger shared certificates for other purposes.

Chen Expires 17 Septenber 2026 [ Page 6]



I nternet-Draft Origi n-Bound Server Delivery March 2026

| mpl enent ati ons SHOULD | og attenpted cross-authority pushes and
rejected shared-certificate SXG signing operations as security
events.

8. Certificate Lifecycle and Regi stration Gui dance
8.1. Registrars and Domai n Transfer Operators

Domai n transfer workflows should warn that existing certificates,
including certificates visible in Certificate Transparency | ogs, can
outlive a transfer and may still be usable in server-initiated
delivery attacks if revocation is not conpleted. This recomendation
follows the observation in [ NDSS25- CROSSPUSH] that domai n buyers
shoul d i nspect Certificate Transparency | ogs when registering or

acqui ring domains that m ght previously have been covered by shared
certificates.

Regi strars shoul d provide a sinple nmechanismfor notifying the
gai ning regi strant about recent certificates for the transferred
domai n and shoul d provide |inks or guidance for revocation
assi st ance.

8.2. Certificate Authorities

Certificate Authorities should offer an authenticated process by
which a current domain controller named in a shared certificate can
request renoval of that domain from future rei ssuance and can request
i nvestigation of continued m suse.

When a CA receives credi bl e evidence that one SAN entry in a shared
certificate is no longer under the control of the entity presenting
the certificate, the CA should prioritize revocation or replacenent
wor kfl ows that preserve service continuity for unaffected domains
while elimnating the stale binding for the affected domain.

CA tooling should make it practical to replace a shared certificate
with a narrower certificate that omts disputed SAN entries, and
should notify all known certificate subscribers when such a narrow ng
action is initiated.

9. Depl oynent Considerations

Sone depl oynents historically used HTTP/ 2 or HTTP/ 3 connection

coal escing and server push to optim ze performance across rel ated
host names. The guidance in this docunment intentionally trades away
sonme of that flexibility to restore a crisp origin boundary.

Depl oynents that rely on such optinizations should migrate to
alternatives that do not depend on cross-origin attribution, such as
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10.

11.

12.

preconnect, preload, 103 Early Hints, or explicit sane-origin fetches
initiated by the protected origin.

Organi zations that currently use shared certificates across

i ndependent business units, subsidiaries, tenants, or custoner
domai ns should treat that arrangenent as a security-risk multiplier
for any active-content delivery feature. |In those environnents,
certificate partitioning is the preferred mtigation

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

This entire docurment is about security. The main security objective
is to prevent the transport authorization conferred by a TLS
certificate frombeing incorrectly elevated into sane-origin
execution authority across unrelated origins. Failure to apply the
checks and depl oynent precautions described here can permt active-
content injection, phishing under a trusted origin indicator,
mani pul ati on of origin-scoped cookies and transport policies, and

hi gh-trust malicious downl oad scenarios. [NDSS25- CROSSPUSH] reports
concrete exanpl es, including attacks against M crosoft-associated
domai ns and broad exposure across browsers and domai ns covered by
shared certificates.

The mitigations here do not solve all certificate m suse, nor do they
elimnate risks fromconprom sed sane-origin servers. They are
intended only to restore the principle that server-initiated delivery
features ought not weaken origin isolation relative to ordinary fetch
processi ng.
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