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Abstract

M sconfiguration and nalicious manipul ati on of BGP AS Path may | ead
to route hijack. This docunent proposes to enhance the BGP [ RFC4271]
I nbound/ Qut bound route processing in the case of detecting an AS
loop. It is an enhancenent to the current BG s | nbound/ Qut bound
processing and can be inplenmented directly on the device, and this
docunent al so proposes a centralized usecase. This could enpower
networks to quickly and accurately figure out they' re being

victim zed.

Two options are proposed for the enhancenent, a) a | ocal check at the
device; b) data collection/analysis at the renote network controller/
server. Both approaches are beneficial for route hijack detection

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 May 2026.
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1.

I nt roducti on

The Border Gateway Protocol (BGP) [RFC4271], as an inter-autononous
(AS) routing protocol, is used to exchange network reachability

i nformati on between BGP systens. BGP is widely used by Internet
Service Providers (ISPs) and | arge organi zati ons.

As a distance-vector based protocol, BGP is used to exchange
reachabl e inter-AS routes, establish inter-AS paths, avoid routing
| oops, and apply routing policies between ASs. BGP | oop detection
mechanismis defined in section 9.1.2. of RFC4271

If the AS PATH attribute of a BGP route contains an AS | oop, the
BGP route shoul d be excluded fromthe Phase 2 decision function.
AS | oop detection is done by scanning the full AS path (as
specified in the AS PATH attribute), and checking that the

aut ononous system nunber of the |ocal system does not appear in
the AS path. Operations of a BGP speaker that is configured to
accept routes with its own autononpbus system nunber in the AS path
are outside the scope of this docunent.

In ordinary BGP, every AS announces its route information with
different prefixes. However, its neighboring ASes cannot validate
this route information, but rather directly propagate it across the
Internet or sinply discard AS-Loop routes directly. Oobviously, this
weak trust nodel allows forged route announcenent propagations and
rarely been found, which is a fundanental security weakness of BGP
Forged routes, which can be generated by configuration errors or
mal i ci ous attacks, can lead to | arge-scale network connectivity

i ssues.

Sone cases can be worse, hackers exploit this property of BGP to
achieve their ulterior nmotives. They can add sone providers’ AS
nunber into the forged AS-Path and attenpt to nake it [ook like the
route had passed through these ASNs, or perhaps they are there to
prevent those providers fromcarrying the route. These cases are
al so bei ng known As-Path Poi soni ng Attacks.

ASPA [I1-D.ietf-sidrops-aspa-verification] can be used to verify the
AS PATH attribute of routes advertised in the Border Gateway
Protocol, and it is a systematic depl oynent based on RPKI system
This mechanismrequires a series of infrastructure inplenentations.
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Thi s docunent proposes to enhance AS-Loop Detection for BGP | nbound/
Qut bound Route Processing when detecting AS loop in order to identify
possi ble BGP hijacks. It is an enhancement to the current BGP s
I nbound/ Qut bound processing and can be inplenented directly on the
device, and this docunent al so proposes a centralized usecase. This
coul d empower networks to quickly and accurately figure out they're
bei ng victin zed.

2. Term nol ogy
The following ternminology is used in this docunent.
AS: Aut ononpbus System
ASPA: Aut ononpbus System Provi der Authorization
BGP: Border Gateway Protocol
BGP hijacking : is the illegitimte takeover of groups of IP
addresses by corrupting Internet routing tables maintained using the
Border Gateway Protocol (BGP). (Sonetines referred to as prefix
hi j acki ng, route hijacking or |P hijacking)
EBGP: External BGP
I SP: Internet Service Provider
BMP: BGP Monitoring Protocol

ROA: Route Origin Authorization

3. Forged AS PATH Exanpl es

3.1. AS Loop Detected at |nbound Processing

* Forged Case 1: AS shown in Figure 1, an upstream AS of AS64596
forged a route with the ASN 64596 as the origin ASN in the AS
Pat h.

* Forged Case 2: AS shown in Figure 1, an upstream AS of AS64596

forged a route with the ASN 64596 as the transit ASN in the AS-
Pat h.
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X.y.z.0/24
Origin AS 64600

AS64595- - - AS64596- - - AS64597- - - AS64598- - - AS64599- - - - AS64600

From AS64597, To AS64596:

Nor mal Case:

<-- X.y.z.0/24, AS-Path:

Forged Case 1:

<-- X.y.z.0/24, AS-Path:
(O:

Forged Case 2:

<-- X.y.z.0/24, AS-Path:
(O

64597

64597
64597

64597
64597

64598 64599 64600

64596
64598 64596 etc.)

64596 64600
64596 64599 64600 etc.)

Fi gure 1: BGP | nbound Route Processing in AS64596

After receiving t

he above rout es,

AS64596 treats them as nor nal

| oop

routes during the | oop detecting phase and discards themdirectly.

I'n nmost NOSes (Network Operation Systens),
| ogged and only visible by putting the router into debuggi ng
If the AS64596 is slightly enhanced,
, which may cause unnecessary trouble for

not
node.
has faked hinsel f

3. 2.

Split-Horizon for

AS Loop Detected at Qutbound Processing

EBGP i s an opti onal

such

rejected routes are

it can find that soneone

hi nsel f.

function that a BGP sender wil|

not advertise any routes that were previously received fromthat sane

AS. In sonme curr

processing step wll

det ect ed.

* Forged Case 3:

forged a route with the

Pat h.

* Forged Case 4:

forged a route with the

Pat h.
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AS shown
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the BGP out bound route
sinmply discard the route if AS-Loop being

in Figure 2, an upstream AS of AS64597
ASN 64596 as the origin ASN in the AS-

in Figure 2, an upstream AS of AS64597
ASN 64596 as the transit ASN in the AS-
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Split-Horizon Enable & AS-Loop-Detecting at this point
Di scard AS-Loop Routes directly if sending AS-Path contai ns AS64596
|
| X.y.z.0/ 24
% Oigin AS 64600
AS64595- - - AS64596- - - AS64597- - - AS64598- - - AS64599- - - - AS64600
From AS64597, To AS64596
Nor mal Case:
<-- X.y.z.0/24, AS-Path: 64597 64598 64599 64600

Forged Case 3:
<-- X.y.z.0/24, AS-Path: 64597 64596
(Or: 64597 64598 64596 etc.)

Forged Case 4:
<-- X.y.z.0/24, AS-Path: 64597 64596 64600
(O: 64597 64596 64599 64600 etc.)

Fi gure 2: BGP Qutbound Route Processing in AS64597

When sendi ng the above routes, AS64597 treats them as normal | oop
routes and discards themdirectly. |If AS64597 is slightly enhanced,
it can find that soneone has faked AS64596, which may cause | arge-
scal e network connectivity problens.

4. Enhancenent to BGP | nbound/ Qut bound Processing

4.1. Enhancenent for AS Loop Detected at |nbound Process

Currently, ROV [RFC6811] and ASPA verification
[I-D.ietf-sidrops-aspa-verification] can be adopted for BGP | eak/

hi jack detection. However, for the forged case 1&2, the conventiona
BGP i nbound process would sinply discard the routes with AS | oop
before any further |eak/hajack detection

Thi s docunent suggests further analysis of such routes. The analysis
may i nclude nechani sns that apply to normal routes for hijack
detection, such as ROV, ASPA and so on. The detailed analyzing
mechani sns as well as the corresponding actions w.r.t. the analysis
are outside the scope of this docunent. Two options of where the
anal ysis of the inbound processi ng enhancenent takes place is

pr oposed.

* (Option 1: Analyze the routes with AS | oop based on | ocal database.

Chen, et al. Expires 30 May 2026 [ Page 6]



I nternet-Draft Enhanced AS-Loop Detection Noverber 2025

* Option 2: Collect the routes with AS |oop with BMP and anal yze
themat the renote controll er/server.

4.2. Enhancenent for AS Loop Detected at Qutbound Process

Currently, the egress ROV can be adopted for BGP hijack detection.
However, for forged case 3&4, when eBGP Split-Horizon is enabled, the
routes with AS | oop coul d possi bly be discarded before any hijack

det ecti on.

Thi s docunent suggests further analysis of such routes. The analysis
may i nclude nechanisns that apply to normal routes for hijack
detection, such as egress ROV, ASPA and so on. The detail ed

anal yzi ng mechani sms as well as the corresponding actions w.r.t. the
anal ysis are outside the scope of this docunent.

Two options of where the analysis of the outbound processing
enhancenent takes place is proposed.

* Option 1: Analyze the routes with AS | oop based on | ocal database.

* (Option 2: Collect the routes with AS |oop with BVWP and anal yze
themat the renote controller/server.

5. Centralized AS-Loop Detection for BGP

Consi dering the chal |l enges facing the existing approaches, this
section proposes a centralized nmethod. It utilizes the BGP

Moni toring Protocol (BMP) to convey the AS Path Looped Update nessage
fromthe nmonitored device to the BMP server to realize centralized
attack detection.

BMP is currently deployed by OIT and Carriers to nonitor the BGP
routes, such as nmonitoring BGP Adj-RIB-1n using the process defined
in RFC7854 [ RFC7854], and nonitoring BGP Adj-RIB-Qut using the
process defined in RFC8761 [ RFC8671]. This docunment extends Route
Mrroring nessage to mrror AS Path Looped update nmessage to the BMP
Server.

5.1. BM Support for Mnitoring AS Path Looped Update Message
Per RFC7854, Route Mrroring nessages can be used to mrror the
messages that have been treated-as-wi thdraw [ RFC7606], for debuggi ng

purposes. This docunent extends Route Mrroring nmessage to mirror AS
Pat h Looped update nessage to the BMP Server.
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5.
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2.

Thi s docunent adds a new code for Type 1 Information TLV:

* Code = TBD: AS Path Looped. The BGP Message TLV occurs in the
Route Mrroring nmessage and whose | oop includes the |ocal AS.

Fol | owi ng the common BMP header and per-peer header is an Information

TLV (Type = 1) with Code = TBD: AS Path Looped, and then a BGP
Message TLV (Type = 0) contain an AS Path Looped Update Message.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +
| Conmon BMP Header (Message Type = 6) |
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +
| Per peer Header |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| I'nformation TLV (Type = 1) with Code = TBD: AS Path Looped |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +
| BGP Message TLV (Type = 0) |
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +

Figure 3: AS Path Looped Update Message Carrying in the Route
Mrroring Message

Application Exanpl e

This section describe a centralized application exanple. As shown in

Figure 4, when receiving the routes from AS64597, AS64596 shoul d
check whether its own AS nunber is already in the AS-Path, If yes,
further encapsulate the AS Path Looped Update Message in the Route
Mrroring nessage and sends the Route Mrroring nessage to the BWP
Server.

The Anal yzer gets the AS Path Looped Update Messages fromthe BMP
Server and further processes them
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S +
| BMP server |
+
| Analyzer |
Foommo- R +
BMP M rroring Message: \
AS Pat h Looped Update Message\to BMP Server
\
\
********************l****
* *
* AS64596 | * "AS64597 Send Rout es
* | N to AS64596"
N + B S Fo-mF  F oo +
+AS64595+---- - - - + Rl4--------- + R2|----- +AS64597+- - - 64598 64599 64600
Fommm e + * o - 4\ Ok T S +
* | \\ I\ *
* | \\// | \ =
* | A |\ = R +
* | I \\ | [ pepp—— +AS64593+
* |/ | * e - +
S R + I S S +-+-+ * S R +
+AS64594+- - - - +- -+ R3+--------- + RA+--------- +AS64592+
S + L +---4 % S +
* *

R R S I R I e

Figure 4: Centralized AS-Loop Detection
Fromthe perspective of the local AS, it can manage/ hold the AS-

rel ati onshi p dat abase between the | ocal AS and each of its
nei ghboring ASs (such as C2P, P2P, P2C, etc.).
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e +
| Nei ghboring AS | AS-relationship to AS64596 |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| 64592 | P2P |
N NN +
| 64593 | S2S |
S +
| 64594 | C2P |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| 64595 | P2C |
N NN +
| 64597 | P2P |
S +

Figure 5: AS64596’ s AS-Rel ati onshi p Dat abase

When AS 64596 is listed as transit AS in the AS-Path, for exanple,
AS-Path | ooks like the followi ng form AS64596’ s perspecti ve:

(possi bl e other ASes), left AS, |ocal AS(64596), right AS, (possible
ot her ASes)

At this point, AS64596's Anal yzer can | ookup the | ocal resource
dat abase and check whether there is a real AS relationship between
the local AS and the left AS and the right AS.

6. Benefits
After the enhancenments of the AS Loop Detection for BGP | nbound/
Qut bound Route Processing are added, the stability and security of
the network can be i nproved.
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Thi s docunent defines one type for information carried in the Route
Mrroring Information (Section 4.7 of RFC7854) code:

* Code = TBD: AS Path Looped.
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9. Security Considerations

Thi s docunent does not change the underlying security issues in the

BGP protocol. It however, does provide an additional nechanismto
protect against attacks based on the forged AS-Path in the BGP
routes.
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