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Abst r act

Emai | security gateways and endpoint mail clients frequently rely on
different M ME parsers, decoders, and error-recovery behavior. An
attacker can exploit those differences so that a security control
fails to extract or scan an attachnent that a downstreamclient |ater
exposes to a user. This docunment describes defensive processing

gui dance for SMIP receivers, mail gateways, and nessage stores that
handl e M ME nessages with nal formed or amnbi guous structure.

Thi s docunent provi des operational guidance for ingress validation,
strict decoding floors, anbiguity detection, multi-view extraction,
uni on scanning, |ogging, and policy handling. It also defines an
optional "M ME-Anmbi guity-Results" header field for conveying

recei ver-generated anbiguity assessnents to downstream conponents

i nside an adninistrative donmain

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction

Emai | attachment defenses often assune that the object scanned by a
gateway is the sane object that a receiving mail client will |ater
present for downl oad or execution. That assunption is not always
true. Divergent handling of nalformed or ambi guous M ME can create a
gap between the detector-side view and the client-side view of the
same nmessage. That gap can be exploited to evade attachnent

det ecti on.

The problemis operational rather than purely theoretical: deployed

products differ in how they resolve duplicate or conflicting header
fields, how they parse multipart boundaries, and how t hey decode
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mal f ormed transfer encodings. This document provi des defensive

gui dance intended to ensure that a receiving systemscans at | east
every attachment view that mainstreamclients could plausibly expose,
or else blocks or quarantines the nessage.

This docunent is intentionally scoped to receiver-side defenses. It
does not attenpt to standardize all client parser behavior, nor does
it provide exploit construction gui dance.

2. Requirenents Language and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

"Det ector side" nmeans any SMIP receiver, mail gateway, content
filter, malware scanner, sandbox, or nessage store conponent that
parses or scans inbound content before user access. "dient side"
means the mail user agent or webmail interface that renders message
structure or makes attachments avail abl e for downl oad.

"Strict parse" means nessage parsing and decodi ng that follows

I nternet Message Format and M ME specifications, including the
basel i ne decodi ng semantics required by those specifications.
"Conpati bl e parse"” neans a receiver-controlled parsing path used to
approximate tol erated client behavior w thout inventing new semantics
beyond what depl oyed clients are known to expose.

"Attachment view' neans the set of extracted byte sequences that a
gi ven parsing path woul d nmake available to a user as attachnents,
downl oadabl e body parts, or equival ent objects.

3. Threat Model

The attacker is assunmed to be able to send enmail to the target

domai n. The attacker need not control the target mail system the
mal war e detection engine, or the recipient account. The attack
succeeds if a nessage is accepted and delivered without the malicious
content being bl ocked or quarantined, and if a downstream client

| at er exposes an attachnent or downl oadabl e object that was not
effectively covered by the detector-side scan

Thi s docunent addresses attacks that rely on parser disagreenent,
mal formed structure, conflicting MME netadata, or divergent
decoding. It does not attenpt to solve nalicious content
classification in the absence of such ambiguity.
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4.

5.
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Def ensi ve CGoal s

A receiver inplenenting this docunment ains to satisfy the follow ng
goal s:

1. A scanned attachnment set MJST be at | east as broad as any
attachnent view that a supported downstreamclient could
pl ausi bl y expose.

2. If that condition cannot be nmet with sufficient confidence, the

message MJST be rejected, quarantined, or sanitized according to

| ocal policy.

3. Receiver behavior SHOULD favor determ ni stic and auditabl e
handl i ng over heuristic repair that could create new nmessage
semant i cs.

4. Depl oynents SHOULD support phased roll out, beginning with |ogging

and policy reporting before enabling bl ocking behavi or.
Recei ver Processi ng Mdel

A receiver inplenenting this specification SHOULD process i nbound
messages using the follow ng high-1level sequence:

1. Ingress structural validation

2. Strict parsing and extraction

3. Conpatible parsing and extraction

4. Construction of a union attachment view

5. Scanning of every extracted object in that union

6. Disposition according to |local policy

7. Optional em ssion of receiver-generated anbiguity results

Recei vers MAY conbine or pipeline these steps internally, but the
effective security outconme MJST be equival ent.

Ingress Structural Validation

Bef ore normal delivery, a receiver SHOULD eval uate the nessage for
structural conditions that are highly correlated with parser

di sagreenment. At mininum inplenentations SHOULD detect the
follow ng classes of conditions:
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1. duplicate or conflicting MM structural header fields, including
multiple Content-Type fields with different effective val ues;

2. control characters, including NUL, in M Me-rel evant header field
names or val ues;

3. nultipart bodies with absent, enpty, or otherw se invalid
boundary paraneters;

4. use of RFC 2047 encoded-word syntax inside M M paraneter val ues,
such as boundary or filenanme, where such usage is not pernitted;

5. decoding anonalies in transfer encodings that are known to create
di vergent extraction outcomes; and

6. nmalformed line folding or abnormal header/body separation that
can change nessage interpretation

A receiver MIST classify each detected condition as either

* fatal: the nmessage cannot be trusted to have a single safe
interpretation and MJST be rejected or quarantined; or

* anbi guous: the nessage might still be processable, but additiona
extraction and union scanning are required before any delivery
deci si on.

Enpty nultipart boundaries, NUL in M Me-rel evant header data, and
directly conflicting MM structural header fields SHOULD be treated
as fatal by default.

5.2. Strict Parsing and Decodi ng Fl oor

A receiver MJST inplenent at |east one strict parsing path grounded
in [ RFC5322], [RFC2045], [RFC2046], [RFC2047], and [ RFC2183].

For transfer encodings, a receiver MJST NOT inplenent a decodi ng
behavi or that is weaker than the m ni mum semantics al ready required
by the M ME specifications. |In particular, if a MM decoding rule
requires tolerant handling of certain non-al phabet characters or

whi t espace, a receiver MJST NOT stop extraction earlier than that
specification pernits if doing so would produce a narrower scan view
than a conformant client could expose.
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5.3. Conpati bl e Parsing

A receiver SHOULD i npl erent at |east one receiver-controlled
conpati ble parsing path to approxi mate attachnent views that comon
downstream clients nmay expose in practice. The purpose of the
conpati ble path is defensive coverage, not nessage repair for end-
user fidelity.

A compati ble path MIST be constrained so that it does not invent new
attachnent semantics unsupported by realistic client behavior.
Conpati bl e parsing SHOULD be derived from observed receiver or client
interoperability needs, regression testing, or differential parser
anal ysi s.

5.4. Union Extraction and Scanni ng

A receiver that perforns both strict and conpati bl e parsing MJST form
a union attachnent view fromall extracted objects. Every object in
that uni on MJUST be subject to the sanme mal ware detection, content
policy, archive expansion, and sandboxing controls that would apply
to a normal attachnent.

If any object in the union is classified as nmalicious or disallowed,
the receiver MJST apply that disposition to the nmessage as a whol e,
unl ess local policy instead replaces the object with a safe,

audi tabl e sanitization result.

If the union attachnent view differs fromthe strict attachnent view,
the receiver MJST treat the nessage as anbi guous. Local policy MAY
still permit delivery after successful scanning, but the default
action SHOULD be quarantine or other restricted handling.

5.5. Resource Limts and Abuse Resi stance

Because nul ti-view parsing and scanni ng can expand resource
consunption, inplenmentations MJST enforce linmits on nessage size,
extracted object count, nested nmultipart depth, recursive archive
expansi on, decodi ng out put size, and processing tinme. Messages that
exceed such Iimts MJST fail closed, typically by quarantine or
rejection.

6. M nimum Anonaly C asses
The foll owi ng anomaly classes form a m ni mum cormon vocabul ary for
recei ver inplenmentations. |Inplenentations MAY define additiona
| ocal cl asses.

dup-content-type Duplicate or conflicting Content-Type fields or
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paraneter interpretations that coul d change body-part structure.

nul -i n-header NUL or conparable control characters in M ME-rel evant
header field names or val ues.

enpty-boundary M ssing or enpty nultipart boundary val ues, or
equi val ent boundary invalidity causing structure di sagreenent.

i nval i d-b64-char Base64 decodi ng anomalies that alter extraction
out cone across i npl enentations.

gp- broken-softbreak Quoted-printable soft |ine break anonalies that
can alter recovered bytes or part delintation

encoded-word-i n-paranmeter Use of RFC 2047 encoded-word syntax in
M ME paraneters where not pernitted.

Recei vers SHOULD | og anomaly classes in structured security telenetry
even when |l ocal policy ultinmately delivers the nmessage.

7. SMIP Handling and Di sposition

If a receiver detects a fatal anbiguity during SMIP transaction
processing, it MAY reject the nessage during or inmediately after
DATA. Enhanced status codes fromthe 5.6.x or 5.7.x classes are
general |y appropriate dependi ng on whether the receiver treats the
event as a format violation or a security-policy violation; exact
code selection is a local policy matter

If the receiver accepts the nessage first and |l ater determ nes that
it is fatally anbiguous or nmalicious, it MJST prevent unrestricted
user access, for exanple by quarantine, silent administrative hold,
or bounded sanitization with operator auditability.

8. The M Me-Anbiguity-Results Header Field

This section defines an OPTI ONAL recei ver-generated header field,

M ME- Anmbi gui ty-Results, for use within an adm nistrative domain. The
field communi cates whether the receiver detected M Mt anbiguity and
what di sposition was applied.

This field is not an originator assertion. |t MJST be inserted only

by trusted receiving infrastructure. Downstream consuners MJST
i gnore instances that originate outside the |ocal trust boundary.
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.1.  Syntax

The syntax in this section is described using ABNF [ RFC5234]. The
FW5, CFW5, and CRLF rules are inported from[RFC5322]. The authserv-
id, token, and value rules are inported from[RFC8601].

M ME- Anmbi gui ty-Results = "M Me- Anbi gui ty-Results:" FWS aut hserv-id

*( CFWs ";" CFWS mar-param) CRLF
mar - par am = mar-result / mar-policy / mar-anomaly / mar-ext
mar -resul t = "result=" ( "pass" / "anbiguous" / "fail" )

mar - pol i cy "policy=" ( "accept" / "quarantine" /
"reject" / "sanitize" )

"anomal y=" anonal y- code

"dup-content-type" /

"nul -i n-header" /

"enpt y- boundary" /

"invalid-b64-char" /

"qgp- br oken- sof t break" /

"encoded- wor d-i n- paraneter" /

mar - anonal y
anomal y- code

X-anomal y
x-anomal y = "x-" 1*(ALPHA / DEAT / "-")
mar - ext = token ["=" val ue]

The ALPHA and DIA T rules are inported from[RFC5234].
.2. Semantics

result indicates the receiver’'s overall anbiguity assessnent. policy
i ndi cates the disposition taken by the receiver. anonaly identifies
one or nmore anomaly classes that contributed to the assessnent.

A receiver SHOULD place this field near other receiver-generated
assessnent fields. A downstream consuner that uses the field for
policy decisions MIST rely only on instances inserted by trusted
infrastructure inside the sane admi nistrative donain.

.3. Exampl e

M ME- Anbi gui t y- Resul ts: nx. exanpl e. net; result=anbi guous;
pol i cy=quar anti ne; anomal y=dup-content-type;
anomal y=i nval i d- b64- char

Oper ational Depl oynent Gui dance

Depl oynments SHOULD i ntroduce these checks in stages. A common
rol | out sequence is:
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10.

11.

1. log-only anonaly detection;

2. logging plus internal reporting via M M- Anbi guity-Results or
equi val ent tel emetry;

3. quarantine for fatal anonalies and union-view di sagreenent; and

4. selective SMIP rejection for classes shown to be | ow noise and
hi gh confi dence

I mpl enenters SHOULD mai ntain a regression corpus of nalfornmed and
anmbi guous nessages and SHOULD use differential testing against
supported downstreamclients to verify that detector-side coverage
remains at |east as broad as client-side exposure

Security Considerations

This entire docunent is about security. The central security
property is coverage equival ence: the detector-side scan view nust
not be narrower than the client-side exposure view

Overly aggressive nmessage repair can itself create security problens.
Recei vers SHOULD avoi d specul ative rewiting that changes nessage
structure or attachnent semantics in ways not directly justified by

| ocal sanitization policy.

The M ME- Anmbi gui ty-Results header field is trustworthy only within a
| ocal administrative trust boundary. Attackers can forge the field
in received nessages; therefore downstream consurmers MJST ignore
untrusted instances.

Mul ti-view parsing increases conputational cost and therefore creates
a denial -of -service risk. Inplenentations MJIST enforce hard resource
limts and fail closed when those linits are exceeded.

Privacy Considerations

Uni on extraction and scanni ng can cause nore message content to be
processed than woul d be visible under a single parser. Operators
SHOULD review retention, access control, and data handling policies
for extracted objects and scanner outputs.

Recei vers SHOULD avoi d pl aci ng unnecessary hi gh-entropy content -
derived identifiers in MMe-Anbiguity-Results. |f depl oynments need
richer forensic |linkage, they SHOULD prefer internal telenetry
systens over header fields that may | ater be forwarded outside the
original trust boundary.
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12. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.

The M ME- Anbi gui ty-Results header field defined in this docunment is

i ntended for use within an admi nistrative donmain. This docunent does
not request registration of that field in an | ANA nessage header
field registry.
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