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Abst ract

Thi s docunent describes PINE, a Verifiable Distributed Aggregation
Function (VDAF) for secure aggregation of high-dinensional, real-

val ued vectors with bounded L2-norm PINE is intended to facilitate
private and robust federated nmachine | earning.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://junyechenl1996. gi t hub. i o/ draft-chen-cfrg-vdaf-pi ne/draft-chen-
cfrg-vdaf-pine.htm. Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-chen-cfrg-vdaf-pine/.

Di scussion of this docunent takes place on the Crypto Forum Research
Goup mailing list (mailto:cfrg@etf.org), which is archived at
https://mailarchive.ietf.org/arch/search/?email |ist=cfrg. Subscribe
at https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com junyechenl1996/ draft-chen-cfrg-vdaf - pi ne.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

The goal of federated nmachine learning [MRL7] is to enable training
of machine |l earning nodels fromdata stored on users’ devices. The
bul k of the conputation is carried out on-device: each user trains
the nodel on its data locally, then sends a nodel update to a centra
server. These nodel updates are commonly referred to as "gradients"”
[Leml2]. The server aggregates the gradients, applies themto the
central nodel, and sends the updated nodel to the users to repeat the
process.

dat a
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| dients |-+ @ —---om i > | Server |
S + |-+ S +
S - + | |
- + |
n I
updat ed nodel |
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Figure 1. Federated | earning

Federated | earning i nproves user privacy by ensuring the training
data never | eaves users’ devices. However, it requires conputing an
aggregate of the gradients sent from devices, which may still revea
a significant amount of information about the underlying data. One
way to mitigate this risk is to distribute the aggregation step
across multiple servers such that no server sees any gradient in the
cl ear.

Wth a Verifiable Distributed Aggregation Function [VDAF], this is
achi eved by having each user shard their gradient into a nunber of
secret shares, one for each aggregati on server. Each server
aggregates their shares locally, then conbines their share of the
aggregate with the other servers to get the aggregate result.
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Figure 2: Federated learning with a VDAF

Along with keeping the gradients private, it is desirable to ensure
robust ness of the overall conputation by preventing clients from

"poi soni ng" the aggregate and corrupting the trained nmachi ne | earning
model . A client’s gradient is typically expressed as a vector of

real nunbers. A comon goal is to ensure each gradi ent has a bounded
"L2-norm' (sonetines called Euclidean norm: the square root of the
sum of the squares of each entry of the input vector. Bounding the
L2 normis used in federated learning to limt the contribution of
each client to the aggregate, w thout over constraining the
distribution of inputs. [CP: Add a relevant reference.]

In theory, Prio3 (Section 7 of [VDAF]) could be adapted to support
this functionality, but for high-dimensional data, the concrete cost
in ternms of runtine and communi cati on woul d be prohibitively high
The basic idea is sinmple. An FLP ("Fully Linear Proof", see
Section 7.3 of [VDAF]) could be used to conmpute the L2 norm of the
secret shared gradient and check that the result is in the desired
range, all without learning the gradient or its norm This
computation, on its own, can be done efficiently: the challenge lies
in ensuring that the conputation itself was carried out correctly,
whi |l e properly accounting for the relevant mat hematical details of
the proof system and the range of possible inputs.

Thi s docunent describes PINE ("Private | nexpensive Norm
Enforcenment™), a VDAF for secure aggregation of gradients with
bounded L2-norm [ROCT23]. |Its design is based largely on Prio3 in
that the normis conputed and verified using an FLP. However, PINE
uses a new technique for verifying the correctness of the norm
computation that is inconpatible with Prio3.

We give an overview of this technique in Section 3. 1In Section 4 we
specify an FLP circuit and acconpanyi ng encodi ng schene for conputing
and verifying the L2 normof each gradient. Finally, in Section 5 we
specify the conplete multi-party, 1-round VDAF.
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NOTE As of this draft, the algorithnms are not yet fully specified.
We are still working out sonme of the minor details. 1In the
meantime, please refer to the reference code on which the spec

wi Il be based: https://github.conljunyechen1996/draft-chen-cfrg-
vdaf - pi ne/ tree/ mai n/ poc

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the sane paraneters and conventions specified for
* dients, Aggregators, and Collectors from Section 5 of [VDAF].

* Finite fields fromSection 6.1 of [VDAF]. Al fields in this
docunent have prine order.

*  XOFs ("eXtendable Qutput Functions") from Section 6.2 of [VDAF].

A floating point nunber, denoted float, is a | EEE-754 conpati bl e
fl oat 64 val ue [| EEE754-2019].

A "gradient” is a vector of floating point nunbers. Each coordinate
of this vector is called an "entry". The "L2 nornf, or sinply
"nornf, of a gradient is the square root of the sumof the squares of
its entries.

The "dot product” of two vectors is to conmpute the sum of el enent-
wise multiplications of the two vectors.

The user-specified paraneters to initialize PINE are defined in
Table 1.
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3.

| Parameter | Type | Description |
[ e ————— Lp—p———— e —p—_——————————————(—(——(—(—————
| 12_normbound | float | The L2 norm upper bound |
| | (inclusive). |
o Fomm o - o m e e e e e e e e e eee oo s +
| dimension | int | Di mension of each gradient. |
o m e e e oo - N St +
| numfrac_bits | int | The nunber of bits of precision |
| | | to use when encodi ng each

| | | gradient entry into the field. |
o Fomm o - o m e e e e e e e e e eee oo s +

Table 1: User paraneters for PINE
PI NE Overvi ew

This section provides an overview of the nain technical contribution
of [ROCT23] that fornms the basis of PINE. To notivate their idea,
let us first say how Prio3 from Section 7 of [VDAF] would be used to
aggregate vectors with bounded L2 norm

Prio3 uses an FLP ("Fully Linear Proof"; see Section 7.3 of [VDAF])
to verify properties of a secret shared neasurenent without revealing
the measurenent to the Aggregators. The property to be verified is
expressed as an arithmetic circuit over a finite field (Section 7.3.2
of [VDAF]). Let g denote the field nmodul us.

In our case, the circuit would take (a share of) the gradient as

i nput, conpute the squared L2-norm (the sum of the squares of the
entries of the gradient), and check that the result is in the desired
range. Note that we do not conpute the exact norm it is

mat hemati cal |y equival ent to conpute the squared norm and check that
it is smaller than the square of the bound.

Crucially, arithnmetic in this conputation is nodulo q. This neans
that, for a given gradient, the normmay have a different result when
computed in our finite field than in the ring of integers. For
exanpl e, suppose our bound is 10: the gradient [99, 0, 7] has squared
L2-norm of 9850 over the integers (out of range), but only 6 nodulo g
= 23 (inrange). This circuit would therefore deemthe gradient
valid, when in fact it is invalid.

Thus the central challenge of adapting FLPs to this problemis to
prevent the norm conputation from "w appi ng around” the field
nodul us.
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One way to achieve this is to ensure that each gradient entry is in a
range that ensures the normis sufficiently small. However, this
approach has hi gh comruni cati on cost (roughly numfrac_bits *
dimension field elenents per entry), which becones prohibitive for

hi gh- di nmensi onal dat a.

PINE uses a different strategy: rather than prevent w aparounds, we
can try to detect whether a waparound has occurred.

[ ROCT23] devises a probabilistic test for this purpose. A random
vector over the field is generated (via a procedure described in
Section 4.1.3) where each entry is sanpled i ndependently froma
particular probability distribution. To test for waparound, conpute
the dot product of this vector and the gradient, and check if the
result is in a specific range determ ned by paraneters in Table 1.

If the normwaps around the field nodulus, then the dot product is
likely to be large. |In fact, [ROCT23] show that this test correctly
detects waparounds with probability 1/2. To decrease the fal se
negative probability (that is, the probability of msclassifying an
invalid gradient as valid), we sinply repeat this test a nunber of
times, each time with a vector sanpled fromthe sane distribution

However, [ROCT23] al so show that each waparound test has a non-zero
fal se positive probability (the probability of m sclassifying a valid
gradient as invalid). W refer to this probability as the "zero-
know edge error", or in short, "ZK error". This creates a probl em
for privacy, as the Aggregators learn information about a valid
gradient they were not neant to |learn: whether its dot product with a
known vector is in a particular range. [CP: W need a nore intuitive
expl anation of the information that’'s | eaked.] The paraneters of

PI NE are chosen carefully in order to ensure this | eakage is
negligi bl e.

4. The PINE Proof System

This section specifies a randoni zed encodi ng of gradients and FLP
circuit (Section 7.3 of [VDAF]) for checking that (1) the gradient’s
squared L2-normfalls in the desired range and (2) the squared
L2-norm does not wap around the field nodulus. W specify the
encoding and validity circuit in a class Pinevalid.

The encoding algorithmtakes as input the gradient and an XOF seed
used to derive the randomvectors for the waparound tests. The seed
must be known both to the Client and the Aggregators: Section 5
descri bes how the seed is derived fromshares of the gradient.
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Qperational paraneters for the proof systemare sumarized bel ow in
Tabl e 2.

Par armet er in wraparound |
check that determ nes the |
ZK error. The higher al pha

is, the lower zZK error is. |

| numw _checks | int | Nunber of wraparound checks
| | | to run. |

| numwr _successes | int | M ni mum nunber of |
| | | wraparound checks that a |
| | | dient nust pass. |

| sqg_norm bound | Field | The square of |2_norm bound
| | | encoded into a field |
| | | el ement. |

| wr_check_bound | Field | The bound of the range |
| | | check for each wraparound
| | | check. |

| numbits_for_sqg norm | int | Number of bits to encode |
| | | the squared L2-norm |

| numbits_for_w _check | int | Nunber of bits to encode |
| | | the range check in each |
| | | wraparound check. |

| bit_checked_| en | int | Nunber of field elements in

| | | the encoded neasurenent |
| | | that are expected to be |
| | | bits. |
Tt N o e e e e e e e ememao - +
| chunk_l ength | int | Parameter of the FLP. |
o e e e e e e oo AR, oo e e e e e e e e oo - - +

Tabl e 2: Operational paraneters of the PINE FLP
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4.1. Measurenent Encoding

The neasurenent encoding is done in tw stages: * Section 4.1.2

i nvol ves encoding floating point nunbers in the dient gradient into
field elements Section 4.1.2.1, and encoding the results for L2-norm
check Section 4.1.2.2, by conmputing the bit representation of the
squared L2-norm nodulo g, of the encoded gradient. The result of
this step all ows Aggregators to check the squared L2-norm of the
Client’s gradient, nodulo g, falls in the desired range of [O,
sq_norm bound]. * Section 4.1.4 involves encoding the results of
runni ng wraparound checks Section 4.1.3, based on the encoded
gradient fromthe previous step, and the random vectors derived from
a short, random seed using an XOF. The result of this step, along
with the encoded gradient and the random vector that the Aggregators
derive on their own, allow the Aggregators to run w aparound checks
on their own.

4.1.1. Encodi ng Range-Checked Results

Encodi ng range-checked results is a common subroutine during

measur enent encoding. The goal is to allowthe Cient to prove a
value is in the desired range of [Bl, B2], over the field nodulus ¢
(see Figure 1 in [ROCT23]). The dient conputes the "v bits", the
bit representation of value - Bl (modulo q), and the "u bits", the
bit representation of B2 - value (nodulo q). The nunber of bits for
the v and u bits is ceil(log2(B2 - Bl + 1)).

As an optim zation for conmmunication cost per Remark 3.2 in [ ROCT23],
the Cient can skip sending the u bits if B2 - BL + 1 (nbdulo q) is a
power of 2. This is because the available v bits can naturally bound
value - Bl to be B2 - BI.

4.1.2. Encoding G adient and L2-Norm Check
We define a function PineValid. encode _gradi ent _and_norn(sel f,
measurenent: list[float]) -> list[Field] that inplenents this
encodi ng step.

4.1.2.1. Encoding of Floating Point Nunmbers into Field El enents

TODO Specify how fl oating point nunbers are represented as field
el enent s.

4.1.2.2. Encoding the Range-Checked, Squared Norm

TODO Specify how the dient encodes the normsuch that the
Aggregators can check that it is in the desired range.
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TODO Put full inplementation of encode_gradi ent_and_norm() here.
4.1.3. Running the Waparound Checks

G ven the encoded gradient from Section 4.1.2 and the XOF to generate
the random vectors, the Cient needs to run the waparound check
num w _checks times. Each waparound check works as foll ows.

The Client generates a random vector with the sane di nension as the
gradient’s dinension. Each entry of the randomvector is a field
element of 1 with probability 1/4, or O with probability 1/2, or g-1
with probability 1/4, over the field nodulus q. The dient sanples
each entry by sanpling fromthe XOF output streamtwo bits at a tine:
* |f the bits are 00, set the entry to be g-1. * If the bits are 01
or 10, set the entry to be 0. * If the bits are 11, set the entry to
be 1.

Finally, the Cdient conputes the dot product of the encoded gradi ent
and the random vector, nodul o g.

Note the Client does not send this dot product to the Aggregators.
The Aggregators will conpute the dot product thenselves, based on the
encoded gradi ent and the random vector derived on their own.

4.1.4. Encoding the Range-Checked, Waparound Check Results

We define a function PineValid. encode_w _checks(self,

encoded gradient: list[Field], w_joint_rand xof: Xof) ->
tuple[list[Field], list[Field]] that inplenents this encoding step
It returns the tuple of range-checked, w aparound check results that
will be sent to the Aggregators, and the waparound check results
(i.e., the dot products from Section 4.1.3) that will be passed as
inputs to the FLP circuit.

The Client obtains the waparound check results, as described in
Section 4.1.3. For each check, the Cient runs the range check on
the result to see if it is in the range of [-w _check_bound + 1
wr_check_bound]. Note we choose w _check _bound, such that
wr_check_bound is a power of 2, so the dient does not have to send
the u bits in range check. The Cient also keeps track of a success
bit w_check g, whichis a 1 if the waparound check result is in
range, and 0 ot herw se.

The Cient counts how nmany w aparound checks it has passed. |If it
has passed fewer than numw _successes of them it should retry, by
using a new XOF seed to re-generate the randomvectors and re-run
wr apar ound checks Section 4.1. 3.
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The range-checked results and the success bits are sent to the
Aggregators, and the w aparound check results are passed to the FLP
circuit.

4.2. The FLP Circuit

Eval uation of the validity circuit begins by unpacki ng the encoded
measurenent into the foll owi ng conponents:

* The first dinmension entries are the encoded gradient, the field
el enents encoded fromthe floating point nunbers.

* The next bit_checked_ |l en entries are expected to be bits, and
shoul d contain the bits for the range-checked L2-norm the bits
for the range-checked w aparound check results, and the success
bits in waparound checks.

* The last numw _checks are the waparound check results, i.e., the
dot products of the encoded gradient and the random vectors.

It al so unpacks the "joint randommess" that is shared between the
Client and Aggregators, to conpute random|inear conbinations of all
t he checks:

* The first joint randomess field element is to reduce over the bit
checks at all bit entries.

* The second joint randommess field elenent is to reduce over al
the quadratic checks in waparound check

* The last joint randomess field element is to reduce over all the
checks, which include the reduced bit check result, the L2 norm
equal ity check, the L2 normrange check, the reduced quadratic
checks in waparound check, and the success count check for
wr apar ound check

In the subsections below, we outline the various checks computed by
the validity circuit, which includes the bit check on all the bit
entries Section 4.2.2, the L2 normcheck Section 4.2.3, and the

wr aparound check Section 4.2.4. Some of the auxiliary functions in
t hese checks are defined in Section 7.
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4.2.1. Range Check

In order to verify the range-checked results reported by the dient
as described in Section 4.1.1, the Aggregators will verify (1) v bits
and u bits are indeed conposed of bits, as described in

Section 4.2.2, and (2) the verify the decoded value fromthe v bits,
and the decoded value fromthe u bits sumup to B2 - Bl (nodulo q).

If the dient skips sending the u bits as an optim zation nmenti oned
in Section 4.1.4, then the Aggregators only need to verify the
decoded value fromthe v bits is equal to B2 - Bl (nodulo q).

4.2.2. Bit Check

The purpose of bit check on a field elenment is to prevent any
conputation involving the field elenent fromgoing out of range. For
exanple, if we were to conpute the squared L2-normfromthe bit
representation clainmed by the dient, bit check ensures the decoded
value fromthe bit representation is at nost 2*(numbits for_norm -
1.

To run bit check on an array of field elenments bit_checked, we use a
simlar approach as Section 7.3.1.1 of [VDAF], by constructing a

pol ynom al from a random |inear conbi nation of the polynonial x(x-1)
eval uated at each el enment of bit_checked. W then evaluate the

pol ynom al at a random point r_bit_check, i.e., the joint randomess
for bit check:

f(r_bit _check) = bit_checked[0] * (bit_checked[0] - 1) + \
r bit _check * bit_checked[ 1] * (bit_checked[1] - 1) +\
r_bit_check”2 * bit_checked[2] * (bit_checked[2] - 1) + ..

If one of the entries in bit_checked is not a bit, then
f(r_bit _check) is non-zero with high probability.

TODO Put PineValid.eval _bit_check() inplenentation here.
4.2.3. L2 Norm Check

The purpose of L2 normcheck is to check the squared L2-norm of the
encoded gradient is in the range of [0, sqg_norm bound].

The validity circuit verifies two properties of the L2 normreported
by the Cdient:

* Equality check: The squared norm conputed fromthe encoded

gradient is equal to the bit representation reported by the
Client. For this, the Aggregators conpute their shares of the
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4.

4.

2

2

squared normfromtheir shares of the encoded gradi ent, and al so
decode their shares of the bit representation of the squared norm

(as defined above in Section 4.2.2), and check that the values are

equal .

* Range check: The squared normreported by the Client is in the
desired range [0, sq_normbound]. For this, the Aggregators run
the range check described in Section 4.2.1

TODO Put PineValid. eval _normcheck() inplenentation here.
4. W aparound Check

The purpose of waparound check is to check the squared L2-norm of
the encoded Cient gradient hasn’'t overflown the field nodulus q.

The validity circuit verifies two properties for waparound checks:

* Quadratic check (See bullet point 3 in Figure 2 of [ROCT23]):
Recall in Section 4.1.4, the Cient keeps track of a success bit
for each w aparound check, i.e., whether it has passed that check
For each check, the Aggregators then verify a quadratic constraint
that, either the success bit is a0 (i.e., the dient has failed
that check), or the success bit is a 1, and the range-checked
result reported by the Cient is correct, based on the w aparound
check result (i.e., the dot product) conputed by the Aggregators
fromthe encoded gradi ent and the randomvector. For this, the
Aggregators nultiply their shares of the success bit, and the

di fference of the range-checked result reported by the dient, and

that conputed by the Aggregators. W then construct a pol ynonia
froma random | inear conbination of the quadratic check at each
wr aparound check, and evaluate it at a random point r_w _check,
the joint randomess.

* Success count check: The nunber of successful w aparound checks,
by summing the success bits, is equal to the constant
num w _successes. For this, the Aggregators sumtheir shares of
the success bits for all waparound checks.

TODO Put PineValid.eval w _check() inplenentation here.
5. Putting Al Checks Toget her

Finally, we will construct a polynom al froma random i near
combi nation of all the checks from PineValid. eval bit_checks(),
Pi neVal i d. eval _norm check(), and PineValid.eval _w check(), and
evaluate it at the final joint randommess r _final. The ful

i npl ementation of PineValid.eval () is as foll ows:
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TODO Specify the inplenentation of Valid from Section 7.3.2 of
[ VDAF] .

The PI NE VDAF

Thi s section describes PINE VDAF for [ ROCT23], a one-round VDAF with
no aggregation paraneter. It takes a set of Cient gradients
expressed as vectors of floating point values, and conputes an

el ement -wi se summation of valid gradients with bounded L2-norm
configured by the user paraneters in Table 1. The VDAF |argely uses
the encodi ng and validation schenes in Section 4, and al so specifies
how the joint randommess shared between the Cient and Aggregators is
derived. There are two kinds of joint randomess used:

* "Verification joint randommess”: These are the field el ements used
by the Cient and Aggregators to evaluate the FLP circuit. The
verification joint randomess is derived simlar to the joint
randommess in Prio3 Section 7.2.1.2 of [VDAF]: the XOF is applied
to each secret share of the encoded neasurenent to derive the
"part"; and the parts are hashed together, using the XOF once
more, to get the seed for deriving the joint randomess itself.

*  "Waparound joint randomess": This is used to generate the random
vectors in the waparound checks that both the dients and
Aggregators need to derive on their own. It is generated in nuch
the sane way as the verification joint randomess, except that
only the gradient and the range-checked normare used to derive
the parts.

In order for the Client to shard its gradient into input shares for
the Aggregators, the Cient first encodes its gradient into field

el ements, and encodes the range-checked L2-norm according to
Section 4.1.2. Next, it derives the waparound joint randommess for
the wraparound checks as descri bed above, and uses that to encode the
range- checked, wraparound check results as described in

Section 4.1.4}. The encoded gradi ent, range-checked norm and range-
checked wraparound check results will be secret-shared to (1) be sent
as input shares for the Aggregators, and (2) derive the verification
joint randommess as descri bed above. The Cient then generates the
proof with the FLP and secret shares it. The secret-shared proof,
along with the input shares, and the joint randonmess parts for both
wr aparound and verification joint randommess, are sent to the
Aggregators.

Then the Aggregators carry out a nmulti-party conputation to obtain
the out put shares (the secret shares of the encoded Cient gradient),
and also reject Cient gradients that have invalid L2-norm Each
Aggregator first needs to derive waparound and verification joint
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randommess. Similar to Prio3 preparation Section 7.2.2 of [VDAF],
the Aggregator does not derive every joint randommess part like the
Client does. It only derives the joint randomess part fromits
secret share via the XOF, and applies its part and and ot her
Aggregators’ parts sent by the Cient to the XOF to obtain the joint
randommess seed. Then each Aggregator runs the w aparound checks
Section 4.1.3 with its share of encoded gradi ent and the w aparound
joint randommess, and queries the FLP with its input share, proof
share, the waparound check results, and the verification joint
randommess. All Aggregators then exchange the results fromthe FLP
and deci de whether to accept that Cdient gradient.

Next, each Aggregator suns up their shares of the encoded gradients
and sends the aggregate share to the Collector. Finally, the
Col l ector suns up the aggregate shares to obtain the aggregate
result, and decodes it into an array of floating point val ues.

Li ke Prio3 Section 7.1.2 of [VDAF], PINE supports generation and
verification of nmultiple FLPs. The goal is to inprove robustness of
PINE (Corollary 3.13 in [ROCT23]) by generating multiple unique
proofs fromthe Cient, and only accepting the Client gradient if al
proofs have been verified by the Aggregators. The benefit is that
one can inprove the communication cost between Cients and
Aggregators, by instantiating PINE FLP with a smaller field, but
repeating the proof generation (Flp.prove) and validation (Flp.query)
multiple tinmes.

The remai nder of this section is structured as follows. W wll
specify the exact algorithns for Cient sharding Section 5.1,
Aggregator preparation Section 5.2 and aggregation Section 5.3, and
Col I ect or unshardi ng Section 5. 4.

Shar di ng

TODO Specify the inplenentati on of Vdaf.shard().

Preparation

TODO Specify the inplenentations of Vdaf.prep_init(),
.prep_shares to _prep(), and .prep_next().

Aggr egati on

TODO Specify the inplenentation of Vdaf.aggregate().
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5.4. Unsharding
TODO Specify the inplenentation of Vdaf.unshard().

6. Variants
TODO Specify concrete paraneterizations of VDAFs, including the
choi ce of field, nunber of proofs, and valid ranges for the
paraneters in Table 1.

7. PINE Auxiliary Functions

TODO Put all auxiliary functions here, including range_check(),
paral I el _sum().

8. Security Considerations

Qur security considerations for PINE are the sanme as those for Prio3
described in Section 9 of [VDAF].

9. | ANA Consi der ations

TODO Ask IANA to allocate an algorithm I D fromthe VDAF al gorithm
I D registry.
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