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Abstract

Thi s docunent defines nethodol ogi es for benchmarki ng the performance
of intra-domain and inter-donmain source address validation (SAV)
mechani sms.  SAV nechanisns are utilized to generate SAV rules to
prevent source address spoofing, and have been inplemented wi th nmany
various designs in order to perform SAV in the correspondi ng
scenarios. This docunment takes the approach of considering a SAV
device to be a black box, defining the nmethodol ogy in a nanner that
is agnostic to the nechanisns. This docunment provides a nethod for
measuring the performance of existing and new SAV i npl enent ati ons.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Chen, et al. Expires 23 April 2026 [ Page 1]



Internet-Draft SAVBench Cct ober 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . 3
1.1. Goal and Scope . 3
1.2. Requirenents Language . 4

2. Term nol ogy . . . 4

3. Test Methodol ogy 4
3.1. Test Setup . . . 4
3.2. Network Topology and DeV|ce Conflguratlon . 5

4. SAV Performance Indicators 6
4.1. False Positive Rate . 6
4.2. False Negative Rate . 6
4.3. Protocol Convergence Tine . 6
4. 4. Protocol Message Processing Throughput 6
4.5. Data Plane SAV Tabl e Refreshing Rate 6
4.6. Data Plane Forwardi ng Rate . 7
4.7. Resource Uilization 7

5. Benchmarking Tests 7
5.1. Intra-donain SAV . . 7

5.1.1. False Positive and FaIse Negatlve Rates . 7
5.1.2 Control Pl ane Perfornance . 15
5.1.3. Data Pl ane Performance 17
5.2. Inter-domain SAV . . 18
5.2.1 Fal se Positive and False Negatlve Rates . 19
5.2.2 Control Pl ane Performance . 32
5.2.3. Data Plane Perfornmance 32
5.3. Resource Uilization 32

6. Reporting Format . . 33

7. | ANA Consi derations . 33

8. Security Considerations . 33

9. References 33
9.1. Normative References 33
9.2. Informative References 34

Acknowl edgenent s 35

Aut hors’ Addresses 35

Chen, et al. Expires 23 April 2026 [ Page 2]



Internet-Draft SAVBench Cct ober 2025

1.

1.

I nt roducti on

Source address validation (SAV) is significantly inmportant to prevent
source address spoofing. Operators are suggested to deploy different
SAV nechani sns [ RFC3704] [ RFC8704] based on their depl oynent network
environments. In addition, existing intra-domain (intra-AS) and
inter-domain (inter-AS) SAV mechani sms have problens in operationa
overhead and SAV accuracy under various scenarios [intra-domain-ps]
[inter-domain-ps]. Intra-domain and inter-domain SAVNET
architectures [intra-donmain-arch] [inter-domain-arch] are proposed to
gui de the design of new intra-domain and inter-domai n SAV nechani sns
to solve the problens. The benchnmarking net hodol ogy defined in this
docunent will help operators to get a nore accurate idea of the SAV
performance when their depl oyed devices enable SAV and will also help
vendors to test the performance of SAV inplenentation for their

devi ces.

Thi s docunent provides generic nethodol ogi es for benchmarki ng SAV
mechani sm performance. To achieve the desired functionality, a SAV
devi ce may support nultiple SAV nechani sns, allow ng operators to
enabl e those nost suitable for their specific network environnents.
Thi s docunent considers a SAV device to be a black box, regardl ess of
the design and inplenentation. The tests defined in this docunent
can be used to benchmark a SAV device for SAV accuracy (i.e., false
positive and fal se negative rates), SAV protocol convergence
performance, and control plane and data pl ane forwardi ng performance.
These tests can be perfornmed on a hardware router, a software router,
a virtual machine (VM instance, or a container instance, which runs
as a SAV device. This docunent outlines nethodol ogi es for assessing
SAV devi ce performance and conparing various SAV nechani sns and

i mpl emrent ati ons.

1. Goal and Scope

The benchnar ki ng net hodol ogy outlined in this draft focuses on two
obj ecti ves:

* Assessing “which SAV nmechani smperforms best” over a set of well-
defined scenari os.

* Measuring the contribution of sub-systens to the overall SAV
systems’ performance (al so known as “micro-benchmark” ).

Thi s benchmar k eval uates the SAV performance of individual devices
(e.g., hardware/software routers) by conmparing different SAV
mechani sns under specific network scenarios. The results help
determ ne the appropriate SAV depl oynent for real-world network
scenari os.
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1.

3.

3.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

SAV Control Plane: The SAV control plane consists of processes
i ncl udi ng gat hering and comuni cating SAV-rel ated information.

SAV Data Plane: The SAV data plane stores the SAV rules within a
specific data structure and vali dates each incom ng packet to
determ ne whether to permt or discard it.

Host-facing Router: An intra-donmain router facing an intra-domain
host net wor k.

Customer-facing Router: An intra-domain router facing an intra-domain
custoner network which includes routers and runs the routing
pr ot ocol

AS Border Router: An intra-domain router facing an external AS.
Test Met hodol ogy
1. Test Setup

The test setup in general is conpliant with [RFC2544]. The Device
Under Test (DUT) is connected to a Tester and ot her network devices
to construct the network topology introduced in Section 5. The
Tester is a traffic generator to generate network traffic with
various source and destination addresses in order to emulate the
spoofing or legitimate traffic. 1t is OPTIONAL to choose various
proportions of traffic.
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+ +
| Test Network Environment |
| R + |
I I I I
+-->| | DUT | |---+
| I I |
| R R EREREEEE L
|+ +
I I
| R + |
I I I I
AT | Tester | <-------- +
I I
S +
Figure 1: Test Setup
Figure 1 illustrates the test configuration for the Device Under Test

(DUT). Wthin the test network environnment, the DUT can be

i nterconnected with other devices to create a variety of test
scenarios. The Tester may establish a direct connection with the DUT
or link through internediary devices. The nature of the connection
between themis dictated by the benchnmarking tests outlined in
Section 5. Furthernore, the Tester has the capability to produce
bot h spoofed and legitimate traffic to evaluate the SAV accuracy of
the DUT in rel evant scenarios, and it can al so generate traffic at
line rate to assess the data plane forwardi ng performance of the DUT.
Additionally, the DUT is required to support logging functionalities
to docunment all test outcones.

3.2. Network Topol ogy and Devi ce Configuration
The positioning of the DUT within the network topol ogy has an inpact
on SAV performance. Therefore, the benchmarki ng process nust include
evaluating the DUT at nultiple |locations across the network to ensure
a conprehensi ve assessnent.

The routing configurations of network devices may differ, and the

resulting SAV rul es depend on these settings. It is essential to
clearly docunment the specific device configurations used during
testing.

Furthernmore, the role of each device, such as host-facing router,
customer-facing router, or AS border router in an intra-domain
networ k, SHOULD be clearly identified. In an inter-domain context,
the business rel ati onshi ps between ASes MJST al so be specifi ed.
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When eval uating data pl ane forwardi ng performance, the traffic
generated by the Tester nmust be characterized by defined traffic
rates, the ratio of spoofed to legitimate traffic, and the
distribution of source addresses, as all of these factors can

i nfluence test results.

4. SAV Performance | ndicators

This section lists key performance indicators (KPIs) of SAV for
overal |l benchmarking tests. Al KPIs SHOULD be neasured in the
benchmar ki ng scenari os described in Section 5. Also, the KPIs SHOULD
be nmeasured fromthe result output of the DUT.

4. 1. Fal se Positive Rate

The proportion of legitimate traffic which is determ ned to be
spoofing traffic by the DUT across all the legitimate traffic, and
this can reflect the SAV accuracy of the DUT.

4.2. False Negative Rate

The proportion of spoofing traffic which is determ ned to be
legitimate traffic by the DUT across all the spoofing traffic, and
this can reflect the SAV accuracy of the DUT.

4.3. Protocol Convergence Tinme

The control protocol convergence tine represents the period during
whi ch the SAV control plane protocol converges to update the SAV
rul es when routing changes happen, and it is the tinme el apsed from
t he begi ning of routing change to the conpletion of SAV rul e update.
This KPI can indicate the convergence performance of the SAV

pr ot ocol

4. 4. Protocol Message Processing Throughput
The protocol message processing throughput neasures the throughput of
processing the packets for comunicating SAV-rel ated i nformati on on
the control plane, and it can indicate the SAV control plane
performance of the DUT.

4.5. Data Plane SAV Tabl e Refreshing Rate
The data plane SAV table refreshing rate refers to the rate at which

a DUT updates its SAV table with new SAV rules, and it can reflect
the SAV data plane performance of the DUT
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4.6. Data Plane Forwardi ng Rate
The data plane forwarding rate nmeasures the SAV data pl ane forwarding
t hroughput for processing the data plane traffic, and it can indicate
the SAV data pl ane perfornmance of the DUT.

4.7. Resource Uilization

The resource utilization refers to the CPU and nmenmory usage of the
SAV processes within the DUT.

5. Benchnarking Tests

5.1. Intra-domain SAV

5.1.1. False Positive and Fal se Negative Rates
*(bj ective*: Evaluate the false positive rate and fal se negative rate
of the DUT in processing both legitimte and spoofed traffic across
various intra-domai n network scenarios. These scenarios include SAV
i mpl ement ations for custoner/host networks, Internet-facing networks,
and aggregation-router-faci ng networks.

In the follow ng, this docunent introduces the test scenarios for
eval uating intra-domain SAV on the DUT.

+ +
| Test Network Environnent |
| R + |
| | Router 1 | |
| FIB on DUT Fom + |
| Dest Next _hop /\ | |
| 10.0.0.0/15 Network 1 | | |
I I \/ I
| ETREREEE + |
I |  Dur I I
| e + |
I N I o I
| Traffic with | | Traffic with |
| source | P addresses | | destination |IP addresses |
| of 10.0.0.0/15 | | of 10.0.0.0/15 |
+ +
| \/
Fom e e e e oo o +

| Tester (Sub Network)|
| (10.0.0.0/15) |
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Figure 2: SAV for custoner or host network in intra-donmain
symretric routing scenario.

*SAV for Custoner or Host Network*: Figure 2 illustrates an intra-
domai n symmetric routing scenario in which SAV is deployed for a
custonmer or host network. The DUT perforns SAV as a customner/host-
facing router and connects to Router 1 for Internet access. A sub
net wor k, which resides within the AS and uses the prefix 10.0.0. 0/ 15,
is connected to the DUT. The Tester enul ates a sub network by
advertising this prefix in the control plane and generating both
spoofed and legitimate traffic in the data plane. 1In this setup, the
Tester is configured so that inbound traffic destined for 10.0.0.0/15
arrives via the DUT. The DUT learns the route to 10.0.0.0/15 from
the Tester, while the Tester sends outbound traffic with source
addresses within 10.0.0.0/15 to the DUT, sinulating a synmretric
routing scenario between the two. The |IP addresses used in this test
case are optional; users may substitute themw th other addresses, as
applies equally to other test cases.

The *procedure* for testing SAV in this intra-domain symetric
routing scenario is as foll ows:

1. To verify whether the DUT can generate accurate SAV rules for
customer or host network under symmetric routing conditions,
construct a testbed as depicted in Figure 2. The Tester is
connected to the DUT and acts as a sub network.

2. Configure the DUT and Router 1 to establish a symretric routing
envi ronment .

3. The Tester generates both legitimate traffic (with source
addresses in 10.0.0.0/15) and spoofed traffic (with source
addresses in 10.2.0.0/15) toward the DUT. The ratio of spoofed
to legitimate traffic may vary, for exanple, from1:9 to 9: 1.

The *expected results* for this test case are that the DUT bl ocks

spoofed traffic and allows legitimte traffic originating fromthe
sub net wor k.
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+ +
| Test Network Environnent |
| 4 + |
| | Router 2 | |
| FIB on DUT e + FI B on Router 1 |
| Dest Next hop /\ \ Dest Next _hop |
| 10.1.0.0/16 Network 1 / \ 10.0.0.0/16 Network 1

| 10.0.0.0/16 Router 2 / \/ 10.1.0.0/16 Router 2 |
| Fommmm e + T + |
| | DUT | | Router 1 | |
| S SRS UpU + e~ + |
| I\ / |
| Traffic with \ / Traffic with |
| source | P addresses \ / destination |IP addresses |
| of 10.0.0.0/16 \ / of 10.0.0.0/16 |
+ +

\ \/
- +

| Tester (Sub Network)|
| (10.0.0.0/15) |

Figure 3: SAV for custoner or host network in intra-donmain
asymetric routing scenario.

*SAV for Customer or Host Network*: Figure 3 illustrates an intra-
domai n asymmetric routing scenario in which SAV is deployed for a
custoner or host network. The DUT perforns SAV as a customner/host-
facing router. A sub network, i.e., a custoner/host network within
the AS, is connected to both the DUT and Router 1, and uses the
prefix 10.0.0.0/15. The Tester enul ates a sub network and handl es
both its control plane and data plane functions. |In this setup, the
Tester is configured so that inbound traffic destined for 10.1.0.0/16
is received only fromthe DUT, while inbound traffic for 10.0.0.0/16
is received only fromRouter 1. The DUT |learns the route to prefix
10.1.0.0/16 fromthe Tester, and Router 1 learns the route to
10.0.0.0/16 fromthe Tester. Both the DUT and Router 1 then
advertise their respective |earned prefixes to Router 2

Consequently, the DUT learns the route to 10.0.0.0/16 from Router 2,
and Router 1 learns the route to 10.1.0.0/16 from Router 2. The
Tester sends outbound traffic with source addresses in 10.0.0.0/16 to
the DUT, sinulating an asymetric routing scenari o between the Tester
and the DUT.

The *procedure* for testing SAV in this intra-domain asymretric
routing scenario is as foll ows:
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1. To determ ne whether the DUT can generate accurate SAV rul es
under asymetric routing conditions, set up the test environnent
as shown in Figure 3. The Tester is connected to both the DUT
and Router 1 and enul ates the functions of a sub network.

2. Configure the DUT, Router 1, and Router 2 to establish the
asymetric routing scenario.

3. The Tester generates both spoofed traffic (using source addresses
in 10.1.0.0/16) and legitimate traffic (using source addresses in
10.0.0.0/16) toward the DUT. The ratio of spoofed to legitinmate
traffic may vary, for exanple, from1:9 to 9:1.

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic and permts legitimate traffic originating fromthe
sub net wor k.

o e e e e oo s +
| Tester (Internet) |
Tt +

/\ | I'nbound traffic with source
| | I'P address of 10.2.0.0/15

+ +

| Test Network Environnment | | |

I [\ I

| oo + |

| | DUT | SAV facing Internet |
| FIB on DUT A + |
| Dest Next _hop /\ | |
| 10.0.0.0/15 Network 1 | | |

I I \/ I

| 4 + |

| | Router 1 | |
| A + |

I I\ I I

| Traffic with | | Traffic with |

| source | P addresses | | destination |IP addresses

| of 10.0.0.0/15 | | of 10.0.0.0/15 |

| | \/ |

| o e e e e oo + |
| | Sub Net wor k | |
| | (10.0.0.0/15) | |
| - + |
+ +

Figure 4: SAV for Internet-facing network in intra-domain
symmetric routing scenario.
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*SAV for Internet-facing Network*: Figure 4 illustrates the test
scenario for SAV in an Internet-facing network under intra-domain
symretric routing conditions. The network topol ogy resenbl es that of
Figure 2, with the key difference being the positioning of the DUT.
In this case, the DUT is connected to Router 1 and the Internet,
while the Tester enulates the Internet. The DUT perforns SAV from an

I nternet-facing perspective, as opposed to a customer/host-facing
rol e.

The *procedure* for testing SAV for an Internet-facing network in an
intra-domain synmetric routing scenario is as foll ows:

1. To evaluate whether the DUT can generate accurate SAV rules for
I nternet-facing SAV under symetric routing, set up the test
environment as depicted in Figure 4. The Tester is connected to
the DUT and enul ates the Internet.

2. Configure the DUT and Router 1 to establish a symmetric routing
envi ronment .

3. The Tester generates both spoofed traffic (using source addresses
in 10.0.0.0/15) and legitimate traffic (using source addresses in
10.2.0.0/15) toward the DUT. The ratio of spoofed to legitinmate
traffic may vary, for exanple, from1:9 to 9:1.

The *expected results* for this test case are that the DUT bl ocks

spoofed traffic and allows legitimate traffic originating fromthe
I nternet.
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T +
| Tester (Internet) |
o e e e e e oo - +
I\ | I'nbound traffic with source
| | I'P address of 10.2.0.0/15

+ +
| Test Network Environment | | |
I Y I
| oo + |
I I DutT | I
| FIB on Router 1 R + FI B on Router 2 |
| Dest Next hop /\ \ Dest Next _hop |
| 10.1.0.0/16 Network 1 / \ 10.0.0.0/16 Network 1

| 10.0.0.0/16 DUT / \/ 10.1.0.0/16 DUT |
| Fe———————— + Fe———————— + |
| | Router 1 | | Router 2 | |
| Fe e ——————— + Fe e ——————— + |
| I\ / |
| Traffic with \ / Traffic with |
| source | P addresses \ / destination |IP addresses |
| of 10.0.0.0/16 \ / of 10.0.0.0/16 |
| \ \/ |
| S S S + |
| | Sub Net wor k | |
| | (10.0.0.0/15) | |
| o e e e e e i e o + |
+ +

Figure 5: SAV for Internet-facing network in intra-domain
asymetric routing scenario.

*SAV for Internet-facing Network*: Figure 5 illustrates a test case
for SAV in an Internet-facing network under intra-domain asynmretric
routing conditions. The network topology is identical to that of
Figure 3, with the key distinction being the placenment of the DUT.
In this scenario, the DUT is connected to Router 1 and Router 2
within the sane AS, as well as to the Internet. The Tester enul ates
the Internet, and the DUT perforns Internet-facing SAV rather than
cust orer / host - net wor k- f aci ng SAV

The *procedure* for testing SAV in this intra-domain asymetric
routing scenario is as foll ows:

1. To evaluate whether the DUT can generate accurate SAV rules for
I nternet-facing SAV under asymretric routing, construct the test
environment as shown in Figure 5. The Tester is connected to the
DUT and enul ates the I nternet.
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2. Configure the DUT, Router 1, and Router 2 to establish the
asymetric routing scenario.

3. The Tester generates both spoofed traffic (using source addresses
in 10.0.0.0/15) and legitimate traffic (using source addresses in
10.2.0.0/15) toward the DUT. The ratio of spoofed to legitinmate
traffic may vary, for exanmple, from1:9 to 9:1.

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic and permts legitimate traffic originating fromthe

I nternet.
+ +
| Test Network Environnent |
| oo + |
| | DUT | SAV facing Router 1
| FIB on DUT AR + |
| Dest Next hop /\ | |
| 10.0.0.0/15 Network 1 | | |
I I \/ I
| 4 + |
| | Router 1 | |
| R + |
I I\ I I
| Traffic with | | Traffic with |
| source | P addresses | | destination |IP addresses
| of 10.0.0.0/15 | | of 10.0.0.0/15 |
+ +
| \/
- +

| Tester (Sub Network)|
| (10.0.0.0/15) |

Figure 6: SAV for aggregation-router-facing network in intra-
domai n synmetric routing scenario.

*SAV for Aggregation-router-facing Network*: Figure 6 depicts the
test scenario for SAV in an aggregation-router-facing network under
intra-domain synmetric routing conditions. The network topology in
Figure 6 is identical to that of Figure 4. The Tester is connected
to Router 1 to enulate a sub network, enabling evaluation of the
DUT's fal se positive and fal se negative rates when facing Router 1.

The *procedure* for testing SAV in this aggregation-router-facing
scenario is as follows:
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1. To evaluate whether the DUT can generate accurate SAV rules for
aggregation-router-facing SAV under synmetric routing, construct
the test environnent as shown in Figure 6. The Tester is
connected to Router 1 and emul ates a sub network.

2. Configure the DUT and Router 1 to establish a symmetric routing
envi ronment .

3. The Tester generates both legitimate traffic (using source
addresses in 10.1.0.0/15) and spoofed traffic (using source
addresses in 10.2.0.0/15) toward Router 1. The ratio of spoofed
to legitimate traffic may vary, for exanple, from1l:9 to 9: 1.

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic and permts legitimate traffic originating fromthe
direction of Router 1.

+ +
| Test Network Environnent |
| oo + |
| | DUT | SAV facing Router 1 and 2|
| FIB on Router 1 L + FIB on Router 2 |
| Dest Next _hop /\ \ Dest Next _hop |
| 10.1.0.0/16 Network 1 / \ 10.0.0.0/16 Network 1 |
| 10.0.0.0/16 DUT / \/ 10.1.0.0/16 DUT |
| e~~~ + e~~~ + |
| | Router 1 | | Router 2 | |
| Fe e —————— + Fe e —————— + |
| I\ / |
| Traffic with \ / Traffic with |
| source | P addresses \ / destination |IP addresses |
| of 10.0.0.0/16 \ / of 10.0.0.0/16 |
+ +
\ \/
o e e e e o s +

| Tester (Sub Network) |
| (10.0.0.0/15) |

Figure 7: SAV for aggregation-router-facing network in intra-
domai n asymmetric routing scenario.
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*SAV for Aggregation-router-facing Network*: Figure 7 illustrates the
test case for SAV in an aggregation-router-faci ng network under
intra-domain asymmetric routing conditions. The network topology in
Figure 7 is identical to that of Figure 5. The Tester is connected
to both Router 1 and Router 2 to enulate a sub network, enabling

eval uation of the DUT's fal se positive and fal se negative rates when
facing Router 1 and Router 2.

The *procedure* for testing SAV in this aggregation-router-facing
asymetric routing scenario is as follows:

1. To evaluate whether the DUT can generate accurate SAV rul es under
asymmetric routing conditions, construct the test environment as
shown in Figure 7. The Tester is connected to Router 1 and
Router 2 and emul ates the functions of a sub network.

2. Configure the DUT, Router 1, and Router 2 to establish an
asymmetric routing environnent.

3. The Tester generates both spoofed traffic (using source addresses
in 10.1.0.0/16) and legitimate traffic (using source addresses in
10.0.0.0/16) toward Router 1. The ratio of spoofed to legitimte
traffic may vary, for exanple, from1:9 to 9:1.

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic and permts legitimate traffic originating fromthe
direction of Router 1 and Router 2.

5.1.2. Control Pl ane Perfornmance

*Obj ective*: Measure the control plane perfornmance of the DUT

i ncludi ng both protocol convergence performance and protocol nessage
processing performance in response to route changes caused by network
failures or operator configurations. Protocol convergence
performance is quantified by the convergence tine, defined as the
duration fromthe onset of a routing change until the conpletion of
the correspondi ng SAV rul e update. Protocol nessage processing
performance i s neasured by the processing throughput, represented by
the total size of protocol nmessages processed per second.

+ oo + . +

Ermul at ed Topology |------ | Tester | <-------- >| DUT |
+ R + R +

+— +

Figure 8: Test setup for protocol convergence perfornmance
nmeasur enent .
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*Prot ocol Convergence Performance*: Figure 8 illustrates the test
setup for measuring protocol convergence performance. The
convergence process of the DUT, during which SAV rul es are updated,
is triggered by route changes resulting fromnetwork failures or
operator configurations. |In Figure 8, the Tester is directly
connected to the DUT and sinul ates these route changes by adding or
withdrawi ng prefixes to initiate the DU’ s convergence procedure.

The *procedure* for testing protocol convergence performance is as
fol | ows:

1. To neasure the protocol convergence tinme of the DUT, set up the
test environment as depicted in Figure 8 wth the Tester
directly connected to the DUT

2. The Tester withdraws a specified percentage of the total prefixes
supported by the DUT, for exanple, 10% 20% up to 100%

3. The protocol convergence time is cal cul ated based on DUT | ogs
that record the start and conpletion times of the convergence
process.

Pl ease note that for 1 GP, proportional prefix wthdrawal can be

achi eved by selectively shutting down interfaces. For instance, if
the Tester is connected to ten enul ated devi ces through ten
interfaces, each advertising a prefix, wthdrawi ng 10% of prefixes
can be acconplished by randomy disabling one interface. Simlarly,
20% wi t hdrawal corresponds to shutting down two interfaces, and so
forth. This is one suggested nethod, and other approaches that

achi eve the sane effect should be al so acceptable.

The protocol convergence tine, defined as the duration required for
the DUT to conplete the convergence process, should be neasured from
the noment the last “hello” nessage is received fromthe enul ated
device on the disabled interface until SAV rule generation is
finalized. To ensure accuracy, the DUT should log the tinestanp of
the last hello nessage received and the tinmestanp when SAV rul e
updates are conplete. The convergence tine is the difference between
these two tinmestanps

It is recommended that if the enul ated device sends a “goodbye hello”
message during interface shutdown, using the receipt tinme of this
message, rather than the last standard hello, as the starting point
will provide a nore precise nmeasurenent, as advised in [ RFC4061].

*Prot ocol Message Processing Performance*: The test for protocol

nmessage processing perfornmance uses the same setup illustrated in
Figure 8. This performance netric eval uates the protocol nessage
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processi ng throughput, the rate at which the DUT processes protoco
messages. The Tester varies the sending rate of protocol messages,
ranging from 10% to 100% of the total |ink capacity between the
Tester and the DUT. The DUT records both the total size of processed
protocol nessages and the correspondi ng processing tine.

The *procedure* for testing protocol nmessage processing performance
is as foll ows:

1. To neasure the protocol nessage processing throughput of the DUT,
set up the test environnent as shown in Figure 8 wth the Tester
directly connected to the DUT

2. The Tester sends protocol nessages at varying rates, such as 10%
20% up to 100% of the total link capacity between the Tester
and t he DUT.

3. The protocol nessage processing throughput is cal cul ated based on
DUT |l ogs that record the total size of processed protoco
messages and the total processing tine.

To conpute the protocol nessage processing throughput, the DUT | ogs
MUST include the total size of the protocol nessages processed and
the total time taken for processing. The throughput is then derived
by dividing the total nmessage size by the total processing tine.

5. 1.3. Dat a Pl ane Perf or mance

*(bj ective*: Evaluate the data plane perfornmance of the DUT

i ncluding both data plane SAV table refresh performance and data

pl ane forwardi ng perfornmance. Data plane SAV table refresh
performance is quantified by the refresh rate, which indicates how
qui ckly the DUT updates its SAV table with new SAV rules. Data plane
forwardi ng performance is neasured by the forwarding rate, defined as
the total size of packets forwarded by the DUT per second.

*Data Pl ane SAV Tabl e Refreshing Performance*: The eval uation of data
pl ane SAV tabl e refresh performance uses the same test setup shown in
Figure 8. This netric neasures the rate at which the DUT refreshes
its SAV table with new SAV rules. The Tester varies the transm ssion
rate of protocol nessages, from10%to 100% of the total |ink
capacity between the Tester and the DUT, to influence the proportion
of updated SAV rul es and corresponding SAV table entries. The DUT
records the total nunber of updated SAV table entries and the tine
taken to conplete the refresh process.

The *procedure* for testing data plane SAV table refresh performance
is as foll ows:
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1. To neasure the data plane SAV table refreshing rate of the DUT,
set up the test environment as depicted in Figure 8, wth the
Tester directly connected to the DUT

2. The Tester sends protocol nessages at varying percentages of the
total link capacity, for exanple, 10% 20% up to 100%

3. The data plane SAV table refreshing rate is cal cul ated based on
DUT | ogs that record the total nunber of updated SAV table
entries and the total refresh tine.

To conpute the refresh rate, the DUT | ogs MJST capture the tota
number of updated SAV table entries and the total time required for
refreshing. The refresh rate is then derived by dividing the tota
nunber of updated entries by the total refresh tine.

*Dat a Pl ane Forwardi ng Performance*: The eval uation of data pl ane
forwardi ng performance uses the sane test setup shown in Figure 8.
The Tester transmits a mixture of spoofed and legitimate traffic at a
rate matching the total |ink capacity between the Tester and the DUT,
while the DUT maintains a fully popul ated SAV table. The ratio of
spoofed to legitimate traffic can be varied within a range, for
exanple, from1l:9 to 9:1. The DUT records the total size of
forwarded packets and the total duration of the forwardi ng process.

The procedure for testing data plane forwardi ng performance is as
fol | ows:

1. To neasure the data plane forwarding rate of the DUT, set up the
test environnment as depicted in Figure 8 wth the Tester
directly connected to the DUT

2. The Tester sends a m x of spoofed and legitimate traffic to the
DUT at the full link capacity between the Tester and the DUT.
The ratio of spoofed to legitinate traffic nay vary, for exanple,
from1l:9 to 9: 1.

3. The data plane forwarding rate is cal cul ated based on DUT | ogs
that record the total size of forwarded traffic and the total
forwarding tine.

To conpute the forwarding rate, the DUT | ogs nust include the tota
size of forwarded traffic and the total tine taken for forwarding.
The forwarding rate is then derived by dividing the total traffic

size by the total forwarding tine.

5.2. Inter-donai n SAV
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5.2.1. False Positive and Fal se Negative Rates

*Obj ective*: Measure the false positive rate and fal se negative rate
of the DUT when processing legitimte and spoofed traffic across
multiple inter-domain network scenarios, including SAV

i mpl ementations for both custoner-facing ASes and provi der-/ peer-
faci ng ASes.

+ +
| Test Network Environnent |
| + + |
I I AS 3(P3) I I
| +~+/\ ~~~~~~ +/\ +~~+ |
I / \ I
| / \ |
I / \ I
I I (C2P) \ I
| R + \ |
| DUT( P4) | \ |
| ++/\+- -+ \ - - - -+ \ ++ \ |
| / | \ \ |
| P2[ AS 2] / | \ \ |
I / I \ \ I
| I (C2P) | \ P5[ AS 5] \ P5[AS 5] |
| + + I \ \ I
| AS 2(P2) | | P1[AS 1] \ \ |
| +~~~~~~~~ +\ +~~+ | P6[AS 1] \ \ |
I \ I \ \ I
| P6[ AS 1] \ | \ \ |
| P1[ AS 1] \ | \ \ |
| (c2pP) \ | (C2P/ P2P) (C2P) \ (c2pP) \ |
| + + + + |
| | AS 1(P1, P6) | | AS 5(P5) | |
| + + + + |
I I\ I I
I I I I
+ +
| \/

e +

| Tester |

R +

Figure 9: SAV for custoner-facing ASes in inter-domain symretric
routing scenario.

*SAV for Custoner-facing ASes*: Figure 9 presents a test case for SAV

in custoner-facing ASes under an inter-domain symetric routing
scenario. In this setup, AS 1, AS 2, AS 3, the DUT, and AS 5 form
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the test network environment, with the DUT perform ng SAV at the AS
level. AS 1 is a customer of both AS 2 and the DUT; AS 2 is a
custonmer of the DUT, which in turn is a custoner of AS 3; and AS 5 is
a customer of both AS 3 and the DUT. AS 1 advertises prefixes Pl and
P6 to AS 2 and the DUT, respectively. AS 2 then propagates routes
for P1L and P6 to the DUT, enabling the DUT to | earn these prefixes
fromboth AS 1 and AS 2. In this test, the legitimate path for
traffic with source addresses in P1 and destination addresses in P4
is AS 1->AS 2->DUT->AS 4. The Tester is connected to AS 1 to

eval uate the DUT' s SAV performance for custoner-facing ASes.

The *procedure* for testing SAV in this scenario is as foll ows:

1. To evaluate whether the DUT can generate accurate SAV rules for
custoner -faci ng ASes under symetric inter-domain routing,
construct the test environnment as shown in Figure 9. The Tester
is connected to AS 1 and generates test traffic toward the DUT.

2. Configure AS 1, AS 2, AS 3, the DUT, and AS 5 to establish a
symretric routing environnent.

3. The Tester sends both legitimate traffic (with source addresses
in Pl and destination addresses in P4) and spoofed traffic (with
source addresses in P5 and destination addresses in P4) to the
DUT via AS 2. The ratio of spoofed to legitimate traffic may
vary, for exanple, from1l:9 to 9:1

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic and pernmits legitimate traffic received fromthe
direction of AS 2.

Note that the DUT nmay al so be placed at AS 1 or AS 2 in Figure 9 to
evaluate its false positive and fal se negative rates using the same
procedure. In these configurations, the DUT is expected to
effectively block spoofed traffic.
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Figure 10: SAV for custonmer-facing ASes in inter-donain
asymetric routing scenari o caused by NO EXPORT.

SAV for Customer-facing ASes: Figure 10 presents a test case for SAV
in customer-facing ASes under an inter-domain asynmetric routing
scenari o i nduced by NO EXPORT community configuration. In this
setup, AS 1, AS 2, AS 3, the DUT, and AS 5 formthe test network,
with the DUT perfornming SAV at the AS level. AS 1 is a custoner of
both AS 2 and the DUT; AS 2 is a custoner of the DUT, which is itself
a customer of AS 3; and AS 5 is a customer of both AS 3 and the DUT.
AS 1 advertises prefix P1L to AS 2 with the NO EXPORT conmunity
attribute, preventing AS 2 from propagating the route for Pl to the
DUT. Sinmlarly, AS 1 advertises prefix P6 to the DUT with the

NO EXPORT attribute, preventing the DUT from propagating this route
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to AS 3. As aresult, the DUT learns the route for prefix Pl only
fromAS 1. The legitimate path for traffic with source addresses in
P1 and destination addresses in P4 is AS 1->AS 2->DUT. The Tester is
connected to AS 1 to evaluate the DUT' s SAV performance for custoner-
faci ng ASes.

The *procedure* for testing SAV in this asymetric routing scenario
is as foll ows:

1. To evaluate whether the DUT can generate accurate SAV rul es under
NO_EXPORT-i nduced asynmetric routing, construct the test
environment as shown in Figure 10. The Tester is connected to AS
1 and generates test traffic toward the DUT

2. Configure AS 1, AS 2, AS 3, the DUT, and AS 5 to establish the
asymetric routing scenario.

3. The Tester sends both legitimate traffic (with source addresses
in Pl and destination addresses in P4) and spoofed traffic (with
source addresses in P5 and destination addresses in P4) to the
DUT via AS 2. The ratio of spoofed to legitimate traffic may
vary—for exanple, from1l:9 to 9:1

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic and permits legitimate traffic received fromthe
direction of AS 2.

Note that the DUT nmay al so be placed at AS 1 or AS 2 in Figure 10 to
evaluate its false positive and fal se negative rates using the sane
procedure. In these configurations, the DUT is expected to

ef fectively bl ock spoofed traffic.
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+ +
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Wthin the test network environment, P3 is the anycast prefix and is only advertised by A
S 3 through BGP

Figure 11: SAV for customer-facing ASes in the scenario of direct
server return (DSR).

*SAV for Custoner-facing ASes*: Figure 11 presents a test case for
SAV in customer-facing ASes under a Direct Server Return (DSR)
scenario. In this setup, AS 1, AS 2, AS 3, the DUT, and AS 5 form
the test network, with the DUT perform ng SAV at the AS level. AS 1
is a customer of both AS 2 and the DUT; AS 2 is a custoner of the
DUT, which is itself a custoner of AS 3; and AS 5 is a custoner of
both AS 3 and the DUT. When users in AS 2 send requests to an
anycast destination IP, the forwarding path is AS 2->DUT->AS 3.
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Anycast servers in AS 3 receive the requests and tunnel themto edge
servers in AS 1. The edge servers then return content to the users
with source addresses in prefix P3. If the reverse forwarding path
is AS 1->DUT->AS 2, the Tester sends traffic with source addresses in
P3 and destination addresses in P2 along the path AS 1->DUT->AS 2.
Alternatively, if the reverse forwarding path is AS 1->AS 2, the
Tester sends traffic with source addresses in P3 and destination
addresses in P2 along the path AS 1->AS 2. In this case, AS 2 may
serve as the DUT.

The *procedure* for testing SAV in this DSR scenario is as follows:

1. To evaluate whether the DUT can generate accurate SAV rul es under
DSR conditions, construct the test environnent as shown in
Figure 11. The Tester is connected to AS 1 and generates test
traffic toward the DUT.

2. Configure AS 1, AS 2, AS 3, the DUT, and AS 5 to establish the
DSR scenari o.

3. The Tester sends legitimate traffic (with source addresses in P3
and destination addresses in P2) to AS 2 via the DUT

The *expected results* for this test case are that the DUT pernits
legitimate traffic with source addresses in P3 received fromthe
direction of AS 1.

Note that the DUT nmay al so be placed at AS 1 or AS 2 in Figure 11 to
evaluate its false positive and fal se negative rates using the sane
procedure. In these configurations, the DUT is expected to

ef fectively bl ock spoofed traffic.
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| Test Network Environnent
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I I AS 3(P3) I
| Fo-H/ N\ -\ - - -+
| / \
| / \
| / \
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| \' (C2P) | (C2P) (c2pP) \ (c2pP) \
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| S + S +

P1' is the spoofed source prefix Pl by the attacker which is inside of
AS 2 or connected to AS 2 through ot her ASes.

Figure 12: SAV for customer-facing ASes in the scenario of
reflection attacks.

*SAV for Custoner-facing ASes*:

Figure 12 illustrates a test case for

SAV in custoner-facing ASes under a reflection attack scenario. In
this scenario, a reflection attack using source address spoofing
occurs within the DUT’ s customer cone.
victims |IP address (P1l) and sends requests to server |P addresses
(P5) that are configured to respond to such requests. The Tester

emul ates the attacker by performing source address spoofing. The
arrows in Figure 12 indicate the business relationshi ps between ASes:
AS 3 serves as the provider for both the DUT and AS 5, while the DUT
acts as the provider for AS 1, AS 2, and AS 5. Additionally, AS 2 is

the provider for AS 1.
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The *procedure* for testing SAV under reflection attack conditions is
as foll ows:

1.

To eval uate whether the DUT can generate accurate SAV rules in a
reflection attack scenario, construct the test environnent as
shown in Figure 12. The Tester is connected to AS 2 and
generates test traffic toward the DUT.

Configure AS 1, AS 2, AS 3, the DUT, and AS 5 to sinulate the
reflection attack scenari o.

The Tester sends spoofed traffic (with source addresses in P1 and
destination addresses in P5) toward AS 5 via the DUT.

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic with source addresses in Pl received fromthe
direction of AS 2.

Note that the DUT nay al so be placed at AS 1 or AS 2 in Figure 12 to
evaluate its false positive and fal se negative rates using the same
procedure. In these configurations, the DUT is expected to
effectively block spoofed traffic.
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P5' is the spoofed source prefix P5 by the attacker which is inside of
AS 2 or connected to AS 2 through ot her ASes.

Figure 13: SAV for customer-facing ASes in the scenario of direct
attacks.

*SAV for Custoner-facing ASes*: Figure 13 presents a test case for
SAV in custoner-facing ASes under a direct attack scenario. |In this
scenario, a direct attack using source address spoofing occurs wthin
the DUT' s customer cone. The attacker spoofs a source address (P5)
and directly targets the victinis IP address (P1), aimng to

overwhel mits network resources. The Tester enul ates the attacker by
perform ng source address spoofing. The arrows in Figure 13 indicate
the business rel ationshi ps between ASes: AS 3 serves as the provider
for both the DUT and AS 5, while the DUT acts as the provider for AS
1, AS 2, and AS 5. Additionally, AS 2 is the provider for AS 1.

The *procedure* for testing SAV under direct attack conditions is as
fol | ows:
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To eval uate whether the DUT can generate accurate SAV rules in a
direct attack scenario, construct the test environnment as shown
in Figure 13. The Tester is connected to AS 2 and generates test
traffic toward the DUT.

Configure AS 1, AS 2, AS 3, the DUT, and AS 5 to sinulate the
direct attack scenario.

The Tester sends spoofed traffic (with source addresses in P5 and
destination addresses in P1) toward AS 1 via the DUT.

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic with source addresses in P5 received fromthe
direction of AS 2.

Note that DUT nmay al so be placed at AS 1 or AS 2 in Figure 13 to
evaluate its false positive and fal se negative rates using the sane
procedure. In these configurations, the DUT is expected to

ef fectively bl ock spoofed traffic.
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P1' is the spoofed source prefix Pl by the attacker which is inside of

AS 3 or connected to AS 3 through ot her ASes.

Figure 14: SAV for provider-facing ASes in the scenario of
reflection attacks.

*SAV for Provider/Peer-facing ASes*: Figure 14 illustrates a test
case for SAV in provider/peer-facing ASes under a reflection attack
scenario. In this scenario, the attacker spoofs the victims IP
address (P1) and sends requests to server |P addresses (P2) that are
configured to respond. The Tester emul ates the attacker by
perform ng source address spoofing. The servers then send
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overwhel ni ng responses to the victim exhausting its network
resources. The arrows in Figure 14 represent the business

rel ati onshi ps between ASes: AS 3 acts as either a provider or a

| ateral peer of the DUT and is the provider for AS 5, while the DUT
serves as the provider for AS 1, AS 2, and AS 5. Additionally, AS 2
is the provider for AS 1.

The *procedure* for testing SAV under reflection attack conditions is
as follows:

1. To evaluate whether the DUT can generate accurate SAV rules for
provi der/ peer-facing ASes in a reflection attack scenari o,
construct the test environment as shown in Figure 14. The Tester
is connected to AS 3 and generates test traffic toward the DUT.

2. Configure AS 1, AS 2, AS 3, the DUT, and AS 5 to sinulate the
reflection attack scenari o.

3. The Tester sends spoofed traffic (with source addresses in Pl and
destination addresses in P2) toward AS 2 via AS 3 and the DUT.

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic with source addresses in P1 received fromthe
direction of AS 3.

Note that the DUT nay al so be placed at AS 1 or AS 2 in Figure 14 to
evaluate its fal se positive and fal se negative rates using the same
procedure. In these configurations, the DUT is expected to
effectively block spoofed traffic.
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R + | \ \ |
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| P6[ AS 1] \ | NO_EXPORT \ \ |
| P1[ AS 1] \ | \ \ |
| NO_EXPORT \ | \ \ |
| \ (C2P) | (C2P) (c2p) \ (c2p) \ |
| . + . +
| Victim-+ AS 1(P1, P6) | | AS 5(P5) | |
| oo o - + oo o - + |
+ +

P2’ is the spoofed source prefix P2 by the attacker which is inside of
AS 3 or connected to AS 3 through ot her ASes.

Figure 15: SAV for provider-facing ASes in the scenario of direct
att acks.

Figure 15 presents a test case for SAV in provider-facing ASes under
a direct attack scenario. 1In this scenario, the attacker spoofs a
source address (P2) and directly targets the victims |IP address
(P1l), overwhelming its network resources. The arrows in Figure 15
represent the business rel ationshi ps between ASes: AS 3 acts as
either a provider or a lateral peer of the DUT and is the provider
for AS 5, while the DUT serves as the provider for AS 1, AS 2, and AS
5. Additionally, AS 2 is the provider for AS 1.
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The procedure for testing SAV under direct attack conditions is as
fol | ows:

1. To evaluate whether the DUT can generate accurate SAV rules for
provider-facing ASes in a direct attack scenario, construct the
test environnment as shown in Figure 15. The Tester is connected
to AS 3 and generates test traffic toward the DUT.

2. Configure AS 1, AS 2, AS 3, the DUT, and AS 5 to simulate the
direct attack scenario.

3. The Tester sends spoofed traffic (with source addresses in P2 and
destination addresses in P1) toward AS 1 via AS 3 and the DUT

The *expected results* for this test case are that the DUT bl ocks
spoofed traffic with source addresses in P2 received fromthe
direction of AS 3.

Note that the DUT nay al so be placed at AS 1 or AS 2 in Figure 15 to
evaluate its false positive and fal se negative rates using the same
procedure. In these configurations, the DUT is expected to
effectively block spoofed traffic.

5.2.2. Control Pl ane Performance

The test setup, procedure, and metrics for evaluating protoco
conver gence performance and protocol nmessage processing performance
can refer to Section 5.1.2.

5.2.3. Data Plane Perfornmance

The test setup, procedure, and netrics for evaluating data plane SAV
tabl e refresh performance and data pl ane forwardi ng perfornmance can
refer to Section 5.1.3.

5.3. Resource Uilization

When evaluating the DUT for both intra-domain (Section 5.1) and

i nter-domain SAV (Section 5.2) functionality, CPU utilization (for
both control and data planes) and nenory utilization (for both
control and data planes) MJST be recorded. These netrics SHOULD be
coll ected separately per plane to facilitate granul ar performance
anal ysi s.
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Reporting Fornmat
Each test follows a reporting format conprising both gl obal,
st andardi zed conponents and i ndividual elenments specific to each
test. The followi ng paraneters for test configurati on and SAV
mechani sm settings MJST be docunented in the test report.
Test Configuration Parameters:
1. Test device hardware and software versions
2. Network topol ogy

3. Test traffic attributes

4. Systemconfiguration (e.g., physical or virtual nmachine, CPU
menory, caches, operating system interface capacity)

5. Device configuration (e.g., symetric routing, NO _EXPORT)
6. SAV mechani sm
I ANA Consi derations
Thi s document has no | ANA acti ons.
Security Considerations
The benchnmarking tests outlined in this docunent are confined to
eval uating the performance of SAV devices within a controlled
| aboratory environment, utilizing isolated networks.
The network topol ogy enpl oyed for benchmarking nust constitute an
i ndependent test setup. It is inperative that this setup renmins
di sconnected from any devices that could potentially relay test
traffic into an operational production networKk.
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