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Abst ract

Al Agents are rapidly evolving fromacadem c concepts into the core
engi nes driving next-generation applications. However, their

aut onony, dynam c nature, and conpl ex del egation rel ati onshi ps pose a
fundanental challenge to our existing authentication and

aut hori zati on franeworks, which were designed for human users and
traditional software. This docunent dissects the nove
characteristics of Al Agents and outlines the new requirenents for
aut henti cation and aut hori zation which can nanage dynam c behavi or
rather than verifying static identity.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 July 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Traditional security nodels are built on a core assunption: the
behavi or of a protected entity, be it a human or a service, is
relatively predictable. W authenticate an "identity" and then grant
it a set of fixed "permissions.”™ Al Agents shatter this foundation

An Al Agent is not a sinple instruction executor; it is a goa
achiever. W provide it with a high-level objective (e.g., "optimze
supply chain costs"), and it autononously deconstructs the task,
learns fromits environnent, invokes tools, and may di scover

i nnovati ve operational paths we never anticipated. This shift

i ntroduces four disruptive characteristics:

H gh Autonony and Emergent Behavior: An Agent’'s actions are not pre-
coded but are dynamically generated to achieve a goal. Static

perm ssion rules can neither foresee nor cover all its possible
oper ati ons.
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Dynami c, Epheneral, and Replicable Nature: For efficiency, a primry
Agent may spawn thousands of epheneral sub-agents in an instant to
handl e parallel tasks. Their identities are transient, massive in
scale, and may exist for only mlliseconds.

Conpl ex Del egation and Chains of Responsibility: Agents can form
deep, networked call chains. A travel Agent might call a flight
Agent, which in turn calls a paynent Agent. \When an unauthori zed
action occurs, attributing responsibility and tracing the flow of
per m ssi ons becones incredi bly conpl ex.

Conti nuous Learni ng and Adaptation: An Agent’s deci sion-naking nodel
evol ves over time. This nmeans an Agent’s "normal behavior" today nmay
differ fromyesterday's, making it vulnerable to nodel drift or
mal i ci ous mani pul ation that traditional static credentials cannot

det ect .

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFC8174].

3.  New Aut hentication Requirenents: From "Who Are You?" to "Are You
Still Trustworthy?"

In the face of these characteristics, one-tine authentication becones
woef ul |y i nadequate. W need a new authentication framework capabl e
of continuously assessing an Agent’s trustworthiness.

3.1. New Requirenent 1: Traceable Identity and Provenance

Aut hentication protocols nust support a new identity format that is
nmore than just an ID; it's a cryptographic "provenance record." This
certificate nust contain:

Genesi s Information: The root user or task that initiated the Agent’s
creation. Delegation Chain: A cryptographically signed, non-
forgeable call path that clearly records every delegation fromthe
genesis to the current instance.
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3.2. New Requirenment 2: Continuous Behavioral Attestation

Aut henti cation cannot be a single event. Protocols nust support a

I i ght wei ght "behavi oral heartbeat” mechanism allow ng an Agent to
periodically subnmt a cryptographic digest of its recent actions to a
moni toring system By conparing this digest against an expected
behavi oral baseline, the systemcan continuously verify that the
Agent is "acting normally," thus detecting hijacking or unexpected
drift even if its identity credential remains valid.

3.3. New Requirenent 3: Utra-Low Overhead |dentity Managenent

To support massive-scal e, epheneral Agents, protocols must enable
near-zero overhead for identity creation and verification. Expensive
publi c-key operations and conpl ex handshakes should be replaced with
efficient symretric-key nechanisns to neet the demands of high-
frequency creation, destruction, and continuous attestation

4. New Aut horization Requirenments: From "What Perm ssions Do You Have?"
to "What Are You Allowed to Do, Right Here, Ri ght Now?"

Static, Role-Based Access Control (RBAC) is obsolete in the face of
aut ononobus Agents. Authorization decisions nust becone dynamc,
preci se, and risk-aware.

4.1. New Requirenent 1: Intent-Driven, Just-in-Time (JIT) Perm ssions
Aut hori zation is no | onger about pre-assigning a broad role.
Instead, it nmust be about granting the principle of |east privilege
required to conplete a specific task, at the noment of execution
For exanple, the system should grant an Agent perm ssion to "execute
a paynent of anmpunt <= $100 for the purpose of booking a flight"
rather than a generic "paynment"” perm ssion. This perm ssion nust
expire i medi ately upon task conpl etion

4.2. New Requirenment 2: Rich Context and Ri sk-Awareness

Aut hori zati on deci sions nust be based on a rich set of contextua
factors, including but not Iimted to:

* The Agent’s intent and objective.
* A risk assessnent of the requested operation
* \ether its current behavioral patterns are nornal

* The sensitivity and provenance of the data being accessed.
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4. 3.

5

6

Protocol s nust be able to efficiently carry this structured context
to the policy engine for real-tine eval uation

New Requi rement 3: Expl ai nabl e and Auditabl e Authorization

G ven the autonony of Agents, when sonething goes wong, we nust be
able to answer, "Wy was the system authorized to do that?"
Therefore, the response from an authorization protocol nust be

expl ainable. It should return not just an "Allow' or "Deny" verdict
but also the rational e behind the decision, such as the policy |IDs
that were matched and a snapshot of the critical context eval uated.
This is essential for post-nortemaudits, accountability, and the
iterative refinement of security guardrails.

| ANA Consi der ations

Security Considerations
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