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Abstract

This specification provides an alternative to the M. SourceMet adat a
obj ects defined in RFC8006, providing greatly extended capabilities
with regards to defining nmultiple sources, |oad bal ancing, and
failover rules across those sources, as well as a nechanismfor a
content delivery network (CDN) to nonitor source health and pul
unheal thy sources out of rotation. Additionally, new nethods are
defined for authentication access to an upstream source/origin.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

The [ RFC8006] M . Sour ceMet adata and Source objects provide the dCDN
with information about content acquisition, i.e., howto contact an
upstream content delivery network (uCDN) or an origin server to
obtain the content to be served. This specification details
alternatives to these objects (using M. SourceMet adat aExt ended and
M . Sour ceExt ended), that provide a rich set of additiona
capabilities for nanagi ng the connection and access to upstream
sources, such as:
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* Designation as to whether a source requires Hypertext Transfer
Prot ocol Secure (HTTPS) access.

* Specification of the source’s Transm ssion Control Protocol (TCP)
port nunber.

* Wb root path specification for the source.
* Indication as to whether redirects should be foll owed.
* Support for additional forms of origin authentication

* Milti-origin failover - The ability to specify a list of origins
that can act as fallbacks to the primary origin. Failure rules
can specify types of errors and tinmeout values that trigger
failover.

* Milti-origin |load balancing - The ability to specify a list of
origins that can be selected by one of several bal ancing rules
(random content hash, or |P hash).

* Specification of connection control paraneters for origin access,
with detailed options for specifying error handling, tineouts, and
retries.

* Mechanisns to track the health of upstream sources and pl ace
unheal thy sources in detention (an unusable state) until they
return to good health.

2. Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. M. Sour ceMet adat aExt ended

M . Sour ceMet adat aExt ended is an alternative to the CDN

I nterconnection (CDNI) standard M. SourceMet adat a obj ect, which adds
a property to specify |oad bal ancing across nultiple sources, a

M . Sour ceExt ended subobject with additional attributes to the CDN
standard Source object and a M. SourceDetenti on subobject to nanage
unavai | abl e sources.
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Wil e both M. SourceMet adat aExt ended and M . Sour ceMet adat a can be
provi ded for backward conpatibility, a dCDN that advertises

capability for M. SourceMet adat aExt ended wi ||l ignore
M . Sour ceMet adata if both are provided for a given host or path
mat ch.

The foll owi ng di agram shows M . Sour ceMet adat aExt ended and its group
of subobj ects:

Original CDNI Source Model

| I oad- bal ance | M. LoadBal ance |
T +

%
o +
| Sour ceExt ended |
| = |
| acqui sition-auth | M.Auth |
R e EE R EEE TS |
| endpoi nt s | M. Endpoint [] |
|~ |
| protocol | M. Protocol |
|~ |
| ori gi n- host | String |
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Isni-host | String I

| endpoi nt -i s-expression | Bool ean |

| origin-host-is-expression | Bool ean |

| sni - host -i s-expressi on | Bool ean |
lwebroot T aring T |
|fol lowredirects | Boolean |
aitover-errors  Usring T |
timoutoms T integer T |
| connestion-control | M. SourceConnecti oncontr ol |
|http-code-failover | M.HTTPCodeFailover |
| endpoi nt-detention | M.EndpointDetention |
. +

Figure 1: M. Sour ceMet adat aExt ended Obj ect Mbddel
Property: sources

* Description: The sources from which the dCDN can acquire content,
listed in order of preference.

* Type: Array of M. SourceExtended objects

* Mandatory-to-Specify: No. The default is to use a static
configuration, out-of-band fromthe CDNI netadata interface.

Property: source-detention

* Description: Specifies rules for handling detention at the set of
sour ces.

* Type: SourceDetention object

* Mandatory-to-Specify: No. |If not specified, the dCDN-specific
behavi or gets used.

Property: | oad-bal ance
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* Description: Specifies |load balancing rules for the set of
sour ces.
* Type: LoadBal anceMet adat a obj ect
* Mandat ory-to- Specify: No

The followi ng is an example of an M. Sour ceMet adat aExt ended obj ect
with the associated M. LoadBal anceMet adata confi gurati on object:

{
"generic-netadata-type": "M . SourceMet adat aExt ended",
"generi c- net adat a-val ue": {
"sources": |
"endpoints": |
"a.servicel23. ucdn. exanpl e",
"b. servi cel23. ucdn. exanpl e"
]1
"protocol": "http/1l.1"
"endpoints": [
"origin.servicel23. exanpl e"
]1
"protocol": "http/1l. 1"
}
"ioad—balancEH {
"bal ance-al gorithni: "content-hash",
"bal ance-path-pattern": "~/prod/(.*)/.*\\.ts$"
}
}
}

Fi gure 2
3.1. M. Sour ceExt ended
M . SourceExtended is an alternative to the CDNIl standard Source
object with additional netadata. It contains all the attributes of
the [ RFC8006] Source object (acquisition-auth, endpoints, and
protocol), with additions specified bel ow

Property: acquisition-auth

Chaudhari, et al. Expi res 29 August 2025 [ Page 6]



I nternet-Draft CDNI Source Access Control Metadata February 2025

Descri ption: The authentication nethod to use when requesting
content fromthis source. Same as [ RFC8006]

Type: Auth (see [RFCB006] Section 4.2.7 and the new M. Auth types
in this specification)

Mandat ory-to- Speci fy: No. The default is no authentication
required.

Property: endpoints

*

Description: The origins fromwhich the dCDN can acquire content.
If multiple endpoints are specified, they are all equal, i.e., the
list is not ordered by preference. Sane as [ RFC8006]

Type: Array of endpoint objects (see [ RFCB8006] Section 4.3.3)

Mandat ory-t o- Speci fy: Yes

Property: protoco

*

Description: The network retrieval protocol to use when requesting
content fromthis source. Sane as [ RFC8006]

Type: Protocol (see [RFC8006] Section 4.3.2)

Mandat ory-t o- Specify: Yes

Property: origin-host

*

Description: The Hypertext Transfer Protocol (HTTP) host header to
pass to the endpoints when retrieving content froma uCDN. The
host MJUST conformto the Domai n Nanme System (DNS) syntax defined
in [ RFC1034] and [ RFC1123]

Type: String

Mandat ory-to- Specify: No. The default is to use the host nane
passed by the dCDN

Property: sni-host

*

The Server Nanme Indication (SNI) to be used during the TLS
handshake when establishing a secure connection with an endpoint.
The sni-host MJUST conformto the Domain Name System (DNS) syntax
defined in [ RFC1034] and [ RFC1123]

Type: String
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* Mandatory-to-Specify: No. The default is to use the value set for
origin-host, and if this field is not set, use the value of the
endpoi nt ..

Property: endpoint-is-expression

* Description: If the endpoint-is-expression property is set to
"True", the value of the endpoint will be evaluated as a MEL
expr essi on.

*  Type: Bool ean

* Mandatory-to-Specify: No. The default is "Fal se"

Property: origin-host-is-expression

* Description: If the origin-host-is-expression property is set to
"True", the value of the origin-host property will be eval uated as
a MEL expression

* Type: Bool ean

* Mandatory-to-Specify: No. The default is "Fal se"

Property: sni-host-is-expression

* Description: If the sni-host-is-expression property is set to
"True", the value of the sni-host property will be evaluated as a
MEL expressi on.

* Type: Bool ean

* Mandatory-to-Specify: No. The default is "Fal se"

Property: webroot

* Description: The path elenment that is prepended to a resource’s
Uni form Resource ldentifier (URI) before retrieving content froma
uCDN.

* Type: String, typically starting with a "/"

* Mandatory-to-Specify: No. The default is to use the original URI.

Property: followredirects
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Description: If the followredirects property is set to "True",
HTTP redirect responses returned froma uCDN will be foll owed when
retrieving content. Oherwi se, the HITP redirect response is
returned to the client.

Type: Bool ean

Mandat ory-to- Speci fy: No. The default is "True" (i.e., follow
redirect responses fromthe uCDN).

Property: failover-errors

*

Description: An array of HTTP response error status codes (see
Sections 15.5 and 15.6 of [RFC9110]), that if returned fromthe
uUuCDN, will trigger a failover to the next source in the

M . Sour ceMet adat aExt ended source array. |f the uCDN returns an
HTTP error code that is not in the failover-errors array, that
error code is returned to the client of the dCDN. Note that use
of the http-code-failover property overrides this setting.

Type: Array of HITP response status codes encoded as strings. Any
HTTP status code from 100 to 599, or any of the special val ues,
"2xx", "3xx", "4xx" or "5xx", where "xx" inplies everything from
00 to 99. Wile repeated and redundant values in the array are

al | oned, they SHOULD be avoided for efficiency (ho reason to
specify both 5xx and 503, for exanple).

Mandat ory-to-Specify: No. The default is to revert to [ RFC8006]
behavi or.

Property: timeout-ns

*

Description: Atimeout, in mlliseconds, to apply when connecting
to a uCDN. If the connection is not established within tinmeout-
ms, this source is abandoned and the next source in the

M . Sour ceMet adat aExt ended source array is tried. Once a
connection is established, timeout-ns is used on subsequent reads
of data fromthe uCDN. Note that use of the connection-contro
property overrides this setting.

Type: | nteger
Mandat ory-to- Specify: No. The default is to revert to [ RFC8006]

behavior if neither this property or connection-control are
speci fi ed.

Property: connection-control
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Description: Specifies how connection-related errors and timeouts
are handl ed. When specified, it overrides the timeout-ns

property.
Type: SourceConnectionControl object

Mandat ory-to-Specify: No. If not specified, the tineout-ns
property is used to configure sinple connection control timeouts.

Property: http-code-fail over

*

Description: Specifies how HTTP response error codes are handl ed.
When specified, it overrides the failover-errors property.

Type: HTITPCodeFai |l over object
Mandat ory-to-Specify: No. |f not specified, the failover-errors

property is used to configure error handling behavior for HTTP
response error codes.

Property: endpoint-detention

*

Description: Defines error-based triggers for which an endpoint is
put in detention (excluded fromfuture use) for a given duration
of tinme.

Type: Endpoi nt Det enti on obj ect

Mandat ory-to-Specify: No. |f not specified, no health check and
detention is done on an unheal thy endpoint.

The following is an exanple of an M. Sour ceExt ended object that
describes a pair of endpoints (servers) that the dCDN can use to
acquire content for the applicable host and/or URI path:

Chaudhari, et al. Expi res 29 August 2025 [ Page 10]



I nternet-Draft CDNI Source Access Control Metadata February 2025

{
"generic-netadat a-type": "M . Sour ceMet adat aExt ended",
"generi c- net adat a-val ue": {
"sources": |
"endpoints": |
"a.servicel23. ucdn. exanpl e",
"b. servi cel23. ucdn. exanpl e: 8443"
I,
"protocol": "https/1.1",
"origin-host": "internal.exanple.coni,
"webroot": "/prod",
"followredirects": fal se,
"timeout-ns": 4000,
"failover-errors": [ "502", "503", "504" ]
H
{
"endpoints": [ "origin.servicel23. exanple" ],
"protocol": "http/1.1",
"webroot": "/prod",
"followredirects": true
"timeout-ns": 8000
}
]
}
}

Figure 3
3.1.1. M. SourceConnectionContro

M . Sour ceConnecti onControl is a subobject of M. SourceExtended and
allows for the dCDN to specify howit will handl e connection tinmeouts
and errors against an origin/uCDN. The use of this object overrides
the tineout-ns property of M. SourceExtended, even if any tineout
properties of this object are not configured.

The followi ng diagramillustrates the nodel for a CDN source | oad

bal ancer failing over between nultiple sources based on different
types of tineout errors.
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I +
1*| - --->| EndPoi nt - 1]
Source-1 | A +
1* o e e e e oo oo +
———————————— >| Sour ceConnecti onControl | |
| e + |
| - +
| | 2*| - --->| EndPoi nt - n|
o e e e o - - + | S +
| Source Load Bal ancer | |
S S S + | S +
| | 1*|---->| EndPoint-1
| Sour ce-n | AR +
| o m e e e e e e e oo +
[----------- >| Sour ceConnecti onControl | |
3* o e e e e e e oo + |
| S +
2*| - --->| EndPoi nt - n|
Legend AR +

1* - primary flow
2* - failover across Endpoints due to tinmeouts
3* - failover across Sources after exhausting Endpoints

Figure 4: Fail over Mddel for timeouts
Property: connection-setup-tinmeout-ns

* Description: The tine, in mlliseconds, within which a connection
MUST be established agai nst an endpoi nt of an M. Sour ceExt ended
obj ect .

* Type: Integer. A value greater than 0 to define a timeout, in
m | 1iseconds, for establishing a new network connection

* Mandatory-to-Specify: No. |If not specified, internal dCDN val ues
are used.

Property: connection-setup-tinmeout-ns-actions

* Description: Specifies error handling actions to take when the
connection could not be established within a given tineout, as
specified by the connection-setup-tinmeout-nms property. It is an
error to specify this property w thout the corresponding
connecti on-setup-tineout-ns property.

* Type: SourceTi neout Acti ons obj ect
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*

Mandat ory-to-Specify: No. [If not specified, and a timeout occurs

when establishing a new network connection, the next

M . Sour ceExt ended wi ||l be used as a fail over action

Property: first-byte-read-tineout-ns

*

Description: The time, in mlliseconds, within which the first
byte MJST be received/read on a new network connection

Type: Integer. A value greater than 0 to define a tineout, in
m | liseconds, for reading the first byte on a new network
connecti on.

Mandat ory-to-Specify: No. |If not specified, internal dCDN val ues
are used.

Property: first-byte-read-tineout-ns-actions

*

Description: Specifies the error handling actions to take when the
first byte on a new connection could not be read within a given
timeout, as specified by the first-byte-read-tineout-ns property.
It is an error to specify this property w thout the corresponding
first-byte-read-tineout-ns property.

Type: SourceTi neout Acti ons obj ect
Mandat ory-to-Specify: No. |If not specified, and a timeout occurs

when reading the first byte on a new network connection, the next
M . Sour ceExt ended will be used as a failover action

Property: byte-read-timeout-ns

*

Description: The time, in mlliseconds, wthin which the next byte
MUST be received/read on a connection

Type: Integer. A value greater than 0 to define a tineout, in
m | 1iseconds, for reading the next byte on an established network
connecti on.

Mandat ory-to-Specify: No. |If not specified, internal dCDN val ues
are used.

Property: byte-read-timeout-ns-actions
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Description: Specifies error handling actions to take when the
next byte on a connection could not be read within a given

ti meout, as specified by the byte-read-timeout-nms property. It is
an error to specify this property w thout the correspondi ng byte-
read-ti neout-ns property.

Type: Sour ceByt eReadTi neout Acti ons obj ect
Mandat ory-to-Specify: No. |If not specified, and a timeout occurs

when readi ng bytes from an existing network connection, the next
M . Sour ceExtended will be used as a failover action

Property: connection-keep-alive-tine-ns

*

Description: Specifies the tinme, in mlliseconds, to keep an idle
connecti on open.

Type: Integer. A value greater than 0 defines the anount of time
for which a connection SHOULD be kept alive.

Mandat ory-to-Specify: No. |If not specified, any dCDN defined
i nternal values are used.

Property: max-connection-retries-per-source

*

Description: Specifies the upper bound of retries all owed across
all endpoints of an M. SourceExtended object for all tineout
errors.

Type: Integer. A value greater than or equal to O indicates the
maxi mum nunber of retries against all endpoints of the current

M . Sour ceExt ended obj ect for connection establishnent, first-byte-
read, and byte-read tinmeout errors. A value of 0 indicates that
no retries are to be perfornmed against this source.

Mandat ory-to-Specify: No. |f not specified, any retry val ues
defined in the properties of connection-setup-tinmeout-ns-actions,
first-byte-read-timeout-ns-actions, and byte-read-timeout-ns-
actions for their respective error types are used.

Property: resune-froml ast-byte-of - previ ous-source

*

Description: Upon establishing a new connection to an origi n/ uCDN
this specifies whether the next byte to read will start fromthe
| ast byte read froma previous M. SourceExtended object. This is
only applicable when the content | ength of the object being

downl oaded i s known.
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Type: Boolean. [If "True", the next byte read will resunme fromthe
| ast successful byte downl oaded from a previous M. Sour ceExt ended
object. The default is "Fal se"

Mandat or y-t o- Speci fy: No.

Property: resume-froml ast-byte-of - previ ous- endpoi nt

*

Description: Upon establishing a new connection to an origi n/ uCDN
this specifies whether the next byte read will start fromthe | ast
byte read from a previous endpoint of the current

M . Sour ceExtended. This is only applicable when the content

I ength of the object being downl oaded i s known.

Type: Boolean. [If "True", the next byte read will resunme fromthe
| ast successful byte downl oaded from a previ ous endpoint of the
current M. SourceExtended object. The default is "Fal se"

Mandat or y-t o- Speci fy: No.

3.1.1.1. M. SourceByt eReadTi meout Acti ons

M . Sour ceByt eReadTi meout Acti ons is a subobject of

M . Sour ceConnectionControl and allows for the specification of
actions to be taken when a timeout occurs when reading the next byte
on an exi sting network connection agai nst an endpoint of an origin/
uCDN.

Property: retries

*

Description: Specifies the nunber of retries that MJST occur
agai nst a gi ven endpoi nt when an error occurs.

Type: SourceConnectionRetries object

Mandat ory-to-Specify: No. |f not specified, no retries are done.

Property: error-state

*

Description: Specifies whether to capture any error nessage for
the current error condition.

Type: SetVariabl e object specifying a user-defined variable. See
the Metadata Expressi on Language Specification
[1-D. power - met adat a- expr essi on-| anguage]

Mandat ory-to-Specify: No. |f not specified, a dCDN wi |l not
capture the error condition for which this object is used.
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Property: resume-froml ast-byte

*

Description: Specifies whether to resunme reading fromthe | ast
byte of the current endpoint only if the content Iength of the
obj ect being downl oaded i s known.

Type: Boolean. |If set to "True", when a byte read tinmeout occurs
agai nst an endpoint and if a retry action is perforned agai nst the
same endpoint, the byte read will resune fromthe |last byte

downl oaded. The default value is "Fal se"

Mandat ory-to-Specify: No. |f not specified, a retry against the
current endpoint will downl oad the requested object fromthe first
byt e.

3.1.1.2. M. SourceTi neout Acti ons

M . Sour ceTi meout Actions is a subobject of M. SourceConnecti onContro
and allows for the specification of actions to be taken when a
ti meout occurs agai nst an endpoi nt of an ori gi n/uCDN

Property: retries

*

Description: Specifies the nunber of retries that MJST occur
agai nst a gi ven endpoi nt when an error occurs.

Type: SourceConnecti onRetries object

Mandat ory-to-Specify: No. |f not specified, no retries are nade.

Property: error-state

*

*

Description: Specifies whether to capture any error nessage for
the current error condition.

- Type: SetVariable object specifying a user-defined variable.
See the Metadata Expression Language Specification
[1-D. power - met adat a- expr essi on- | anguage]

Mandat ory-to-Specify: No. |If not specified, a dCDN wi |l not
capture the error condition for which this object is used.

3.1.1.3. M. SourceConnecti onRetries

M . Sour ceConnecti onRetries is a subobject that allows for the
specification of retries to be perforned agai nst endpoints of an
M . Sour ceExt ended obj ect .
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Property: max-retries-per-source

* Description: Specifies the maxi mum nunber of retries against al
endpoints of the M. SourceExt ended object for a given class of
error.

*  Type: Integer. A value of greater than or equal to 0 indicates
the nunber of retries. Exanple: |If the value of max-retries-per-
source of the retries property of connection-setup-tineout-ns-
actions is set to 5 a maximumof 5 retries are allowed for
connection setup tineout errors across all endpoints of the
current M. SourceExtended object. If this value is set to 0, no
retries will be done.

* Mandatory-to-Specify: No. |If not specified, the individua
endpoi nt-specific retries are honored.

Property: retries-per-endpoint

* Description: Specifies the nunber of retries against the current
endpoi nt of the M. SourceExt ended object for a given class of
error.

* Type: Integer. A value of greater than or equal to O indicates
the nunber of retries. Exanple: If the value of retries-per-
endpoint of the retries property of connection-setup-timeout-ns-
actions is set to 5, 5 retries will be done for connection-setup
timeout errors on the current endpoint of the current
M . Sour ceExt ended object. If this value is set to O, no retries
will be done.

* Mandatory-to-Specify: No. |If not specified, the value of 0 is
assuned and no retries will be done for the given class of error

The followi ng is an exanpl e showi ng how different connection errors
agai nst an origi n/uCDN can be handl ed and a custom response sent to
the player/client. This exanple illustrates use of the Processing
St ages Mbdel [1-D. gol dstein-processing-stages-netadata] to apply
met adata at the clientResponse Stage:

[
{
"generic-netadata-type": "M . SourceConnectionControl"
"generi c- net adat a-val ue": {
"connection-setup-ti meout-nms": 10,
"connection-setup-ti meout-ns-actions”: {
"retries": {
"max-retries-per-source": 3,
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"retries-per-endpoint": 1

"error-state": {
"vari abl e-name": "connection-setup-tineout”,
"variabl e-val ue": "true"

}

irst-byte-read-tineout-ns": 1,
"first-byte-read-tineout-ns-actions": ({
"retries": {

"max-retries-per-source": 3,
"retries-per-endpoint": 1

}

} i)

"error-state": {
"vari abl e-name": "first-byte-read-timeout"”,
"vari abl e-val ue": "true"

}

yte-read-ti neout-nms": 1,

"byt e-read-timeout-ns-actions": {

"resume-froml ast-byte": true,

"retries": {
"max-retries-per-source": 3,
"retries-per-endpoint": 1

}

}

rror-state": {}

}

onnecti on-keep-alive-tinme-ns": 3,
"max-connection-retries-per-source": 3,
"resune-froml ast- byt e-of - previ ous-source": true,
"resume-froml ast- byt e-of - previ ous-endpoint": true

}
b
{

"generic-netadata-type": "M .Processi ngStages",
"generi c- net adat a-val ue": {
"client-response": |
{
"match": "var.connection-setup-tinmeout-nms == "true ",
"stage-nmetadata": {
"response-transform': {
"header-transfornm': {
"add": [
{
"name": "x-failure-handling",
"val ue": "connection setup tineout",
"val ue-i s-expression": false

}
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]

esponse-status": "404",
"status-is-expression": false

}

Figure 5
3.1.2. M. HITPCodeFai | over

M . HTTPCodeFai | over is a new Generi cMet adata subobj ect of
M . Sour ceExtended that allows the dCDN to specify howit will handle
HTTP error codes agai nst an ori gi n/ uCDN

The followi ng diagramillustrates the nodel for a CDN source | oad
bal ancer failing over between nultiple sources based on HTTP error
code status

I +
1*| - --->| EndPoi nt - 1]
Source-1 | A +
1* o e e e e e e oo + |
———————————— >| HTTPCodeFai | over | |
| e + |
| | oo +
| | 2*| - --->| EndPoi nt - n|
o e e e o - - + | S +
| Source Load Bal ancer | |
S S S + | S +
| | 1*|---->| EndPoint-1
| Sour ce-n | AR +
| o m e e e e e e e oo + |
[----------- >| HTTPCodeFai | over | |
3* o e e e e e e oo + |
S R +
2*| - --->| EndPoi nt - n|
Legend AR +

1* - primary flow
2* - failover across Endpoints due to HTTP Error codes
3* - failover across Sources after exhausting Endpoints

Fi gure 6: Fail over Mdel for HITP status codes
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Property: max-reforwards-per-source

*

Description: Specifies the upper bound of reforwards all owed
across all endpoints of an M. Sour ceExt ended object for al
configured HTTP error codes

Type: Integer. A value greater than or equal to O indicates the
maxi mum nunber of retries against all endpoints of the current
M . Sour ceExt ended object for all configured HTTP error codes.

Mandat ory-to-Specify: No. |f not specified, any reforward val ues
defined within the http-code-failover-actions property are used.

Property: http-code-fail over-actions

*

Description: Specifies the different HITP codes for which fail over
actions against an origi n/fuCDN MJST be done.

Type: Array of M .HTTPCodeFail over Acti ons obj ect

Mandat or y-t o- Speci fy: Yes.

Fol l owi ng is an exanple of M. HTTPCodeFail over illustrating how
different HTTP error codes froman origin/uCDN can be handl ed and a
customresponse sent to the player/client. 1In this exanple, a CDN
met adat a expressi on user-defined variabl e named "forward-http-code-
failover” is set with the string value "404-failure"
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{
"generic-netadata-type": "M .HTTPCodeFail over",
"generi c- net adat a-val ue": {
"max-ref orwar ds- per-source": 2,
"http-code-fail over-actions": |
{
"http-codes": [
" 404"
I,
"reforwards": {
"max-ref orwards- per-source": 1
"ref orwards- per-endpoint": 2
},
"error-state": {
"vari abl e-nane": "forward-http-code-failover”,
"vari abl e-val ue": "404-failure"
}
H
{
"http-codes": [
"512"
1,
"reforwards": {
"max-ref orwar ds- per-source": 1,
"ref orwards- per-endpoint": 2
},
"error-state": {
"vari abl e-name": "forward-http-code-failover",
"variabl e-val ue": "404-failure"
}
}
]
}
}
Figure 7

Continuing with the exanple, the "forward-http-code-failover" user-
defined variable is tested in a subsequent match expression in the
context of the Processing Stages Mde

[1-D. gol dstein-processi ng-stages-netadata] to trigger an HITP
response transformation (in this case, the addition of a custom
header) .
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"generic-netadata-type": "M.Processi ngStages",
"generi c- net adat a-val ue": {
"client-response": |

"match": "var.forward-http-code-failover == '404-failure' ",

"stage-netadata": {
"response-transform': {
"header-transform': ({
"add": [
{
"nanme": "x-failure-handling",
"value": "forward side 404",
"val ue-i s-expression": false

}
]
},
"response-status": "404",
"status-is-expression": false

Figure 8

3.1.2.1. M. HITPCodeFai |l over Acti ons

M . HTTPCodeFai | over Actions is a subobject of M.HTTPCodeFail over

defines one or nmore HITP error codes agai nst which sone fail over
action MJST be perf orned.

Property: http-codes

* Description: An array of HTTP response error status codes (see

Sections 15.5 and 15.6 of [RFC9110]) received froman origi n/ uCbN

for which a failover MJST be performnmed

* Type: Array of HTTP response status codes encoded as strings. Any
HTTP status code from 100 to 599, or any of the special val ues,
"2xx", "3xx", "4xx" or "5xx", where "xx" inplies everything from

00 to 99. \While repeated and redundant values in the array are

al | oned, they SHOULD be avoided for efficiency (no reason to
specify both 5xx and 503, for exanple).

* Mandat ory-to- Specify: Yes
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Property: reforwards

*

*

*

Description: Specifies how the reforwards MJST be done.
Type: M. HTTPCodeRef orwar ds obj ect

Mandat ory-t o- Speci fy: Yes

Property: error-state

*

Description: Specifies whether to capture any error nessage for
the current error condition.

Type: SetVari abl e object specifying a user-defined variable. See
the Met adata Expression Language (MEL) specification
[1-D. power - met adat a- expr essi on-| anguage]

Mandat ory-to-Specify: No. |If not specified, a dCDN will not
capture any information about the specific HTTP error code.

3.1.2.2. M . HTTPCodeRef or war ds

M . HTTPCodeRef orwards is a subobject of M. HTTPt pCodeFail over Acti ons
and allows for the specification of reforwards that MJST occur
agai nst endpoints of an M. Sour ceExt ended obj ect.

Property: max-reforwards-per-source

*

Description: Specifies the maxi num nunber of reforwards that can
be perforned across all endpoints of the M. SourceExt ended object
for a given set of HITP error codes.

Type: Integer. A value greater than or equal to O indicates the
maxi mum nunber of reforwards agai nst an M. Sour ceExt ended obj ect.
A value of 0 indicates that no reforwards will be done agai nst
this source for the given set of HTTP error codes

Mandat ory-to-Specify: No. |If not specified, any reforward val ues
defined in the reforwards-per-endpoint property are honored
wi t hout any caps.

Property: reforwards-per-endpoint

*

Description: Specifies the nunber of reforwards to be perforned
across the current endpoint of the M. SourceExtended object for a
gi ven set of HTTP error codes.
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3.

1.

*  Type: Integer. A value of greater than or equal to 0 indicates
the nunber of reforwards against the current endpoint. A value of
0 indicates that no reforwards will be performed against the
current endpoint for the given set of HITP error codes.

* Mandatory-to-Specify: No. |If not specified, the default value is
0.

3. M. Endpoi nt Det enti on

M . Endpoi nt Detention is a subobject of M. SourceExtended and i s used

to track the health of an endpoint (see [ RFC8006] section 4.3.3) and

place it in detention, if deemed unhealthy. Unhealthy endpoints are

not used for future HITP requests until a set cool-off time is net.

Error-based triggers are defined for which an endpoint can be put in

detention for a given duration of tine.

Property: connection-setup-fail-trigger

* Description: Atrigger for the connection setup error, including
timeouts for connection establishnment, that is fired for a given
threshol d of such errors

* Type: EndpointDetentionTrigger object

* Mandatory-to-Specify: No. |If not specified, no health check and
detention is done for connection errors or connection tinmeouts.

Property: read-tinmeout-trigger

* Description: Atrigger for the byte read timeout error that is
fired for a given threshold of such errors.

* Type: EndpointDetentionTrigger object

* Mandatory-to-Specify: No. |If not specified, no health check and
detention is done for both first byte and byte read ti neout
errors.

Property: http-error-code-trigger

* Description: Alist of HITP error codes for which a trigger is
fired for a given threshold of such error codes received from an

endpoi nt .

* Type: HITPError CodeTri gger object
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3.

*

Mandat ory-to- Specify: No. |f not specified, no health check and
detention is done upon receiving HITP error codes.

Property: detention-seconds

*

. 1. 3.

M .

Description: The tinme, in seconds, for which an endpoint is put in
detention (not used) after any error-based trigger fires.

Type: Integer. A value greater than O defines a tine, in seconds,
for which an endpoint is put in detention (not used).

Mandat ory-t o- Speci fy: Yes
1. M .HTTPErrorCodeTrigger

HTTPEr r or CodeTri gger is a subobject of M. EndpointDetention and

defines a trigger for detention based on HTTP error codes. Any HITP
code received froman endpoint that matches against the list of
defined HTTP error codes counts against a single EndPoint Tri gger for
detenti on.

Property: trigger

*

Description: Atrigger for HITP error codes that is fired for a
gi ven threshold of such error codes received in HITP responses.

Type: Endpoi nt Det enti onTri gger object

Mandat ory-t o- Speci fy: Yes

Property: error-codes

*

1.3.

M .

Description: An array of HTTP error response codes that, when
returned froman endpoint, can cause the endpoint to be triggered
into an unhealthy state.

Type: Array of HITP response codes. The error codes are from 400
to 599, or one of the special values "4xx" or "5xx", where "xx"
implies everything fromO00 to 99

Mandat ory-t o- Speci fy: Yes

2. M. EndpointDetentionTri gger

Endpoi nt Det enti onTri gger is a subobject of M.EndpointDetention

and defines a trigger for a specific kind of error against an
endpoi nt ..
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3.

1.

Property: trigger-val ue

* Description: The threshold at which an endpoint is triggered to
unheal thy state and put in detention

* Type: Endpoi nt Repeati ngFail ures object

* Mandatory-to-Specify: Yes

3.3. M. Endpoi nt Repeati ngFai |l ures

M . Endpoi nt Repeat i ngFai l ures i s a subobject of

M . Endpoi nt Det enti onTri gger and triggers an endpoint to a failure
state if "event-count" of errors takes place during "time-w ndow
mllisec", while accounting for at |east "fail-event-percent-
threshol d"% of the transactions to this endpoint during this period.
Property: event-count

* Description: The nunber of errors against an endpoint within a
duration of tinme-w ndownillsec.

* Type: Integer. A value greater than O.

* Mandatory-to-Specify: Yes

Property: time-w ndowmllsec

* Description: The duration, in mlliseconds, for which error
statistics of event-count and fail-event-percent-threshold are
tracked agai nst an endpoi nt.

* Type: Integer. A value greater than O.

* Mandat ory-to- Specify: Yes

Property: fail-event-percent-threshold

* Description: The mni num percentage of errors against an endpoi nt
within a duration of time-w ndowmllsec

* Type: Integer. A value greater than or equal to O.
* Mandatory-to-Specify: No. |If not specified, an endpoint is

triggered to an unhealthy state after encountering event-count
errors without regards to the overall percentage of such errors.
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The foll owi ng exanpl e shows the first M. SourceExtended obj ect
(sources property) with an Endpoi nt Detention object (endpoint-
detention property) for the three error conditions of connection
setup, read tineout, and HITP error codes.

The trigger for connection setup errors will put the endpoint in an
unheal thy state when there are three such errors within 1000
mlliseconds, as long as 10% of attenpts to establish a connection
(and not HTTP requests) against the endpoint have failed wthin that
time duration.

The trigger for read tinmeout errors is configured to fire for three
such errors within 1000 nilliseconds wi thout any condition for error
per cent age.

The trigger for HITP error codes is configured to fire for 404 and
5xx response codes with at | east one such HTTP code received fromthe
endpoint within 1000 mlliseconds.

{
"generic-netadat a-type": "M . Sour ceMet adat aExt ended”,

"generi c- net adat a-val ue": {
"sources": |

"endpoints": |
"a.origin-tierl.cont,
"b.origin-tierl.cont,
"c.origin-tierl. cont

1,

"protocol": "http/1.1",

"timeout-nms": "4000",

"failover-errors": [
"502",

"503",
"504",
" 500"

]

ndpoi nt -detenti on": ({
"connection-setup-fail-trigger": {
"trigger-type": "M . Endpoi nt Repeati ngFail ures"”,
"trigger-value": {
"event-count": 3,
"time-wi ndowmllisec": 1000,
"fail-event-percent-threshold": 10

}

,ead—ti meout -trigger": {
"trigger-type": "M.Endpoi nt Repeati ngFail ures",

}
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3. 2.

"trigger-value": {
"event-count": 3,
"time-wi ndowmllisec": 1000
}
}
"http-error-code-trigger": {
"error-codes": [
"404, 5xx"
]

"trigger": {
"trigger-type": "M . Endpoi nt RepeatingFail ures"”,
"trigger-value": {

"event-count": 1,

"time-wi ndowmllisec": 1000
}
}
b,
"det enti on-seconds": 60
}
b,
{
"endpoints": |
"origin-tier2.cont
1,
"protocol": "http/1l.1"
}

Fi gure 9

M . Sour ceDet enti on

M . Sour ceDetention is a subobject of M. SourceMet adat aExt ended and
defines detention rules at the set of sources.

Property: detention-full-behavior

*

Description: Defines how a response is constructed when every
endpoi nt of each M. SourceMet adata has been put in detention

Type: DetentionFul | Behavi or obj ect

Mandat ory-to-Specify: No. |If not specified, the dCDN-specific
behavi or is used.

Property: detention-reset-behavior
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3.

3.

2.

2.

* Description: After every endpoint of each M. SourceMetadata is put
in detention, it defines early renoval of an endpoint from
detention w thout having served the full duration of detention

* Type: DetentionResetBehavi or object

* Mandatory-to-Specify: No. |f not specified, an endpoint is

renoved from detention only upon the conpletion of the detention
dur at i on.

1. M. DetentionFull Behavi or

A uCDN can configure how a response is constructed when all endpoints
are in detention.

Property: serve-if-stal e-avail able

* Description: A stale version of the requested object is served
back to the client. |If no stale objects exist, other properties
of M. DetentionFul | Behavi or apply.

*  Type: Bool ean

* Mandatory-to-Specify: No. The default value is "False", in which
case other properties of M. DetentionFull Behavior apply.

Property: synthetic-response
* Description: The synthetic response to return back to the client.

* Type: M. SyntheticResponse object. See the Processing Stages
Met adat a Specification [I-D. gol dstei n-processi ng-stages-net adat aj

* Mandatory-to-Specify: No. |If not specified, the dCDN-specific
error response is used.

2. M . DetentionReset Behavi or

VWhen all endpoints of an M. SourceMetadata are put in detention, this
object allows a uCDN to define the early renoval of an endpoint from
detention. All endpoints renmoved fromdetention through this
behavi or are available for imredi ate use for all subsequent client
requests.

Property: reset-endpoints
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* Description: The list of endpoints to be renoved from detention
after no healthy endpoints are avail abl e across al
M . Sour ceExt ended obj ects.

* Type: Array of endpoint objects.

* Mandatory-to-Specify: No. The default value is an enpty array,
i ndi cating that no endpoints can be renoved early from detention

Property: reset-all-endpoints

* Description: Al endpoints are renmoved fromdetention after no
heal t hy endpoi nts are avail abl e across all M. Sour ceExt ended
obj ect s.

*  Type: Bool ean

* Mandatory-to-Specify: No. The default value is "Fal se",
i ndicating that no endpoints can be renoved early from detention

The foll owi ng exanpl e shows two M. Sour ceExt ended objects, each with
two endpoints. A detention trigger of type HTTPError CodeTri gger for
the first source and connection setup failure for the second source
are al so defined, with each endpoint set to be put in detention for
60 seconds. For the case when all endpoints are put in detention,
the defined M. SourceDetention object allows for the return of a
stal e version of the object and fallback to return a 502 if no stale
object is found. Additionally, the "a2.origin-tier2. com endpoint is
set for early renoval from detention

{
"generic-netadata-type": "M . Sour ceMet adat aExt ended",

"generi c- net adat a-val ue": {
"sources": |

"endpoints": |
"al.origin-tierl. con',
"bl.origin-tierl.cont,
"c.origin-tierl. cont

]

ail over-errors": |
"502",
"503",
"504",
"500"

]

,ndpoint—detention": {
"http-error-code-trigger": {
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"error-codes": [
"404, 5xx"
I,
"trigger": {
"trigger-type": "M . Endpoi nt RepeatingFail ures",
"trigger-value": {
"event-count": 1,
"time-wi ndowmllisec": 1000
}
}
}

"det enti on-seconds": 60

"endpoints": |
"a2.origin-tier2.coni,
"b2.origin-tier2. cont

1,

"timeout-ns": 4000,

"endpoi nt-detention": {
"connection-setup-fail-trigger": {
"trigger-type": "M . Endpoi nt Repeati ngFail ures"”,
"trigger-value": {
"event-count": 3,
"time-wi ndowmllisec": 1000,
"fail-event-percent-threshold": 10
}
},
"detenti on-seconds": 60
}
}

I,

"source-detention": {
"detention-full-behavior": {

"serve-if-stal e-available": true,
"synt hetic-response": {
"headers": |

"nane": "Xx-error-reason",

"value": "all sources in detention”
"response-status": 502,
"response- body":

"req.uri . 'is unavailable due to origin errors’",
"body-i s-expression": true
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}

etention-reset-behavior": {

"reset-endpoints": [
"a2.origin-tier2.cont

]

eset-all -endpoints": true

Fi gure 10
3.3. M. LoadBal anceMet adat a

The M . LoadBal anceMet adata object is a subobject of

M . Sour ceMet adat aExt ended, defi ni ng how content acquisition requests
are distributed over the M. SourceExtended objects listed in the

M . Sour ceMet adat aExt ended obj ect .

Property: bal ance-al gorithm
* Description: Specifies the algorithmto be used when distributing
content acquisition requests over the sources in an

M . Sour ceMet adat aExt ended obj ect. The avail able algorithns are:

o random Requests are distributed over the sources in proportion to
their associ ated wei ghts.

0 content-hash: Requests are distributed over the sources in a
consi stent fashion, based on the bal ance-path-pattern property.

0 i p-hash: Requests are distributed over the sources in a consistent

fashi on based on the I P address of the client requestor.

*  Type: String, one of the follow ng: random| content-hash | ip-
hash

* Mandatory-to-Specify: No. The default is to use sources in
preference order as defined in the M. SourceMet adat aExt ended
obj ect .

Property: bal ance-wei ghts

* Description: Specifies the relative frequency that a source is

used when distributing requests. For exanple, if there are three
M . Sour ceExt ended objects in a M. SourceMet adat aExt ended obj ect
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with bal ance-weights [1, 2, 1], source 1 will receive 1/4 of the
requests, source 2 will receive 2/4 of the requests, and source 3
will receive 1/4 of the requests.

*  Type: Array of integers

* Mandatory-to-Specify: No. The default is to use sources in
preference order as defined in the M. SourceMet adat aExt ended
obj ect .

Property: bal ance-path-pattern

* Description: This property specifies a regular expression pattern
to apply to the URI when cal cul ating the content hash used by the
bal ance-al gorithm For exanple, "bal ance-path-pattern®
"NMprod/ (.*)/.*\.ts$" would distribute requests based on the UR
but exclude the /prod prefix and the .ts segnment file.

*  Type: String (regul ar expression)
* Mandatory-to-Specify: No. The default is to use the original URI.

In exanple 1, the M. LoadBal anceMet adata obj ect distributes content
acqui sition requests over sources using a content-hash al gorithm

{

"generic-netadata-type": "M .LoadBal anceMet adat a",
"generi c- net adat a-val ue": {
"bal ance-al gorithni: "content-hash",
"bal ance- path-pattern": "~/prod/ (.*)/.*\\.ts$"
}
}

Figure 11

In exanple 2, the M. LoadBal anceMet adata obj ect distributes content
acqui sition requests over sources using the random al gorithm

{
"generic-netadata-type": "M.LoadBal anceMet adat a",
"generi c- net adat a-val ue": {
"bal ance-al gorithni: "randoni,
"bal ance-wei ghts": [
1,2, 1
]

}
}

Chaudhari, et al. Expi res 29 August 2025 [ Page 33]



I nternet-Draft CDNI Source Access Control Metadata February 2025

4.

4.

Fi gure 12
New Aut henti cati on Types

To neet the typical industry requirenments for authenticating CDNs to
external origins, two new authentication types are defined

(M . Header Auth and M. AWSv4Auth) to be used within the M. Auth object
defined in [ RFC8006], section 4.2.7 These authentication types are
designed to | everage the SVTA/CDNI Protected Secrets Metadata
standard, allowi ng for sensitive values to be protected by
referencing themfroman external keystore as an alternative to
enbedding themin the clear in the configuration metadat a.

1. M . Header Aut h

The M. Header Auth netadata object is used in the auth-val ue property
of the

M . Aut h object, as defined in [RFC8006] section 4.2.7, and MAY be
applied to any

source by including or referencing it under its authentication
property. This nmethod of authentication provides a sinple capability
for a nmutually agreed upon header to be added by the CDN to al
requests sent to a specific source/origin. Note that if a
dynani cal | y generated header value is required, the RequestTransform
capabilities within StageProcessing can be used as an alternative to
synt hesi ze a val ue.

Property: header-name

* Description: The name of the authentication header
*  Type: String

* Mandatory-to-Specify: Yes

Property: header-val ue

* Description: The value of the authentication header (typically a
pre-shared key).

* Type: M. SecretVal ue object that can either contain the header
value in the clear (not recommended) or as a reference to the
header value in an external key store. See the Protected Secrets
Met adata standard [I-D.ietf-cdni-protected-secrets-netadata] for
nore details.
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* Mandatory-to-Specify: Yes

In the foll owi ng exanple the Auth object is used for header
aut hentication, referencing an external key vault for the protected
header val ue:

{
"generic-netadat a-type": "M . Sour ceMet adat aExt ended",
"generi c- net adat a-val ue": {
"sources": |
{
"endpoints": [
"origin.exanpl e. cont

1,

"protocol": "http/1.1",

"acqui sition-auth": {
"generic-netadata-type": "M.Auth",
"generi c- net adat a- val ue":

"auth-type": "M . Header Aut h",
"aut h-val ue": {
"header - name": "X-Origin-Auth",
"header-val ue": {
"secret-store-id": "ny-key-vault",
"secret-path":
"/ sourcel/ keys/ ori gi n. exanpl e. com header"
}
}
}
}
}
]
}
}

Fi gure 13

4.2. M.AWSv4Aut h

The M .AWSv4Aut h netadata object is used in the auth-value property
of the M.Auth object as defined in [ RFC8006] section 4.2.7, and MAY
be applied to any source by including or referencing it under its
aut henti cati on property.
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AWEv4 aut henticati on causes upstreamrequests to have a signature
applied, followi ng the method described in [ AWsv4]. A hash-based
signature is cal cul ated over the request URl and specified headers,
and is provided in an Authorization: header on the upstream request.
The signature is tied to a pre-shared secret key specific to an AWS
service, region, and key ID.

Property: access-key-id

* Description: The preconfigured ID of the pre-shared authorization
secret.

*  Type: String
* Mandatory-to-Specify: Yes
Property: secret-access-key

* Description: The pre-shared authorization secret, which is the
basis of building the signature.

* Type: M. SecretValue object that can either contain the access key
in the clear (not recomended) or as a reference to the access key
in an external key store. See
[1-D.ietf-cdni-protected-secrets-nmetadata] for nore details.

* Mandatory-to-Specify: Yes

Property: aws-region

* Description: The AW region name that is hosting the service and
shares the key I D and correspondi ng pre-shared secret.

*  Type: String
* Mandat ory-to- Specify: Yes
Property: aws-service

* Description: The AWS5 service nane that is serving the upstream
requests.

*  Type: String
* Mandatory-to-Specify: No. The default is "s3" if not specified.

Property: host-nane
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* Description: The host nane to use as part of the signature
cal cul ati on.

*  Type: String

* Mandatory-to-Specify: No. The default is to use the value of the
Host: header of the upstreamrequest. This property is available
in case the application needs to override the default behavior.

In the foll owi ng exanple, the Auth object is used for AWsv4
aut hentication, referencing an external key vault for the protected
access key:

"generic-netadat a-type": "M . Sour ceMet adat aExt ended”,
"generi c- net adat a-val ue": {
"sources": |

"endpoints": |
"origin.exanpl e. cont
]

"protocol": "http/1.1",
"acqui sition-auth": {
"generic-netadata-type": "M.Auth",
"generi c- net adat a- val ue":
"auth-type": "M .AWsv4Aut h",
"aut h-val ue": {
"access-key-id": "MYACCESSKEYI D',
"secret-access-key": {

"secret-store-id": "ny-key-vault",
"secret-path": "/sourcel/keys/ aws/ s3-keyl"

},

"aws-region": "us-west-1",

"aws-service": "s3"

}
}
}
}
]
}
}
Figure 14
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5. Security Considerations
The FCI and M objects defined in the this docunment are transferred
via the interfaces defined in CDNl [ RFC8006] which describes how to
secure these interfaces by protecting integrity and confidentiality
whil e ensuring the authenticity of the dCDN and uCDN

6. | ANA Consi derations

6.1. CDN Payl oad Types

Thi s docunent requests the registration of the followi ng entries
under the "CDNl Payl oad Types" registry hosted by | ANA
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s S RIS +
| Payl oad Type | Specification |
o e e e e e e e e e e e e e e T +
| M. SourceMet adat aExt ended | RFCthis |
. S I +
| M. Sour ceExt ended | RFCthis |
T I IRy +
| M. SourceConnecti onContr ol | RFCthis |
o e e e e e e e e e e e e e e T +
| M. SourceByt eReadTi meout Actions | RFCthis |
. S I +
| M. SourceTi neout Acti ons | RFCthis |
T I IRy +
| M. SourceConnectionRetries | RFCthis |
o e e e e e e e e e e e e e e T +
| M. HTTPCodeFail over | RFCthis |
. S I +
| M. HTTPCodeFai |l over Acti ons | RFCthis |
T I IRy +
| M. HTTPCodeRef or war ds | RFCthis |
o e e e e e e e e e e e e e e T +
| M. Endpoi nt Detention | RFCthis |
. S I +
| M. HTTPErrorCodeTri gger | RFCthis |
T I IRy +
| M. EndpointDetentionTrigger | RFCthis |
o e e e e e e e e e e e e e e T +
| M. Endpoi nt Repeati ngFail ures | RFCthis |
. S I +
| M. SourceDetention | RFCthis |
T I IRy +
| M. DetentionFull Behavi or | RFCthis |
o e e e e e e e e e e e e e e T +
| M. DetentionReset Behavi or | RFCthis |
. S I +
| M. LoadBal anceMet adat a | RFCthis |
T I IRy +
| M. HeaderAuth | RFCthis |
o e e e e e e e e e e e e e e T +
| M.AWSv4Aut h | RFCthis |
. S I +

Table 1: CDNI Payl oad Types
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