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Abst ract

Thi s docunent defines Delta-1, a profile of the SCITT (Supply Chain
Integrity, Transparency, and Trust) architecture applied to Al agent
deci si on accountability.

Delta-1 specializes the SCITT receipt nodel for a specific use case:
proving that an individual Al decision nmet three accountability
condi tions simultaneously:

Cl: Evidence of the decision process was consuned and sealed. C2:
Strategic intent was isolated frominference providers. C3: An
aut hori zed party recorded the settlenent.

The verdict is binary (VALID or INVALID) with no internediate states.
Recei pts are independently verifiable w thout the issuing
infrastructure being online, subject to the trust and attestation
assunptions defined in this docunent.

By building on the SCITT framework, Delta-1 inherits transparency-I|og
senmantics, receipt conventions, and verification patterns, while
extending them wi th donmai n-specific requirenents for Al decision

cl osure.

This profile is intended for regul ated industries, including finance,
heal thcare, and | egal, operating under accountability and record-
retention obligations.

Note to RFC Editor

This docunent is submtted as an individual Internet-Draft. Renove
this note prior to publication as an RFC

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

As Al agents increasingly make or assist in consequential decisions,
such as financial trades, clinical recommendations, procurenent
approval s, and | egal assessnents, organizations need a mechanismto
prove that each decision net defined accountability conditions at the
tine it was nade.

Current approaches often provide authorization semantics ("this Al
action was approved") but not settlement semantics ("the decision's
accountability conditions can be cryptographically proven after the
fact"). This gap creates regulatory, |legal, and operational risk
1.1. Relationship to SCTT
The SCITT architecture defines a framework for creating transparent,
t anper - evi dent signed statenments regi stered on append-only
transparency services, with receipts proving inclusion

Delta-1 maps SCI TT concepts to Al decision accountability:
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* SCITT Signed Statenent = Delta-1 condition evaluation result

* SCITT Transparency Service = append-only evidence chain

* SCITT Receipt = Delta-1 settlement receipt (binary verdict)

* SCITT Issuer = Al decision pipeline being attested

* SCITT Verifier = Custonmer, auditor, or regul ator

Delta-1 extends SCITT w th:

* Binary verdict semantics (VALID or INVALID, with no scoring)

* Three-condition conjunction (CL AND C2 AND C3)

* Transcript binding to prevent receipt transplantation

* Anti-replay protection via run identifiers and nonotonic counters

* Optional hardware attestation to upgrade trust from software self-
report to hardware-attested execution

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Settl ement Receipt A cryptographically signed docunent attesting to
the binary verdict of a Delta-1 eval uation

Delta-1 (D1) The conjunction of three conditions (CL AND C2 AND C3)
that, when all are true, indicates accountability closure for a
single Al decision.

Cl (Evidence Consunmed) The decision’s evidence chain has been
recorded in an append-only, tanper-evident store and seal ed.

C2 (Intent Isolated) Strategic intent was fragnmented or transformnmed
before reaching the inference provider, preventing the provider
fromreconstructing the decision-maker’s strategy under the threat
nmodel defined by the depl oynent.

C3 (Settlenent Recorded) An authorized party has reviewed and si gned
of f on the decision’s closure.
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BBOX Bl ack-box evi dence chain: an append-only, hash-1inked | og of
deci si on- process steps.

Transcript Binding A canonical digest that cryptographically binds
the receipt to the pipeline execution context.

3. Protocol Overview

The Delta-1 protocol operates as the final step in an Al decision
accountability pipeline:

1. Al query is processed through privacy and isolation |ayers.

2. Evidence of each processing step is recorded in the evidence
chai n.

3. The evidence chain is seal ed

4. The Delta-1 validator evaluates Cl, C2, and C3.

5. A binary receipt is produced: VALID or |NVALID

6. The receipt is signed using the custoner’s signing key.

7. Optional hardware attestation evidence is attached.

8. The receipt is delivered for archival and later verification

Verification is perfornmed by the receipt holder. Ofline

verification of the receipt signature and transcript binding is

REQUI RED. Verification of optional external artifacts, such as TEE

quote status or trusted tinme evidence, MAY depend on cached trust

anchors or online validation services, depending on |ocal policy.
4. Receipt Structure

A Delta-1 receipt is a JSON object with the follow ng fields.
4.1. Required Fields

schena_version String. MJST be "deltal-v1".

receipt_id String. Gobally unique identifier for this receipt.

RECOMVENDED format: "EP-" foll owed by 8 or nore hexadeci ma

characters.

session_id String. ldentifier of the decision session
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run_id String. dobally unique nonce for anti-replay protection
MUST NOT be reused across receipts.

sequence_nunber Unsigned integer. Monotonically increasing counter
per issuing validator instance.

deltal_valid Boolean. True if and only if Cl, C2, and C3 are all
true.

conditions _net (bject containing boolean fields cl1, c2, and c3.
timestanp String. RFC 3339 tinmestanp of receipt issuance.

proof hash String. SHA-256 digest of the canonical proof input
defined in Section 8.1.

signature String. Ed25519 signature over the proof_hash, produced
by the customer’s signing key.

public_key ref String. Reference to the public key used for
signature verification

4.2. Optional Fields

transcript_digest String. Canonical digest of the pipeline
execution context. REQUI RED for production depl oynents.

attestation Object. Hardware attestation proof, if a TEE is used.
bbox_seal hash String. SHA-256 digest of the seal ed evidence chain.

trusted_time Object. Optional trusted tine evidence, such as RFC
3161 or Roughti me-derived proof.

5. Condition Evaluation

The Delta-1 validator MJUST evaluate three conditions. All three MJST
be true for the receipt to be VALID

5.1. Cl: Evidence Consuned
Cl is true when all of the follow ng hol d:
a. An evidence chain exists for the session
b. The chain contains at | east the m nimumrequired evidence

packets; inplenmentation-defined, RECOMVENDED value is 3 or
greater.
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c. Required processing |layers are represented in the chain.
d. Chain integrity is valid and hash |inkage is unbroken
e. The chain has been sealed and no further entries are accepted.

5.2. C2: Intent |sol ated

Q

is true when all of the follow ng hol d:

a. Intent fragnmentation or transformati on was applied before
transm ssion to the inference provider

b. Training-signal blocking mechani sns were active

c. Confirmation-denial or equival ent response screening verified
that provider responses did not reveal protected origina
entities.

d. Under the deploynment threat nodel, the original intent is not
reconstructable fromthe transforned query material delivered to
provi ders.

Depl oynents cl aimng C2 conpliance SHOULD docunent the threat nodel

attacker vantage point, and reconstruction criteria used for

val i dati on.

5.3. C3: Settlement Recorded

C3 is true when all of the follow ng hol d:

a. A settlenent record exists for the session

b. The settlenment was produced by an authorized signer

c. The signature is cryptographically valid.

d. The settlenent has not expired.

e. Closure was explicitly acknow edged and was not purely automatic.

5.4. Binary Conjunction

The verdict is conputed as foll ows:

deltal valid = c1 AND c2 AND c3
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There is no partial validity, no scoring, and no wei ghted average.
Two out of three conditions being true still vyields | NVALID.

6. Transcript Binding

To prevent receipt transplantation, the recei pt SHOULD i ncl ude a
transcript binding digest.

The transcript_digest is conputed as foll ows:

transcript_di gest = SHA- 256(
ori gi nal _request di gest |
transforned_request _digests |
provi der _di spatch_map |
provi der _response_di gests |
trt_verdict_digest ||
bbox_seal hash |
policy versions |
nmodel _identities

)
6.1. Binding Fields

ori ginal _request _digest SHA-256 of the user’'s original query before
transfornation.

transforned_request _digests SHA-256 of each transforned fragnent
sent to providers.

provi der _dispatch_map O dered pairs of fragnent identifier and
provi der identifier.

provi der _response_di gests SHA-256 of each provider’s raw response.

trt_verdict_digest SHA- 256 digest of the transfornation or
sanitization verdict.

bbox_seal _hash SHA-256 digest of the seal ed evi dence chai n.

policy versions |Identifiers of active policy versions at processing
time.

nmodel _identities Provider and nodel identifiers used in the
pi pel i ne.
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7. Anti-Replay Protection

7.1. Run | D Nonce
Each recei pt MUST contain a globally unique run_id. The validator
MJST reject any validation request whose run_id has been previously
used.

I mpl enent ati ons SHOULD use cryptographically randomidentifiers of at
| east 128 bits.

7.2. Monotoni c Sequence Number
Each recei pt MJUST contain a sequence_nunber that is strictly greater
than the sequence_nunber of any previous receipt fromthe sane
val i dator instance.

Gaps are permtted, such as after rejected validations, but decreases
are not permtted.

8. Signature and Verification

8.1. Proof Construction and Signing
Bef ore computi ng proof_hash, inplenmentations MJUST construct a
canoni cal proof input object containing the follow ng fields:
session_id, run_id, sequence_numnber, conditions_net,
transcript_di gest, and tinestanp.
The proof input object MJIST be serialized using the JSON
Canoni cal i zati on Schenme (JCS) defined in [RFC8785]. The proof_hash
is the SHA- 256 di gest of that canonicalized byte string.

The recei pt signature MUST use Ed25519 [ RFC8032]. The signed payl oad
i s the proof_ hash.

The signing key MJUST be controlled by the customer, not by the
i nfrastructure vendor.

8.2. Verification
Verification requires, at m ninmum
a. The receipt JSON docunent.
b. The customer’s Ed25519 public key.

Verification procedure:
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1. Reconpute proof_hash fromthe canoni cal proof input.
2. Verify the Ed25519 signature agai nst proof_hash

3. If transcript_digest is present, verify that it matches the
expect ed canoni cal digest.

4. |1f sequence tracking is inplenented, verify that sequence_nunber
exceeds the |ast known value for the validator instance.

Verification of receipt signature and transcript binding MJST NOT
require network access, vendor APlIs, or online services.

9. Hardware Attestation (Optional)

When the Delta-1 validator executes inside a Trusted Execution
Envi ronnent (TEE), the recei pt MAY include attestation evidence.

9.1. Attestation Proof Structure

tee_type TEE technology identifier, such as sgx_dcap, sev_snp, cca,
or nitro.

quote The TEE attestation artifact appropriate to tee_ type.

measur enent  Measurenent of the trusted execution payl oad, such as
MRENCLAVE or equi val ent .

signer_identity ldentity of the signing authority for the neasured
payl oad, if applicable.

tcb_level Status of the TEE trusted conputing base.

report _data _hash The receipt proof _hash bound into the attestation
evi dence.

nmode Depl oynent node. Sinmul ation val ues MJST NOT be trusted in
producti on.

9.2. Attestation Verification
Attestation verification depends on tee type and local trust policy.
I mpl ement ati ons MAY validate attestation online, or offline using

cached coll ateral and trust anchors.

At mnimum verifiers SHOULD:
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9. 3.

10.

10.

10.

10.

11.

A. Verify the attestation evidence against the rel evant TEE trust
chai n.

B. Verify that the neasured payl oad mat ches an expected published
neasur enent .

C. Verify that report_data_hash equal s receipt. proof _hash
D. Verify that tcb_level is acceptable under |ocal policy.
Trust Model
Wthout attestation, the customer trusts that vendor-operated
software ran correctly. Wth attestation, trust shifts toward the
TEE platformand its nmeasurement chain. This is a substantial trust
upgrade, but not a zero-trust guarantee.

Recei pt Lifecycle
1. Inmmutability
A recei pt, once issued, MJUST NOT be nodified. |If a conditionis
| ater found to have been recorded incorrectly, a new recei pt MIST be
issued with a new receipt_id and the updated verdict.

2. Archiva

Recei pts SHOULD be archived by the customer for the duration required
by applicable regulation, contract, or internal retention policy.

3. Chain of Custody
To prove accountability over a period of tine, inplenmentations MAY
chain receipts by incorporating the previous receipt’s proof hash
into the next receipt’s transcript binding.

Transport Consi derations
Delta-1 receipts are transport-agnostic. They MAY be delivered via
* HITPS APl response for real-tinme systens
* File downl oad, including conpliance or |egal export flows

* Message queue for asynchronous processing pipelines

* Bl ockchain anchoring for optional public verifiability
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12.

12.

12.

12.

12.

12.

12.

12.

The receipt format is JSON. |nplenentations SHOULD support both JSON
and CBOR [ RFC8949] encodi ngs where bandw dt h- constrai ned environnents
requi re conpact encodi ng.

Security Considerations
1. Self-Attestation Risk

W thout TEE support, the receipt is ultimately a software self-
report. A conprom sed validator can produce fraudul ent VALID
receipts.

2. Key Managenent

The custoner’s Ed25519 signing key is a root of trust. Conprom se of
this key pernmits forged receipts. |nplenentations SHOULD use
hardwar e security nodul es or equival ent protections

3. Replay Attacks

run_i d nonces and nonot oni ¢ sequence_nunber values are used to
mtigate replay attacks. Validators MJST reject duplicate run_id
val ues.

4. Transcript Transpl antation

Wthout transcript binding, a valid receipt could be attached to a
different decision. Production deploynents SHOULD i nclude transcript
bi ndi ng.

5. Si de-Channel Attacks on TEE

TEE t echnol ogi es remai n exposed to side-channel and inplementation-
| evel attacks. Current mitigations reduce, but do not elinmnate,
resi dual risk.

6. Timng Information

The tinestanp in the receipt is produced by the validator’s |oca
clock. High-assurance depl oynments SHOULD bi nd recei pt issuance tine
to a trusted external tine source, such as RFC 3161 or Roughti ne-
based evi dence.

7. JSON Canonicalization
Recei pt proof construction MJST use JCS canoni calization before

hashing. Wthout determ nistic serialization, semantically identica
content can yield different proof_hash val ues.
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12.

12.

12.

12.

13.

13.

8. Key Rotation and Revocation

I mpl enent ati ons MJST support key rotation. Historical receipts
signed by an old key renmain valid if the correspondi ng public key and
validity period are preserved.

9. Validator Integrity

The Delta-1 validator is a single point of trust when no TEE is used.
Repr oduci bl e builds, transparency logs, and nmulti-party validation
are RECOMMENDED mitigations for high-assurance depl oynents.

10. TEE Vendor Generalization

I mpl enent ati ons SHOULD support nultiple TEE famlies and MJUST
di stinguish themusing tee_type.

11. Quote Freshness

Attestation artifacts can be replayed. Binding proof_hash into
report_data _hash ensures that an attestation artifact covers exactly
one recei pt instance.

| ANA Consi der ati ons

Thi s docunent requests registration of the "application/
del tal-receipt+json” nmedia type in the "Media Types" registry.

1. Media Type Registration

Type name application

Subt ype name deltal-receipt+json

Requi red paraneters None.

Optional parameters version, default value "deltal-v1".

Encodi ng considerations Binary. Delta-1 receipt docunents are UTF-8
encoded JSON texts.

Security considerations See Section 12

Interoperability considerations Interoperability depends on
consi stent canoni cal i zation, proof construction, and al gorithm
support as defined in this specification

Publ i shed specification This docunent.
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14.

Applications that use this nedia type Al accountability systens,
evi dence archival systems, regulatory reporting systems, and audit
verification tools.

Fragrment identifier considerations Sanme as for application/json.

Addi tional information Magic nunber: N A File extension:
.deltal.json. Macintosh file type code: N A

Person and enmmni|l address to contact for further information YC
Chang, yc@i a-1ab.com

I nt ended usage Conmon.

Restrictions on usage None.

Aut hor  YC Chang

Change controller |ETF
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"$schema":

"schena_versi on",
"receipt_id",
"session_id",
"run_id",
"sequence_nunber",
"deltal valid",
"conditions_net",
"timestanmp"”,
"proof _hash",
"signature"”,
"public_key ref"

roperties": {

"schema_version": {
"type": "string",
"const": "deltal-v1"

1
"receipt_id": { "type": "string" },
"session_id": { "type": "string" },
"run_id": { "type": "string" },
"sequence_nunber":
"type": "integer",
“monimunm': 1
},
"deltal valid": { "type": "bool ean" },
"conditions_net": {
"type": "object",
"required": ["cl", "c2", "c3"],
"properties": {
"cl": { "type": "bool ean" },
"c2": { "type": "bool ean" },
"c3": { "type": "bool ean" }

}

,inestanp": {

"type": "string",
"format": "date-tine"

}

} i)

"proof _hash": { "type": "string" },
"signature": { "type": "string" },
"public _key ref": { "type": "string" },

"transcript_digest": { "type": "string" },

"bbox_seal _hash": { "type": "string" },

Expires 18 COctober 2026

Delta-1 Settlenent Receipts
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"https://json-schema. org/draft/2020-12/schema",
"title": "DeltalReceipt"
"type": "object",
"required": |
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"trusted_tine": {
"type": "object",
"properties": {
"type": { "type": "string" },
"value": { "type": "string" }

}

ttestation": {

"type": "object”,

"properties": {
"tee type": { "type": "string" },
"quote": { "type": "string" },
"measurenent”: { "type": "string" },
"signer _identity": { "type": "string" },
"tcb_level": { "type": "string" },
"report _data_hash": { "type": "string" },
"mode": { "type": "string" }

}
}

}

}

}
Appendi x B. Exanpl e Receipts

VALI D Receipt (Al Conditions Met)
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"schema_version": "deltal-v1",
"receipt_id": "EP-mu2gno2-df 9ba6d5",
"session_id": "session-20260414-e3f 1",
"run_id": "run-20260414-a7f 3b2c1d4e5",
"sequence_nunber": 42,
"deltal valid": true,
"conditions_nmet": { "cl": true, "c2": true, "c3": true },
"timestanp": "2026-04-14T10: 24: 152",
"proof hash": "3fa2b7cl1e8d9f 4a5b6c7d8e9f 0alb2c3...",
"signature": "ed25519: M GHAOGBANr 5nD1ly4X. .. ",
"public_key ref": "customer_hsm key_ 001",
"transcript_digest": "alb2c3d4e5f 6a7b8c9d0elf2...",
"bbox_seal hash": "9a8b7c6d5e4f 3a2blc...",
"attestation": {
"tee type": "sgx_dcap",
"quote": "SI MJLATI ON: abc123...",
"measurenment": "f7a2blc3d4e5f 6a7b8c9dOel. .. ",
"signer_identity": "elf2a3b4c5d6e7f8a9b0cld2...",
"tcb level": "sinulation",
"report_data_hash": "3fa2b7c1le8d9f 4a5b6c7d8e9f 0alb2c3...",
"mode": "simulation"
}
}

I NVALI D Recei pt (C2 Fail ed)

{

"schema_version": "deltal-vl",

"receipt_id": "EP-x9k3n¥p2-c4alb8f 3",
"session_id": "session-20260414-b2c3",
"run_id": "run-20260414-f8e7d6c5h4a3",
"sequence_nunber”: 43,

"deltal valid": false,

"conditions_nmet": { "cl": true, "c2": false, "c3": true },
"timestamp": "2026-04-14T10: 25: 022",

"proof _hash": "7b8c9d0elf 2a3b4c5d6e7f8a...",
"signature": "ed25519: KIJHFaskj dfh...",
"public_key ref": "customer_hsm key_ 001",
"transcript_digest": ""

}

Aut hor’ s Addr ess

YC Chang

O A Lab

Enmai | : yc@i a-1ab. com

UR : https://oia-lab.com
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