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Abst r act

Thi s docunent gives a construction for a Key Encapsul ati on Mechani sm
(KEM - based aut hentication nechanismin TLS 1.3. This proposal

aut henti cates peers via a key exchange protocol, using their |ong-
term (KEM public keys.
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1. Introduction

*Note:* This is a work-in-progress draft. W wel cone di scussion,

f eedback and contri butions through the | ETF TLS wor ki ng group mailing
list or directly on GtHub. Any code points indicated by this draft
are for experinents only, and should not be expected to be stable.

Thi s docunent gives a construction for KEM based aut hentication in
TLS 1.3 [RFCB446]. Authentication happens via asymetric
cryptography by the usage of KEMs advertised as the |ong-term KEM
public keys in the Certificate.

TLS 1.3 is in essence a signed key exchange protocol (if using
certificate-based authentication). Authentication in TLS 1.3 is
achi eved by signing the handshake transcript with digital signatures
al gorithms. KEM based aut hentication provides authentication by
deriving a shared secret that is encapsul ated agai nst the public key
contained in the Certificate. Only the holder of the private key
corresponding to the certificate's public key can derive the sane
shared secret and thus decrypt its peer’s nessages.

Thi s approach is appropriate for endpoints that have KEM public keys.
Though this is currently rare, certificates can be issued with (EC)DH
public keys as specified for instance in [ RFC8410], or using a

del egati on nechani sm such as del egated credentials
[I-Dietf-tls-subcerts].
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In this proposal, we build on [RFC9180]. This standard currently
only covers Diffie-Hell man based KEMs, but the first post-quantum
al gorithms have al ready been put forward
[1-D. west erbaan-cfrg-hpke-xyber768d00]. This proposal uses M.- KEM
[ FI PS203] [I-D. cfrg-schwabe-kyber], the first selected algorithmfor
key exchange in the N ST post-quantum st andardi zati on project
[NISTPQC]. [I-D.ietf-lanmps-kyber-certificates] describes how M.- KEM
keys can be encoded in X 509 certificates.

1.1. Revision history

*This section should be renoved prior to publication of a final
version of this document.*

* Revision draft-celi-w ggers-tls-authkem 05
- Bunped version

* Revision draft-celi-w ggers-tls-authkem 04
- Some updates to M.- KEM
- Fixed sone |inks

* Revision draft-celi-w ggers-tls-authkem 03
- Assigned experimental code points
- Re-worked HPKE conputation

* Revision draft-celi-w ggers-tls-authkem 02
- Split PSK mechanismoff into [I-D.w ggers-tls-authkem psk]
- Editing

* Revision draft-celi-w ggers-tls-authkem 01
- Significant Editing
- Use HPKE cont ext

* Revision draft-celi-w ggers-tls-authkem 00
- Initial version

1.1.1. Revision 2
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1.2. Using key exchange instead of signatures for authentication

The elliptic-curve and finite-fiel d-based key exchange and signature
algorithms that are currently widely used are very simlar in sizes
for public keys, ciphertexts and signatures. As an exanple, RSA
signatures are fanously "just" RSA encryption backwards

Thi s changes in the post-quantum setting. Post-quantum key exchange
and signature al gorithns have significant differences in

i npl ementation, performance characteristics, and key and signature
Si zes.

This also leads to increases in code size: For exanple, inplenenting
hi ghly efficient polynomal multiplication for post-quantum key-
encapsul ati on nechani sm M.- KEM and si gnature scheme M.- DSA [ FI PS204]
requires significantly different approaches, even though the
algorithms are related [K22].

Using the protocol proposed in this draft allows to reduce the anount
of data exchanged for handshake authentication. It also allows to
re-use the inplenmentation that is used for ephemeral key exchange for
aut henti cation, as KEM operations replace signing. This decreases
the code size requirenents, which is especially relevant to protected
i npl ementations. Finally, KEM operations nmay be nore efficient than
signing, which night especially affect enbedded pl atf orns.

1.3. Evaluation of handshake sizes
*Shoul d be renoved before publishing*

In the following table, we conpare the sizes of TLS 1.3- and Aut hKEM
based handshakes. W give the transmi ssion requirenents for
handshake authentication (public key + signature), and certificate
chain (intermediate CA certificate public key and signature + root CA
signature). For clarity, we are not listing post-quantunitraditiona
hybrid al gorithms; we also omt nechanisns such as Certificate
Transparency [ RFC6962] or OCSP stapling [ RFC6960]. W use M- KEM 768
instead of the smaller M-KEM 512 paraneter set, as the forner is
currently used in experinmental deploynments. For signatures, we use
Dilithium (standardi zed as M.-DSA), the "primary" al gorithm sel ected
by NI ST for post-quantum signatures, as well as Falcon [FALCON], the
algorithmthat offers smaller public key and signature sizes, but
which NI ST indicates can be used if the inplenentation requirenents
can be net.
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f oo e s s, s s S pe e o}
| Handshake | HS auth algorithm| HS Auth | Certificate | Sum |
| | | bytes | chain bytes | |
B Rttty et el el ey ey
| TLS 1.3 | RSA-2048 | 528 | 784 (RSA- | 1312 |
I I I | 2048) I I
I I R I ] F--- - - - - I I I +------ +
| TLS 1.3 | Dilithium2 | 3732 | 6152 | 9884 |
| | | | (Dilithium2) | |
Fo-m - - S I IR I S I i +------ +
| TLS 1.3 | Fal con-512 | 1563 | 2229 (Falcon- | 3792

I I I | 512) I I
I I R I ] F--- - - - - I I I +------ +
| TLS 1.3 | Dilithium2 | 3732 | 2229 (Falcon- | 5961 |
I I I | 512) I I
Fo-m - - S I IR I S I i +------ +
| AuthKEM | Kyber-768 | 2272 | 6152 | 8424 |
| | | | (Dilithium2) | |
I I R I ] F--- - - - - I I I +------ +
| AuthKEM | Kyber-768 | 2272 | 2229 (Falcon- | 4564 |
I I I | 512) I I
Fo-m - - S I IR I S I i +------ +

Table 1. Size conparison of public-key cryptography in TLS 1.3
and Aut hKEM handshakes.

Note that although TLS 1.3 with Falcon-512 is the small est
instantiation, Falcon is very challenging to inplenent: signature
generation requires (enulation of) 64-bit floating point operations

in constant time. It is also very difficult to protect against other
si de-channel attacks, as there are no known net hods of masking
Falcon. In light of these difficulties, use of Falcon-512 in online

handshake si gnatures may not be w se.

Usi ng AuthKEM with Fal con-512 in the certificate chain renmains an
attractive option, however: the certificate issuance process, because
it is nostly offline, could perhaps be set up in a way to protect the
Fal con i npl ementati on agai nst attacks. Falcon signature verification
is fast and does not require floating-point arithnetic. Avoiding
online usage of Falcon in TLS 1.3 requires two inplenentations of the
signature verification routines, i.e., M-DSA and Fal con, on top of
the key exchange al gorithm

Wggers, et al. Expires 8 May 2026 [ Page 6]
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In all exanples, the size of the certificate chain still domi nates
the TLS handshake, especially if Certificate Transparency SCT
statenments are included, which is relevant in the context of the
WebPKI . However, we believe that if proposals to reduce transm ssion
sizes of the certificate chain in the WbPKI context are inplenented,
the space savings of AuthKEM naturally becone relatively |arger and
more significant. W discuss this in Section 1.4.2.

1. 4. Rel at ed wor k
1.4.1. OPTLS

This proposal draws inspiration from[Il-D.ietf-tls-sem static-dh],
which is in turn based on the OPTLS proposal for TLS 1.3 [ KW6].
However, these proposals require a non-interactive key exchange: they
conbine the client’s public key with the server’s |ong-term key.

This inposes an extra requirenent: the epheneral and static keys MJST
use the sanme algorithm which this proposal does not require.
Additionally, there are no post-quantum proposals for a non-
interactive key exchange currently considered for standardization,
whil e several KEMs are on the way.

1.4.2. Conpressing certificates and certificate chains

Aut hKEM r educes the anobunt of data required for authentication in
TLS. In recognition of the large increase in handshake size that a
nai ve adoption of post-quantum signatures would affect, severa
proposal s have been put forward that aimto reduce the size of
certificates in the TLS handshake. [RFC8879] proposes a certificate
conpr essi on nmechani sm based on conpression algorithnms, but this is
not very hel pful to reduce the size of high-entropy public keys and
signatures. Proposals that offer nore significant reductions of
sizes of certificate chains, such as [|-D.jackson-tls-cert-abridge],
[I-D.ietf-tls-ctls], [I-D. kanpanakis-tls-scas-latest], and

[1-D. davidben-tls-nerkle-tree-certs] all mainly rely on some form of
out-of -band distribution of internediate certificates or other trust
anchors in a way that requires a robust update mechanism This nakes
these proposals nmainly suitable for the WebPKI setting; although this
is also the setting that has the | argest nunber of certificates due
to the inclusion of SCT statenents [RFC6962] and OSCP st apl es

[ RFC6960] .
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Aut hKEM conpl enents t hese approaches in the WbPKI setting. On its
own the gains that Aut hKEM offers may be npdest conpared to the | arge
sizes of certificate chains. But when conbined wi th conpression or
certificate suppression nechanisns such as those proposed in the
referenced drafts, the reduction in handshake size when repl aci ng
Dilithium2 by Kyber-768 for handshake authentication becones
significant again.

1.5. Oganization

After a brief introduction to KEMs, we will introduce the Aut hKEM

aut henti cation nmechanism For clarity, we discuss unilateral and

mut ual authentication separately. In the remainder of the draft, we
wi || discuss the necessary inpl enentati on nechanics, such as code

poi nts, extensions, new protocol nessages and the new key schedul e.
The draft concludes with ah extensive discussion of rel evant security
consi derati ons.

A rel ated mechani sm for KEM based PSK-styl e handshakes is di scussed
in [I-D. wggers-tls-authkem psk].

2. Conventions and definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
2.1. Term nol ogy
The following terns are used as they are in [ RFC8446]
client: The endpoint initiating the TLS connection
connection: A transport-layer connection between two endpoints.
endpoint: Either the client or server of the connection
handshake: An initial negotiation between client and server that
establishes the parameters of their subsequent interactions within
TLS.
peer: An endpoint. Wen discussing a particular endpoint, "peer"
refers to the endpoint that is not the primary subject of

di scussi on.

receiver: An endpoint that is receiving records.
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sender: An endpoint that is transmtting records.

server: The endpoint that responded to the initiation of the TLS
connection. i.e. the peer of the client.

2.2. Key Encapsul ati on Mechani sns

As this proposal relies heavily on KEMs, which are not originally
used by TLS, we will provide a brief overview of this primtive.
O her cryptographic operations will be discussed |ater.

A Key Encapsul ati on Mechanism (KEM is a cryptographic prinitive that
defines the nethods Encapsul ate and Decapsulate. |In this draft, we
extend these operations with context separation strings, per HPKE

[ RFC9180] :

Encapsul at e( pkR, context _string):
Takes a public key, and produces a shared secret and
encapsul ati on.

Decapsul ate(enc, skR, context_string):
Takes the encapsul ation and the private key. Returns the shared
secret.

We i nmpl enent these nethods through the KEMs defined in [ RFC9180] to
export shared secrets appropriate for using with the HKDF in TLS 1. 3:

def Encapsul ate(pk, context_string):
enc, ctx = HPKE. SetupBaseS(pk, "tlsl1l3 auth-kent)
ss = ctx. Export (context_string, HKDF.Length)
return (enc, ss)

def Decapsul ate(enc, sk, context_string):
return HPKE. Set upBaseR(enc, sk, "tlsl1l3 auth-keni)
. Export (context _string, HKDF.Length)

Keys are generated and encoded for transmi ssion follow ng the
conventions in [RFC9180]. The values of context_string are defined
in Section 4.3.2.

*Open question:* Should we keep using HPKE, or just use "plain" KEMs,
as in the original KEMILS works? Please see the discussion at |ssue
#32 (https://github. com kentls/draft-celi-w ggers-tls-authkem

i ssues/ 32).
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3.

Full 1.5-RTT Aut hKEM Handshake Protoco

Figure 1 bel ow shows the basic KEM aut henti cation (Aut hKEM
handshake, without client authentication

Cient Server
Key "~ dientHello

Exch | + key_share
v + signature_al gorithns

ServerHello " Key
+ key_share v Exch

<Encr ypt edExt ensi ons>
<Certificate>
<KEMEncapsul ation> -------- >

[Application Data] -------- >

N

I
{Finished} = -------- > | Auth

I

v

Smmmme--- {Fi ni shed}
[Application Data] <------- > [Application Data]l

+ Indicates noteworthy extensions sent in the
previ ously noted nessage.
<> | ndi cat es nmessages protected using keys
derived froma [sender]_handshake traffic_secret
{} I'ndicates nessages protected using keys
derived froma
[ sender] _aut henti cat ed _handshake traffic_secret.
[T I'ndicates nessages protected using keys
derived from|[sender] _application_traffic_secret

N

Figure 1: Message Fl ow for KEM Aut hentication ( KEM Aut h)

Handshake wi t hout client authentication

Thi s basi ¢ handshake captures the core of AuthKEM |nstead of using
a signature to authenticate the handshake, the client encapsul ates a
shared secret to the server’'s certificate public key. Only the

server that holds the private key corresponding to the cert
public key can derive the sane shared secret. This shared

ificate
secret is

m xed into the handshake's key schedule. The client does not have to
wait for the server’s Finished nessage before it can send data. The

client knows that its nessage can only be decrypted if the

server was

able to derive the authentication shared secret encapsulated in the

KEMEncapsul ati on nmessage.

Fi ni shed nessages are sent as in TLS 1.3, and achieve ful
aut henti cati on.

Wggers, et al. Expires 8 May 2026
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3.1. dient authentication

For client authentication, the server sends the CertificateRequest
message as in [RFC8446]. This nmessage can not be authenticated in
t he Aut hKEM handshake: we will discuss the inplications bel ow

As in [RFCB446], section 4.4.2, if and only if the client receives
CertificateRequest, it MJST send a Certificate message. |If the
client has no suitable certificate, it MJST send a Certificate
message containing no certificates. |If the server is satisfied with
the provided certificate, it MJST send back a KEMEncapsul ation
message, containing the encapsulation to the client’s certificate.
The resulting shared secret is mixed into the key schedule. This
ensures any nessages sent using keys derived fromit are covered by
the aut henticati on.

The Aut hKEM handshake with client authentication is given in
Fi gure 2.

Wggers, et al. Expires 8 May 2026 [ Page 11]
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dient Server

Key "~ dientHello

Exch | + key_share
v + signature_al gorithns
-------- >
ServerHello " Key
+ key_share v Exch
<Encrypt edExt ensi ons> " Server
<CertificateRequest> v Parans
<Certificate> 7
N <KEMEncapsul ati on> |
| {Certificate} -------- > |
Aut h | R {KEMEncapsul ation} | Auth
v {Finished} = -------- > |
[Application Data] -------- > |
S {Finished} v
[Application Data] <------- > [Application Data]

+ Indicates noteworthy extensions sent in the
previ ously noted nessage.
<> | ndi cat es nessages protected using keys
derived froma [sender] handshake traffic_secret.
{} I'ndicates nessages protected using keys
derived froma
[ sender] _aut henti cat ed_handshake_traffic_secret.
[T I'ndicates nessages protected using keys
derived from|[sender] _application_traffic_secret N

Fi gure 2: Message Fl ow for KEM Aut henticati on (KEM Aut h)
Handshake with client authentication

If the server is not satisfied with the client’s certificates, it
MAY, at its discretion, decide to continue or termnate the
handshake. |[|f it decides to continue, it MJST NOT send back a
KEMEncapsul ati on nmessage and the client and server MJST conpute the
encryption keys as in the server-only authenticated Aut hKEM
handshake. The Certificate remains included in the transcript. The
client MJUST NOT assunme it has been authenticated.

Unfortunately, AuthKEM client authentication requires an extra round-
trip. Cdients that know the server’s long-term public KEM key MNAY
choose to use the abbrevi ated Aut hKEM handshake and opportunistically
send the client certificate as a 0-RTT-1i ke nmessage. This mechani sm
is discussed in [I-D.w ggers-tls-authkem psk].
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3.

3.

3.

2

3.

4.

Rel evant handshake messages

After the Key Exchange and Server Parameters phase of TLS 1.3
handshake, the client and server exchange inplicitly authenticated
nmessages. KEM based aut hentication uses the sane set of nessages
every time that certificate-based authentication is needed.
Specifically:

* Certificate: The certificate of the endpoint and any per-
certificate extensions. This nessage MJUST be onmitted by the
client if the server did not send a CertificateRequest nessage
(thus indicating that the client should not authenticate with a
certificate). For AuthKEM Certificate MJST include the |ong-term
KEM public key. Certificates MJST be handled in accordance wth
[ RFC8446], section 4.4.2.4.

* KEMEncapsul ation: A key encapsul ation against the certificate’'s
| ong-term public key, which yields an inplicitly authenticated
shared secret.

Overview of key differences with RFC3446 TLS 1.3

* New types of signature_algorithns for KEM.

* Public keys in certificates are KEM al gorithns.

* New handshake message KEMEncapsul ati on

* The key schedule mxes in the shared secrets fromthe
aut henti cati on.

* The Certificate is sent encrypted with a new handshake encryption
key.

* The client sends Finished before the server
* The client sends data before the server has sent Finished.
Implicit and explicit authentication

The data that the client MAY transmt to the server before having
received the server’s Finished is encrypted using ciphersuites chosen
based on the client’s and server’s advertised preferences in the
ClientHell o and ServerHel |l o nessages. The ServerHell o nessage can
however not be authenticated before the Finished nessage fromthe
server is verified. The full inplications of this are discussed in
the Security Considerations section
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Upon receiving the client’s authentication nmessages, the server
responds with its Finished message, which achieves explicit

aut henti cation. Upon receiving the server’s Finished nessage, the
client achieves explicit authentication. Receiving this nessage
retroactively confirns the server’s cryptographi c paraneter choices.

3.5. Authenticating CertificateRequest

The CertificateRequest message can not be authenticated during the
Aut hKEM handshake; only after the Finished nessage fromthe server
has been processed, it can be proven as authentic. The security
inmplications of this are discussed later.

*This is discussed in GtHub issue #16 (https://github.com kentl| s/
draft-celi-w ggers-tls-authkemissues/16). W would wel cone feedback
there. *

Clients MAY choose to only accept post-handshake authentication
*TODO Shoul d they indicate this? TLS Fl ag?*
4. 1 nplenentation

In this section we will discuss the inplenentation details such as
ext ensi ons and key schedul e.

4.1. Negotiation of AuthKEM

Clients will indicate support for this node by negotiating it as if
it were a signature schene (part of the signature_al gorithns
extension). W thus add these new signature scheme val ues (even
though, they are not signature schemes) for the KEMs defined in

[ RFC9180] Section 7.1. Note that we will be only using their
internal KEM s APl defined there.

enum {
dhkem p256_sha256 => TBD
dhkem p384_sha384 => TBD,
dhkem p521 shab512 => TBD,
dhkem x25519 sha256 => OxFEO1,
dhkem x448 sha512 => TBD
kem x25519kyber 768 => TBD, /*draft-westerbaan-cfrg-hpke-xyber768d00*/

*Pl ease give feedback on which KEMs shoul d be i ncl uded*
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When present in the signature_al gorithms extension, these val ues

i ndi cate Aut hKEM support with the specified key exchange node. These
val ues MUST NOT appear in signature_algorithnms_cert, as this
extension specifies the signing algorithns by which certificates are
si ghed.

4.2. Protocol nessages
The handshake protocol is used to negotiate the security paraneters
of a connection, as in TLS 1.3. It uses the sane nessages, expect
for the addition of a KEMEncapsul ati on nessage and does not use the
CertificateVerify one.

enum {

kem encapsul ati on(30),

( 255)
} HandshakeType;
struct {
HandshakeType nsg_type; /* handshake type */
ui nt 24 | engt h; /* remaining bytes in nmessage */

sel ect (Handshake.nsg type) {

case kem encapsul ati on: KEMEncapsul ati on

s
} Handshake;

Prot ocol nmessages MUST be sent in the order defined in Section 4. A
peer which receives a handshake message in an unexpected order MJST
abort the handshake with a "unexpected _nessage"” alert.

The KEMEncapsul ation nessage is defined as foll ows:

struct {
opaque certificate_request_context<0..2"8-1>
opaque encapsul ati on<0..2"16- 1>,

} KEMEncapsul ati on;

The encapsul ation field is the result of a Encapsulate function. The
Encapsul ate() function will also result in a shared secret (ssS or
ssC, depending on the peer) which is used to derive the AHS or M5
secrets (See Section 4.3.1)
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If the KEMEncapsul ati on nmessage is sent by a server, the

aut henti cation al gorithm MJUST be one offered in the client’s
signature_al gorithnms extension. Oherw se, the server MIST term nate
t he handshake with an "unsupported certificate" alert.

If sent by a client, the authentication algorithmused in the
signature MUST be one of those present in the
supported_signature_algorithnms field of the signature_al gorithns
extension in the CertificateRequest message.

In addition, the authentication algorithm MJST be conpatible with the
key(s) in the sender’s end-entity certificate.

The recei ver of a KEMEncapsul ati on nessage MJUST performthe
Decapsul ate() operation by using the sent encapsul ation and the
private key of the public key advertised in the end-entity
certificate sent. The Decapsulate() function will also result on a
shared secret (ssS or ssC, depending on the Server or Cient
executing it respectively) which is used to derive the AHS or M5
secrets.

certificate request _context is included to allow the recipient to
identify the certificate against which the encapsul ati on was
generated. |t MJST be set to the value in the Certificate nmessage to
whi ch the encapsul ati on was conput ed.

4.3. Cryptographic conputations

The Aut hKEM handshake establi shes three input secrets which are
conbined to create the actual working keying material, as detailed
bel ow. The key derivation process incorporates both the input
secrets and the handshake transcript. Note that because the
handshake transcript includes the random values fromthe Hello
messages, any given handshake will have different traffic secrets,
even if the sane input secrets are used.

4.3.1. Key schedule for full AuthKEM handshakes

Aut hKEM uses the sanme HKDF- Extract and HKDF- Expand functions as
defined by TLS 1.3, in turn defined by [ RFC5869].

Keys are derived fromtwo input secrets using the HKDF Extract and
Derive-Secret functions. The general pattern for adding a new secret
is to use HKDF-Extract with the Salt being the current secret state
and the Input Keying Material (1KM being the new secret to be added.

The notabl e differences are:
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* The addition of the Authenticated Handshake Secret and a new set
of handshake traffic encryption keys.

* The inclusion of the SSs and SSc (if present) shared secrets as
| KM to Authenticated Handshake Secret and Miin Secret,

respectively.

The ful

key schedul e proceeds as foll ows:

0
I
v
PSK -> HKDF- Extract = Early Secret
I
+--> Derive-Secret(., "ext binder" | "res binder", "")
| = bi nder _key
I
+--> Derive-Secret(., "c e traffic", dientHello)
| = client_early_ traffic_secret
I
+--> Derive-Secret(., "e exp master”, dientHello)
| = early_exporter_nmmaster_secret
%
Derive-Secret(., "derived", "")
I
v

(EC) DHE - > HKDF- Ext r act

SSs

W ggers,

et al.

= Handshake Secr et

+--> Derive-Secret(., "c hs traffic",

ClientHello...ServerHello)
= client_handshake_traffic_secret

+--> Derive-Secret(., "s hs traffic",

\Y

ClientHello...ServerHell o)
= server _handshake traffic_secret

Derive-Secret(., "derived", "") = dHS

\Y

-> HKDF- Ext r act

= Aut henti cat ed Handshake Secr et

+--> Derive-Secret(., "c ahs traffic",

ClientHello...KEMEncapsul ati on)
client _handshake_authenticated traffic_secret

+--> Derive-Secret(., "s ahs traffic",

ClientHello...KEMEncapsul ati on)
server _handshake authenticated traffic_secret
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v
Derive-Secret(., "derived", "") = dAHS
|
%

SSc| |0 * -> HKDF-Extract = Main Secret
I
+--> Derive-Secret(., "c ap traffic",
| ClientHello...client Finished)
| = client_application_traffic_secret_0O
I
+--> Derive-Secret(., "s ap traffic",
| ClientHello...server Finished)
| = server_application_traffic_secret_0O
I
+--> Derive-Secret(., "exp master",
| ClientHello...server Finished)
| = exporter_naster_secret
I
+--> Derive-Secret(., "res master",

ClientHello...server Finished)
= resunpti on_nast er_secr et

*: if client authentication was requested, the ‘SSc’ val ue should
be used. Gt herwise, the ‘0 value is used.

4.3.2. Computations of KEM shared secrets
The operations to conpute SSs or SSc fromthe client are:

SSs, encapsul ation <- Encapsul at e( public_key_server,
"server authentication")
SSc <- Decapsul at e(encapsul ati on, private_key client,
"client authentication")

The operations to conpute SSs or SSc fromthe server are:

SSs <- Decapsul at e(encapsul ati on, private_key_server
"server authentication")
SSc, encapsul ation <- Encapsul at e(public_key client,
"client authentication")

4.3.3. Explicit Authentication Messages

Aut hKEM upgrades inplicit to explicit authentication through the

Fi ni shed message. Note that in the full handshake, Aut hKEM achi eves
explicit authentication only when the server sends the final Finished
message (the client is only inplicitly authenticated when they send
their Finished nmessage).
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Full downgrade resilience and forward secrecy is achieved once the
Aut hKEM handshake conpl et es.

The key used to conpute the Finished nessage MJST be conputed from
the Mai nSecret using HKDF (instead of a key derived fromHS as in
[ RFC8446]). Specifically:

server/client _finished_key =
HKDF- Expand- Label ( Mai nSecr et ,
server/client | abel,
""" Hash. | ength)
"t1s13 server finished"
"t1s13 client finished"

server | abel =
client_| abel =
The verify data value is conputed as follows. Note that instead of
what is specified in [ RFC8446], we use the full transcript for both
server and client Finished nessages:

server/client_verify data =
HVAC(server/client _finished _key,
Transcri pt - Hash( Handshake Cont ext,
Certificate*,
KEMEncapsul ati on*,
Fi ni shed**))

* Only included if present.
** The party who | ast sends the finished message in terms of flights
i ncludes the other party’s Finished nessage.

Any records follow ng a Finished nessage MJST be encrypted under the
appropriate application traffic key as described in [RFC8446]. In
particular, this includes any alerts sent by the server in response
to client Certificate and KEMEncapsul ati on messages.

See [SSW20] for a full treatnent of inplicit and explicit
aut henti cati on.

5. Security Considerations
5.1. Inplicit authentication

Because preserving a 1/1.5RTT handshake in KEM Auth requires the
client to send its request in the sanme flight when the ServerHello
message is received, it can not yet have explicitly authenticated the
server. However, through the inclusion of the key encapsulated to
the server’s long-termsecret, only an authentic server should be
abl e to decrypt these nessages.
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However, the client can not have received confirmation that the
server’s choices for symmetric encryption, as specified in the
ServerHel | o nessage, were authentic. These are not authenticated
until the Finished nessage fromthe server arrived. This may all ow
an adversary to downgrade the symretric al gorithns, but only to what

the client is willing to accept. |If such an attack occurs, the
handshake wi Il al so never successfully conplete and no data can be
sent back.

If the client trusts the symmetric algorithnms advertised in its
ClientHell o nessage, this should not be a concern. A client MJST NOT
accept any cryptographic paraneters it does not include in its own
ClientHell o message.

If client authentication is used, explicit authentication is reached
before any application data, on either client or server side, is
transm tted.

Application Data MJUST NOT be sent prior to sending the Finished
message, except as specified in Section 2.3 of [RFC8446]. Note that
while the client MAY send Application Data prior to receiving the
server’'s last explicit Authentication nmessage, any data sent at that
point is, being sent to an inplicitly authenticated peer

5.2. Authentication of Certificate Request

Due to the inplicit authentication of the server’s nmessages during
the full Aut hKEM handshake, the CertificateRequest nmessage can not be
aut henti cated before the client received Finished.

The key schedul e guarantees that the server can not read the client’s
certificate nmessage (as discussed above). An active adversary that
maliciously inserts a CertificateRequest nessage will also result in
a msmatch in transcript hashes, which will cause the handshake to
fail

However, there may be side effects. The adversary mght |earn that
the client has a certificate by observing the length of the nessages
sent. There may al so be side effects, especially in situations where
the client is pronpted to e.g. approve use or unlock a certificate
stored encrypted or on a smart card.
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5.3. Oher security considerations

* Because the Main Secret is derived fromboth the ephemeral key
exchange, as well as fromthe key exchanges conpleted for server
and (optionally) client authentication, the M5 secret al ways
reflects the peers’ views of the authentication status correctly.
This is an inprovenent over TLS 1.3 for client authentication.

* The academ ¢ works proposi ng Aut hKEM (KEMILS) contains an in-depth
techni cal discussion of and a proof of the security of the
handshake protocol w thout client authentication [ SSW20], [Wg24].

* The work proposing the variant protocol [SSW1], [Wg24] with pre-
di stributed public keys (the abbreviated Aut hKEM handshake) has a
proof for both unilaterally and nutually authenticated handshakes.

* W have proofs of the security of KEMILS and KEMILS-PDK in
Tamarin. [ CHSW22]

* Application Data sent prior to receiving the server’s |ast
explicit authentication nmessage (the Finished nessage) can be
subject to a client certificate suite downgrade attack. Ful
downgrade resilience and forward secrecy is achieved once the
handshake conpl et es.

* The client’s certificate is kept secret from active observers by
the derivation of the client_authenticated _handshake secret, which
ensures that only the intended server can read the client’s
identity.

* |f AuthKEM client authentication is used, the resulting shared
secret is included in the key schedule. This ensures that both
peers have a consistent view of the authentication status, unlike
[ RFC8446] .
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Appendi x A.  Open points of discussion

The foll owi ng are open points for discussion. The corresponding
G thub issues will be linked.

A.1. Authentication concerns for client authentication requests.

Tracked by Issue #16 (https://github.confkentls/draft-celi-w ggers-
tl s-aut hkem i ssues/ 16).

The certificate request nessage fromthe server can not be

aut henti cated by the Aut hKEM mechanism This is al ready sonewhat

di scussed above and under security considerations. W mght want to
allowclients to refuse client auth for scenarios where this is a
concern.

A.2. Interaction with signing certificates

Tracked by Issue #20 (https://github.com kentls/draft-celi-w ggers-
tl s-aut hkem i ssues/ 20).

In the current state of the draft, we have not yet discussed

combi ning traditional signature-based authentication with KEM based
aut hentication. One mght imagine that the Cient has a sigining
certificate and the server has a KEM public key.

In the current draft, clients MJST use a KEMcertificate algorithmif
the server negotiated Aut hKEM
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