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Abst ract

Thi s docunent extends RPC-with-TLS, as described in [RFC9289], so
that a client’s x.509 certificate may carry instructions to the RPC
server to execute all RPC transactions fromthat client as a single
user identity.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://chuckl ever.github.io/i-d-rpc-tls-othernane/#go. draft-cel -
nfsv4-rpc-tls-othername. htm . Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-cel-nfsv4-rpc-
t1 s-ot hernane/.

Di scussion of this docunent takes place on the nfsv4 Wrking G oup
mailing list (mailto:nfsvd@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/nfsv4/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/nfsv4/.

Source for this draft and an issue tracker can be found at
https://github. com chuckl ever/i-d-rpc-tls-othernane.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.2. Probl em Statenent
Section 4.2 of [RFC9289] states that:

RPC user authentication is not affected by the use of transport

| ayer security. Wien a client presents a TLS peer identity to an
RPC server, the protocol extension described in the current
docunent provides no way for the server to know whet her that
identity represents one RPC user on that client or is shared
anongst many RPC users. Therefore, a server inplenentation cannot
utilize the renpte TLS peer identity to authenticate RPC users.

Mobi | e devices such as laptops are typically used by a single user
and do not have a fixed, well known IP host address or fully
qualified DNS name. The lack of a well known fixed |IP host address
or fully qualified DNS name weakens the verification checks that may
be done on the client’s X. 509 certificate by the server. As such,
this extension allows the client to be restricted to a single user
entity on the server, limting the scope of risk associated with

all owi ng access to the server.

When a service is running in a dedicated VM or container, it often
runs as a single assigned user identity. Handling this user identity
usi ng Kerberos is problematic, since Kerberos TGIs typically expire
in a matter of hours and the service is typically a long running
task. This extension allows the client to specify the single
assigned user identity to the server in a manner that will not expire
for a significant period of tine.

When an RPC server replaces inconing RPC user identities with a
single user identity, for brevity we refer to this as "identity
squashi ng".

1.3. Sunmary of Proposed Sol ution

In the interest of enabling the independent creation of

i nteroperating inplementations of RPC identity squashing, this
docunent proposes the use of the x.509 SubjectAl tNane ot herNane field
to carry a RPC user identity. For these user squashing instructions,
this docunment establishes a fixed object identifier carried in the
"type-id" part of the otherNane field, and specifies the format of
the "value" part of the otherNane field when "type-id" carries the
new object identifier. The docunment al so provides nornmative gui dance
on how the "value" is to be interpreted by RPC servers.

Mackl em & Lever Expires 6 May 2026 [ Page 4]
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2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. X.509 Certificate SubjectAltNane Field
As specified in Section 4.2.1.6 of [RFC5280]:

The subject Alt Name MAY carry additional name types through the use
of the otherNane field. The format and semantics of the nanme are
i ndi cated through the OBJECT IDENTIFIER in the type-id field. The
nane itself is conveyed as value field in otherNane.

A Subj ect Al t Name extension MAY contain nultiple entries of different
types (e.g., dNSNanme, i PAddress, otherNane). Wen processing a
certificate for identity squashi ng purposes, the server exam nes only
the otherNane entries with type-id values defined in this docunent.

O her SubjectAltName entries are used for their normal purposes (such
as hostnane verification for TLS).

Thi s docunent specifies new uses of the otherName field to carry an
RPC user identity. The receiving system (an RPC server) then

repl aces the RPC user, as carried in the RPC header credential and
verifier fields in each RPC request within the TLS session, with the
user identity specified in the certificate used to authenticate that
sessi on.

3.1. Server Processing of otherNanme Fields

When an RPC server receives a client certificate containing a
Subj ect Al t Nane extension, it MJST process the otherNane fields as
fol | ows:

1. The server MJUST exanine all otherNanme entries in the
Subj ect Al t Nane ext ensi on.

2. If the server finds an otherNane with a type-id that matches one
of the identity squashing O Ds defined in this docunent (id-on-
rpcAut hSys, id-on-gssExportedNane, or id-on-nfsv4Principal), it
SHOULD extract and validate the identity information fromthat
ot her Nane.
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If multiple identity squashing otherNanme fields are present in
the sane Subj ect Al t Nane extension, the server MJST reject the
certificate to avoid anbiguity. See Section 7 for details.

If the server encounters otherNanme entries with type-id values it
does not recognize, it MJST ignore those entries and continue
processing. This ensures forward conpatibility with future

ext ensi ons.

O her types of SubjectAltNane entries (dNSNane, i PAddress, etc.)
are processed i ndependently and do not affect identity squashing
behavi or.

The server perforns identity squashing only if it successfully
validates an identity squashing otherNanme field and authorizes its
use for the authenticated TLS peer

3. 2.

Server Processing

This section provides a non-normative exanple of how an RPC server
i npl ement ati on m ght process identity squashing otherName fi el ds.
I mpl enenters are free to use alternative approaches

A typical server processing flow m ght include these steps:

1.

Duri ng TLS session establishment, extract and validate the
client’s X. 509 certificate according to [ RFC5280] and [ RFC9289].

If the certificate contains a SubjectAl tNane extension, exam ne
each otherNanme entry to determine if any contain identity
squashing type-id val ues (id-on-rpcAuthSys, id-on-
gssExportedNane, or id-on-nfsv4Principal).

If exactly one identity squashing otherNane is found, extract and
parse the identity information according to the ASN. 1 definition
for that type-id. |If parsing fails, reject the certificate.

Perform aut hori zati on checks to determ ne whether the
aut henticated TLS peer is permitted to use the specified
identity. This mght involve:

* Consulting an access control l|ist mapping certificate subjects
to allowed user identities

* Verifying that the requested U D A D values are within
accept abl e ranges
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* Validating that the user @omain string matches expected domain
patterns

* Checking that the GSS-API nechanismis trusted and the
principal is authorized

5. If authorization succeeds, associate the extracted identity with
the TLS session state.

6. For each incom ng RPC request on this TLS session, replace the
credential information in the RPC header with the identity
extracted fromthe certificate. The original credentia
information in the RPC header is ignored.

7. Process the RPC request using the squashed identity for al
aut hori zation and access control decisions.

I mpl enent ati ons shoul d consi der caching the parsed and vali dated
identity information at TLS session establishnment time to avoid
repeat ed parsing for each RPC request.

3.3. Interoperability with Non-Supporting Servers

RPC servers that do not inplement this specification will not
recogni ze the otherName O Ds defined in this docunent. Such servers
MUST i gnore unrecogni zed ot her Name entries per Section 4.2.1.6 of

[ RFC5280]. These servers will process RPC requests using the
credential information contained in the RPC header, subject to their
nornmal authentication and authorization policies. This ensures that
clients presenting certificates with identity squashi ng ot her Nanme
fields can interoperate with servers that do not support this

speci fication, though without identity squashing.

3.4. AUTH SYS ldentities
3.4.1. otherName O D for AUTH SYS

The otherNane O D for AUTH SYS identities is id-on-rpcAuthSys,
defined in Appendix A 1.

3.4.2. Format of the otherNane Val ue
The ot her Name value for AUTH SYS identities contains an RPCAut hSys
structure as defined in Appendix A 1. This structure consists of a
32-bit unsigned integer specifying a nunmeric U D, and a sequence of
32-bit unsigned integers specifying nuneric d Ds.

The use of these integers is further explained in [ RFC5531].
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3.5. GSS-APlI Principals
3.5.1. otherName O D for GSS-APlI Principals

The otherNane O D for GSS-APlI exported nanmes is id-on-
gssExportedName, defined in Appendix A 2

3.5.2. Format of the otherNane Val ue
The ot her Nane val ue contains a GSSExportedNane structure as defined
in Appendi x A. 2, consisting of a GSS-API nechanism O D and a
mechani sm speci fi ¢ exported nane val ue as described in Section 3.2 of
[ RFC2743] .

3.6. NFSv4 User @Dormain String ldentities

3.6.1. otherName O D for String ldentities

The otherName O D for NFSv4 user @onain principals is id-on-
nf sv4Princi pal, defined in Appendix A 3.

3.6.2. Format of the otherNane Val ue
The ot her Nane val ue contains an NFSv4Principal structure as defined
in Appendi x A 3, consisting of a UTF-8 encoded user nanme, the litera
"@ character, and a UTF-8 encoded donmi n name, as described in
Section 5.9 of [RFC8881].

4. Extending This Mechani sm
It is possible that in the future, RPC servers night inplenment other
forns of RPC user identity, such as Wndows Security ldentifiers.
Thi s section describes how standards action can extend the mechani sm
specified in this docunent to accommbdate new forns of user identity.

Here, we'll provide the base | evel of general requirenments that nust
be nmet, as instructions to future authors. These are to include:

* New identity types nust define an ASN. 1 nodul e
* Must request ANA O D allocation

* Should provide security considerations specific to that identity
type

* Shoul d provi de exanpl es and test vectors
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5

5

5.

1.

2

Client Certificate Generation

Thi s section provides non-normative guidance for Certificate
Aut horities and adm nistrators who generate client certificates
containing identity squashing otherNane fi el ds.

Choosing an Identity Format

The choice of which identity format to use depends on the depl oynent
envi ronnent :

RPCAut hSys Appropriate for environments where nuneric U Ds and Qd Ds
are the primary formof user identity, such as traditional UN X
Li nux systenms. This format is conpact but requires that UD GD
mappi ngs be consi stent between the certificate and the server’s
user dat abase.

GSSExportedName Suitable for environnments using GSS-APlI nechani sns
like Kerberos. This format provides the strongest integration
with existing enterprise authentication infrastructure but
requires that servers support the specific GSS-APlI nechani sm
i ndi cated by the naneType O D.

NFSv4Princi pal Reconmended for heterogeneous environments or when
human-readabl e identities are preferred. The user @onai n format
is famliar to adm nistrators and supports internationalization,
but requires that servers performnane-to-U D mapping simlar to
NFSv4 i dentity mapping.

Popul ating ldentity Fields
When generating certificates, consider these guidelines:

U D dD values Ensure that the nuneric val ues in RPCAut hSys
correspond to valid entries in the server’'s user database. Avoid
using privileged UDs (such as O for root) unless there is a
speci fic operational requirement and strong authorization controls
are in place.

GSS- APl exported names The naneVal ue field should contain a properly
formatted exported nane token as defined by the specific GSS-API
mechani sm  For Kerberos, this follows the format specified in
[ RFC4121]. Consult the mechani sm specification for proper
encodi ng.

User @omain strings Both the user and domai n conponents shoul d be
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UTF-8 encoded. Donain names should typically match the DNS donain
under which the server operates. International domai n nanes
shoul d be encoded in UTF-8, not in Punycode (ACE) form

5.3. Certificate Validity Period

Certificates containing identity squashi ng otherNane fields grant
access to server resources under a specific user identity.

Adm ni strators shoul d consi der appropriate validity periods based on
their security requirenments. Shorter validity periods reduce the

wi ndow of exposure if a certificate is conprom sed, but may increase
operational overhead for certificate renewal

The choice of validity period night al so consider whether certificate
revocation checking (CRL or OCSP) is deployed and how qui ckly
revocation infornmation propagates in the environnent.

6. Inplenmentation Status

| RFC Editor: This section is to be renoved before publishing
| this docunment as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs.

Pl ease note that the listing of any individual inplenentation here
does not inply endorsenent by the |ETF. Furthernore, no effort has
been spent to verify the informati on presented here that was supplied
by I ETF contributors. This is not intended as, and must not be
construed to be, a catal og of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

6.1. FreeBSD NFS Server and i ent
Organi zation: FreeBSD
URL: https://ww.freebsd.org (https://ww.freebsd. org)
Maturity: Conplete.

Coverage: The nechanismto represent user @omai n strings has been
i mpl emented using an A D fromthe FreeBSD arc
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Li censing: BSD 3-cl ause

I mpl enent ati on experience: None to report
7. Security Considerations
7.1. Ceneral Security Considerations

The security considerations for RPC-w th-TLS described in Section 8
of [RFC9289] apply to this specification. In particular, the

di scussi on about certificate validation, trust anchors, and the
establ i shnent of secure TLS sessions remins rel evant.

7.2. ldentity Squashi ng and Aut horization

This specification enables a client to request that all RPC
operations within a TLS sessi on be executed under a single user
identity specified in the client’s X 509 certificate. This "identity
squashi ng" mechani sm has several security inplications:

7.2.1. Trust in the Certificate Authority

The server MUST carefully consider which Certificate Authorities
(CAs) it trusts to issue certificates containing the otherNanme
extensions defined in this docunment. A conpromnised or malicious CA
could issue certificates that all ow unauthorized access to server
resources under arbitrary user identities.

Servers SHOULD nai ntain separate trust anchors for certificates
containing identity squashing otherName fields versus certificates
used solely for TLS peer authentication. This allows adm nistrators
to tightly control which CAs are authorized to assert user
identities.

7.2.2. Authorization Decisions

The presence of an otherNane field specifying a user identity does
not by itself grant any authorization. Servers MJST performtheir
normal authori zation checks to deterni ne whether the requested
identity is permitted for the authenticated TLS peer

For exanple, a server might maintain an access control |ist nmapping
certificate subjects or distinguished nanes to the set of user
identities they are pernmitted to assunme. Only if such authorization
succeeds should the server execute RPC operations under the specified
identity.
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7.2.3. Nane Canonicalization

7.2.3.1. NFSv4 Principals
When processi ng NFSv4Princi pal ot her Name val ues, servers MJST apply
the sane nane canonicalization and donai n validation procedures
described in Section 5.9 of [RFC8881]. |In particular
*  Domai n nanmes SHOULD be val i dat ed agai nst expected domai n suffixes

* |Internationalized donmain nanes MJST be properly nornalized

* Case-sensitivity rules for usernames and domai ns MJST be
consi stently applied

7.2.3.2. GSS-APlI Exported Nanes

When processi ng GSSExport edNane ot her Nane val ues, servers MJST verify
t hat :

* The mechanism A D in the naneType field corresponds to a GSS- AP
mechani smthe server supports and trusts

* The naneVal ue field conforns to the exported nane fornmat defined
by that specific GSS-APlI nechani sm

* The mechani smspecific name validation and canonicalization
procedures are foll owed

Servers SHOULD NOT accept exported nanmes from GSS- APl nechani sns t hey
do not fully support, as inproper nanme handling could lead to
aut hori zati on bypass vul nerabilities.
7.2.3.3. AUTH SYS Credential s
When processi ng RPCAut hSys ot her Nane val ues, servers MJST

* Validate that the U D and GDs fall within acceptable ranges for
the | ocal system s user database

* Verify that the U D corresponds to a valid user account

* Confirmthat the G Ds represent valid groups and that the user is
aut horized to be a nenber of those groups

Mackl em & Lever Expires 6 May 2026 [ Page 12]
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Servers SHOULD reject certificates containing UDO (root) or other
privileged U Ds unless there is an explicit and well-justified
operational requirenent, and additional strong authorization controls
are in place.

7.3. Session Binding

Al RPC operations within a TLS session containing an identity
squashi ng ot her Nane execute under the sane user identity. Servers
MUST ensure that session state cannot be hijacked or transferred
between different TLS sessions, as this could allow an attacker to
gain the privileges associated with the squashed identity.

7.4. Revocati on

Servers SHOULD support certificate revocati on checking (via CRL

OCSP, or simlar nechanisns) for certificates containing identity
squashing otherNane fields. Since these certificates grant user-

| evel access to server resources, tinely revocation is critical when
a certificate is conprom sed or a user’s access should be term nated.

7.5. Privacy Considerations

The otherNane fields defined in this specification reveal user
identity information in the client’s X. 509 certificate. This

information is transmtted during the TLS handshake and may be
visible to network observers if the handshake is not properly

pr ot ect ed.

Wiile TLS 1.3 encrypts nost of the handshake including certificates,
earlier TLS versions may expose this information. Deploynments
concerned about privacy SHOULD use TLS 1.3 or later.

7.6. Miltiple Identity Formats
I mpl enentati ons MUST NOT allow nultiple identity squashing ot her Nanme
fields to be present simultaneously in the sane Subject Al t Name
extension. If multiple such fields are present (e.g., both
RPCAut hSys and NFSv4Principal), the server MIST reject the
certificate to avoid anbiguity about which identity should be used.
8. | ANA Consi derati ons
8.1. SM Security for PKIX Mdule Identifier
I ANA is requested to assign three object identifiers for the ASN 1

nmodul es specified in this docunent in the "SM Security for PKIX
Modul e Identifier" registry (1.3.6.1.5.5.7.0):
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B ety ety ey
| Decimal | Description | References |
S e ey el el
| TBD1 | id-mod-rpc-auth-sys | RFC-TBD |
L I T I +
| TBD2 | id-npd-gss-exported-nane | RFC- TBD |
Fo-m e - - I I I I +
| TBD3 | id-nod-nfsv4-principal | RFC-TBD |
F---- - - - T R I +

Table 1
8.2. SM Security for PKIX O her Name Forms
I ANA is requested to assign three object identifiers for the

ot her Name types specified in this docunent in the "SM Security for
PKI X Gt her Nane Forms" registry (1.3.6.1.5.5.7.8):

B oo oo e U
| Decimal | Description | References |
[ ety sy e e
| TBD4 | id-on-rpcAut hSys | RFC-TBD |
L I I I I I ] I +
| TBD5 | id-on-gssExportedNane | RFC- TBD |
Fo-m e - - I T R R I +
| TBD6 | id-on-nfsv4dPrincipal | RFC TBD |
F---- - - - B i e R I +

Table 2
These otherNane identifiers are used in the SubjectAl tNane extension
of X. 509 certificates to carry RPC user identity information for the
purpose of identity squashing as described in this docunent.

"RFC-TBD' is to be replaced with the actual RFC number when this
docunent is published.
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Appendi x A. ASN. 1 Modul es

The following ASN. 1 nodul es normatively specify the structure of the
new ot her Nane val ues described in this docunent. This specification
uses the ASN. 1 definitions from[RFC5912] with the 2002 ASN. 1
notation used in that docunent. [RFC5912] updates nornative
docunents using older ASN. 1 notation.

A.1. The RpcAut hSysUser
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RPCAut hSysCert Ext n
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod-rpc-aut h-sys(TBD) }

DEFI NI TIONS I MPLICI T TAGS :: =
BEGA N

| MPORTS
OTHER- NAME
FROM PKI X11 npl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d- mod- pki x1-inmplicit-02(59) } ;

-- (Cbject ldentifier Arc
i d- pki x OBJECT I DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) }

id-on OBJECT IDENTIFIER ::= { id-pkix 8 } -- other nanes

-- OD for RPC AUTH SYS credentials in otherNane
i d-on-rpcAut hSys OBJECT IDENTIFIER ::= { id-on TBD }

-- RPC AUTH SYS Credentials Structure
-- UDand AdDlist as used in RPC AUTH _SYS aut henti cation fl avor
-- See RFC 5531 (ONC RPC) and rel ated specifications

RPCAut hSys ::= SEQUENCE ({

ui d I NTEGER (0..4294967295), ~-- 32-bit UD

gi ds SEQUENCE OF | NTEGER (0. .4294967295) -- List of 32-bit dDs
}

-- For use in SubjectAltNane ot her Nane
rpcAut hSys OTHER- NAME : : = {

RPCAut hSys | DENTI FI ED BY i d- on-rpcAut hSys
}

END

A.2. The RpcGssUser
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GSSAPI Pri nci pal Cert Extn
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- gss-exported-nane(TBD) }

DEFI NI TIONS I MPLICI T TAGS :: =
BEGA N

| MPORTS
OTHER- NAME
FROM PKI X11 npl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d- mod- pki x1-inmplicit-02(59) } ;

-- (Cbject ldentifier Arc
i d- pki x OBJECT I DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) }

id-on OBJECT IDENTIFIER ::= { id-pkix 8 } -- other nanes

-- ODfor GSS-APlI Exported Nane in ot her Nane
i d-on- gssExportedNane OBJECT IDENTIFIER ::= { id-on TBD }

-- GSS- APl Exported Nane Structure
-- As defined in RFC 2743 Section 3.2

GSSExport edName ::= SEQUENCE {

naneType OBJECT | DENTI FIER, -- GSS-API nechani sm O D

naneVal ue OCTET STRI NG -- Mechani sm speci fic exported name
}

-- For use in SubjectAltNanme ot her Name
gssExportedNanme OTHER- NAME :: = {

GSSExport edName | DENTI FI ED BY i d- on- gssExport edNane
}

END

A. 3. The RpcNfsv4User
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NFSv4Pri nci pal Cert Extn
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- nf sv4-princi pal (TBD) }

DEFI NI TIONS I MPLICI T TAGS :: =
BEGA N

| MPORTS
OTHER- NAME
FROM PKI X11 npl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d- mod- pki x1-inmplicit-02(59) } ;

-- (Cbject ldentifier Arc
i d- pki x OBJECT I DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) }

id-on OBJECT IDENTIFIER ::= { id-pkix 8 } -- other nanes

-- OD for NFSv4 user @onmain principal in otherNanme
i d-on-nfsv4Princi pal OBJECT IDENTIFIER ::= { id-on TBD }

-- NFSv4 User @omain Principal Structure
-- As defined in RFC 8881 Section 5.9

NFSv4Pri nci pal ::= SEQUENCE {

user UTF8Stri ng,

at Si gn I A5String (SIZE (1)) (FROM ("@)),

domai n UTF8String -- Supports internationalized domai n nanes
}

-- For use in SubjectAltNane ot her Nane
nf sv4Princi pal OTHER- NAME :: = {

NFSv4Pri nci pal | DENTI FI ED BY i d- on- nf sv4Pri nci pal
}

END

Appendi x B. Certificate Exanples
Thi s appendi x provi des exanples of X 509 certificates containing the
ot her Name extensions defined in this docunment. These exanples are

provi ded i n both human-readabl e notati on and hexadeci mal DER encodi ng
to assist inplenmenters in verifying their inplenentations.
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B.1. NFSv4 Principal Exanple

Thi s exanple shows a certificate for user "alice" at domain
"nfs. exanpl e.con':

Subj ect Al t Nane :: = SEQUENCE ({
otherName [0] | MPLICI T SEQUENCE {
type-id OBJECT | DENTI FIER :: = id-on-nfsv4Principal,
value [0] EXPLICIT NFSv4Principal ::= {
user "alice",
atSign "@,

domai n "nfs.exanpl e. cont

}

DER encodi ng (hexadeci nal):

30 2B A0 29 06 08 2B 06 01 05 05 07 08 XX A0 1D

0C 05 61 6C 69 63 65 13 01 40 OC OF 6E 66 73 2E

65 78 61 6D 70 6C 65 2E 63 6F 6D

Note: XX represents the TBD val ue for id-on-nfsv4Principal .

B.2. GSS-APlI Exported Name Exanpl e

Thi s exanple shows a certificate containing a Kerberos V5 princi pal
for "bob@XAMPLE. COM :

Subj ect Al t Nane ::= SEQUENCE ({
otherName [0] | MPLICI T SEQUENCE {
type-id OBJECT | DENTI FI ER :: = id-on-gssExportedNane,
value [0] EXPLICIT GSSExportedNane ::= {
naneType 1.2.840.113554.1.2.2, -- Kerberos V5

nameVal ue * 04 01 00 OB 06 09 2A 86 48 86 F7 12 01 02 02
00 00 00 11 62 6F 62 40 45 58 41 4D 50 4C 45
2E 43 4F 4D H

}

DER encodi ng (hexadeci nmal):

30 47 A0 45 06 08 2B 06 01 05 05 07 08 YY A0 39
30 37 06 09 2A 86 48 86 F7 12 01 02 02 04 2A 04
01 00 OB 06 09 2A 86 48 86 F7 12 01 02 02 00 00
00 11 62 6F 62 40 45 58 41 4D 50 4C 45 2E 43 4F
4D
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Note: YY represents the TBD val ue for id-on-gssExportedNane.

The naneVal ue field contains the GSS-API exported nanme token format
as defined by the Kerberos V5 nechanism The first four bytes (04 01

00 0OB) are the token ID and length fields defined in Section 3.2 of
[ RFC2743] .

B.3. RPC AUTH_SYS Exanpl e

Thi s exanpl e shows a certificate containing UD 1000 and G Ds 1000,
10, and 100:

Subj ect Al t Nane :: = SEQUENCE ({
otherName [0] | MPLICI T SEQUENCE {
type-id OBJECT | DENTI FI ER :: = id-on-rpcAut hSys,
value [0] EXPLICIT RPCAut hSys ::={
ui d 1000,

gids { 1000, 10, 100 }

}

DER encodi ng (hexadeci nal):
30 20 A0 1E 06 08 2B 06 01 05 05 07 08 ZZ A0 12

30 10 02 02 03 E8 30 OA 02 02 03 E8 02 01 OA 02
01 64

Note: ZZ represents the TBD val ue for id-on-rpcAuthSys.

Breaki ng down the encoding: - 02 02 03 E8: |INTECER 1000 (U D) - 30
OA: SEQUENCE OF (G Ds) - 02 02 03 E8: |INTEGER 1000 - 02 01 OA:
I NTEGER 10 - 02 01 64: | NTEGER 100

B.4. Conplete Certificate Exanple

Thi s exanpl e shows a mininmal self-signed certificate containing an
NFSv4Princi pal ot herName. Line breaks and whitespace have been added
for readability:
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----- BEG N CERTI FI CATE- - - - -

M | CXzCCAci gAw BAgl UAbCdEf G7KHOFj Lbl 8N9cJQqQoLwwDQYJKoZIl hvc NAQEL
BQAWRDEL MAk GA1UEBhMCWWIVk Ez ARBgNVBAgMCKkNhbd mh3JuaVEx Dz ANBgNVBAC M
Bkl ydm uZTEPMAOGALUECGWGT3JhY2x| MB4XDTI 1 MDEWMI AWVVDAWMFO XDTI 2 VDEW
MTAMVDAWMVFoWRDEL MAk GA1 UEBhMCVVIVK Ez ARBgNVBAgMCKNhbd mbh3JuaWex Dz AN
BgNvBAcMBk| ydm uZTEPMAOGALUECGWGT3JhY2xl M Gf MAOGCSgGSI b3DQEBAQUA
A4GNADCBI QKBgQC7VJITUt 9Us8cKj Mz Ef Yyj i WAAR4AYy pbHqGCOHO+t G3hGbN3MYHa
... [additional base64-encoded certificate data] ...

ox UWMEWYDVROI BAWVCg Yl KwYBBQUHAWEWKWYDVRORBCOQM qAf Bggr BgEFBQC | AKAT
DBVhbG j ZUBUuZnMuZXhhbXBsZS5j b20wDQYJKoZI hvc NAQELBQADg YEAK3+. . .
————— END CERTI FI CATE- - - - -

The Subj ect Alt Name extension in this certificate is encoded at the
position indicated by the bytes follow ng the Extended Key Usage
ext ensi on.

B.5. Internationalized Donmai n Name Exanpl e

Thi s exanpl e shows an NFSv4Principal with internationalized
characters:

Subj ect Al t Nane ::= SEQUENCE {
otherName [0] | MPLICI T SEQUENCE {
type-id OBJECT | DENTI FIER ::= id-on-nfsv4Principal,
value [0] EXPLICIT NFSv4Principal ::= {
user "¥ ¢ @ ¥, -- Chinese characters for "user"
atSign "@,
domain " Jfu...jp" -- Japanese | DN
}
}
}

DER encodi ng (hexadeci mal):

30 2D A0 2B 06 08 2B 06 01 05 05 07 08 XX A0 1F
0C 06 E7 94 A8 E6 88 B7 13 01 40 0C OC E4 BE 8B
E3 81 88 2E 6A 70

Not e: The UTF-8 encoding of the Chinese characters "3 ¢ iF %" is E7 94 A8
E6 88 B7, and the Japanese text "& Jfu.." is E4 BE 8B E3 81 88.

B.6. Test Vectors
This section provides test vectors for validating inplenmentations.

Each test case includes the input values, expected ASN. 1 structure,
and expected DER encodi ng.
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B.6.1. Valid NFSv4Princi pal Test Cases

Test Case 1: Sinmple ASCI|I user and donmain

I nput :
* user: "bob"
* domai n: "exanple.org"

Expect ed DER encodi ng:

30 22 A0 20 06 08 2B 06 01 05 05 07 08 XX A0 14
0C 03 62 6F 62 13 01 40 0C 0B 65 78 61 6D 70 6C
65 2E 6F 72 67

Test Case 2: User with nunbers and domain with subdomai n

I nput :
* user: "user123"
* donmi n: "nfs.|ab. exanpl e. conf

Expect ed DER encodi ng:

Mackl em & Lever

30 2F A0 2D 06 08 2B 06 01 05 05
0C 07 75 73 65 72 31 32 33 13 01
73 2E 6C 61 62 2E 65 78 61 6D 70
6D

.2. Valid RPCAut hSys Test Cases
Test Case 1: Single user, single
I nput :

* uid: 1000

* gids: { 1000 }

Expect ed DER encodi ng:

30 13 A0 11 06 08 2B 06 01 05 05
30 08 02 02 03 E8 30 04 02 02 03

07 08 XX A0 21
40 OC 14 6E 66
6C 65 2E 63 6F

group

07 08 ZZ A0 05
E8

Test Case 2: User with enpty group |ist

Expires 6 May 2026
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I nput :

* uid: 500

* gids: (enpty)
Expect ed DER encodi ng:

30 OF AO OD 06 08 2B 06 01 05 05 07 08 ZZ A0 01
30 06 02 02 01 F4 30 00

Test Case 3: User with maxi mum 32-bit U D and multiple groups
| nput :
* uid: 4294967295
* gids: { 1, 10, 100, 1000 }
Expect ed DER encodi ng:
30 24 A0 22 06 08 2B 06 01 05 05 07 08 ZZ A0 16
30 14 02 05 00 FF FF FF FF 30 0B 02 01 01 02 01
0A 02 01 64 02 02 03 E8
B.6.3. Invalid Test Cases
These test cases should be rejected by conform ng inplenentations:
Test Case 1. NFSv4Principal with mssing atSign field
I nput (mal f or med):
* user: "alice"
* atSign: "" (enpty)
* domai n: "exanple.cont
Expected result: Parsing failure
Test Case 2: RPCAuthSys with U D exceedi ng 32-bit range
I nput (mal f or med):

* uid: 4294967296 (2"32)

* gids: { 1000 }
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Expected result: Encoding failure or rejection

Test Case 3: Certificate with nultiple identity squashi ng ot her Nanes

I nput (mal forned): SubjectAltNane containing both: - id-on-
nfsv4Principal with user "alice@xanple.conm - id-on-rpcAuthSys with
uid 1000

Expected result: Certificate rejection per Security Considerations
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