Network File System Version 4 B. Coddi ngt on

I nternet-Draft S. Mayhew
I nt ended status: Standards Track Red Hat
Expires: 6 May 2026 C. Lever, Ed.

Oracl e

2 Novenber 2025

Renot e Procedure Call over QU C Version 1
draft-cel -nfsv4-rpc-over-qui cvl-03

Abst ract

Thi s docunent specifies a protocol for conveying Renote Procedure
(RPC) nessages via QUIC version 1 connections. It requires no
revision to application RPC protocols or the RPC protocol itself.

Not e
This note is to be renoved before publishing as an RFC

Di scussion of this draft occurs on the NFSv4 working group mailing
list (nfsvd@etf.org), archived at

https://mail archive.ietf.org/arch/browse/nfsv4/. Wrking G oup
information is available at https://datatracker.ietf.org/wy/ nfsva/
about /.

Submit suggestions and changes as pull requests at
https://github. com chuckl ever/i-d-rpc-over-quicvl. Instructions are
on that page.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 6 May 2026.
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1. Introduction

The QUIC version 1 protocol is a secure, reliable connection-oriented
network transport described in [RFCO000]. |Its features include
integrated transport |ayer security, multiple independent streans
over each connection, fast reconnecting, and advanced packet | oss
recovery and congestion avoi dance nechani sns.
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Open Network Conputing Renote Procedure Call (often shortened to
"RPC') is a Renote Procedure Call protocol that runs over a variety
of network transports [ RFC5531]. RPC inplenentations so far use UDP
[ RFCO768], TCP [ RFC0793], or RDVA [ RFC8166]. This docunment specifies
how to transport RPC nessages over QU C version 1.

1.1. Modtivation For a New RPC Transport

Vi ewed at a noderate distance, RPC over QUIC provides a simlar
feature set as RPC over TCP with TLS (as described in [ RFC9289]).
However, a closer | ook reveals sonme essential benefits of using QU C
transports:

* Even though the QUIC protocol utilizes the sane set of encryption
algorithms as TLSv1.3, the QUIC record protocol encrypts nearly
the entire transport |ayer header and authenticates each IP
packet. Advanced traffic analysis which was possible with TLS on
TCP is no |l onger possible. QU C protects against transport packet
spoofi ng and downgrade attacks better than TLS on TCP

* Because many real |P networks are oversubscribed, packet |oss due
to nonentary link or switch saturation continues to be |ikely even
on well -mai ntained data center-quality network fabrics.

The QUIC protocol utilizes packet |oss recovery and congestion
avoi dance features that are lacking in TCP. Because TCP protoco
design has ossified, it is unlikely to gain these inprovenments.
QU Cis nore extensible than TCP, neaning future inprovenents in
this area can be designed and depl oyed without application

di srupti on.

* Further, because QU C handl es packet | o0ss on a per-streamrather
than a per-connection basis, spreading RPC traffic across nultiple
streans enabl es workl oads to continue |argely unperturbed while
packet recovery proceeds.

* The QUIC protocol is designed to facilitate secure and automatic
transit of firewalls. Firewall transparency is a foundationa
feature of NFSv4 (which is built on RPC).

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

3.

3.

RPC- over - QUI C Fr anewor k

RPC is first and forenpst a nessage-passing protocol. This section
covers the inplenentaion details of exchangi ng RPC nmessages over
QUIC. Readers should already be famliar with the fundanental s of
ONC RPC [ RFC5531] .

RPC-over-QUIC relies on QU C version 1 as the underlying transport
[ RFC9000]. The use of other QUIC transport versions with RPC MAY be
defined by future specifications.

1. Establishing a Connection

When a network host w shes to send RPC requests to a renote service
via QU Cvl, it nust first find an established QU Cvl connection, or
establish a new one.

For the purpose of explanation, this docunment refers to the peer that
initiates QU Cvl connection establishment as an "RPC client" peer
Thi s docunent refers to the peer that passively accepts an incom ng
connection request as an "RPC server" peer

QUI Cvl connections are not conpletely defined by the classic 5-tuple
(I'P proto, source address, source port, destination address, and
destination port). Each connection is also defined by its QUC
connection ID. For instance, if the IP address of either peer should
change, or a NAT/PAT binding and the source UDP port changes, the
receiver can still recognize an ingress QU Cvl packet as belonging to
an established connecti on.

As a result, due to network conditions or administrative actions, an
RPC- over - QUI C connection can be replaced (a reconnect event) or
mgrated (a failover event) without interrupting the operation of an
upper |ayer protocol such as RPC-over-QU C. A nore conplete

di scussi on can be found in Section 9 of [RFC9000].

1.1. Connection Transport Paraneters

When establishing a connection, peers exchange transport paraneters,
as described in Section 7.4 of [RFC9000].
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3.1.1.1. Initial Flow Control Limts

These limts control the anmount of data that each peer may send on a
new y-created stream The limts are used for flow control and cap
the amobunt of nenory needed by both peers to keep data flowi ng on the
connection. The value of these linmts are typically based on the
bandwi dt h-del ay of the physical |ink between the peers, and are not
exposed to RPC applications.

3.1.1.2. Nunber of Streanms Per Connection

Each QUICvl peer may limit the nunmber of streans per connection; see
Section 4.6 of [RFCO000].

G ven the definition of RPC nessage framng in Section 3.4, it is
possible for an RPC client to create a stream send one RPC Call,
recei ve one RPC Reply, then destroy the stream That usage mnight be
common with sinple RPC-based protocols |like rpchind.

For protocols that carry a nore intensive workload, this style of
stream al | ocati on generates needl ess overhead. Mreover, stream
identifiers cannot be re-used on a single QU Cvl connection, so
eventually a QU Cvl connection can no |onger create a new stream for
each RPC XID. Finally, a connection peer may advertise a max_streans
value that is significantly lower than 2 ~ 60.

Instead, RPC clients may create enough streans to maxi m ze workl oad
paral lism and should avoid sending only a few RPCs on each stream
before creating a new one.

For exanple, an RPC client could allocate a handful of streans per
CPU core to reduce contention for the streans and their associ ated
data structures. O, an RPC client could create a set of streans
whose count is the sane as the nunber of slots in an NFSv4.1 session

Even so, to provide a framework that nakes inplenmenting RPC-over-QUI C
as fast and sinple as possible, this specification needs to focus on
enabling the use of as few as a single stream per connection

Servers that inplement RPC-over-QU C nust be mndful that each

addi tional stream ampunts to increnental overhead. RPC servers MAY
deny the creation of new streans if an RPC client already has nany

active streans. RPC clients need to be prepared for that behavior.
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3.1.1.3. Maxi mum Frane Size

This size is the largest QU C frame that can appear in any stream on
this connection. The QU C fram ng protocol is not visible to the RPC
application. The RPC client and server can therefore negotiate a
frane size that enables efficient transit of RPC traffic with mninal
internal nmenory fragnentation

3.2. RPC Service Discovery

For RPC, the destination port is special. RPC services nmay use a
standardi zed destination port that is bound to an RPC program numnber.
Such ports are assigned in the | ANA Service Nane and Transport
Protocol Port Number registry [|ANA].

For exanple, the rpchind program which is RPC program 100000,
listens on port 111. This is done so that RPC clients can al ways
contact the rpchind service and di scover the other RPC services that
are operating on that network peer.

In other cases, an RPC service m ght use any available port. The RPC
server registers its port nunber with the local rpchind service so
that RPC clients can contact that service.

This mechanismis no different for RPC-over-QUIC than it is for RPC
on other network transports. rpchind clients specify an RPC program
nunber and either the "quic" or "quic6" netid when requesting

i nformati on about a QUI C-based RPC service. More detail is available
in Section 7.1.

3.2.1. Transport Layer Security

During connection establishment, the client peer indicates RPC over-
QUI C support by presenting the ALPN token "sunrpc" in the TLS
handshake. Support for other application-layer protocols MAY be
offered in the same handshake.

As part of establishing a QU Cv1 connection, the two connecting peers
aut henticate to each other and choose encryption paraneters to
establish a confidential channel of communication. Al traffic on
one QUICvl connection is thus bound to the authenticated identities
that were presented during connection establishment. These peer
identities apply to the streams and RPC nessages carried by that
connecti on.
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3.

3.

RPC- over - QUI C provi des peer authentication and encryption services
using a framework based on Transport Layer Security (TLS). Ergo,
RPC-over-QUI C i nherently fulfills many of the requirements of

[ RFC9289]. The details of QU C s use of TLS are specified in

[ RFC9001]. In particular:

* Wth QUICvl, security at the transport |ayer is always enabl ed.
Therefore, the discussion in [ RFC9289] about the opportunistic use
of TLS does not apply to RPC-over-QU C, and the STARTTLS mechani sm
described in Section 4 of [RFC9289] MJST NOT be used on RPC-over-
QUI C connecti ons.

* The peer authentication requirenents in Section 5.2 of [RFC9289]
apply to RPC-over-QU C.

* The PKI X Ext ended Key Usage val ues defined in [RFC9289] are valid
for use with RPC-over-QU C

* The ALPN defined in Section 8.2 of [RFC9289] is also used for RPC
over- QU C.

QUI C Streans

RPC- over- QUI C connections are nediated entirely by each peer’s RPC
| ayer and, aside from authentication and connection transport
paraneters, are not otherw se visible to RPC applications. An RPC
client establishes an RPC over-QUI C connection whenever there are
application RPC transactions to be executed.

QUI Cvl provides a "stream' abstraction, described in Section 2 of

[ RFCO000]. A QUICvl connection carries one or nore streams. Once a
QUI Cv1l connection has been established, either connection peer may
create a stream Typically, the RPC client peer creates the first
stream on a connecti on.

Unl ess explicitly specified, when RPC upper |ayer protocol
specifications refer to a "connection", for RPC-over-QUIC, this is a
QUIC stream As an exanple, an NFSv4.1 BI ND CONN_TO SESSI ON
operation [RFC8881] binds to a QU Cvl stream As another exanple, to
signify the loss of an RPC request, an NFS server closes the QU Cvl
streamthat received that request, but it does close not the
enconpassi ng QU Cvl connecti on.

In terms of TI-RPC semantic |abels, a QJ Cvl stream behaves as a
"tpi _cots_ord" transport: connection-oriented and in order.

| cel: There is an opportunity here to add a streamthat acts as
| a control plane.
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| cel: Should we |limt each streamto carry only one RPC program
| and version conbination? Doing so would del egate

| demultiplexing of ingress RPCtraffic to QUC -- eg, NFSACL and
| NFS would be required to flow over separate streans.

RPC Message Fram ng
RPC- over- QUI C uses only bidirectional streans.

When a connection peer creates a QU Cvl stream that peer’s stream
endpoint is referred to as a "Requester"”, and MJST enit only RPC Call
messages on that stream The other endpoint is referred to as a
"Responder”, and MJST emt only RPC Reply nmessages on that stream
Recei vers MUST silently discard RPC nessages whose direction field
does not match its Requester/Responder role.

Requesters and Responders match RPC Calls to RPC Replies using the
XID carried in each RPC nessage. Responders MUST send RPC Replies on
the sane stream on which they received the matching RPC Call.

Each QUICvl stream provides reliable in-order delivery of bytes.
However, each stream nakes no guarantees about delivery order with
regard to bytes on other streans on the same connecti on.

The stream data containing RPC records is carried by QU C STREAM
frames, but this framng is invisible to the RPC | ayer. The
transport layer buffers and orders received stream data, exposing
only areliable byte streamto the RPC layer. Although QU C pernits
out-of-order delivery within a stream RPC- over-QU C does not mnake
use of this feature.

Because each QUICvl streamis an ordered-byte stream an RPC-wth-
QUIC streamcarries only a sequence of conplete RPC nessages.

Al t hough data fromnultiple streans can be interleaved on a single
QUI Cvl connection, RPC nessages MJUST NOT be interleaved on one
stream

Just as with RPC on a TCP socket, each RPC message is an ordered
sequence of one or nore records on a single stream Such RPC records
bear no relationship to QU C streamframes; in fact, streamfranmes as
defined in [ RFC9000] are not visible to RPC endpoints.

Each RPC record begins with a four-octet record marker. A record

mar ker contains the count of octets in the record in its [ower 31
bits, and a flag that indicates whether the record is the last record
in the RPC nessage in the highest order bit. See Section 11 of

[ RFC5531] for a conparison with TCP record markers.
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NFS requirement on resends: QU C allows reconnecting using the
same connection ID, so isn't breaking/reconnection somewhat
anbi guous? When can a server drop or a client resend? Any
advi ce needed for server-side DRC inpl enentations?

lars: I"mnot sure | understand what is meant by "reconnecting"
above. Is this referring to connection nmigration? O a O-RTT
repeat ed connection instance? Sonething el se?

lars: Also, I'mnot sure if the use of streans is fully
specified by the above. 1s the intent here to leave it to
callers to decide if they want to use a fresh streamfor each
RPC, or reuse an existing streamfor a series of RPCs?

cel: We need to define a server backpressure nechanismakin to
the TCP wi ndow.

3.4.1. Receiver Data Pl acenent Assistance

One recurring weakness with RPC on TCP is that |arge payl oads (for
instance, in NFS WRITEs) can land at arbitrary offsets in receive
buffers, limting the ability for receivers to handl e the payl oads
with zero-touch tactics such as direct 1/0Q

It remains an open question whet her RPC-over-QUI C shoul d i npl enent
RDMVA- | i ke features or features that sinply provide help with data
pl acement on receivers. Possibilities include:

* A single additional integer giving the offset of a payl oad,
serving only as a hint;

* Include references to separate streans in the same connection that
contai n opaque payl oads, simlar to RDVMA chunks; this would
presunme that it is valid for some streans on a QU C connection to
carry traffic that is not in the formof an RPC nessage sequence

Long-termthere could be interest in supporting RDVA over QU C
Direct data placenment over TCP can al ready be accomplished today
usi ng MPA/DDP protocols (fornerly known as i WARP; see [ RFC5040]).
Using a software i WARP i npl enentation nmeans no special hardware is
required.

If the MPA/ DDP protocols thensel ves can be made to operate directly
on QUIC transports, much of the need for a separate RPC-over-QU C
becones moot. It would bring transport |ayer security to other RDVA-
enabl ed protocols, such as RPC-over- RDVA [ RFC8166] .
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3.5. QU C Load Bal anci ng

Large-scal e RPC depl oynents often distribute i ncom ng connections
across multiple backend servers using | oad bal ancers. The QU C Load
Bal anci ng specification [I-D.ietf-quic-I|oad-bal ancers] defines

st andardi zed nmet hods for encoding routing information in QU C
connection IDs, enabling stateless or |ow state | oad bal anci ng even
when clients mgrate to new network addresses. QUI C-LB provides
several advantages for RPC server pools:

* Load bal ancers can route all packets for a given RPC-over-QU C
connection to the same backend server by extracting the server ID
fromthe connection ID, even as the client’ s network address
changes due to NAT rebinding or deliberate m gration.

* Because routing decisions are encoded directly in connection IDs,
| oad bal ancers can operate with mninmal or no per-connection
state, inmproving scalability and resilience to | oad bal ancer
failures or restarts.

* Since RPC-over-QUIC may use multiple streans within a single QU C
connection (see Section 3.3), QUC-LB ensures that all streans
within a connection are consistently routed to the sane server,
preserving the connection-level semantics that upper-layer RPC
protocol s may depend upon.

* The connection ID length self-encoding feature of QU C LB, when
enabl ed, assists hardware cryptographic offload devices that need
to efficiently | ook up connection-specific keys, inproving
performance in high-throughput RPC depl oynents.

RPC- over-QUI C i npl ement ati ons MAY use QU C- LB to facilitate | oad

bal ancing in RPC server pool deploynents. A full specification of

this facility is beyond the scope of the current docunent.

QU C LB is transparent to QU C clients. They do not need to know
whet her servers are using QU C LB encoding. Cients sinply:

* Use server-provided connection IDs as-is
* Respond to NEW CONNECTION I D franes normal |y

* Perform address nmigration as pernitted by server transport
par amet er s

Coddi ngton, et al. Expires 6 May 2026 [ Page 10]



I nternet-Draft RPC over QU C Noverber 2025

4.

RPC Aut hentication Fl avors

Streanms in a QU C connection may use different RPC aut hentication
flavors. One stream m ght use RPC AUTH UNI X, while at the sane tine,
anot her m ght use RPCSEC GSS

GSS nutual (peer) authentication occurs only after a QU C connection
has been established. It is a separate process, and i s unchanged by
the use of QUC Additionally, authentication of RPCSEC GSS users is
unchanged by the use of QU C

RPCSEC GSS can optionally performper-RPC integrity or
confidentiality protection. When operating within a QU C connection,
these GSS services becone |largely redundant. An RPC inpl enentation
capabl e of concurrently using QUI C and RPCSEC GSS MUST use Generic
Security Service Application ProgramlInterface (GSS-APl) channe

bi ndi ng, as defined in [ RFC5056], to determ ne when an underlying
transport already provides a sufficient degree of confidentiality.

RPC- over-QUI C i npl ement ati ons MJUST provide the "tls-exporter"” channe
bi ndi ng type, as defined in [ RFC9266].

| mpl enent ati on Status
This section is to be renoved before publishing as an RFC

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs.

Pl ease note that the listing of any individual inplenentation here
does not inply endorsenent by the |ETF. Furthernore, no effort has
been spent to verify the information presented here that was supplied
by | ETF contributors. This is not intended as, and must not be
construed to be, a catal og of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

There are no known i npl enentations of RPC-over-QU C as described in
this docunent.

Security Considerations

Readers should refer to the discussion of QUC s transport |ayer
security in Section 21 of [RFCO000].
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1.

2

| ANA Consi der ati ons

RFC Editor: In the foll owi ng subsections, please replace RFC-TBD with
the RFC nunber assigned to this docunent. Furthernore, please renove
this Editor’s Note before this docunent is published.

Netids for RPC-over-QU C

Each new RPC transport is assigned one or nore RPC "netid" strings
These strings are an rpchind [ RFC1833] string nanming the underlying
transport protocol, appropriate nessage fram ng, and the format of
servi ce addresses and ports, anobng other things.

Thi s docunent requests that |1 ANA allocate the followi ng "Netid"
registry strings in the "ONC RPC Netid" registry, as defined in
[ RFC5665] :

NC QUIC "quic"
NC_ QI C6 "quicé"

These netids MJST be used for any transport satisfying the

requi renents described in this docunent. The "quic" netid is to be
used when | Pv4 addressing is enployed by the underlying transport,
and "qui c6" for |Pv6 addressing. |ANA should use this docunment (RFC
TBD) as the reference for the new entries.

| lars: Wiy one per IP address famly? This seens conmon
| practice with netids, but also seens to be a |ayering

| violation?
I
I
I

cel: That question m ght be out of scope for this docunent.
netids very nearly anount to technical debt at this point.
ALPN I dentifier for SunRPC on QUIC

RPC-over-QUI C utilizes the sane ALPN string as RPC-wi th-TLS does, as
defined in Section 7.2 of [RFC9289]:

Identification Sequence: 0x73 0x75 Ox6e 0Ox72 0Ox70 0x63 ("sunrpc")

Thi s docunent requests that a reference to (RFC-TBD) be added to the
SunRPC protocol entry in the "TLS Application-Layer Protoco
Negoti ati on (ALPN) Protocol |Ds" registry.

| lars: If changes to the RPC-over-QU C binding m ght be desired
| in the future, how woul d they be negoti ated/ expressed? Should
| a versioned ALPN be used instead of the one from [ RFC9289]?
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