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Abst ract

Thi s docunent specifies a protocol for conveying Renote Procedure
(RPC) nessages via QUIC version 1 connections. It requires no
revision to application RPC protocols or the RPC protocol itself.

Not e
This note is to be renoved before publishing as an RFC

Di scussion of this draft occurs on the NFSv4 working group mailing
list (nfsvd@etf.org), archived at

https://mail archive.ietf.org/arch/browse/nfsv4/. Wrking G oup
information is available at https://datatracker.ietf.org/wy/ nfsva/
about /.

Submit suggestions and changes as pull requests at
https://github. com chuckl ever/i-d-rpc-over-quicvl. Instructions are
on that page.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Novenber 2025.
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1. I nt roduction

The QUIC version 1 protocol is a secure, reliable connection-oriented
network transport described in [RFC9000]. |Its features include
integrated transport layer security, multiple independent streans
over each connection, fast reconnecting, and advanced packet | oss
recovery and congestion avoi dance mechani sms.
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Open Network Conputing Renote Procedure Call (often shortened to
"RPC') is a Renote Procedure Call protocol that runs over a variety
of network transports [ RFC5531]. RPC inplenentations so far use UDP
[ RFCO768], TCP [ RFC0793], or RDVA [ RFC8166]. This docunment specifies
how to transport RPC nessages over QU C version 1.

1.1. Modtivation For a New RPC Transport

Vi ewed at a noderate distance, RPC over QUIC provides a simlar
feature set as RPC over TCP with TLS (as described in [ RFC9289]).
However, a closer | ook reveals sonme essential benefits of using QU C
transports:

* Even though the QUIC protocol utilizes the sane set of encryption
algorithms as TLSv1.3, the QUIC record protocol encrypts nearly
the entire transport |ayer header and authenticates each IP
packet. Advanced traffic analysis which was possible with TLS on
TCP is no |l onger possible. QU C protects against transport packet
spoofi ng and downgrade attacks better than TLS on TCP

* Because many real |P networks are oversubscribed, packet |oss due
to nonentary link or switch saturation continues to be |ikely even
on well -mai ntained data center-quality network fabrics.

The QUIC protocol utilizes packet |oss recovery and congestion
avoi dance features that are lacking in TCP. Because TCP protoco
design has ossified, it is unlikely to gain these inprovenments.
QU Cis nore extensible than TCP, neaning future inprovenents in
this area can be designed and depl oyed without application

di srupti on.

* Further, because QU C handl es packet | o0ss on a per-streamrather
than a per-connection basis, spreading RPC traffic across nultiple
streans enabl es workl oads to continue |argely unperturbed while
packet recovery proceeds.

* The QUIC protocol is designed to facilitate secure and automatic
transit of firewalls. Firewall transparency is a foundationa
feature of NFSv4 (which is built on RPC).

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

3.

3.

RPC- over - QUI C Fr anewor k

RPC is first and forenpst a nessage-passing protocol. This section
covers the inplenentaion details of exchangi ng RPC nmessages over

QUI Cvl. Readers should already be fanmliar with the fundanental s of
ONC RPC (see [RFC5531]).

1. Establishing a Connection

When a network host wi shes to send RPC requests to a renote service
via QU Cvl, it nust first find an established QU Cvl connection, or
establish a new one.

For the purpose of explanation, the peer that initiates QU Cvl
connection establishment is referred to as an "RPC client" peer. The
peer that passively accepts the connection is referred to a an "RPC
server" peer.

QUI Cvl connections are not defined by the classic 5-tuple (IP proto,
source address, source port, destination address, and destination
port). Rather, each connection is defined by its connection |ID.
Thus, if the I P address of either peer should change, or a NAT/ PAT
bi ndi ng and the source UDP port changes, the receiver can stil
recogni ze an ingress QU Cvl packet to belong to an established
connecti on.

As a result, due to network conditions or admnistrative actions, an
RPC- over - QUI Cv1l connection can be replaced (a reconnect event) or
mgrated (a failover event) without interrupting the operation of an
upper |ayer protocol such as RPC-over-QUI Cvl. A nore conplete

di scussion can be found in Section 9 of [RFC9000].

2. RPC Service Discovery

Because all QUICvl traffic goes to a single port and is denultipl exed
on the receiving peer, the usual precursor step of the RPC client
sendi ng an rpchind query to the RPC server before an RPC-over-QUI Cv1l
connection is to be established is unneeded.

Noti ce that we now have to invent a new way to perform proper RPC
service discovery. The historical nethod of discovering an RPC
service is to send an rpcbind query to a well-known port nunber (port
111). The result of an rpchind query contains the |P address and
port nunber of the requested RPC service.

For QUI Cvl, the port nunber is part of the QU Cvl connection, and is
the sane for all QUICvl traffic directed to that network host.
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1. Transport Layer Security

As part of establishing a QU Cv1 connection, the two connecting peers
authenticate to each other and choose encryption paraneters to
establish a confidential channel of communication. Al traffic on
one QUICvl connection is thus bound to the authentication identity
that was used during connection establishnent.

RPC- over - QUI Cv1l provides peer authentication and encryption services
using a framework based on Transport Layer Security (TLS). Ergo,
RPC-over-QUI Cvl inherently fulfills many of the requirenents of

[ RFC9289]. The details of QU C s use of TLS are specified in

[ RFCO001]. In particular:

* Wth QU Cvl, security at the transport |ayer is always enabl ed.
Thus, there is no need or use for the STARTTLS nechani sm descri bed
in Section 4 of [RFC9289].

* The discussion in [ RFC9289] about the opportunistic use of TLS
does not apply to RPC- over- QU Cvl.

* The peer authentication requirenents in Section 5.2 of [RFC9289]
do apply to RPC-over-QU Cvl.

* The PKI X Extended Key Usage val ues defined in [ RFC9289] are al so
valid for use with RPC-over-QU Cvl.

* The ALPN defined in Section 8.2 of [RFC9289] is also used for RPC
over- QU Cvl.

QUI C Streans

RPC- over - QUI Cv1 connections are mediated entirely by each peer’s RPC
| ayer and are not visible to RPC applications. An RPC client
establishes a QUI Cvl connection whenever there are application RPC
requests to be executed.

QUI Cvl provides a "stream abstraction, described in Section 2 of

[ RFC9000]. A QUICvl connection carries one or nore streans. Once a
QUI Cvl connection has been established, either connection peer may
create a stream Typically, the RPC client peer creates the first
stream on a connecti on.
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Unl ess explicitly specified, when RPC upper |ayer protocol
specifications refer to a "connection", for RPC-over-QUI Cvl, this is
a stream As an exanmple, an NFSv4.1 BI ND _CONN_TO SESSI ON operati on
[ RFC8881] binds to a QU Cvl stream As another exanple, to signify
the | oss of an RPC request, an NFS server closes the QU Cvl stream
that received that request, but it does close not the enconpassing
QUI Cv1l connecti on.

In terms of TI-RPC semantic |abels, a QJ Cvl stream behaves as a
"tpi _cots_ord" transport: connection-oriented and in order.

3.4. RPC Message Fram ng
RPC- over- QUI Cv1l uses only bidirectional streans.

When a connection peer creates a QUI Cvl stream that peer’s stream
endpoint is referred to as a "Requester"”, and MJST enit only RPC Call
messages on that stream The other endpoint is referred to as a
"Responder"”, and MJST enmit only RPC Reply nmessages on that stream
Recei vers MUST silently discard RPC nessages whose direction field
does not match its Requester/Responder role.

Request ers and Responders natch RPC Calls to RPC Replies using the
XID carried in each RPC nessage. Responders MJUST send RPC Replies on
the same stream on which they received the matching RPC Call.

Because each QUICvl streamis an ordered-byte stream an RPC-wth-
QUICvl streamcarries only a sequence of conplete RPC nessages.

Al t hough data fromnultiple streans can be interleaved on a single
QUI Cvl connection, RPC nessages MJST NOT be interleaved on one
stream

Just as with RPC on a TCP socket, each RPC message is an ordered
sequence of one or nore records on a single stream Such RPC records
bear no relationship to QU C streamframes; in fact, streamfranmes as
defined in [ RFC9000] are not visible to RPC endpoints.

Each RPC record begins with a four-octet record marker. A record

mar ker contains the count of octets in the record in its [ower 31
bits, and a flag that indicates whether the record is the last record
in the RPC nessage in the highest order bit. See Section 11 of

[ RFC5531] for a conparison with TCP record markers.
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3.5. Stream Count

G ven the above definition of RPC message fram ng on QU Cvl streans,
it is possible for a Requester to create a stream send one RPC Cal |,
recei ve one RPC Reply, then destroy the stream That is a degenerate
case that might be used for sinple RPC based protocols |ike rpchind.

For protocols that carry a significant workload, this style of stream
al | ocati on woul d generate needl ess overhead. Moreover, stream
identifiers cannot be re-used on one QU Cvl connection, so eventually
a QU Cvl connection can no |onger create a new stream for each RPC
XIDs. And finally, a connection peer nay advertise a nax_streans
value that is significantly lower than 2 ~ 60.

Instead, RPC clients may create as many streams as is convenient to
their design, but should reuse streanms on each connection
efficiently.

For exanple, an RPC client could allocate a handful of streans per
CPU core to reduce contention for the streans and their associ ated
data structures. O, an RPC client could create a set of streans

whose count is the sane as the nunber of slots in an NFSv4 sessi on.

Servers that inplenment RPC-over-QU Cvl nust be m ndful that each
addi tional stream ampunts to increnental overhead. RPC servers MNAY
deny the creation of new streans if an RPC client already has many
active streans. RPC clients need to be prepared for this.

bfields: Open question whether we should do sonething nore
conplicated that adds RDVA-|i ke features or at |east provides
sone minimal help with data alignment. Possibilities m ght
include a single additional integer giving the offset of a

payl oad, serving only as a hint; or reference additional
streans in the sane connection for payl oads; or even | ooking
into full RDVMA--long-termthere may be interest in supporting
RDVA over QUIC, and we may be able to piggyback on that effort.

today using MPA/DDP protocols (fornerly known as i WARP). Usi ng
a software i WARP i npl enent ati on neans no special hardware is
necessary. Likew se, if MPA/DDP can be made to support QU C,
much of the need for a separate RPC-over-QUICis noot. In
addition, it would automatically bring transport |ayer security
to other RDMA-enabl ed protocols (such as RPC- over- RDMVA) .

cel: I will say however that it should be possible to create a
"chunk" abstraction (simlar to RPC-over-RDVA) where the RPC

I

I

I

I

I

I

I

|

| cel: Direct data placement over TCP can al ready be accomplished
I

I

I

I

I

I

I

|

| over-QUICvl protocol header identifies octet ranges of an RPC
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4.

message that are to be sent via other QU C streams. This would
assune that it is valid for sonme streanms on a QUI C connection
to carry traffic that is not in the formof an RPC nessage
sequence.

I
I
|
|
| lars: If changes to the RPC- over-QU C binding mght be desired
| in the future, how woul d they be negoti at ed/ expressed? Shoul d
| a versioned ALPN be used instead of the one from [ RFC9289]?
NFS requi renment on resends: QU C all ows reconnecting using the
same connection ID, so isn't breaking/reconnection sonewhat
anbi guous? When can a server drop or a client resend? Any
advi ce needed for server-side DRC inpl ementations?

lars: I"mnot sure | understand what is meant by "reconnecting"
above. |Is this referring to connection mgration? O a O-RTT
repeat ed connection instance? Sonething el se?

I

I

I

I

I

|

I

I

I

| lars: Also, I"'mnot sure if the use of streans is fully

| specified by the above. |Is the intent here to leave it to
| callers to decide if they want to use a fresh streamfor each
| RPC, or reuse an existing streamfor a series of RPCs?
I
I
I
I
|
I
I
I
I
I
|

cel: W need to define a server backpressure nechanismakin to
the TCP wi ndow.

cel: Still not clear how RPC prograniversion discovery wll
work in a world with no endpoint port nunbers.

cel: Should we Iimt each streamto carry only on RPC program
and version conbinati on? Doing so woul d del egate

demul tiplexing of ingress RPC traffic to QU C -- eg, NFSACL and
NFS woul d be required to fl ow over separate streans.

RPC Aut hentication Fl avors

Streans in a QU C connection may use di fferent RPC aut hentication
flavors. One stream m ght use RPC AUTH UNI X, while at the sane tine,
anot her m ght use RPCSEC _GSS.

GSS nutual (peer) authentication occurs only after a QU C connection
has been established. It is a separate process, and i s unchanged by
the use of QU C Additionally, authentication of RPCSEC GSS users is
unchanged by the use of QU C.

RPCSEC GSS can optionally performper-RPC integrity or
confidentiality protection. Wen operating within a QU C connection,
these GSS services becone |largely redundant. An RPC inpl enentation
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capabl e of concurrently using QUI C and RPCSEC GSS MUST use Generic
Security Service Application ProgramInterface (GSS-APlI) channe

bi ndi ng, as defined in [ RFC5056], to determ ne when an underlying
transport already provides a sufficient degree of confidentiality.

RPC- over-QUI C i npl ement ati ons MJST provide the "tls-exporter" channe
bi ndi ng type, as defined in [ RFC9266].

5. Inplenentation Status
This section is to be renoved before publishing as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs.

Pl ease note that the listing of any individual inplenentation here
does not inply endorsenent by the IETF. Furthernore, no effort has
been spent to verify the information presented here that was supplied
by I ETF contributors. This is not intended as, and nust not be
construed to be, a catal og of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

There are no known i npl enentations of RPC-over-QU Cvl as described in
thi s docunent.

6. Security Considerations

Readers should refer to the discussion of QUC s transport |ayer
security in Section 21 of [RFC9000].

7. 1 ANA Consi derations
RFC Editor: In the followi ng subsections, please replace RFC-TBD with
the RFC nunber assigned to this docunent. Furthernore, please renove
this Editor’s Note before this docunent is published.

7.1. Netids for RPC-over-QUJ C
Each new RPC transport is assigned one or nore RPC "netid" strings.
These strings are an rpchind [ RFC1833] string nam ng the underlying

transport protocol, appropriate nessage framng, and the format of
servi ce addresses and ports, anobng other things.
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7.

8.

8.

Thi s docunent requests that |1 ANA allocate the followi ng "Netid"
registry strings in the "ONC RPC Netid" registry, as defined in
[ RFC5665] :

NC QUIC "quic"
NC _QUI C6 "qui c6"

These netids MJST be used for any transport satisfying the

requi renents described in this docunent. The "quic" netid is to be
used when | Pv4 addressing is enployed by the underlying transport,
and "qui c6" for IPv6 addressing. |ANA should use this docunment (RFC
TBD) as the reference for the new entries.

| lars: Wiy one per IP address fanmly? This seens conmon

| practice with netids, but also seens to be a |ayering

| violation?

I

| cel: That question night be out of scope for this document.
| netids very nearly anount to technical debt at this point.

2. ALPN Identifier for SunRPC on QU Cvl

RPC-over-QUI Cvl utilizes the sane ALPN string as RPC-wi th-TLS does,
as defined in Section 7.2 of [RFC9289]:

Identification Sequence: 0x73 0x75 Ox6e 0x72 0x70 0x63 ("sunrpc")

Thi s docunent requests that a reference to (RFC-TBD) be added to the
SunRPC protocol entry in the "TLS Application-Layer Protocol
Negoti ati on (ALPN) Protocol |Ds" registry.
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