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Abst r act

This I nformational docunment describes the NFS ACL protocol. NFS_ACL
is a legacy nenber of the Network File Systemfamly of protocols
that NFS clients use to access and nmodify Access Control Lists stored
on an NFS version 2 or version 3 server.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://chuckl ever.github.io/i-d-nfs-acl/draft-cel-nfsv4-nfs-
acl.htm. Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-cel-nfsv4-nfs-acl/.

Di scussion of this docunent takes place on the Network File System
Version 4 Wrking Goup mailing list (milto:nfsvd@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/nfsv4/.
Subscribe at https://ww.ietf.org/mailmn/listinfol/nfsv4/.

Source for this draft and an issue tracker can be found at
https://github. com chuckl ever/i-d-nfs-acl.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

The Network File System protocol (NFS) was introduced by Sun

M crosystens in the 1980s. This protocol enabled applications to
access and nodify files, via local PCSI X systeminterfaces, that
reside on a renote host [RFC1094].

Traditionally, permission to access files stored in NFS file systens
is granted by perm ssion bits, mmcking [POSIX]. Permssion bits
provi de coarse-grai ned access control. The file owner can contro
only whet her nenbers of her group can read, wite, or execute the
file contents, or whether anyone el se (wi thout exception) has those
rights.

An Access Control List, or ACL, is a nechanismthat enables file
owners to grant specific users fine-grained access rights to file
content [|EEF].

Version 2 of NFS is described in [RFCL094], and version 3 in
[ RFC1813]. Neither of these protocols include a nethod for view ng
or managi ng ACLs associated with files shared via the NFS protocol,
even though the local file systens shared via NFS often i npl enented
ACLs and gave | ocal users nechanisns to read and update them

Sun created the NFS_ACL protocol to provide that nechanismfor files
accessed renotely via NFS. Later, other operating systens, including
Li nux, inplemented NFS ACL for simlar reasons.

Thi s docunent describes the protocol based on the nfs_acl.x file that
is publicly available in the OpenSol ari s code base [ OpenSol ari s].

The editor has attenpted to introduce no changes to the protocol as
it is inplemented in those operating systenms and in Linux.

Thi s docunent assunes readers are famliar with the NFS version 2 or
3 protocols and at | east one inplenentation of them

I ssues of conpatibility between the protocol described in this
docunent and NFSv4 ACLs (as described by [ RFC8881]) are considered
out of scope. More information on this topic is available in
Section 6 of draft-rnackl em nfsv4-posix-acls.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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As with nost publications by standards bodies, this docunment has been
publ i shed so that people may continue to create conpatible

i npl ementati ons. However, note that, as an Informational docunent,
this RFC does not nmake any conpliance nandates on i npl enentati ons of
the protocol described herein.

3. General Concepts
3.1. A dossary of Useful Terns

The following are a set of foundational terns used throughout this
docunent .

application: A programthat executes on a client system

client: A conmputer systemthat utilizes conpute resources provided
by one or nore servers.

file: Awunit of data storage consisting of an ordered stream of
bytes and a set of metadata attributes.

gid: A 32-bit unsigned integer that represents a group of users.

server: A conputer systemthat provides conpute resources to network
peers.

uid: A 32-bit unsigned integer that represents a specific user
user: A person logged in on a client system
3.2. Renote Procedure Cal

The Sun Renpte Procedure Call (SunRPC) specification provides a
procedure-oriented interface to renpote services. Each server
supplies a program which is a set of procedures. The NFS service is
one such program The conbi nati on of host address, program nunber,
versi on nunber, and procedure nunber specify one renpte service
procedure. Servers can support multiple versions of a program by
using different protocol version nunbers.

The NFS and NFS_ACL protocols are both based on SunRPC. The

remai nder of this docunent assunes an NFS environnent that is
i mpl emrented on top of SunRPC, as it is specified in [ RFC5531].
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3.3. External Data Representation

The eXternal Data Representation (XDR) specification provides a
standard way of representing a set of data types on a network. XDR
addresses the probl em of comruni cati on between network peers with
different byte orders, structure alignnent, and data type
representation.

Thi s docunent utilizes the RPC Data Description Language to specify
the XDR format argunents and results to each of the RPC service
procedures that an NFS_ACL server provides

Readers can find a full guide to XDR and the RPC Data Description
Language i n [ RFC4506] .

3.4. Authentication and Aut horization

The RPC protocol includes a slot in every procedure call for user

aut hentication paraneters. The specific content of the

aut hentication paraneters is determned by the type of authentication
used by the server and client. A discussion of the nmechanics of RPC
user authentication appears in [RFC5531], in particular Sections 9
and 10.

For NFS ACLs, the user ID carried in RPC calls is used for two
pur poses:

* \When setting an ACL via the SETACL procedure or retrieving an ACL
via the GETACL procedure, the NFS ACL service verifies that the
calling user has been granted pernission to performthe procedure.

* Each Access Control Entry (see below) contains an el ement that
identifies the user to which the ACE applies. That user is
represented by a 32-bit user ID. The value of the user ID in each
ACE has the same neani ng and nmappi ng as the value of incomng RPC
cal | s.

Using user ids and group ids inplies that the client and server
either share the sane IDIist or do | ocal user and group |ID mapping.
Servers and clients nust agree on the mapping fromuser to uid and
fromgroup to gid, for those sites that do not inplenent a consistent
user I D and group ID nunber space. In practice, such nmapping is
typically perforned on the server, following a static mapping schene
or a mapping established by the user froma client at nmount tine.
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RPCSEC _GSS aut hentication provides stronger security through the use
of cryptographic authentication. The server and client nust agree on
the mapping of the user’s GSS principal to a local UD on the server,
but the nane to identity mapping is nore operating system i ndependent
than the uid and gid mapping in AUTH UN X

3.5. File Access Contro

This section describes the abstractions that a server uses to
determ ne whether an access or nodification to a file is permtted.

3.5.1. File Oanership

Afile’ s "owner" is the designated user that is always granted
perm ssion to update that file s security attributes. As part of
creating a file, the NFS server assigns the file' s owner. Under
normal circunmstances the initial file owner is the RPC user who

i ssued the NFS CREATE procedure. However, server security policies
can mandate repl acement of that user (also known as user squashi ng)
as part of processing a CREATE procedure.

An existing file’ s designated owner can subsequently be changed by an
NFS SETATTR procedure. After that change, the new owner is granted
permi ssion to update the file’ s security attributes and the ol d owner
is no longer treated specially.

Afile’ s "owner group" is a short list of users that have simlar
privileges as the file’ s owner, but are treated as a separate
category for the purpose of pernm ssion checking.

Any user who is not a file's owner or a nenber of its owner group
falls into the third category, known as "everyone" or "other".

3.5.1.1. Superuser Access
On nost operating systens, there is a category of users known as
privil eged users or superusers. These users can bypass nost or al
access controls on files.

3.5.2. Categories of Access

In NFS versions 2 and 3, there are three rudi mentary categories of
access:

Read access: Read access grants perm ssion for a user to read a file
or directory.

Wite access: Wite access grants permission for a user to nodify a
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file or directory.

Execute access: For a file, execute access grants perm ssion for the
user to treat the file content as executable. For a directory
obj ect, execute access grants perm ssion for the user to performa
| ookup in that directory.

3.5.3. Traditional Perm ssion Bits

Perm ssion bits, or node bits, are the sinplest and perhaps ol dest
form of access control. Each file object has a set of nbde bits
[ PCSI X] .

Each of the user categories is given a set of three access type bits.
Al together there are then nine bit flags for every file object.

3.5.4. Access Control Lists

An Access Control Entry, or ACE, represents a set of access
categories and a specific user or group. An Access Control List is a
list of ACEs.

Mode bits, as explained in the previous section, are essentially an
ACL that always contains exactly three ACEs: one for the file's
owner, one for the file' s owner group, and one for everyone el se.

3.5.4.1. Interpreting Access Control Lists

NFS clients do not perform access checks based on their
interpretation of an ACL read fromthe server. NFS servers are
sol ely responsi ble for enforcing access control

An NFS Access Control List is alist of three or nore Access Control
Entries (ACEs) associated with one file system object. Each Access
Control Entry in this list specifies a user and a set of access types
granted to that user.

Only ACEs that match the requester are considered. Each ACE is
processed until all of the bits of the requester’s access have been
ALLONED. Once a bit has been ALLOAED, that bit is no |onger
considered in the processing of subsequent ACEs in the list.

When the ACL has been fully processed, if there are bits in the
requester’s nmask that have not been ALLOMED, access of that type is
deni ed.

Note that an ACL might not be the sole determ ner of access. For
exanpl e:
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* In the case of a file systemexported as read-only, the server may
deny wite access even though an object’s ACL grants it.

* Server inplenentations can grant sonme |linmted perm ssion to update
an ACL in order to prevent a situation fromrising in which there
is no valid way to ever nodify the ACL.

* Al servers will allow a user the ability to read the data of the
file when only the execute permssion is granted (i.e., if the ACL
deni es the user the NA READ access and all ows the user NA EXEC
the server will allow the user to read the data of the file).

* Some server inplementations have the notion of owner-override, in
whi ch the owner of the object is allowed to override accesses that
are denied by the ACL. This can be hel pful, for exanple, to all ow
users continued access to open files on which the perm ssions have
changed.

* Sone server inplenentations have the notion of a "superuser" that
has privil eges beyond an ordinary user. The superuser may be able
to read or wite data or nmetadata in ways that woul d ot herw se not
be permitted by the object’s ACL.

NFS clients can use either the NFS_ACL version 2 ACCESS procedure or
the NFS version 3 ACCESS procedure to ask the server to perform an
access check based on the requesting user and the ACL present on a
file systemobject. Cdients are also free to sinmply try an operation
to see what works, then recover it the server denies access.

3.5.4.2. ACLs in Operation
The SETACL procedure sets two types of Access Control Lists:

Access: An NFS access ACL specifies the access permssion for a file
object. Access Control Entries in an ACL's "aclent" field
conprise the object’s access ACL

Default: An NFS default ACL specifies the default ACL that is set on
objects that are children of a directory. Access Control Entries
in an ACL's "dfaclent” conprise an object’s default ACL. The
default ACL does not affect access to the object on which it is
set.

Each NFS ACL nust have one ACE for each of NA USER OBJ, NA GROUP_0BJ,
and NA OTHER OBJ. An NFS ACL that consists only of these three ACEs
is referred to as a mnimal NFS ACL

An NFS ACL nay zero or nore NA USER and/or NA GROUP ACEs.
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When a client presents a SETACL operation that a server finds is
invalid or it cannot process, the server responds with ACL2ERR | O or
ACL3ERR | NVAL, depending on the version of NFS ACL that is in use
ACLs that are not valid include:

* The presented ACL does not contain one ACE for each of
NA_USER OBJ, NA_CGROUP_OBJ, and NA_OTHER OBJ

* The presented ACL is a default ACL but the target object is not a
directory

* The presented ACL contains too nany ACES
* The presented ACL's type field contains nmore than one set bit
| cel: What does the NA_ACL_DEFAULT bit do?

| rthurlow. In the Solaris acl(2)/facl(2) systemcalls, the

| equivalently-defined ACL_DEFAULT is used after aclent sorting
| to note where regular entries end and where default entries

| start in asingle list. So perhaps it would be normal for the
| dfaclent entries to all be so marked.

The "id" field in an Access Control Entry is interpreted as foll ows:

* For an ACE that specifies an NA USER OBJ, NA USER, NA GROUP, and
NA GROUP_OBJ, the "id" field contains a U D or @D val ue that
identifies the user on the server whose access perm ssion i s being
set.

* For an ACE that specifies other types of permission, the "id"
field is ignored.

3.5.4.3. Relationship Between ACLs and OGther File Attributes

When an ACL is present on a file, the ACL controls the requesting
user’'s access to the file. The server ignores the file's node bits.
Changing the file's ACL via the SETACL procedure does not alter the
file's node bits, and changing the node bits via the SETATTR
procedure does not alter the content of the ACL in any way.

When an ACL is present on a file, changing the file's owner (say, via
the SETATTR operation) alters the server’'s interpretation of any ACE
that targets @WNER.

When an ACL is present on a file, changing the file' s group (say, via

the SETATTR operation) alters the server’'s interpretation of any ACE
that targets @sROUP.
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3.5.4.4. ACL Inheritance

| Section needs to explain how default ACLs work and what i npact
| they have on the node bits of the new file.

A client uses one of the NFS CREATE, MKDI R, or MKNOD procedures to
request instantiatiation of a newfile object. The server uses the
default ACL fromthe parent directory as the initial access ACL on
the new obj ect.

3.5.4.5. Historical References
The section entitled "The POSI X 1003. 1e/1003. 2c Wrking G oup” in
[ G uenbacher] details the history of POSI X standards efforts with
regard to file access control.

4. Protocol Elenments Common to Both Versions

4.1. RPC Authentication

The NFS_ACL service uses AUTH NONE in the NULL procedure. All RPC
aut hentication flavors can be used for other procedures.

4. 2. Const ant s

These are the RPC constants needed to call the NFS Version 3 service.
They are given in decinal.

100227 The RPC program nunber for the NFS_ACL protocol
Only versions 2 and 3 of this RPC programare valid.

4.3. Transport address
The NFS_ACL protocol can operate over the TCP, UDP, and RDVA
transport protocols. For TCP and UDP, it uses port 2049, and for
RDMA, it uses 20049. In both cases, this is the same as the base NFS
pr ot ocol .

4.4. Sizes
NFS_ACL_MAX_ENTRI ES 1024

The maxi mum nunber of Access Control Entries allowed in one Access
Control List array.
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4.5. Basic Data Types

The following XDR definitions are basic scalar types that are used in
ot her structures.

typedef int uid;
typedef unsigned short o_node;
4.6. Structured Data types

The foll owing XDR definitions are common structured data types that
are used in all versions of the NFS_ACL protocol

4.6.1. aclent
This structure represents a single entry in an Access Control List.

struct aclent {
int type;
uid id;
0_node perm

b

The "type" elenent in an Access Control Entry is a bit mask. The bit
field values in this nmask are defined as foll ows:

const NA USER OBJ = Oxl1; /* object owner */

const NA USER = 0x2; /* additional users */

const NA GROUP_OBJ = 0x4; /* owning group of the object */
const NA GROUP = 0x8; /* additional groups */

const NA CLASS OBJ = 0x10; /* file group class and nmask entry */
const NA OTHER _OBJ = 0x20; /* other entry for the object */
const NA_ACL_DEFAULT =

0x1000; [/* default flag */

The "perm' elenent in an Access Control Entry is also a bit nask.
The bit field values in this mask are defined as foll ows:

const NA READ = 0x4; /* read permnission */
const NA WRI TE = 0x2; /[* write perm ssion */
const NA EXEC = 0Ox1; /* exec permnission */
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4.6. 2. secattr

The secattr structure represents, on the wire, the full Access
Control List for one file systemobject. This list contains an array
of Access Control Entries that apply to the object, plus an array of
default Access Control Entries that are inherited by the object’s

chi | dren.

struct secattr {
u_int mask;
int aclcnt;
acl ent acl ent <NFS_ACL_MAX_ENTRI ES>;
int dfaclcnt;
acl ent df acl ent <NFS_ACL_MAX_ ENTRI ES>;

b

The "nmask" elenent of the secattr structure is a bit nask. The bit
field vvalues in this mask are defined as foll ows:

const NA ACL = 0x1; /* aclent contains a valid list */

const NA ACLCNT = 0x2; /* nunber of entries in the aclent list */
const NA DFACL = 0x4; [* dfaclent contains a valid list */

const NA DFACLCNT = 0xS8; /* nunber of entries in the dfaclent list */

These bit field values are also used in the "mask" el ement of the
GETACL2args and GETACL3args structures.

4.6.3. Interoperability Considerations

Interoperability between NFS peers that do not inplenent the NFS ACL
protocol is what we already have today. |Interoperability between
peers that both inplement the NFS_ACL protocol is described in the
rest of this docunent.

The foll owi ng subsections briefly discuss three new interoperability
scenari os.

4.6.3.1. dient Inplenents NFS _ACL, Server Does Not

Typically an NFS server that inplenents the NFS ACL program w ||
advertise the presence of NFS ACL via an rpchind registration. An
NFS client that inplenents NFS ACL shoul d perform an rpchbind query
before attenpting any NFS_ACL procedure [RFC1833].

If the client sends any NFS_ACL procedure w thout sending an rpchind

query first, and the server does not inplenment the NFS_ACL program
the server responds with an RPC access_stat of PROG _UNAVAI L.
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4.6.3.2. Server Inplenents NFS_ACL, dient Does Not
An NFS server that inplenents advanced access control can deny
requests made by a client by respondi ng with NFS2ERR _ACCESS or
NFS3ERR_ACCESS st atus codes, and an NFS client has no visibility as
to why the denial occurred. Neither can that client send operations
to update the access control on file objects.
This is a quality of inplenmentation issue for the client.
4.6.3.3. dient Inplenents, Exported File System Does Not
An NFS server that inplenents the NFS_ACL protocol might share both
file systems that inplement ACLs and file systens that do not. In
this case, NFS clients detect the presence of an NFS_ACL service on
the NFS server.
For file objects that do not inplenment ACL support:
* The server responds to a GETACL procedure by returning a
manuf actured m nimal ACL (ie., only three ACEs) that reflects the
current node bits of the object.

* The server responds to a SETACL version 3 procedure by returning
ACL3ERR_NOTSUPP.

| Linux returns NFS3ERR NOTSUPP even for NFS_ACLv2. Check
| Solaris.

5. NFS_ACL Version 2

Version 2 of the NFS _ACL protocol is used in conjunction only with
version 2 of the NFS protocol

5.1. Data types inherited from NFS version 2
5.1.1. ftype

The enunmeration "ftype" gives the type of an NFS version 3 file.
This definition conmes from Section 2.3.2 of [RFCL094]:
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enum ftype {
NFNON
NFREG
NFDI R
NFBLK
NFCHR
NFLNK

URWNRO

s
5.1.2. fhandle_t

NFS version 2 uses a fixed-size file handle. The follow ng
definition conmes from Section 2.3.3 of [RFC1094]:

typedef opaque fhandl e[ FHSI ZE] ;
5.1.3. tineval
NFS version 2's "timeval " structure represents the nunmber of seconds

and nicroseconds since mdnight January 1, 1970, G eenw ch Mean Ti ne.
This definition comes from Section 2.3.4 of [RFCL094]:

struct tineval {
unsi gned int seconds;
unsi gned int useconds;

b
5.1.4. nfsfattr
Thi s docunent refers to NFS version 2's file attribute structure as

"nfsfattr”". This is the sane as the fattr structure described in
Section 2.3.5 of [RFC1094]:
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struct fattr {

ftype type;
unsi gned i nt node;
unsi gned int nlink;
unsi gned int uid;
unsi gned int gid,;
unsi gned int size;
unsi gned int bl ocksize;
unsi gned int rdev;
unsi gned int bl ocks;
unsi gned int fsid;
unsigned int fileid;
ti meval atime;
ti meval nime;
ti meval ctime;

}s

5.1.5. Defined Error Numbers

Section 2.3.1 of [RFC1094] describes an enunerated type called "stat"
whi ch provides a status code for NFS version 2 results. A matching
type called "aclstat2" is defined in this docunent for the simlar
pur pose of returning NFS ACL version 2 procedure status codes. The
nuneric val ues of these two types match up, though aclstat2 onmits
sone codes that are not relevant to the NFS_ACL protocol

enum acl stat2 {
ACL2_OX = 0,
ACL2ERR_PERM = 1,
ACL2ERR IO = 5
ACL2ERR_ACCES = 13,
ACL2ERR_NOSPC = 28,
ACL2ERR_RCFS = 30
ACL2ERR_DQUOT = 69,
ACL2ERR_STALE = 70,

H
These status codes carry the foll owi ng meani ngs:

ACL2ERR PERM Not owner. The caller does not have correct ownership
to performthe requested operation

ACL2ERR | O Some sort of hard error occurred when the operation was
in progress. This could be a disk error, for exanple.

ACL2ERR ACCES Perm ssion denied. The caller does not have the
correct permission to performthe requested operation
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ACL2ERR_NCSPC No space |left on device. The operation caused the
server’s file systemto reach its limt.

ACL2ERR ROFS Read-only file system Wite attenpted on a read-only
file system

ACL2ERR DQUOT Di sk quota exceeded. The client’s disk quota on the
server has been exceeded.

ACL2ERR STALE The "fhandl e" given in the argunents was invalid.
That is, the file referred to by that file handl e no | onger
exists, or access to it has been revoked.

5.2. Server Procedures
5.2.1. Procedure 0: NULL - No QOperation
5.2.1.1. ARGUMENTS

voi d;

5.2.1.2. RESULTS
voi d;
5.2.1.3. DESCRI PTI ON

This is the usual NULL procedure with a void argunent and void
result.

5.2.1.4. | MPLEMENTATI ON

It is inportant that this procedure do no work at all so that clients
can use it to neasure the overhead of processing a service request.
By convention, the NULL procedure should never require any

aut hentication. A server inplenmentation may choose to ignore this
convention, if responding to the NULL procedure call acknow edges the
exi stence of a resource to an unauthenticated client.

5.2.1.5. ERRORS
Since the NULL procedure returns no result, it can not return an
NFS_ACL error status code. However, sone server inplenmentations nmay
return RPC-level errors based on security or authentication policy
settings.

5.2.2. Procedure 1. GETACL - Retrieve an Access Control List
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5.2.2.1. ARGUMENTS

struct GETACL2args {
fhandl e_t fh;
u_int mask;

b
5.2.2.2. RESULTS

struct GETACL2resok {
struct nfsfattr attr;
secattr acl;

b

uni on CETACL2res switch (enum nfsstat status) {
case ACL2_ X
GETACL2r esok resok;
def aul t:
voi d;
}

5.2.2.3. DESCRI PTI ON

The GETACL procedure retrieves Access Control List information
associated with the file system object specified by the
GETACL2args.fh field. The client obtains this file handl e using one
of the NFS version 2 LOOKUP, CREATE, MKDIR, or SYM.I NK procedures, or
the MOUNT service, as described in [ RFCL094].

The GETACL2args.nmask field specifies which information is to be
returned in the response:

* |f the NA_ACL bit is set, the server fills in the object’s access
ACL.

* |If the NA_ACLCNT bit is set, the server fills in the nunber of
ACEs that are in the object’s access ACL.

* |f the NA_DFACL bit is set, the server fills in the object’s
default ACL.

* if the NA _DFACLCNT bit is set, the server fills in the nunber of
ACEs that are in the object’s default ACL.
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If the GETACL procedure is successful, the server sets the
CGETACL2res.status field to ACL2 OK. It fills in the
GETACL2resok. attr field with the file object’s current file
attributes, as detailed in [ RFC1094]. Lastly, it fills in the
GETACL2res.acl field with two counted arrays of Access Control
Entries (ACEs).

O herw se, GETACL2res.status contains an error status on failure and
no other results are returned.

5.2.2.4. | MPLEMENTATI ON

When GETACL2args.fh represents a file object that does not currently
have an ACL associated with it or does not inplement support for
ACLs, the server responds by returning a manufactured mnimal NFS ACL
that reflects the current owner, group, and node bits of the object
(see Section 3.5.4.2).

5.2.2.5. ERRCRS

* ACL2ERR_| O

* ACL2ERR _STALE
5.2.3. Procedure 2: SETACL - Set or replace an Access Control List
5.2.3.1. ARGUMENTS

struct SETACL2args {

fhandl e_t fh;
secattr acl;

b
5.2.3.2. RESULTS

struct SETACL2resok {
struct nfsfattr attr;
b

uni on SETACL2res switch (enum nfsstat status) {
case ACL2_OK:
SETACL2r esok resok;
defaul t:
voi d;
s

Lever Expi res 3 Novenber 2025 [ Page 19]



I nternet-Draft NFS ACL Prot ocol May 2025

5.2.3.3. DESCRI PTI ON

The SETACL procedure replaces the Access Control Lists associated
with the file system object specified by the SETACL2args.fh field
with the ACLs specified by the SETACL2args.acl field. The client
obtains the file handl e using one of the NFS version 2 LOOKUP

CREATE, MKDI R, SYM.I NK procedures, or the MOUNT service, as described
in [ RFCL094] .

| How are ACLs renoved?
If the SETACL procedure is successful, the server sets the
SETACL2res.status field to ACL2_OK and fills in the SETACL2resok. attr
field with the file object’s new file attributes, as detailed in
[ RFC1094] .

O herwi se, SETACL2res.status contains an error status on failure and
no other results are returned.

5.2.3.4. | MPLEMENTATI ON

On success, the server does not send the reply until the ACL change
is durable locally.

Changing a file object’s ACL changes the object’s minme. The ntine
change is reflected in the attributes returned in the SETACL
response.
A high-quality server inplenentation ensures that a GETACL procedure
running concurrently with a SETACL procedure does not return
partially updated (torn) ACL contents. However, a failed SETACL may
partially change a file' s ACLs.
When SETACL2args.fh represents a file object that does not inplenent
support for ACLs, or the new ACL does not contain at |east the
m ni mal set of ACEs (as described in Section 3.5.4.2), the server
responds by setting SETACL2res.status to ??7??

5.2.3.5. ERRCORS
* ACL2ERR_ROFS
*  ACL2ERR _PERM
* ACL2ERR | O

*  ACL2ERR_ACCES
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*  ACL2ERR_DQUOT

* ACL2ERR_STALE

5.2.4. Procedure 3:

5.2.4.1. ARGUMENTS
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GETATTR - Get file attributes

struct GETATTRR2args {

fhandl e_t fh;

b
5.2.4.2. RESULTS

struct GETATTR2resok {
struct nfsfattr attr;

b

uni on CETATTR2res switch (enum nfsstat status) {

case ACL2_ X

CETATTR2r esok resok;

def aul t:
voi d;
b

5.2.4.3. DESCRI PTI ON

The GETATTR procedure retrieves the current file attributes
associated with the file system object specified by the
GETATTR2args.fh field. The client obtains this file handle using one
of the NFS version 2 LOOKUP, CREATE, MKDI R, SYM.INK procedures, or

t he MOUNT servi ce,

as described in [ RFC1094].

If the CETATTR procedure is successful, the server sets the
GETATTR2res.status field to ACL2_OK, and fills in the
GETATTR2resok. attr field with the file object’s current file
attributes, as detailed in [ RFC1094].

O herwi se, GETATTR2res.status contains an error status on failure and
no other results are returned.

5.2.4.4. | MPLEMENTATI ON

Refer to Section 2.3.5 of [RFC1094] for details about the content of
the returned file attributes.
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5.2.4.5. ERRCRS

* ACL2ERR_| O

* ACL2ERR _STALE
5.2.5. Procedure 4: ACCESS - Check access pernission
5.2.5.1. ARGUMENTS

struct ACCESS2args {

fhandl e_t fh;
ui nt 32 access;

}
5.2.5.2. RESULTS
const ACCESS2_ READ = 0x1; /* read data or readdir a directory */
const ACCESS2 LOCKUP = 0x2; /* lookup a nane in a directory */
const ACCESS2_MODI FY = 0x4; /* rewite existing file data or */
/* nodify existing directory entries */
const ACCESS2 EXTEND = 0x8; /* wite new data or add directory entries */
const ACCESS2 DELETE = 0x10; /* delete existing directory entry */

const ACCESS2_ EXECUTE = 0x20; /* execute file (no nmeaning for a directory)

struct ACCESS2resok {
struct nfsfattr attr;
ui nt 32 access;

b

uni on ACCESS2res switch (enum nfsstat status) {
case ACL2 K
ACCESS2r esok resok;
def aul t:
voi d;
b

5.2.5.3. DESCRI PTI ON

The ACCESS procedure determ nes the access rights that a user, as
identified by the RPC credentials in the request, has with respect to
the file systemspecified by the ACCESS2args.fh field. The client
obtains this file handl e using one of the NFS version 2 LOOKUP,
CREATE, MKDI R, SYM.I NK procedures, or the MOUNT service, as described
in [RFCL094]. The client encodes the set of permi ssions that are to
be checked in the ACCESS2args. access field.

The foll owi ng access perm ssions nmay be requested:
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ACCESS2_READ Read data fromfile or read a directory.
ACCESS2_LOOKUP

Look up a nane in a directory (no neaning for non-directory
obj ects). ACCESS2 MDD FY

Rewite existing file data or nodify existing directory entries.
ACCESS2_EXTEND

Wite new data or add directory entries. ACCESS2 DELETE
Del ete an existing directory entry. ACCESS2_EXECUTE
Execute file (no nmeaning for a directory).

If the ACCESS procedure is successful, the server sets the
ACCESS2res.status field to ACL2 OK. It fills in the

ACCESS2r esok. attr field with the file object’s current file
attributes, as detailed in [ RFC1094]. Lastly, it encodes the set of
perm ssions that the requesting user is granted in the
ACCESS2r esok. access fi el d.

5.2.5.4. | MPLEMENTATI ON

In the NFS version 2 protocol, the only reliable way to determn ne
whet her an operation is allowed is to try it and see if it succeeded
or failed. Using the ACCESS procedure in the NFS _ACL version 2
protocol, a client can ask the server to indicate whether or not one
or nore classes of operations are permitted.

In general, it is not sufficient for a client to attenpt to deduce
access perm ssions by inspecting the uid, gid, and node fields in the
file attributes, since the server may performuid or gid mapping or

enforce additional access control restrictions. It is also possible
that the NFS version 2 protocol server may not be in the sane ID
space as the NFS version 2 protocol client. In these cases, the NFS

version 2 protocol client can not reliably performan access check
with only current file attributes.

The information returned by the server in response to an ACCESS cal
is advisory only. It was correct at the exact tine that the server
performed the checks, but not necessarily afterwards. The server can
revoke access permssion to a file object at any tine.
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The NFS_ACL version 2 protocol client should use the effective
credentials of the user to build the authentication information in
the ACCESS request used to determ ne access rights. It is the

ef fective user and group credentials that are used in subsequent read
and write operations.

Many i npl enentations do not directly support the ACCESS2_ DELETE

perm ssion. Qperating systens |ike UNI X may ignore the
ACCESS2_DELETE bit if set on an access request on a non-directory
object. In these systens, delete permssion on a file is determ ned
by the access perm ssions on the directory in which the file resides,
i nstead of being determ ned by the perm ssions of the file itself.
Thus, the bit nmask returned for such a request will have the
ACCESS3_DELETE bit set to O, indicating that the client does not have
this perm ssion.

The server should return a status of ACL2 K if no errors occurred
that prevented the server from making the required access checks.

5.2.5.5. ERRORS

* ACL2ERR_|I O

* ACL2ERR_STALE
6. NFS _ACL Version 3

Version 3 of the NFS ACL protocol is used in conjunction only with
version 3 of the NFS protocol

6.1. Data types inherited from NFS version 3
6.1.1. Scalar Data types

These are defined in Section 2.5 of [RFC1813].

typedef unsi gned hyper uint64;

typedef unsigned | ong uint 32;

typedef uint64 fileids3;

typedef uint32 uid3;

typedef uint32 gid3;

typedef uint64 sizes3;
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typedef ui nt32 nodes;
6.1.2. ftype3

The enuneration "ftype3" represents the type of a file object. This
definition is further explained in Section 2.6 of [RFC1813].

enum ftype3 {
NF3REG
NF3DI R
NF3BLK
NF3CHR
NF3LNK
NF3SOCK
NF3FI FO

~Nogh~rwNE

s
6.1.3. specdata3

struct specdata3 {
ui nt 32 specdat al;
ui nt 32 specdat a2;
b

The interpretation of the two words depends on the type of file
system object. For a bl ock special (NF3BLK) or character specia
(NF3CHR) file, specdatal and specdata2 are the mmjor and m nor device
nunbers, respectively. For all other file types, these two el enents
shoul d either be set to 0 or the values shoul d be agreed upon by the
client and server.

Further detail is available in Section 2.6 of [RFC1813].

6.1.4. nfs fh3
The nfs _fh3 data type is a variabl e-1ength opaque object returned by
the NFS version 3 LOOKUP, CREATE, SYM.INK, MKNOD, LINK, or
READDI RPLUS procedures. A client uses this handl e during subsequent
NFS operations to reference the file. This definition cones from
Section 2.6 of [RFC1813].
NFS3_FHSI ZE 64

The maxi mum size in bytes of the opaque file handle.

struct nfs fh3 {
opaque dat a<NFS3_FHSI ZE>;
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To the client, a file handle is opaque. The client stores file
handl es for use in a later request and can conpare two file handl es
fromthe sane server for equality by doing a byte-by-byte conparison
but cannot otherw se interpret the contents of file handl es.

Further, if two file handles fromthe sane server are equal, they
must refer to the same file, but if they are not equal, no
concl usi ons can be drawn.

Servers may revoke access provided by a file handle at any tinme. |If
the file handle passed in a call refers to a file system object that
no |l onger exists on the server or access for that file handl e has
been revoked, the error, ACL3ERR STALE, is returned.

.1.5. nfstinme3

NFS version 3's "nfstinme3" structure represents the nunber of seconds
and nanoseconds since nmidnight January 1, 1970 G eenwi ch Mean Ti ne.
Further details are in Section 2.6 of [RFC1813].

struct nfstime3 {
ui nt 32 seconds;
ui nt 32 nseconds;

b

6.1.6. nfsfattr3

This docunment refers to NFS version 3's file attribute structure as
"nfsfattr3". This is the sanme as the fattr3 structure described in
Section 2.6 of [RFC1813]. A definition of the bit fields in the
"nmode" elenment, which relate to traditional file system access

per m ssions, can also be found there.

struct fattr3 {

ftype3 type;
nmode3 node;
ui nt 32 nlink;
ui d3 ui d;
gi d3 gi d;
si ze3 si ze;
si ze3 used;
specdat a3 rdev;
ui nt 64 fsid;
fileid3 fileid;
nfstime3 ati ne;
nfstime3 mine;
nf sti me3 ctine;
b
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.1.7. post_op_attr

The NFS version 3 "post_op_attr" data type returns file attributes
that are not directly involved in the requested procedure. See
Section 2.6 of [RFC1813] for nore information.

uni on post_op_attr switch (bool attributes follow) {

case TRUE:
fattr3 attributes;
case FALSE:
voi d;
H
The format of this data type appears to nake returning file
attributes optional. However, server inplenenters are strongly

encouraged to nmake a best effort to return attributes whenever
possi bl e, even when returning an error

.2. FError Val ues

Section 2.5 of [RFC1813] describes an enunerated type call ed
"nfsstat3" which provides a status code for NFS version 3 procedure
results. A matching type called "aclstat3" is defined in this
docunent for the simlar purpose of returning NFS_ACL version 3
procedure status codes. The nuneric values of these two types match

up, although aclstat3 omts sone codes that are not relevant to the

NFS_ACL pr ot ocol

enum acl stat3 {

ACL3_CK = 0,
ACL3ERR_PERM =1,
ACL3ERR | O = 5,
ACL3ERR_ACCES = 13,
ACL3ERR_| NVAL = 22,
ACL3ERR_NCSPC = 28,
ACL3ERR_ROFS = 30,
ACL3ERR_DQUOT = 69,
ACL3ERR _STALE = 70,
ACL3ERR_BADHANDLE = 10001,
ACL3ERR_NOTSUPP = 10004,
ACL3ERR_SERVERFAULT = 100086,
ACL3ERR_JUKEBOX = 10008

b

These status codes carry the foll owi ng nmeani ngs:

ACL3_OK Indicates the call conpleted successfully.
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ACL3ERR_PERM Not owner. The operation was not allowed because the
caller is either not a privileged user (root) or not the owner of
the target of the operation

ACL3ERR IO I/Oerror. A hard error (for exanple, a disk error)
occurred while processing the requested operation

ACL3ERR ACCES Pernmission denied. The caller does not have the
correct permssion to performthe requested operation. Contrast
this with NFS3ERR PERM which restricts itself to owner or
privil eged user perm ssion failures.

ACL3ERR INVAL An invalid or unsupported argunent was specified for
pr ocedur e.

ACL3ERR NOSPC No space |left on device. The operation would have
caused the server’'s file systemto exceed its limt.

ACL3ERR ROFS Read-only file system A nodifying operation was
attenpted on a read-only file system

ACL3ERR DQUOT Resource (quota) hard limt exceeded. The user’s
resource limt on the server has been exceeded.

ACL3ERR _STALE Invalid file handle. The file handle given in the
argunents was invalid. The file referred to by that file handle
no |l onger exists or access to it has been revoked.

ACL3ERR BADHANDLE Illegal NFS file handle. The file handle failed
i nternal consistency checks.

ACL3ERR NOTSUPP (Qperation is not supported.

ACL3ERR SERVERFAULT An error occurred on the server which does not
map to any of the legal NFS version 3 protocol error values. The
client should translate this into an appropriate error. UN X
clients may choose to translate this to El O

ACL3ERR JUKEBOX The server initiated the request, but was not able
to conplete it in atinmely fashion. The client should wait and
then try the request with a new RPC transaction ID. For exanple,
this error should be returned froma server that supports
hi erarchi cal storage and receives a request to process a file that
has been migrated. |In this case, the server should start the
i mm gration process and respond to client with this error

Server Procedures
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6.3.1. Procedure O0: NULL - No Operation
6.3.1.1. ARGUMENTS
voi d;
6.3.1.2. RESULTS
voi d;
6.3.1.3. DESCRI PTION

This is the usual NULL procedure with a void argunment and void
result.

6.3.1.4. | MPLEMENTATI ON

It is inmportant that this procedure do no work at all so that clients
can use it to neasure the overhead of processing a service request.
By convention, the NULL procedure shoul d never require any

aut hentication. A server inplnentation may choose to ignore this
convention, if responding to the NULL procedure call acknow edges the
exi stence of a resource to an unauthenticated client.

6.3.1.5. ERRCRS

Since the NULL procedure takes no argunent and returns no result, it
can not return an NFS or NFS_ACL error status code. However, sone
server inplenmentations may return RPC errors based on security or
aut henti cation policy settings.

6.3.2. Procedure 1: GETACL - Retrieve an Access Control List
6.3.2.1. ARGUMENTS
struct GETACL3args {
nfs fh3 fh;
u_int mask;
b
6.3.2.2. RESULTS
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struct GETACL3resok {
post _op_attr attr;
secattr acl;

}s

struct GETACL3resfail ({
post_op_attr attr;
H

uni on CETACL3res switch (nfsstat3 status) {
case ACL3_OK:
CGETACL3r esok resok;
def aul t:
GETACL3resfail resfail;
b

6.3.2.3. DESCRI PTI ON

The GETACL procedure retrieves Access Control List information
associated with the file system object specified by the
GETACL3args.fh field. The client obtains this file handl e using one
of the NFS version 2 LOOKUP, CREATE, MKDI R, SYM.INK, MKNOD, or
READDI RPLUS procedures, or the MOUNT service, as described in

[ RFC1813] .

The GETACL3args.mask field specifies which information is to be
returned in the response:

* |f the NA ACL bit is set, the server fills in the object’s access
ACL.

* |f the NA ACLCNT bit is set, the server fills in the nunber of
ACEs that are in the object’s access ACL.

* |f the NA DFACL bit is set, the server fills in the object’s
default ACL.

* if the NA DFACLCNT bit is set, the server fills in the nunber of
ACEs that are in the object’s default ACL.

If the GETACL procedure is successful, the server sets the
GETACL3res.status field to ACL3 OK. It fills in the
GETACL3resok. attr field with the file object’s post operation file
attributes, as detailed in [ RFC1813]. Lastly, it fills in the
GETACL3res.acl field with two counted arrays of Access Control
Entries (ACEs).
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O herwi se, GETACL3res.status contains an error status on failure and

no other results are returned.

6.3.2.4. | MPLEMENTATI ON

When CGETACL3args.fh represents a file object that does not currently
have an ACL associated with it or does not inplement support for
ACLs, the server responds by returning a manufactured mnimal NFS ACL
that reflects the current owner, group, and node bits of the object

(see Section 3.5.4.2).
6.3.2.5. ERRCRS

* ACL3ERR I O

* ACL3ERR_STALE

*  ACL3ERR_BADHANDLE

*  ACL3ERR_SERVERFAULT

*  ACL3ERR_JUKEBOX
6.3.3. SETACL Procedure
6.3.3.1. ARGUMENTS

struct SETACL3args {

nfs fh3 fh;
secattr acl;

b
6.3.3.2. RESULTS

struct SETACL3resok {
post_op_attr attr;
b

struct SETACL3resfail ({
post_op_attr attr;
b

uni on SETACL3res switch (nfsstat3 status) {
case ACL3_ XK
SETACL3r esok resok;
def aul t:
SETACL3resfail resfail
b
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6.3.3.3. DESCRI PTI ON

The SETACL procedure replaces the Access Control Lists associated
with the file system object specified by the SETACL3args.fh field
with the ACLs specified by the SETACL3args.acl field. The client
obtains the file handl e using one of the NFS version 3 LOOKUP
CREATE, MKDI R, MKNOD, SYM.I NK, or READDI RPLUS procedures, or the
MOUNT service, as described in [ RFC1813].

| How are ACLs renoved?
If the SETACL procedure is successful, the server sets the
SETACL3res.status field to ACL3_ (K and fills in the SETACL3resok. attr

field with the file object’s post operation file attributes, as
detailed in [ RFC1813].

O herwi se, SETACL3res.status contains an error status on failure and
no other results are returned.

6.3.3.4. | MPLEMENTATI ON

On success, the server does not send the reply until the ACL change
is durable locally.

Changing a file object’s ACL changes the object’s minme. The ntine
change is reflected in the attributes returned in the SETACL
response.
A high-quality server inplenentation ensures that a GETACL procedure
running concurrently with a SETACL procedure does not return
partially updated (torn) ACL contents. However, a failed SETACL may
partially change a file' s ACLs.
When SETACL3args.fh represents a file object that does not inplenent
support for ACLs, the server responds by setting SETACL3res.status to
ACL3ERR_NOTSUPP.
When SETACL3args. acl does not contain at |east the mninmal set of
ACEs (as described in Section 3.5.4.2), the server responds by
setting SETACL3res.status to ACL3ERR | NVAL.

6.3.3.5. ERRCRS
*  ACL3ERR_PERM
* ACL3ERR_I O

*  ACL3ERR_ACCES
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*  ACL3ERR_| NVAL

*  ACL3ERR_NGSPC

*  ACL3ERR_ROFS

*  ACL3ERR_DQUOT

* ACL3ERR_STALE

*  ACL3ERR_BADHANDLE

*  ACL3ERR_SERVERFAULT

*  ACL3ERR_JUKEBOX
7. Inmplenentation |ssues
7.1. Permission issues

The NFS protocol, strictly speaking, does not define the permssion
checking used by NFS servers. However, it is expected that an NFS
server will do nornmal operating system perm ssion checking using
AUTH UNI X style authentication as the basis of its protection
mechani sm or another stronger form of authentication such as
RPCSEC GSS. Wth AUTH UNI X aut henti cation, the server gets the
client’s effective uid, effective gid, and groups on each call and
uses themto check permission. These are the so-called UN X
credenti al s.

Using uid and gid inplies that the client and server share the same
uid list. Every server and client pair nust have the sane napping
fromuser to uid and fromgroup to gid. Since every client can al so
be a server, this tends to inply that the whole network shares the
same uid/gid space. |If this is not the case, then it usually falls
upon the server to perform sonme custom nmappi ng of credentials from
one authentication domain into another. A discussion of techniques
for managi ng a shared user space or for providing nechani sns for user
I D mappi ng i s beyond the scope of this specification

I n POSI X-based operating systens, a particular user (on UNI X, the uid
0) has access to all files, no matter what pernission and ownership
they have. This superuser pernission may not be allowed on the
server, since anyone who can become superuser on their client could
gain access to all renote files. A POSIX-based NFS server by default
maps uid 0 to a distinguished value (for instance, U D NOBCODY), as
wel | as mapping the groups list, before doing its access checking. A
server inplenmentation nmay provide a mechanismto change this nmapping.
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7.2. Duplicate Request Cache

The typical NFS protocol failure recovery nodel uses client time-out
and retry to handl e server crashes, network partitions, and | ost
server replies. Avretried request is referred to as a duplicate of
the ori gi nal

When used in a file server context, the termidenpotent can be used
to distinguish between operation types. An idenpotent request is one
that a server can performnore than once with equivalent results
(though it may in fact change, as a side effect, the access tine on a
file, say for READ). Some NFS operations are obviously non-

i denmpotent. They cannot be reprocessed w thout special attention
simply because they may fail if tried a second time. A CREATE
request, for exanple, can be used to create a file for which the
owner does not have wite permssion. A duplicate of this request
cannot succeed if the original succeeded. Likewi se, a file can be
removed only once.

The side effects caused by perform ng a duplicate non-idemnpotent
request can be destructive. A duplicate file truncation can result
inlost wites. It is the inherent statel ess design of the NFS
protocol on top of an unreliable RPC transport that yields the
possibility of destructive replays of non-idenpotent requests. Even
in an inplenentation of the NFS protocol over a reliable connection-
oriented transport, a connection break with automatic reestablishment
requires duplicate request processing: the client retransnmits
requests that were pending before the connection |oss, and the server
needs to recogni ze and deal with potential duplicate non-idenpotent
requests.

Most NFS server inplenentations maintain a cache of recent requests,
called the duplicate request cache, for recognizing duplicate non-

i denpotent requests. |If the server receives a request and recognizes
it as a duplicate of a recently conpleted request, the server returns
the original conpletion status instead of processing the duplicate
request again.

A description of an early inplenentation of a duplicate request cache
can be found in [Juszczak].

For all versions of the NFS ACL protocol, the SETACL procedure is
consi dered to be non-idenpotent.
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7.3. Caching Policies

The NFS protocol does not define a policy for caching on the client

or server. In particular, there is no support for strict cache
consi stency between a client and server, nor between different
clients.

The NFS_ACL protocol does not nandate a specific caching policy for

ACLs or information retrieved via the ACCESS procedure. However, a

hi gh-quality client inplenmentation that seeks good perfornmance nm ght
choose to revalidate cached access control information with the sane
regularity that it invalidates normal file attributes.

8. XDR Protocol Definition

This section contains a description of the core features of the
NFS_ACL protocol, version 2 and 3, expressed in the XDR | anguage
[ RFC4506] .

This description is provided in a way that nakes it sinple to extract
into ready-to-conmpile form The reader can apply the follow ng shel
script to this docunent to produce a machi ne-readabl e XDR descri ption
of the NFS_ACL protocol

#!'/ bi n/ sh
grep "N *[/]" | sed "s? [[] ??° | sed 's?M *[]]$??

That is, if the above script is stored in a file called "extract.sh"
and this docunent is in a file called "spec.txt", then the reader can
do the following to extract an XDR description file:

sh extract.sh < spec.txt > nfs_acl.x

8.1. Code Conponent License
Code conponents extracted fromthis docunment rnust include the
following license text. When the extracted XDR code is conmbined with

ot her conpl enentary XDR code which itself has an identical I|icense,
only a single copy of the license text need be preserved.

1=

/1l * Copyright (c) 2024 | ETF Trust and the persons

/1l * identified as authors of the code. Al rights reserved.
M

/1l * The authors of the code are:

[l * Oacle

M

/1l * Redistribution and use in source and binary forms, with
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or without nodification, are permtted provided that the
followi ng conditions are net:

- Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
foll owi ng disclai ner.

- Redistributions in binary form mnust reproduce the above
copyright notice, this list of conditions and the
foll owi ng disclainmer in the docunentation and/or ot her
materials provided with the distribution

- Neither the nanme of Internet Society, |ETF or |ETF
Trust, nor the nanes of specific contributors, may be
used to endorse or pronote products derived fromthis
software without specific prior witten pernission

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS
AND CONTRI BUTORS "AS |'S" AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO
EVENT SHALL THE COPYRI GHT OWNER OR CONTRI BUTORS BE
LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
NOT LIM TED TGO PROCUREMENT OF SUBSTI TUTE GOODS OR
SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS
| NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF

LI ABI LI TY, WHETHER I N CONTRACT, STRICT LI ABILITY,

OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG
I'N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F
ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGE.

E R T T R R R R N N TR N I e T I N N S

/
const NFS_ACL_MAX ENTRI ES = 1024,

typedef int uid;
typedef unsigned short o_node;

/*

* This is the format of an ACL which is passed over the network.

*/

struct aclent {
int type;
uid id;
0_node perm

b
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/*
* The values for the type elenent of the aclent structure.
*/
const NA USER OBJ = Oxl1; /* object owner */
const NA USER = 0x2; /* additional users */
const NA GROUP_OBJ = 0x4; /* owning group of the object */
const NA GROUP = 0x8; /* additional groups */
const NA CLASS OBJ = 0x10; /* file group class and nmask entry */
const NA OTHER _OBJ = 0x20; /* other entry for the object */
const NA ACL DEFAULT = 0x1000; [* default flag */
/*
* The bit field values for the permelenent of the aclent
* structure. The three values can be conbined to form any
* of the 8 conbinations.
*/
const NA READ = 0x4; /* read perm ssion */
const NA WRI TE = 0x2; /[* write permssion */
const NA EXEC = 0Ox1; /* exec pernission */
/*
* This is the structure which contains the ACL entries for a
* particular entity. It contains the ACL entries which apply
* to this object plus any default ACL entries which are
* inherited by its children
*
* The values for the mask field are defined bel ow
*/
struct secattr {
u_int mask;
int aclcnt;
acl ent acl ent <NFS_ACL_MAX_ENTRI ES>;
int dfaclcnt;
acl ent df acl ent <NFS_ACL_MAX ENTRI ES>;
b
/*
* The values for the nmask el enent of the secattr struct as well
* as for the mask elenment in the argunents in the GETACL2 and
* GETACL3 procedures.
*/
const NA ACL = Ox1; /* aclent contains a valid list */
const NA ACLCNT = 0x2; /* number of entries in the aclent
const NA DFACL = 0x4; /* dfaclent contains a valid list */
const NA DFACLCNT = 0x8; /* nunmber of entries in the dfaclent
/*

NFS ACL Pr ot ocol
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*/

NFS ACL Protoco

enum ftype {

}s

NFNON
NFREG
NFDI R
NFBLK
NFCHR
NFLNK

UAWNRO

typedef opaque fhandl e[ FHSI ZE] ;

struct tinmeval {

b

unsi gned i nt seconds;
unsi gned i nt useconds;

struct fattr {

b
/*

* ACL error codes;

ftype type;
unsi gned i nt node;
unsi gned int nlink;
unsi gned int uid;
unsi gned int gid;
unsi gned int size;
unsi gned int bl ocksize;
unsi gned int rdev;
unsi gned int bl ocks;
unsi gned int fsid;
unsigned int fileid;
ti meval atime;
ti meval ntime;
ti meval ctime;

* nane used in NFS version 2.

*/

enum acl stat2 {

ACL2_OK = 0,
ACL2ERR PERM =
ACL2ERR | O = 5,
ACL2ERR_ACCES = 13,
ACL2ERR_NOSPC = 28,
ACL2ERR_RCFS = 30,
ACL2ERR_DQUOT = 69,
ACL2ERR STALE = 70,

11
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1y,

111

1=

/1] * NFS_ACL version 2 procedure argunents and results
1 *

111

/1] struct GETACL2args {
Iy fhandl e t fh;

Iy u_int mask;
11}

111

/1l struct GETACL2resok {
111 struct nfsfattr attr;
111 secattr acl;
1y,

111

/1] union CGETACL2res switch (enum nfsstat status) {
/1l case ACL2_OX:

111 CGETACL2r esok resok;
[/l default:

111 voi d;

11}

111

/1] struct SETACL2args {
111 fhandl e_t fh;

111 secattr acl;
1y,

111

/1] struct SETACL2resok {
111 struct nfsfattr attr;
11}

111

/1l union SETACL2res switch (enum nfsstat status) {
/1] case ACL2 OK:

111 SETACL2r esok resok;
/1l default:

111 voi d;

1y,

111

/1] struct GETATTRRargs {
/11 fhandl e_t fh;
11}

111

/1] struct GETATTR2resok {
111 struct nfsfattr attr;
11}

111

/1] union CETATTR2res switch (enum nfsstat status) {
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/1l case ACL2_OX:

Iy GETATTR2r esok resok;

/1] default:

111 voi d;

1y,

11

/1] struct ACCESS2args {

Iy fhandl e t fh;

Iy ui nt 32 access;

1y,

1

/1] const ACCESS2 READ = Ox1; /* read data or readdir a directory */

/1] const ACCESS2 LOOKUP = 0x2; /* lookup a nane in a directory */

/1] const ACCESS2_MODI FY = 0x4; /* rewite existing file data or */

Iy /* nodify existing directory entries */

/1] const ACCESS2 EXTEND = 0xS8; /* wite new data or add directory entries */

/1] const ACCESS2 DELETE = 0x10; /* delete existing directory entry */

/1l const ACCESS2 EXECUTE = 0x20; /* execute file (no nmeaning for a directory) *
/

[

/1] struct ACCESS2resok {

111 struct nfsfattr attr;

1 ui nt 32 access;

1y,

1

/1] union ACCESS2res switch (enum nfsstat status) {
/1] case ACL2 XK

111 ACCESS2r esok resok;

/1] default:

1 voi d;

1y,

[

1=

/1l * XDR data types inherited fromthe NFS version 3 protocol
1 *

1

/1] typedef unsigned hyper uint64;

/1l typedef unsigned |ong uint32;

/1] typedef uint64 fileid3;

/1] typedef uint32 uid3;

/1] typedef uint32 gid3;

/1] typedef uint64 size3;

/1] typedef uint32 node3;

111

/1] enum ftype3 {

111 NF3REG = 1,
111 NF3DI R = 2,
11 NF3BLK = 3,
111 NF3CHR =4
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NF3LNK
NF3SOCK
NF3FI FO

}s

No

NFS ACL Protoco

struct specdata3 {

ui nt 32
ui nt 32

b

specdat al;
specdat a2;

const NFS3_FHSI ZE = 64;

struct nfs_fh3 {

opaque

dat a<NFS3_FHSI ZE>;

struct nfstime3 {

ui nt 32
ui nt 32

b

struct fattr3 {

ftype3
nmode3
ui nt 32
ui d3

gi d3

si ze3

si ze3
specdat a3
ui nt 64
fileid3
nfstime3
nf sti me3
nfsti me3

b

uni on post_op_attr switch (boo

case TRUE:
fattr3
case FALSE:
voi d;
b

/*

* ACL error codes;

seconds;
nseconds;

type;
node;
nlink;
ui d;
gi d;
si ze;
used;
rdev;
fsid;
fileid;
ati nme;
mime;
ctine;

attri butes;

* name used in NFS version 3.

*/

Expi res 3 Novenber 2025
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/1l enum aclstat3 {

/11 ACL3_OK = 0,

/11 ACL3ERR_PERM = 1,

/11 ACL33ERR_NCENT = 2,

111 ACL3ERR | O = 5,

111 ACL3ERR_ACCES = 13,

111 ACL3ERR | NVAL = 22,

/11 ACL3ERR_NOSPC = 28,

/11 ACL3ERR_ROFS = 30,

/11 ACL3ERR_DQUOT = 69,

111 ACL3ERR_STALE = 70,

111 ACL3ERR_BADHANDLE = 10001,
111 ACL3ERR_NOTSUPP = 10004,
/11 ACL3ERR_SERVERFAULT = 10006,
/11 ACL3ERR_JUKEBOX = 10008,
VRY

111

111>

[l * NFS_ACL version 3 procedure argunents and results
1 =

111

/1] struct GETACL3args {
1 nfs_fh3 fh;

111 u_int mask;
1y,

[

/1] struct GETACL3resok {
/11 post _op_attr attr;
1 secattr acl;
1y,

1

/1] struct GETACL3resfail {
Iy post_op_attr attr;
1y,

1

/1] union CETACL3res switch (nfsstat3 status) {
/1l case ACL3_OK:

111 GETACL3r esok resok;
/1] default:

111 CETACL3resfail resfail;
11}

111

/1] struct SETACL3args {

111 nfs fh3 fh;

111 secattr acl;

11}

111

/1l struct SETACL3resok {
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1 post_op_attr attr;

1y,

111

/1] struct SETACL3resfail {

/11 post _op_attr attr;

1y,

1

/1] union SETACL3res switch (nfsstat3 status) {
/1l case ACL3_ X

111 SETACL3r esok resok;

/1] default:

111 SETACL3resfail resfail;

1y,

[

1=

/1] * Share the port with the NFS service.

1 *

/1] const NFS_ACL PORT = 2049;

1

/1l program NFS_ACL_PROGRAM {

Iy versi on NFS_ACL_V2 {

111 voi d

/11 ACLPROC2_NULL(void) = 0;

/11 GETACL2res

/11 ACLPROC2_GETACL( GETACL2args) = 1;
Iy SETACL2r es

111 ACLPROC2_SETACL( SETACL2args) = 2;
111 GETATTR2r es

/11 ACLPROC2_GETATTR( GETATTR2args) = 3;
1 ACCESS2r es

1 ACLPROC2_ACCESS( ACCESS2ar gs) = 4;
[ } =2

Iy versi on NFS_ACL_V3 {

111 voi d

/11 ACLPROC3_NULL(void) = 0;

/11 GETACL3res

1 ACLPROC3_GETACL( CETACL3args) = 1;
Iy SETACL3r es

111 ACLPROC3_SETACL( SETACL3args) = 2;
111 } = 3;

/1] } = 100227:
9. Inplenentation Status

| This section is to be renoved before publishing this docunent
| as an RFC.
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This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs.
Pl ease note that the listing of any individual inplenentation here
does not inmply endorsenent by the IETF. Furthernore, no effort has
been spent to verify the information presented here that was supplied
by I ETF contributors. This is not intended as, and nmust not be
construed to be, a catal og of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

9.1. Solaris NFS server and client
Organi zation: Oracle
URL: https://wwv. oracle.com (https://ww. oracl e.com
Maturity: Conplete.
Coverage: All procedures are inplenented.
Li censi ng: CDDL
| npl enent ati on experi ence:

9.2. Linux NFS server and client
Organi zation: The Li nux Foundati on
URL: https://ww.kernel.org (https://ww.kernel.orqg)
Maturity: Conplete.

Coverage: All procedures described in this document are inplenented
in both versions of the protocol.

Li censi ng: GPLv2
I mpl ement ati on experience: The initial Linux inplenmentation of the
NFS_ACL protocol is described in [Guenbacher], and subsequent

nmodi fi cations can be found in the Linux kernel source code repository
[ Li nux].
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10.

11.

12.

12.

[ G uenbacher] notes several mnor differences between the Linux and
Solaris inplementations of ACLs, and remarks that: > Solaris ACLs are
based on an earlier draft of POSIX 1003.1e, > so its handling of the
mask ACL entry is slightly different > than in draft 17 for ACLs with
only four ACL entries. This > is a corner case that occurs only
rarely, so the semantic > differences nmay not be noticeabl e.

Security Consi derations

An attacker can alter the content of an ACL as it transits an open
network, giving the attacker access to file content that the ACL is
supposed to protect.

Therefore, inplenmentations of NFS_ACL should protect the integrity of
ACL content when it transits a network. The use of an integrity-
preserving transport |ayer security service, such as the GSS Kerberos
integrity service, is strongly recomended.

| ANA Consi der ati ons

In accordance with Section 13 of [RFC5531], the editor requests that
| ANA update the entry for the NFS ACL service in the RPC Program
Nunbers registry to add the current docunent as a Reference.
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Appendi x A, Source Materi al

The on-the-wire protocol described here is intended to match existing
de factor inplementations of NFS_ACL

The source for the XDR specification provided in this docunent is the
nfs_acl.x file as found in published versions of the OpenSol ari s
source code base [ OpenSol aris], an open source descendant of Sol ari s.

However, there are a few changes to the protocol as it was originally
described in the OpenSol ari s source code base.

A. 1. Redaction of NFS_ACL Version 4

Version 4 of NFS_ACL is described in the original nfs_acl.x source
file is described this way:

This is a transitional interface to enable Solaris NFSv4 clients
to mani pul ate ACLs on Solaris servers until the spec is conplete
enough to inplement this inside the NFSv4 protocol itself. NFSv4
does handl e extended attri butes in-band.

Because the two non-NULL procedures in this version of the NFS_ACL
protocol were used only as part of a Solaris a prototype and there
are no other inplenentations of NFS ACL version 4, it is not included
in the protocol description appearing in this docunent.

A 2. Redacti on of GETXATTRDI R Procedures

The original NFS ACL protocol contained a GETXATTRDI R procedure that
was nmeant to provide clients access to nanmed attributes (auxiliary
streans) stored with each shared file. These procedures were |ater
i ntroduced in NFS version 4 [ RFC8881].

As far as this editor is aware, support for NFSv4 nanmed attri butes
was only ever inplenented in Solaris, which uses these procedures
make naned attributes visible over NFSv2 and NFSv3 as they are in
NFSv4. There is little to no public docunentation beyond what can be
found in the original nfs_acl.x file.

Therefore, the GETXATTRDI R procedures are not included in the
protocol description appearing in this docunent.
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| Perhaps this docunment should provide rules for extending the
| NFS_ACL protocol, in case sone other inplenmentation wishes to
| provide naned attribute visibility for NFSv3.

A. 3. Code Conpilation Requirenents

The original nfs_acl.x file that appears in the OpenSol aris code base
did not conpile using the w dely-avail abl e rpcgen tool).

* The file does not include a definition of the ACL2 OK or ACL3 X
constants used in definitions of result unions.

* The file does not include definitions of NFS protocol elenents
that are shared with the NFS_ACL protocol, such as fhandle_t and
post _op_attr.

The XDR specification provided in this docunent rectifies those
om ssions to provide a conplete and conpil abl e XDR | anguage
description of the NFS_ACL protocol.

Appendi x B. Open Questions

Should the CDDL .x file be explicitly cited, or otherw se referenced,
in this docunent?
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