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Abst ract

Thi s docunent describes the authors’ experience inplenenting the
NFSv4. 2 COPY operation, as described in [RFC7862]. It then
recomrends and notivates updates to that docunment. This is not a
normati ve documnent.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://chuckl ever. github.io/i-d-update-copy-spec/#go.draft-cel -
nf sv4- updat e- copy-spec. html . Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-cel-nfsv4-
copy-i npl ement ati on- experi ence/ .

Di scussion of this docunent takes place on the nfsv4 Wrking G oup
mailing list (mailto:nfsvd@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/nfsv4/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/nfsv4/.

Source for this draft and an issue tracker can be found at
https://github. com chuckl ever/i-d-updat e- copy- spec.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Kor ni evskai a & Lever Expires 6 May 2026 [ Page 1]



I nternet-Draft NFSv4. 2 COPY | npl enent ati on Experience Noverber 2025

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 May 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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I ntroduction

[ RFC7862] introduces a facility to the NFSv4 protocol for NFS clients
to request that an NFS server copy data fromone file to another.
Because the data copy happens on the NFS server, it avoids the
transit of file data between client and server during the copy
operation. This reduces |atency, network bandw dth requirenments, and
the exposure of file data to third parties when handling the copy
request.

Based on inplenmentation experience, this document reports on areas
where specification wording can be inproved to better guarantee
interoperation. These are nostly errors of omission that allow
interoperability gaps to arise due to subtleties and anbiguities in
the original specification of the COPY operation in [ RFC7862].

Executive Summary

Thi s docunent addresses several areas where the copy offl oad
specification in [ RFC7862] has shown to be insufficient to ensure
good interoperability:

* The specification does not clearly state which copy offl oad
operations are mandatory-to-inpl enent for servers supporting
synchronous versus asynchronous copy (Section 3).

* Miltiple issues affect copy stateids, including inconsistent
term nol ogy (Section 4.1), race conditions between operations
(Section 4.5), and unclear lifetine requirenments (Section 4.6).
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* | nsufficient guidance exists for when call back services shoul d
return specific status codes (Section 5.1), which status codes are
valid for reporting conpletion (Section 5.2), and whet her
cal |l backs are required after cancellation (Section 6).

* Several operations lack clarity, including the neaning of
"optional" fields in OFFLOAD_STATUS (Section 7), permssion for
short COPY results (Section 8), and requirenents for polling when
cal | backs are |l ost (Section 9).

* The description of the FATTRA_CLONE BLKSI ZE attribute | acks
essential details about units, semantics, and scope
(Section 11.1).

* No gui dance exists for handling asynchronous copies during server
shutdown or client state recovery after server restart
(Section 12).

* M ssing recomendations for denial-of-service mitigations specific
to copy offload operations (Section 13).

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent is Informative. However, it utilizes BCP14 conpliance
keywords in two ways:

* As part of quotations of Normative RFCs, or

* As part of suggested inprovenents to Normative | anguage found in
Nor mat i ve RFCs.

These BCP14 keyword usages are Informative only.

3.  Synchronous versus Asynchronous COPY
The NFSv4.2 protocol is designed so that an NFSv4.2 server is
consi dered protocol conpliant whether it inplenents the COPY
operation or not. This nmeans that NFSv4.2 server inplenenters are

free to not inplement COPY.

If inmplenenters choose to provide it, the COPY operation comes in two
di stinct flavors:
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* synchronous, where the server reports the final status of the
operation directly in the response to the client’s COPY request

* asynchronous, where the server agrees to report the final status
of the operation at a later tine via a call back operation

[ RFC7862] does not take a position on whether a client or server is
mandated to inmplenent either or both forms of COPY, though it does
clearly state that to support inter-server copy, asynchronous copy is
mandat ory-t o-i npl enent .

The i npl enentation requirenents for these two forns of copy offl oad
are quite distinct fromeach other. Sone inplenmenters have chosen to
avoi d the nmore conpl ex asynchronous form of COPY.

However, NFS clients must be able to detect what an NFS server
provides in order to fall back quickly and gracefully when the copy
offload facility of their choice is not avail able.

3.1. Detecting Support For COPY
Section 4.1.2 of [RFC7862] states:

I nter-server copy, intra-server copy, and intra-server clone are
each OPTIONAL features in the context of server-side copy. A
server may choose independently to inplenent any of them A
server inplenenting any of these features may be REQU RED to

i npl ement certain operations. Oher operations are OPTIONAL in
the context of a particular feature (see Table 5 in Section 13)
but may becone REQUI RED, dependi ng on server behavior. dients
need to use these operations to successfully copy a file.

[ RFC7862] di stingui shes between inplenmentations that support inter-
server or intra-server copy, but does not differentiate between
i npl ementations that support synchronous versus asynchronous copy.

To interoperate successfully, a client and server nust be able to
determ ne which forns of COPY are inplemented and fall back to a
nor mal READ/ VWRI TE- based copy when necessary. The foll ow ng

addi tional text can rmake this nore clear:

G ven the operation of the signaling in the ca _synchronous field
as described in Section 15.2.3 of [RFC7862], an inplenmentation
that supports the NFSv4.2 COPY operation MJST support synchronous
copy and MAY support asynchronous copy.
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3.2. Mandatory-To- I npl enent Operations

The synchronous form of copy offl oad does not need the client or
server to inplement the NFSv4.2 OFFLOAD CANCEL, OFFLOAD STATUS, or
CB_OFFLOAD operati ons.

Mor eover, the COPY_NOTI FY operation is required only when an

i mpl ement ati on provides inter-server copy offload. Thus a m ni mum
vi abl e synchronous-only copy inplenentation can get away with

i mpl ementing only the COPY operation and can | eave the other three
operations nentioned here uni npl enent ed.

The asynchronous form of copy offload is not possible wthout the

i mpl ement ati on of CB_OFFLOAD, and not reliable wthout the

i mpl ement ati on of OFFLOAD _STATUS. The original specification of copy
of fl oad does not nake these two operations nandatory-to-inplenent
when an inpl enentation clains to support asynchronous COPY. The
addition of the followi ng text can make this requirenment clear:

VWhen an NFS server inplenentation provides an asynchronous copy
capability, it MJST inplenent the OFFLOAD CANCEL and
OFFLOAD_STATUS operations, and MJST i npl enent the CB OFFLOAD
cal | back operati on.

4. Copy statel Ds

There are a nunber of areas where [RFC7862] is nmute or unclear on the
details of copy stateids. W start by defining sone terns.

4.1. Term nol ogy

An NFSv4 stateid is a fixed-length blob of data (a hash, if you wll)
that represents operational state known to both an NFSv4 client and
server. A stateid can represent open file state, file lock state, or
a del egati on.

[ RFC7862] introduces a new category of stateid that it calls a "copy
stateid". That document |acks a specific definition of this term
The termis applied to at least two different usages of a stateid,
nei ther of which can be used for the other use, and neither of which
can be used for existing categories of stateid (open, |ock, and

del egati on).

[ RFC7862] refers to what is returned in cnr_stateid result of a
COPY_NOTI FY response (Section 15.3.2 of [RFC7862]) and what is to be
used as the ca src_stateid argunment in a COPY request (Section 15.2.2
of [RFC7862]) as "a copy stateid":

Kor ni evskai a & Lever Expires 6 May 2026 [ Page 6]



I nternet-Draft NFSv4. 2 COPY | npl enent ati on Experience Noverber 2025

The cnr_stateid is a copy stateid that uniquely describes the
state needed on the source server to track the proposed COPY.

Section 15.2.3 of [RFC7862] refers to what is returned in the
w _callback_id field of a COPY response as a "copy stateid":

The wr_callback_id stateid is termed a "copy stateid" in this
cont ext .

A field named w_cal | back_id appears in the WRI TE_SAME response for
the sane purpose, but Section 15.12.3 of [RFC7862] avoids referring
tothis as a "copy stateid". It also appears as part of the argunent
of a CB_COFFLOAD request just like COPY's w_callback_id. It is not
referred to as a "copy stateid" in that section

Section 4.8 of [RFC7862] is entitled "Copy Offload Stateids", and
st at es:

A server may performa copy offload operation asynchronously. An
asynchronous copy is tracked using a copy offload stateid. Copy
offl oad stateids are included in the COPY, OFFLOAD_ CANCEL,
OFFLOAD_STATUS, and CB_OFFLQAD operati ons.

The term "copy offload stateid" is not used anywhere else in

[ RFC7862], therefore it is unclear whether this section refers only
to the values that can appear in a w_stateid field, or if it refers
to all copy stateids.

Note al so that Section 15.8.3 of [RFC7862] does not refer to the
oca_stateid argunment of an OFFLOAD _CANCEL request by any specia

nane, nor does it restrict the category of stateid that may appear in
this argument. Likew se for the osa_stateid argunment of an
OFFLOAD_STATUS request (Section 15.9.3 of [RFC7862]) and the
coa_stateid argunment of a CB OFFLOAD request (Section 16.1.3 of

[ RFC7862]) .

To alleviate this confusion, it is appropriate to construct
definitions for the specific usages of stateids that represent the
state of ongoing offl oaded operations. Perhaps the follow ng m ght
be hel pful:

copy stateid: A stateid that uniquely and gl obally describes the
state needed on the source server to track a COPY operation. A
copy stateid begins its lifetine when an NFS server forns the
response to a COPY_NOTI FY operation

offload stateid: A stateid that uniquely describes the conpletion
state of an of fl oaded operation (either WRI TE_SAME or COPY)
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Use of Del egation Stateids
According to Section 15.2.1 of [RFC7862]:

The ca_dst _stateid MJST refer to a stateid that is valid for a

WRI TE operation and follows the rules for stateids in Sections
8.2.5 and 18.32.3 of [RFC5661]. For an inter-server copy, the
ca_src_stateid MJUST be the cnr_stateid returned fromthe earlier
COPY_NOTI FY operation, while for an intra-server copy
ca_src_stateid MIST refer to a stateid that is valid for a READ
operation and follows the rules for stateids in Sections 8.2.5 and
18.22. 3 of [RFC5661].

The first sentence appears to allow the use of del egation stateids,
whil e the second seens to clearly exclude the use of del egation
stateids. Since the specification does not describe how a server
needs to respond to operations that conflict with del egation
stateids, one nust assume that the first sentence is incorrect.

In terms of inplenmentation guidance, in light of types of open
permtted by [RFCI754], in particular,
OPEN4_SHARE_ACCESS_WANT_OPEN_XOR_DELEGATI ON, OPEN oper ati ons
performed to acquire stateids for a COPY operation m ght receive only
a del egation stateid. Wen preparing for a COPY operation, NFSv4
clients need to indicate that a delegation is not wanted.

cnr_|lease_tine

ol ga: COPY_NOTI FY produces a copy stateid. How |long should it
be valid? Perhaps it's indirectly discussed by the 15.3.3 in
cnr_lease_tinme. So copy stateid is valid for cnr_|lease_tine or
whil e copy is ungoing? That’s what Linux server inplements

| aundry thread revokes if | ease period has gone by without it
bei ng marked valid.

I

I

I

I

|

I

I

| I was going to conplain about the usel essness (in nmy point of
| view) of the spec’s cnr_lease_time. Source server sends that
| wvalue to the client. dient doesn't propagate that value to
| the destination server. How can the client control the

| destination starting the read by the cnr_lease_tine (the

| destination server doesnt know by when it needs to start the
| copy)? But |I can see that the source server wants to protect
| itself from "unauthorized" (really late) reading. | just find
| that telling the client isn't useful

|

I

I

I

| believe the Linux server inplenents the safeguards and

requires the start of the COPY operation to happen within a
| ease period. M grep thru the code for
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|  "NFS4ERR _PARTNER NO AUTH' cones up enpty. So we don’'t exercise
| letting the destination server know the copy isn't meeting
| "copy progress" constraints.

Use of OFfload Stateids As A Conpl etion Cookie

As inplenentation of copy offload proceeds, devel opers face a numnber

of questions regarding the use of copy stateids to report operationa

compl etion. For conpletion, these issues need to be addressed by the
speci fication:

* How is sequence nunber in a copy stateid handl ed? Under what
circunstances is its sequence nunber bunped? Do peers match copy
stateids via only their "other" fields, or nust they match
everyt hi ng i ncluding the sequence nunber?

* Under what circunstances may a server re-use the same copy stateid
during one NFSv4.1l session?

* How |l ong does the client’s call back service have to remenber copy
stateids? |Is the callback service responsible for renenbering and
reporting previously-used copy stateids?

*  When does the client’s callback service return NFS4ERR _BAD STATEI D
to a CB_OFFLQAD operation, and what action should the server take,
since there’s no open state recovery to be done on the NFSv4
server?

COPY Reply Races Wth CB_OFFLOAD Request

Due to the design of the NFSv4.2 COPY and COPY_COFFLOAD operations, an
NFS clietn’s call back service cannot recognize a copy stateid
presented by a CB_OFFLOAD request until after the client has received
and processed the COPY response. This COPY response both confirns
that an asynchronous copy operation has started and provi des the copy
stateid. Under sone conditions, the client may process the
CB_OFFLOAD request before processing the nmatching COPY reply.

There are a few alternatives to consider when designing the client
cal | back service inplenentation of the CB OFFLOAD operation. Anong
ot her designs, client inplenenters m ght choose to:

* Maintain a cache of unmatched CB_CFFLOAD requests in the
expectation of a matching COPY response arriving immnently.
(Danger of accruing unmatched copy stateids over tine).

* Have CB _OFFLOAD return NFS4ERR DELAY if the copy stateid is not
recogni zed. (Danger of infinite |ooping).
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* UWilize areferring call list contained in the CB_SEQUENCE in the
same COMPOUND (as described in Section 20.9.3 of [RFC8881]) to
determ ne whether an ingress CB OFFLOAD is likely to match a COPY
operation the client sent previously.

Wiile the third alternative nmight appear to be the nost bull et-proof,
there are still issues with it:

* There is no normative requirenent in [ RFC8881] or [RFC7862] that a
server inplement referring call lists, and it is known that sone
popul ar server inplenentations in fact do not inplenent them
Thus a client callback service cannot depend on a referring cal
I'ist being avail abl e.

* dient inplementations nust take care to place no nore than one
non- synchronous COPY operation per COWOUND. |If there are any
nore than one, then the referring call |ist becones usel ess for
di sanbi guati ng CB_OFFLOAD requests.

The authors recomend that the inplementation notes for the
CB_OFFLQOAD operation contain appropriate and explicit guidance for
tackling this race, rather than a sinple reference to [ RFC8881].

4.6. Lifetime Requirenents

An NFS server that inplenents only synchronous copy does not require
the stricter COPY stateid lifetine requirenents described in

Section 4.8 of [RFC7862]. A stateid used with a synchronous copy
lives only until the COPY operation has conpl et ed.

Regar di ng asynchronous copy offl oad, the second paragraph of
Section 4.8 of [RFC7862] states:

A copy offload stateid will be valid until either (A) the client
or server restarts or (B) the client returns the resource by

i ssuing an OFFLOAD_CANCEL operation or the client replies to a
CB_OFFLOAD operation

Thi s paragraph is unclear about what "client restart” means, at |east
in terms of what specific actions a server should take and when, how
|l ong a COPY stateid is required to remain valid, and how a client
needs to act during state recovery. A stronger statenent about COPY
stateid lifetine can inprove the guarantee of interoperability:

VWhen a COPY stateid is used for an asynchronous copy, an NFS
server MJST retain the COPY stateid, except as follows below. An
NFS server MAY invalidate and purge a COPY stateid in the

foll owi ng circunstances
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5

5.

0 The server instance restarts.
0 The server expires the owning client’s |ease.

0 The server receives an EXCHANGE | D or DESTROY_CLI ENTI D request
fromthe owning client that results in the destruction of that
client’s | ease.

0 The server receives an OFFLOAD CANCEL request fromthe owning
client that matches the COPY stateid.

0 The server receives a reply to a CB_ OFFLOAD request fromthe
owni ng client that matches the COPY stateid.

I mpl enenters have found the foll owi ng behavior to work well for
clients when recovering state after a server restart:

When an NFSv4 client discovers that a server instance has
restarted, it nust recover state associated with files on that
server, including state that manages of fl oaded copy operati ons.
VWhen an NFS server restart is detected, the client purges existing
COPY state and redrives its inconpleted COPY requests fromtheir
beginning. No other recovery is needed for pending asynchronous
copy operations.

St atus Codes, Their Meanings, and Their Usage

[ RFC7862] specifies the use of certain status codes for use with copy
of fl oad operations but provides insufficient guidance on when and how
t hese codes shoul d be used, particularly for the CB OFFLOAD cal | back
operation. The lack of clarity around error handling creates
interoperability risks, as client and server inplementers may nake

di fferent assunptions about conpliant behavior

1. Status Codes for the CB_OFFLOAD Operation

Section 16.1.3 of [RFC7862] describes the CB_OFFLOAD comand, but
provi des no information, normative or otherw se, about the NFS
client’s callback service is to use CB_OFFLOAD s response status
codes. The set of permtted status codes is listed in Section 11.3
of [RFC7862]. The usual collection of status codes related to
conmpound structure and session paraneters are avail abl e.
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However, Section 11.3 also lists NFS4AERR BADHANDLE

NFSAERR_BAD STATEI D, and NFS4ERR _DELAY, but Section 16.1.3 of

[ RFC7862] does not give any direction about when an NFS client’s
cal | back service should return them 1In a protocol specification, it
is usual practice to describe server responses to a malforned
request, but that is entirely mssing in that section of [RFC7862].

5.1.1. NFS4ERR BADHANDLE
Section 15.1.2.1 of [ RFC8881] defines NFS4ERR BADHANDLE t his way:

Il'legal NFS filehandle for the current server. The current
filehandl e failed internal consistency checks.

There is no filesystemon an NFS client to determ ne whether a
filehandle is valid, thus this definition of NFS4ERR BADHANDLE i s not
sensi ble for the CB_OFFLOAD operation

The CB_RECALL operation night have been the nodel for the CB_OFFLOAD
operation. Section 20.2.3 of [RFC8881] states:

If the handl e specified is not one for which the client holds a
del egati on, an NFS4ERR BADHANDLE error is returned.

Thus, if the coa_fh argunent specifies a filehandle for which the NFS
client currently has no pendi ng copy operation, the NFS client’s
cal | back service returns the status code NFS4ERR BADHANDLE. The
protocol specification does not mandate that the NFS client’s
cal | back service renenber fil ehandl es after a copy operation has
conpl et ed.

| cel: Is the NFS server pernitted to purge the copy offl oad
| stateid if the CB_OFFLOAD status code is NFS4AERR BADHANDLE ?

The authors recomend that Section 16.1.3 of [RFC7862] should be
updated to describe this use of NFS4AERR_BADHANDLE

5.1.2. NFS4ERR_BAD_STATEI D

Section 15.1.5.2 of [RFC8881] states that NFS4ERR BAD STATEI D neans
t hat :

A stateid does not properly designate any valid state.
In the context of a CB_OFFLOAD operation, "valid state" refers to

either the coa_stateid argunent, which is a copy stateid, or the
w_cal I back_id argunent, which is a copy offload stateid.
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If the NFS client’s call back service does not recognize the stateid
contained in the coa_stateid argunment, the NFS client’s call back
service responds with a status code of NFS4ERR BAD STATEI D.

The NFS client is nade aware of the copy offload stateid by a
response to a COPY operation. |If the CB_OFFLOAD request arrives
before the COPY response, the NFS client’s call back service will not
recogni ze that copy offload stateid.

* The NFS server might have provided a referring call in the
CB_SEQUENCE operation included in the CO/POUND with the CB_OFFLQAD
(see Section 2.10.6.3 of [RFC8881]. |In that case the NFS client’s

cal l back service waits for the matchi ng COPY response before
taking further action.

* |f the NFS server provided referring call information but the NFS
client can not find a nmatching pending COPY request, or if the NFS
server did not provide referring call information, the NFS

client’s callback service may proceed i mmedi ately.

Once the NFS client’s callback service is ready to proceed, it can
resol ve whether the copy offload stateid contained in the w_state id
argunent natches a currently pending copy operation. |If it does not,
the NFS client’'s call back service responds with a status code of
NFS4ERR _BAD STATEI D.

| cel: Is the NFS server pernmitted to purge the copy offl oad
| stateid if the CB_OFFLOAD status code i s NFS4ERR_BAD STATEI D ?

The authors reconmend that Section 16.1.3 of [RFC7862] shoul d be
updated to describe this use of NFS4AERR BAD STATEI D.

5.1.3. NFS4ERR_DELAY
Section 15.1.1.3 of [RFC8881] has this to say about NFS4ERR DELAY:

For any of a nunber of reasons, the replier could not process this
operation in what was deened a reasonable time. The client should
wait and then try the request with a new sl ot and sequence val ue.

When an NFS client’s callback service does not recogni ze the copy
offload stateid in the w_call back_id argurment but the NFS server has
not provided a referring call information, an appropriate response to
that situation is for the NFS client’s call back service to respond
with a status code of NFS4ERR _DELAY.

The NFS server should retry the CB OFFLQOAD operation only a linmted
nunber of tines:
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* The NFS client can subsequently poll for the conpletion status of
the copy operation using the OFFLOAD _STATUS operati on

* A buggy or malicious NFS client callback service mght always
return an NFS4ERR DELAY status code, resulting in an infinite | oop
if the NFS server never stops retrying.

The NFS server is not pernmitted to purge the copy offload stateid if
the CB_COFFLOAD status code is NFSAERR DELAY.

The authors recomend that Section 16.1.3 of [RFC7862] should be
updated to describe this use of NFSAERR DELAY.

5.2. Status Codes for the OFFLOAD CANCEL and OFFLQAD STATUS Operati ons

The NFSv4. 2 OFFLOAD STATUS and OFFLOAD CANCEL operations both |ist
NFS4ERR COVPLETE ALREADY as a permitted status code. However, it is
not otherw se nmentioned or defined in [ RFC7862]. [RFC7863] defines a
val ue of 10054 for that status code, but is not otherw se forthcom ng
about what its purpose is.

We find a definition of NFS4ERR_COVPLETE_ALREADY in [ RFC5661]. The
definition is directly related to the newto-NFSv4. 1 RECLAI M COWLETE
operation, but is otherw se not used by other operations.

The aut hors recomend renovi ng NFS4ERR COVMPLETE _ALREADY fromthe |i st
of perm ssible status codes for the OFFLOAD CANCEL and OFFLOAD STATUS
operati ons.

5.3. Status Codes Returned for Conpl eted Asynchronous Copy Operations

Once an asynchronous copy operation is conplete, the NFSv4.2
OFFLOAD_STATUS response and the NFSv4.2 CB _OFFLOAD request can both
report a status code that reflects the success or failure of the
copy. This status code is reported in osr_conplete field of the
OFFLOAD_STATUS response, and the coa_status field of the CB OFFLOAD
request .

Both fields have a type of nfsstat4. Typically an NFSv4 protoco
specification will constrain the values that are permtted in a field
that contains an operation status code, but [RFC7862] does not appear
to do so. Inplenenters night assune that the list of permtted
values in these two fields is the same as the COPY operation itself;
that is:
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NFS4ERR _ACCESS, NFS4ERR_ADM N_REVOKED,
NFS4ERR_BADXDR, NFS4ERR_BAD_STATEI D,
NFS4ERR_DEADSESSI ON, NFS4ERR_DELAY,
NFS4ERR_DELEG REVOKED, NFS4ERR_DQUOT,
NFS4ERR_EXPI RED, NFS4ERR FBI G,

NFS4ERR_FHEXP| RED, NFS4ERR GRACE, NFS4ERR | NVAL,
NFS4ERR | O, NFS4ERR | SDI R, NFS4ERR _LOCKED,
NFS4ERR_MOVED, NFS4ERR_NOFI LEHANDLE,
NFS4ERR_NOSPC, NFS4ERR_OFFLOAD DENI ED,
NFS4ERR_OLD_STATEI D, NFS4ERR_OPENMODE,
NFS4ERR_OP_NOT_| N_SESSI ON,

NFS4ERR_PARTNER NO_AUTH,
NFS4ERR_PARTNER_NOTSUPP, NFS4ERR PNFS_| O HOLE,
NFS4ERR_PNFS_NO_LAYOUT, NFS4ERR REP_TOO Bl G,
NFS4ERR_REP_TOO Bl G TO CACHE,

NFS4ERR_REQ TOO Bl G, NFS4ERR_RETRY_UNCACHED REP,
NFS4ERR ROFS, NFS4ERR SERVERFAULT,
NFS4ERR_STALE, NFS4ERR SYM.I NK,
NFS4ERR_TOO MANY OPS, NFS4ERR W\RONG TYPE

However, a nunber of these do not nmake sense outside the context of a
forward channel NFSv4 COVMPOUND operation, including:

NFS4ERR BADXDR, NFS4ERR DEADSESSI ON, NFS4ERR OP_NOT | N_SESSI ON,
NFS4ERR_REP_TOO Bl G, NFS4ERR_REP_TOO Bl G TO CACHE,
NFS4ERR_REQ TOO Bl G, NFS4ERR_RETRY_UNCACHED REP,
NFS4ERR_TOO_MANY_OPS

Sone are tenporary conditions that can be retried by the NFS server
and therefore do not make sense to report as a copy conpletion
st at us:

NFS4ERR_DELAY, NFS4ERR_CGRACE, NFS4ERR _EXPI RED

Sone report an invalid argunment or file object type, or sone other
operational set up issue that should be reported only via the status
code of the COPY operation:

NFS4ERR _BAD_STATEI D, NFS4ERR DELEG REVOKED, NFS4ERR | NVAL,
NFSA4ERR | SDI R, NFS4ERR FBI G NFS4ERR LOCKED, NFS4ERR MOVED,
NFS4ERR_NOFI LEHANDLE, NFS4ERR OFFLOAD DENI ED, NFS4ERR OLD STATEI D,
NFS4ERR_OPENMODE, NFS4ERR_PARTNER NO AUTH,

NFS4ERR_PARTNER NOTSUPP, NFS4ERR ROFS, NFS4ERR SYM.I NK,
NFS4ERR_W\RONG_TYPE
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This |l eaves only a few sensible status codes remaining to report
i ssues that could have arisen during the offl oaded copy:

NFS4ERR_DQUOT, NFS4ERR_FHEXPI RED, NFS4ERR | O, NFS4ERR _NOSPC,
NFS4ERR_PNFS_| O HOLE, NFS4ERR PNFS_NO LAYOUT, NFS4ERR_SERVERFAULT,
NFS4ERR_STALE

The authors recomend including a section and table that gives the
valid status codes that the osr_conplete and coa_status fields may
contain. The status code NFS4 (K (indicating no error occurred
during the copy operation) is not listed but should be understood to
be a valid value for these fields. The neaning for each of these
values is defined in Section 15.3 of [RFC5661].

It woul d al so be hel pful to inplenmenters to provide gui dance about
when these val ues are appropriate to use, or when they MJUST NOT be
used.

6. OFFLOAD_CANCEL | npl enentati on Notes

The NFSv4.2 OFFLOAD CANCEL operation, described in Section 15.8.3 of
[ RFC7862], is used to termnate an of fl oaded copy operation before it
conpletes normally. A CB OFFLOAD i s not necessary when an of fl oaded
operation conpl etes because of a cancelation due to CB COFFLOAD.

However, the server MJST send a CB_OFFLOAD operation if the offl oaded
copy operation conpl etes because of an adm nistrator action that
term nates the copy early.

In both cases, a subsequent OFFLOAD STATUS returns the nunber of
bytes actually copied and a status code of NFS4_OK to signify that
the copy operation is no |longer running. The server should obey the
usual lifetine rules for the copy stateid associated with a cancel ed
asynchronous copy operation so that an NFS client can deternine the
status of the operation as usual

The following is a recommended addendumto [ RFC7862] :

When an of fl oaded copy operation conpl etes, the NFS server sends a
CB _OFFLOAD cal l back to the requesting client. Wen an NFS client
cancel s an asynchronous copy operation, however, the server need
not send a CB_CFFLOAD notification for the canceled copy. A
client should not depend on receiving conpletion notification
after it cancels an offl oaded copy operation using the
OFFLOAD_CANCEL oper at i on.
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An NFS server is still REQU RED to send a CB_OFFLQAD notification
i f an asynchronous copy operation is term nated by adm ni strator
action.

For a cancel ed asynchronous copy operation, CB OFFLOAD and
OFFLOAD_STATUS report the nunber of bytes copied and a conpl etion
status of NFS4_OK

7. OFFLQAD_STATUS I npl enent ati on Not es
Par agraph 2 of Section 15.9.3 of [RFC7862] states:

If the optional osr_conplete field is present, the asynchronous
operation has conpleted. |In this case, the status value indicates
the result of the asynchronous operation

The use of the term"optional" can be (and has been) construed to
mean that a server is not required to set that field to one, ever.
This confusion arises fromconflating the the term"optional"” wth
the BCP14 keyword OPTI ONAL.

Moreover, this XDR data itemis always present. The protocol’s XDR
definition does not pernmit an NFS server not to include the field in
its response.

The following text nakes it more clear what was originally intended:

To process an OFFLOAD STATUS request, an NFS server nust first
find an outstandi ng COPY operation that matches the request’s COPY
stateid argunent.

If that COPY operation is still ongoing, the server forns a
response with an osr_conplete array containing zero el enents,
fills in the osr_count field with the nunber of bytes processed by
the COPY operation so far, and sets the osr_status field to

NFS4 K.

If the matchi ng copy has conpleted but the server has not yet seen
or processed the client’s CB_OFFLOAD reply, the server fornms a
response with an osr_conplete array containing one el enent which
is set to the final status code of the copy operation. It fills
in the osr_count field with the number of bytes that were
processed by the COPY operation, and sets the osr_status to
NFS4_OK.

If the server can find no copy operation that matches the
presented COPY stateid, the server sets the osr_status field to
NFS4ERR_BAD_STATEI D.
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Since a single-elenment osr_conplete array contains the status code of
a COPY operation, the specification needs to state explicitly that:

When a single elenment is present in the osr_conplete array, that
el ement MUST contain only one of status codes pernitted for the
COPY operation (see Section 11.2 of [RFC7862]) or NFS4_OK

8. Short COPY results

When a COPY request takes a long time, an NFS server nust ensure it
can continue to renmmin responsive to other requests. To prevent

ot her requests from bl ocki ng, an NFS server inplenmentation might, for
exanmpl e, notice that a COPY operation is taking |longer than a few
seconds and termnate it early.

Section 15.2.3 of [RFC7862] states:

If a failure does occur for a synchronous copy, w_count will be
set to the nunber of bytes copied to the destination file before
the error occurred.

This text considers only a failure status and not a short COPY, where
the COPY response contains a byte count shorter than the client’s
request, but still returns a final status of NFS4_OK  Both the Linux
and FreeBSD i npl enentati ons of the COPY operation truncate |arge COPY
requests in this way. The reason for returning a short COPY result
is that the NFS server has need to break up a |ong byte range to
schedule its resources nore fairly anongst its clients. Usually the
purpose of this truncation is to avoid denial - of -servi ce.

Including the following text can make a short COPY result explicitly
per m ssi bl e:

If a server chooses to termnate a COPY before it has conpl eted
copying the full requested range of bytes, either because of a
pendi ng shutdown request, an adm nistrative cancel, or because the
server wants to avoid a possible denial of service, it MAY return
a short COPY result, where the response contains the actual numnber
of bytes copied and a final status of NFS4_OK. In this way, a
client can send a subsequent COPY for the renmining byte range,
ensure that forward progress is nade.

9. Asynchronous Copy Conpletion Reliability
O'ten, NFSv4 server inplenentations do not retransmt backchanne
requests. There are common scenari os where |ack of a retransmit can

result in a backchannel request getting dropped entirely. Comon
scenari os include:
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10.

* The server dropped the connection because it [ost a forechannel
NFSv4 request and wi shes to force the client to retransnmt all of
its pendi ng forechannel requests

*  The GSS sequence nunber wi ndow under-fl owed
* A network partition occurred
In these cases, pending NFSv4 cal | back requests are |ost.

NFSv4 clients and servers can recover when operations such as
CB_RECALL and CB_GETATTR go missing: After a delay, the server
revokes the del egation and operation continues.

A |l ost CB_COFFLOAD causes the client’s workload to wait indefinitely
for a conpletion event that will never arrive, unless that client has
a nmechani sm for probing the pendi ng COPY.

Typically, polling for conpletion neans the client sends an
OFFLOAD_STATUS request. Note however that Table 5 in Section 13 of
[ RFC7862] | abel s OFFLOAD_STATUS OPTI ONAL.

I mpl enenters of the SCSI protocol have reported that it is in fact
not possible to make SCSI XCOPY [ XCOPY] reliable wthout the use of
polling. The NFSv4.2 COPY use case seens no different in this
regard.

The authors recomend the foll owi ng addendumto [ RFC7862]:

NFSv4 servers are not required to retransmt |ost backchannel
requests. |If an NFS client inplenents an asynchronous copy
capability, it MJST inplenent a nechanismfor recovering froma
| ost CB_OFFLQOAD request. The NFSv4.2 protocol provides one such
mechanismin the formof the OFFLOAD STATUS operati on.

In addition, Table 5 should be updated to nmake OFFLOAD STATUS
REQUI RED (i.e., colum 3 of the OFFLOAD _STATUS row shoul d read the
same as columm 3 of the CB_OFFLOAD row in Table 6).

I nter-server Copy Interoperation

| olga: If Linux server were to ever interoperate with other

| server inplenentations of being either the source server or the
| destination server: | don’t know how i nportant are the |IPs

| being listed in the copy_notify reply. | don't believe either

| the Linux client or server does anything with them
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11.

11.

NFSv4. 2 CLONE Qperation
1. The FATTR4_CLONE_BLKSI ZE Attribute

Section 4.1.2 of [RFC7862] states that an NFS server that inplenents
the CLONE operation is required to inplenent the FATTRA_CLONE BLKSI ZE
attribute:

If a server supports the CLONE feature, then it MJST support the
CLONE operation and the clone_blksize attribute on any file system
on which CLONE is supported (as either source or destination
file).

Al t hough the Linux NFS server inplenents the NFSv4.2 CLONE operation,
it does not inplenent FATTR4A_CLONE BLKSI ZE

The specification has very little to say about what this attribute
conveys. Section 12.2.1 of [RFC7862] states only:

The cl one_bl ksize attribute indicates the granularity of a CLONE
operati on.

There are no units mentioned in this section. There are severa
pl ausi bl e alternatives: bytes, kilobytes, or even sectors. [RFC7862]
needs to make clear the underlying semantics of this attribute val ue.

There is no nmention of what val ue should be used when the shared file
system does not provide or require a restrictive clone block size.
The Linux NFS client assunes that "0" neans no alignnent

restrictions; it skips clone alignnent checking if clone_blksize

val ue happens to be zero. That inplenentation also appears to
tolerate a server that does not return the FATTR4 _CLONE BLKSI ZE
attribute at all.

The change history of draft-ietf-nfsv4-m norversion2 suggests that at
one point, the NFSv4.2 specification contained much nore detail about
how FATTR4_CLONE_BLKSI ZE was to be used. For example, ol der
revisions of that draft stated:

Both cl _src_offset and cl _dst_offset nust be aligned to the clone
bl ock size Section 12.2.1. The nunber of bytes to be cloned nust
be a nultiple of the clone block size, except in the case in which
cl _src_offset plus the nunber of bytes to be cloned is equal to
the source file size
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Section 12 of [RFC7862] does not specify whether FATTR4_CLONE_BLKSI ZE
is a per-file, per-file system or per-server attribute. Per-fileis
per haps the nost appropriate because some nodern file systens can use
different block sizes for different files.

Note that Section 4.1.2 of [RFC7862] states that the attribute MJIST
be inplemented, but Section 12.2 of [RFC7862] defines this attribute
as RECOMVENDED. This contradiction needs to be rectified.

An alternative to correcting the mssing details is to instead
deprecate the FATTR4A_CLONE BLKSI ZE attribute. Server and fil esystem
conbi nations that cannot provide a fast, unrestricted byte-range

cl one nechani smwoul d sinply not nmake an NFSv4.2 CLONE operation
avail abl e to NFSv4 clients.

It mght be that was the intention of the redaction of the alignnent
text fromdraft-ietf-nfsv4-m norversion2, and the
FATTR4_CLONE BLKSI ZE attribute was sinply nissed during that edit of
t he docunent.

12. Handling NFS Server Shutdown

Asynchronous copy operations present uni que chall enges during server
shutdown and restart events. Unlike other NFSv4 operations that
typically conpl ete quickly, asynchronous copies can be | ong-running
operations that are still in progress when an NFS server needs to
shut down.

Additionally, clients nmust be able to recover the state of pending
copy operations after a server restart. [RFC7862] does not provide
gui dance for either scenario, leaving inplenentors to guess at
appropri ate and safe behavior. This section addresses how servers
shoul d handl e ongoi ng asynchronous copy operations during server
shut down, and how clients should handl e state recovery after
detecting a server restart.

12.1. G aceful Shutdown

Thi s section di scusses what happens to ongoi ng asynchronous copy
operations when an NFS server shuts down due to an adm nistrator
action.

When an NFS server shuts down, it typically stops accepting work from
the network. However, asynchronous copy is work the NFS server has

al ready accepted. Normal network corking will not term nate ongoi ng
wor k; corking stops only new work from bei ng accept ed.
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12.

13.

Thus, as an early part of NFS server shut down processing, the NFS
server SHOULD explicitly term nate ongoi ng asynchronous copy
operations. This triggers sending CB_OFFLOAD notifications for each
term nated copy operation prior to the backchannel closing down.
Each conpletion notification shows how nany bytes the NFS server
successfully copi ed before the copy operation was term nated by the
shut down.

To prevent the destruction of the backchannel while asynchronous copy
operations are ongoi ng, the DESTROY_SESSI ON and DESTROY_CLI ENTI D
operations MJST return a status of NFS4ERR CLI ENTI D BUSY unti

pendi ng asynchronous copy operations have term nated (see

Section 18.50.3 of [RFC8881]).

Once copy activity has conpl eted, shut down processing can al so
proceed to renpove all copy conpletion state (copy stateids, copy
of fl oad stateids, and copy conpletion status codes).

An alternative inplenmentation is that ongoi ng COPY operations are
simply term nated without a CB_OFFLOAD notification. 1In that case,
NFS clients recognize that the NFS server has restarted, and as part
of their state recovery, they can reissue any COPY operations that
wer e pendi ng during the previous server epoch, as described in the
next subsection

| olga: This graceful shutdown seens like putting too nuch

| requirenent on the server. Say the server was in the m ddle of
| doing lots of WRITEs, does graceful shutdown termi nate the

| wites and send short wite response back? O read...

2. dient Recovery Actions

In order to ensure the proper conpletion of asynchronous COPY
operations that were active during an NFS server restart, clients
need to track these operations and restart themas part of NFSv4
state recovery.

Security Consi derations

One critical responsibility of an NFS server inplenentation is to
manage its finite set of resources in a way that ninimzes the
opportunity for network actors (such as NFS clients) to naliciously
or unintentionally trigger a denial-of-service scenario. The authors
recomend the follow ng addendumto Section 4.9 of [RFC7862].

Restricting Copies of Special Files
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Certain files on Uni x-based systens act as an infinite source of
data. One exanple is /dev/null. Another exanple is the systenis
random data generator. Server inplenentators should recognize
these data sources and prevent unlimted copy operations fromthem
(or to their sink counterparts).

Linmiting Size of Individual COPY Operations

NFS server inplenentations have so far chosen to limt the byte
range of COPY operations, either by setting a fixed imt on the
nunber of bytes a single COPY can process, where the server
truncates the copied byte range, or by setting a tinmeout). In
either case, the NFS server returns a short COPY result.

Client inplenentations accommopdate a short COPY result by sending
a fresh COPY for the remmi nder of the byte range, until the ful
byt e range has been processed.

Limting the Nunber of Qutstanding Asynchronous COPY Operations

It is easily possible for NFS clients to send nore asynchronous
COPY requests than NFS server resources can handle. For exanple,
a client could create a large file, and then request nultiple
copies of that file's contents.

A good quality server inplenentation SHOULD bl ock clients from
starting many COPY operations. The inplenmentation m ght apply a
fixed per-client limt, a per-server limt, or a dynamc limt
based on avail abl e resources. Wen that limt has been reached,
subsequent COPY requests will receive NFS4ERR_OFFLOAD _NO REQS in
response until nore server resources becone avail abl e.

Managi ng Abandoned COPY State on the Server

A related issue is how nuch COPY state can accrue on a server due
to lost CB OFFLQAD requests. The nandates in Section 4.6 require
a server to retain abandoned COPY state indefinitely. A server
can reject new asynchronous COPY requests using
NFSAERR_OFFLOAD NO REQS when there are nmany abandoned COPY

st at ei ds.

Consi derati ons For The NFSv4 Cal | back Service

There is a network service running on each NFSv4.2 client to
handl e CB_OFFLQAD operations. This service m ght handle only
reverse-direction operations on an existing forward channel RPC
transport, or it could also be avail able via separate transport
connections fromthe NFS server.
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13.

14.

15.

15.

The CB_OFFLOAD operation nanages stateids that can have a lifetine
| onger than a single NFSv4 cal |l back operation. The client’s
cal | back service nust take care to prune any cached state in order
to avoid a potential denial of service.

1. Securing Inter-server COPY

To date, there have been no inplenentations of RPCSEC GSSv3
[ RFC7861], which is mandatory-to-inplenment for secure server-to-
server copy (see Section 4.9 of [RFC7862].

There are several inplenmentations of RPC-with-TLS [ RFC9289],

i ncluding on systens that al so inplenment the NFSv4.2 COPY operation
There has been sone di scussion of using TLS to secure the server-to-
server copy mechani sm

Al though TLS is able to provide integrity and confidentiality of in-
flight copy data, the user authentication capability provided by
RPCSEC GSSv3 is still missing. Wat is still missing is the ability
to pass a capability token. GSSv3 generates a capability on the
source server that is passed through the client to the destination
server to be used against the source server

| olga: If we're ever going to "require" GSSv3, | think the

| overhead of establishing the krb5 context would greatly inpact
| copy performance.... Even if we are going to require TLS. That
| mght be even nore? Not sure how krb5 handshake cost conpares
| to TLS handshake cost.

I ANA Consi derations
Thi s docunent requests no | ANA acti ons.
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