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Abst r act

This docunment is a profile of various | ETF and TCG st andards t hat
support renpte attestation. The profile supports Intel-specific
adapt ati ons and extensions for Evidence, Endorsenents and Reference
Val ues. This profile describes a particular application of CoRIM
EAT, CMW TCG conci se evidence, and TCG DI CE specifications. 1In
particular, CoRIMis extended to define neasurenment types that are
unique to Intel and defines Reference Val ues types that support

mat chi ng Evi dence based on range and subset conparison. Miltiple
Evi dence formats are antici pated, based on | ETF and TCG
specifications. Evidence formats are mapped to Reference Val ues
expressi ons based on CoRIM and CoRI M extensions found in this
profile. The Evidence to Reference Val ues nmappi ngs are either
docunented by industry specifications or by this profile. Reference
Val ue Providers and Endorsers may use this profile to author

mai ni fests contai ni ng Reference Val ues and Endorsenents that require
Intel profile support from parser inplenentations. Parser

i npl ementations can recogni ze the Intel profile by profile identifier
val ues contained within attestation conceptual mressages and from
profile paraneters to nedia types or profile specific content format
i dentifiers.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://fchinchilla.github.io/draft-cds-rats-intel-corimprofile/
draft-cds-rats-intel-corimprofile.htm. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-cds-
rats-intel-corimprofilel.

Di scussion of this docunent takes place on the Renote ATtestation
ProcedureS Wrking Goup mailing list (mailto:rats@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/rats/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://github. com fchinchilla/draft-cds-rats-intel-corimprofile.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering



Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

This profil e describes extensions and restrictions placed on

Ref erence Val ues, Endorsenents, and Evidence that support attestation
capabilities of Intel products containing Intel (R SGX(TM or

Intel (R TDX(TM technol ogy, or Intel (R} products that contain DI CE

[ DI CE. engine] root of trust, DICE |ayers [DI CE. | ayer], or nodul es
that inplenment SPDM [ DMIF. SPDM] .

The CoRI M specifications [DICE.CoRIM and [I-D.ietf-rats-corini
define a baseline schena for Reference Val ues and Endorsenents that
are the basis for the extensions defined by this profile. CoRIMis
al so a baseline for Evidence (as specified by DiceTcbhlnfo

[DICE. Attest], concise evidence (CoEV) [TCG CE], and Security
Protocol and Data Mbdel (SPDM [DMIF. SPDM ). Having a conmmobn
basel i ne schema for Reference Val ues, Endorsenents, and Evi dence
hel ps ensure conpatibility across a spectrum of inplenentations.

This profile defines extensions to CoRIMthat support appraisa
mat ching that is not strictly exact-match. For exanple it defines
_sets , masks , _tine_, and _ranges_.

The baseline CoRIM as defined by [DICE.CoRIM is a subset of the
Intel profile. Intel products that inplenent exclusively the

basel ine CoRIM do not need this profile. |Inplementations based on
the Intel profile do not necessarily inply an association with Intel
products.

This profil e extends CoM D neasurenent -val ues-map, as defined by
[DICE.CORIM (see also [I-D.ietf-rats-corinj), wth neasurenent types
that are unique to Intel products. Some measurenent types are
specific to Reference Values where nmultiple reference states may be
included in reference manifests. Intel profile extensions use a CBOR
tagged val ue that defines a conparison operator and operands that
instruct Verifiers regarding subset, range, and masked val ues

mat chi ng semantics. For exanple, a nuneric operator ’'greater-than
instructs the Verifier to match a nuneric Evidence value if it is
greater than a nuneric range operand.

This profile follows the Verifier behavior defined by [D CE. CoRIM
and extends Verifier behavior to include operator-operand natching.
If no operator is specified by Reference Values statements, the
Verifier defaults to baseline [DI CE. CoRIM matching semantics. |If
Evi dence mat ches Reference Val ues and Endorsenents apply, Endorsed
Val ues nmay be added to the accetped clains set. Wen all Evidence
and Endorsenents are processed, the Verifier's set of accepted clains
is available for Attestation Results conputations. This profile
doesn’t define Attestation Results. Rather, an Attestation Results
profile, such as [I-D. kdyxy-rats-tdx-eat-profile] may be referenced
i nst ead.

This profile is conpatible with nultiple Evidence formats, as defined
by [DICE Attest], [TCG CE], and [DMIF. SPDM . It describes
consi der ati ons when mappi ng Evidence formats to CoRI M [ DI CE. CoRI M
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that a Verifier may use when perform g apprai sals.
Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The reader is assuned to be famliar with the terns defined in
Section 4 of [RFC9334] and [I-D.ietf-rats-endorsenents].

Backgr ound

Conpl ex platforns may contain a variety of hardware conponents,
several of which may contain a hardware root of trust. Each root of
trust may anchor one or nore |layers [DICE |ayer] resulting in

mul tiple instances of attestation Evidence. Evidence may be
integrity protected by digital signatures, such as certificates

[DICE. Attest], tokens [RFC8392] or by a secure transport [DMIF. SPDV .
For exanple, a systembus nmay all ow dynam cally configured periphera
devi ces that have attestation capabilities. Confidential conputing
environments, such as SGX, may extend an initial boundary to include
a peripheral, or a peer enclave, that together forms a network of
trustworthy nodes that a renpbte attestation Verifier may need to
appraise. Miltiple Evidence bl ocks may be conbined into a conposite
Evi dence block [I-D.ietf-rats-nsg-wap] that is nore easily conveyed.
Conpl ex platforns may have one or nore | ead Attester endpoints that
communi cate with a renote Verifier to convey conposite Evidence. The
composition of the conplex platformis partially represented in the
conposite Evidence

However, conposite Evidence may not fully describe platform
composition. A conplex platformmay consist of nultiple subsystens,
such as network adapters, storage controllers, nmenmory controllers,
speci al purpose processors, etc. The various sub-subsystem
conponents vendors may create hardware bills of nmaterial (HBOM that
descri be sub-system conposition. A conplex platformvendor may
assenbl e vari ous sub-system conponents whose conposition is described
by a platform HBOM Al t hough CoRIM may be used to create HBOWs, use
of this profile for HBOM creation is unantici pat ed.

Nevert hel ess, a conplex systemnmay contain nultiple identica

i nstances of sub-sytem conponents that produce identical Evidence

bl ocks. Additionally, dynami c insertion or renoval of a conponent

may result in composite Evidence bl ocks that reflect this dynam sm
Profile ldentifier

This profile applies to Reference Values froma CoRI M nmani fest that a
Verifier uses to process Evidence.

Profile identifier structures are defined by CoRI M
[I-Dietf-rats-corim, EAT [I-D.ietf-rats-eat] and Conci se Evi dence

(CoEV) [TCG CE].
Intel Profile
The profile identifier for the Intel Profile is the A D:

{joint-iso-itu-t(2) country(16) us(840) organization(1l) intel (113741)
(1) intel-comd(16) profile(l)}

2.16.840.1.113741.1.16.1
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2. Media Types, Content Formats, and CBOR Tags

Thi

s profile utilizes and/or defines the foll owi ng nedia types:
*  "application/eat+cwt"

* "application/eat+cwt;eat profile=2.16.840.1.113741.1.16.1"

* "application/rim-cbor"

* "application/rimtcbor";profile=2.16.840.1.113741.1.16.1"

* "application/toc+cbor"

* "application/toc+cbor;profile=2.16.840.1.113741.1.16.1"

* "application/ce+cbor”

* "application/ce+cbor;profil e=2.16.840.1.113741.1.16. 1"

This profile utilizes and/or defines the foll owing content format
identifiers (GF ID):

| Content Format |G F | TN |
| | 1D | Function |
[ s e e el g s
| "application/eat+cwt" | 263 | 1668547081
o m e e e e e e e e e e e e e e e e e e e e e e eme—— o - S T +
| "application/ | 10005 | 1668556861
| eat+cwt;eat_profil e=2.16.840.1.113741.1.16.1" | | |
oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +o-m - - R +
| "application/toc+cbor" | 10570 | 1668557428
o m m e e e e e e e e e e e e e e e e e e e e mee— o on Fomm o - Fom e e o - +
| "application/ce+cbor" | 10571 | 1668557429
o m e e e e e e e e e e e e e e e e e e e e e e emamao o Fom e e - - Fomm e oo - +
| "application/ | 10572 | 1668557430
| toc+cbor; profile=2.16.840.1.113741.1.16.1" | | |
o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon Femmm o - Fom ek +
| "application/ | 10573 | 1668557431
| ce+cbor;profil e=2.16.840.1.113741.1. 16. 1" | | |
o m e e e e e e e e e e e e e e e e e e e e e e emamao o Fom e e - - Fomm e oo - +
Table 1
This profile uses the foll owi ng CBOR tags:
| CBOR Tag | Description |
[§ sl oo s s e
| 501 | Concise Reference Integrity Manifest - (CoRIM |
S o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +
| 570 | Concise Table of Contents - (CoTOC) |
Fomm oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
| 571 | Concise Evidence - (CoEv) |
TS oo mm e e e e e e e e e e e e e e e e e e e e oo oo +
| 60010 | Nureric expression |
S o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +
| 60020 | Set of digests expression |
Fomm oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
| 60021 | Set of strings expression |
TS oo mm e e e e e e e e e e e e e e e e e e e e oo oo +

Attester Anatony



Attesters inplenent DICE | ayering using an initial Attesting

Envi ronnment, also called a Root of Trust (RoT), that collection

cl ai ns about one or nore Target Environnments. A Target Environnent
may become an Attesting Environment for a subsequent Target

Envi ronment, and so forth. There nay be nore than one RoT in the
same Attester

Attesting Environnments generate Evidence by signing collected clains
using an Attestation Key. Environments nmay have ot her keys besi des
attestation keys. Keys can be regarded as clainms that are collected
and reported as Evidence. Keys can al so be regarded as Target

Envi ronnments that have neasurenents that are specific to the key.

Confidential conputing environnents are Target Environnents that can
dynani cal | y request Evidence froman Attesting Environnent agent.
Such Evidence may al so be referred to as a ' Quote’

Each DI CE | ayer may produce signed Evidence. Evidence formats

i nclude both signature and nmeasurenents formats. Signature fornats
may include a mx of X 509 certificates and EAT CWs. Evi dence
measurenents formats may include a mix of ASN. 1 and CBOR, where ASN. 1
uses DiceTcblnfo and related varients and CBOR uses conci se evi dence,
and CMNV Ml tiple Evidence bl ocks nay be bundl ed usi ng CMN

col |l ecti ons.

Target Environnents (other than cryptographic keys) are prinarily
identified using ODs fromlintel’s O D arc (2.16.840.1.113741). Keys
are identified using key identifiers, public key, or certificate

di gests as defined by $crypto-key-type-choice [I-D.ietf-rats-corinj.

6. Evidence Profile

Evi dence nmay be integrity protected in various ways including:
certificates [RFC5280], SPDM transcript [DMIF. SPDM, and CBOR web
token (CW) [RFC8392]. Evidence contained in a certificate may be
encoded using DiceTcblnfo and DiceTcblnfoSeq [DICE. Attest]. Evidence
contained in an SPDM payl oad may be encoded using the SPDM

Measur enent Bl ock [ DMIF. SPDM . Evidence may be formatted as conci se-
evi dence [ TCG CE] which may be encapsul ated by alias certificates,
SPDM Measur ement Mani fests, or EAT tokens.

The Di ceTcblnfo and SPDM Evi dence formats can be translated to CoM D.
The conci se evidence format is native to CoMD. This profile
docunents evi dence mappi ng from Di ceTcbl nfo and SPDM Measur enent

Bl ock to CoM D, as defined by [D CE. CoRIM.

The CoM D extensions defined by this profile Section 8.3 are applied
to concise-evidence so that Verifiers that support this profile can
consistently apply a common schenma across Evi dence, Reference Val ues,
and Endor sements.

6.1. Evidence Hierarchy

Evi dence hierarchy refers to DI CE | ayering where the platform

boot strap conponents doubl e as Attesting Environnents that coll ect
measur enents of the other bootstrap conponents (as Target

Envi ronnments) until the quoting agent (e.g., SGX Quoting Encl ave
(QB), TDX Quoting TD (QTD)) is initialized. Tenant trusted execution
environment (TEE) components can be dynam cally | oaded then request
Evi dence fromits quoting agent. Quoting agents locally verify then
sign neasurnents using the QID/ QE attestation key. A hierarchy of
Evi dence consisting of all the Evidence froma RoT to the tenant

envi ronment describes the Attester

A compl ex device may have multiple roots of trust, such as
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[ DI CE. engi ne], each contributing an evidence hierarchy that results
in several Evidence "chains", that together, constitute a conplete
Evi dence hierarchy for the Attester device.

The Evi dence hierarchy should forma spanning tree that contains al
Attester Evidence. Al Attesting Environments within the device
produce the spanning tree. CoRI M manifests contain Reference Val ues
for the spanning tree so that Verifiers do not assunme the spanning
tree is defined by Evidence. Note that a failure or conporom se
within the Attester device could result in a portion of the spanning
tree being omtted.

Evi dence exanpl es:

* ADCEcertificate chain with a DiceTcblnfo extension, a
Di ceTcbhl nf oSeq ext ensi on, and a Concept ual MessageW apper (CMN
[I-D.ietf-rats-msg-wap] extension containing a CBOR-encoded
t agged- conci se- evi dence.

* An SPDM alias internediate certification chain containing a CW
ext ensi on, and an SPDM neasur enent nani fest contai ni ng tagged-
conci se-evi dence.

2. Conci se Evi dence

Conci se evidence is a CDDL representation of Evidence [ TCG CE] that
uses expressions from CoM D, which are a subset of CoRIM See
[DICE.CoRIM and [I-D.ietf-rats-corin]. Evidence describes the
actual state of the Attester. tagged-concise-evidence uses a CBOR tag
(571) to identify concise-evidence [TCG CE]. This profile uses

conci se-evi cence in conceptual nessage w appers
[I-D.ietf-rats-nsg-wap] and EAT tokens [I-D.ietf-rats-eat] to encode
Evi dence. This profile extends conci se-evidence by extending

neasur enent - val ues- map.

Ref erence Val ues and Endorsenents Profile

The CoRI M specifications [DICE. CoRIM and [I-D.ietf-rats-corinj
define a baseline schema for Reference Val ues and Endorsenents in
this profile. The profile defines extensions to CoRI M for

measur enent types that are not representable by CoRIMor are nore
conveniently represented. This profile doesn’t require use of
ext ensi ons when base capabilities will suffice.

1. Concise Mdule ID Tag (CoM D)

This profile uses concise-nmid-tag in conceptual nessage w appers
[I-Dietf-rats-nsg-wap] and CoRIMs. This profile extends conci se-
m d-tag by extendi ng measur enent - val ues-map. Several extensions
define two forns, one for representing actual state which is used for
Endor senents and Evi dence. The other formis used to represent
reference state which is used for Reference Val ues.

2. Raw Val ue Measurenents

Raw val ue neasurenents encode vendor-defi ned val ues opaquely.
However, the nkey val ue can add vendor-specific semantics when used
with raw val ue and nane neasurenment types. Additionally, specific
envi ronnment - map val ues can supply vendor-specific semantics to raw
val ue and name measurenent types.

Envi ronnments that project vendor-specific semantics are as foll ows:

| Envoronnent |dentifier | Val ue | Semantics
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| class-id:OD=2.16.840.1.113741.1.5.3.6.8 | 560(bytes) | device |
I I | type I

Table 3
CoRI M Ext ensi ons

The Intel Profile extends neasurenent-val ues-map which is used by
Evi dence, Reference Val ues, and Endorsed Val ues by defining code
points fromthe negative integer range

Ref erence Val ues extensions define types that can have nultiple

Ref erence Val ues that "match" a singleton Evidence val ue called "non-
exact match" matching. Reference state expressions define non-exact-
mat ch mat ching semantics in terns of nuneric ranges, tine, sets, and
masks.

1. Data Types
1.1. Masked Val ues

Masked values are a string of bytes (e.g., bstr) that may have a
compani on mask val ue. The nask indicates which bits in the value are
i gnored when doing bit-w se equival ency conparisons. Verifier

mat chi ng applies the equival ency test, allow ng dissimlar Evidence
and Reference values to be considered equivalent even if the two

val ues (Evi dence and Reference) are dissimlar. Evidence typically
does not supply a mask. A Reference Value may onit the mask if bit-
Wi se equival ency is desired.

The $masked-val ue-type type choice can be either ~tagged-bytes or
$raw val ue-type-choi ce. Evidence m ght be encoded as ~tagged-bytes
or tagged-bytes which omits a nask val ue, while Reference Val ues of
type tagged-masked-raw- val ue includes the nmask val ue.

The Verifier MJST ensure the |l engths of values and mask are

equivalent. If the mask is shorter than the | ongest val ue, the mask
is appended with zeros (0) until it is the sane length as the | ongest
val ue, either Evidence or Reference Value. |If the nmask is |onger

than the | ongest value, the mask is truncated to the Iength of the
| ongest value. Al values are evaluated fromleft to right (big-
endi an) appl ying bit-w se conpari sons.

The nmasked val ue data types are as foll ows:

$masked- val ue-type /= ~tagged- bytes
$masked- val ue-type /= $raw val ue-type-choi ce

2. Expressions

Expressi ons can be used with Reference Val ues or Endorsenent
conditions. Matching is applied using an operator and operands.
There are two types of operators, numeric: such as greater-than or
| ess-than, and sets: such as set nenbership.

Expressions are an array containing an operator followed by zero or
nmore operands. The operator definition identifies the additiona
operands and their data types. A Verifier forms an expression using
Evi dence as the first operand and obtains the operator fromthe first
entry in the expression array.

This profile describes operations using _infix_notation where the
first operand, _operand_1_, is obtained from Evidence, foll owed by
the operator, followed by any renai ni ng operands: _operand_2_,
_operand_3_..., taken from Reference Val ues.
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Expressions statenents are CBOR tagged to indicate the val ues
following the CBOR tag are to be evaluated as an expression equation
Expression statenments found in Reference Values infornms the Verifier
that Evidence is needed to conplete the expression equation

Expressi ons are CBOR tagged to di sanbi guate the type of expression.
See Section 12.

For exanpl e:
* #6.CBOR Tag([ operator, operand_2, operand_3, ... ]).

Apprai sal processi ng MIUST eval uat e expression equations to conply
with this profile.

1. Expression Operators

There are three CBOR tagged operators as foll ows:

1. *60010*: A nuneric expression with a nuneric operator

(Section 8.2.2) followed by a numeric operand: integer, unsigned

i nteger, or floading point.

2. *60020*: A set of digests operator (Section 8.2.3) followed by a
set of digests operand which is an array of digests.

3. *60021*: A set of strings operator (Section 8.2.3) followed by a
set of strings operand which is an array of tstr.

The position of itens in a set is not significant.

8.2.1.1. Equival ence Operator

8.

2

By default, _exact_ match rules are assunmed. Consequently, no
operator artifact is needed when Evidence values are identical to

Ref erence Val ues.

2. Numeric Expressions

Nuneri c expressions consist of an Evi dence operand (Evi dence_Qper and)
and an array containing a numeric operator and a nuneric operand

(Ref er ence_Qper and).

Nuneric operators apply to values that are integers, unsigned
integers or floating point nunbers. There are four nuneric
oper at ors:

1. *equal* (op.eq),

2. *greater-than* (op.gt),

3. *greater-than-or-equal * (op.ge),

4. *less-than* (op.lt),

5. *less-than-or-equal* (op.le).

Equi val ence semantics can be achi eved wi thout using an expression
with the op.eq operator by using the same data type for both Evidence
and Reference Val ue.

The nuneric operator data type definitions are as foll ows:

numeric-type = integer / unsigned / float
nuneri c-operators /= op. gt



nuneric-operators /= op.ge
nuneric-operators /= op. |t
nuneric-operators /= op.le
nuneri c-expression = [ nuneric-operators, nuneric-type ]
t agged- nuneri c- expressi on = #6. 60010( nureri c- expr essi on)

Evi dence and Reference Val ues MJST be the sane nuneric type. For
exanple, if a Reference Value nuneric type is integer, then the
Evi dence nuneric value nust al so be integer.

This profile defines four numeric expressions, one for each nuneric
operat or:

* tagged-nuneric-gt,
* tagged-nuneric-ge,
* tagged-numeric-lt,
* tagged-nuneric-le.

In each case, the nuneric operator is used to evaluate a Reference
Val ue operand agai nst an Evi dence val ue oper and.

The expression is evaluated using _infix_ notation where
Evi dence_Qperand is the | eft-hand-side of the nuneric operator and
the Reference Operand is the right-hand-side.

Exanpl e:
* The expression: ( 7op.le9 ) evaluates to TRUE
The nuneric type definition is as foll ows:

tagged- nuneri c-gt = #6. 60010( [
op.gt .wthin numeric-operators,
ref erence-val ue: nuneric-type ] )
t agged- nuneri c-ge = #6. 60010( [
op.ge .wthin nuneric-operators,
ref erence-val ue: nuneric-type ] )
tagged-nuneric-1t = #6.60010( [
op.lt .within numeric-operators,
ref erence-val ue: nuneric-type ] )
tagged- nuneric-le = #6.60010( [
op.le .within nuneric-operators,
ref erence-val ue: nuneric-type ] )

.2.3. Set Expressions

Set expressions consist of an Evi dence operand (Evi dence_Operand) and
an array containing a set operator and a set operand

(Ref erence_Set Operand).

Sets have two operators:

* *op.ment - operand_1 is a nenber of the set operand 2.

* *op.nment - operand_1 is NOT a nenber of the set operand 2.

Exanpl e:

* The expression: ("fox"op.nmen{ "cat", "dog", "fox" ]) evaluates to

TRUE.

The set type is as foll ows:



set-operators /= op. mem
set-operators /= op. nmem
set-type<T> = [ * T ]

set-di gest-type /= set-type<di gest>
set-di gest-expression = [ set-operators, set-digest-type ]
t agged- set - di gest - expressi on = #6. 60020( set-di gest-expression )

set-tstr-type /= set-type<tstr>
set-tstr-expression = [ set-operators, set-tstr-type ]
tagged-set-tstr-expression = #6. 60021( set-tstr-expression )

The set expression array contains a set operator followed by an array
of values which are the nenbers of a set of Reference Values. The
set is defined by set-type

The set expression definitions are as foll ows:

t agged- exp- di gest - menber = #6. 60020([
op.mem .within set-operators, set-digest-type ])

t agged- exp- di gest - not - menber = #6. 60020( [
op.nnmem .within set-operators, set-digest-type ])

t agged- exp-tstr-nenber = #6.60021([
op.mem .within set-operators, set-tstr-type ])

t agged- exp-tstr-not - menber = #6. 60021([
op.nnem .within set-operators, set-tstr-type ])

The Evi dence_Operand MJST NOT be nil.
The Reference_Set Operand MAY be the enpty set - e.g. [ ].
8.3. Measurenent Extensions

This profile extends the CoM D nmeasur enent -val ues-map with additiona
code point definitions, that accommpdate Intel SGX and simlar
architectures. Measurenent extensions don't change Verifier
behavi or. An extension enables the Verifier to validate the profile
compliance of the input evidence and reference values, as it defines
the acceptable data types in evidence and the expression operator
that is explicitly supplied with the Reference Val ues, see

Section 8.2.1.

In cases where Evidence does not exactly match Reference Val ues, the
operator definition deternines the expected data types of the
operands. Expected Verifier behavior is defined in Section 9

The neasurenent extensions that follow are assuned to be appraised
according to the appriasal steps described in Section 8.1 of
[I-Dietf-rats-corini.

8.3.1. The tee.advisory-ids Measurement Extension

The tee. advi sory-ids extension enables Attesters to report known
security advisories and for Reference Values Providers (RVP) to
assert updated security advisories. It can also be used by Endorsers
to assert security advisory information through conditiona

endor sement .

The $tee-advisory-ids-type is used to specify a set of security

advi sori es, where each identifier is represented using a string.

Evi dence may report a set of advisories the Attester believes are

rel evant. The set of advisories are constrained by the set-tstr-type
structure.



As a Reference Val ue expression, an enpty set can be used to signify
that no outstanding advisories are expected. |f the Evidence al so
contains the enpty set then the Reference corroborates the Evidence.

The $tee-advisory-ids-type is a list of strings, each identifying a
single security advisory. When used with Evidence the set-tstr-type
type is used. Wen used with Reference Val ues or Endorsenents the
set-tstr-type, tagged-exp-tstr-nenber, or tagged-exp-tstr-not-nmenber
types can be used.

$$neasur enent - val ues- map-extension //= (
&(tee. advi sory-ids: -89) => $tee-advisory-ids-type
)

$t ee- advi sory-ids-type /= set-tstr-type
$t ee- advi sory-i ds-type /= tagged- exp-tstr-not-nenber
$t ee- advi sory-i ds-type /= tagged- exp-tstr-nmenber

8.3.1.1. The tee-advisory-ids-type Conparison Al gorithm

The conparison algorithmfor tee-advisory-ids-type is used when
Endor senment or Reference Values triples conditions are matched with
an Environnent Clainms Tuple (ECT) in the Verifier’s Accepted C ains
Set (ACS). The triple condition containing a tee-advisory-ids-type
Cl ai m mat ches an ACS ECT according to the conparison algorithmfor
set of strings as defined in Section 9. 2.

8.3.2. The tee.attributes Measurenent Extension

The tee.attributes extension enables the Attester to report TEE
attributes and an RVP to assert a reference TEE attri butes and mask.

The $tee-attributes-type is used to specify TEE attributes in 8 or 16
byte words. |If Evidence uses an 8 byte mask, then the Reference
Val ues expression also uses an 8 byte val ue and nask.

The $tee-attributes-type is a singleton value omtting the mask val ue
when used as Endorsenent or Evidence and a tuple containing the
reference and mask when used as a Reference Val ue.

$$neasur ement - val ues- map-extension //= (
&(tee.attributes: -82) => $tee-attributes-type

$tee-attributes-type /= $nasked- val ue-type
Al ternatively, the TEE attri butes nay be encoded usi ng nkey where
nmkey contains the non-negative tee.attributes and nval . raw val ue
contains the $tee-attributes-type. mask-type val ue.

8.3.3. The tee.cryptokeys Measurenent Extension
The tee.cryptokeys extension identifies cryptographic keys associ ated
with a Target Environment. |f multiple $crypto-key-type-choice
measurenents are supplied, array position di sanbi guates each entry.
Appr ai sal conpares val ues i ndexed by array position

$$measur enent - val ues- map-extension //= (
&(tee.cryptokeys: -91) => [ + $tee-cryptokey-type ]
)

$t ee-crypt okey-type /= $crypt o-key-type-choi ce

Al ternatively, the TEE cryptokeys may be encoded usi ng nkey where
nmkey contai ns the non-negative tee.cryptokeys and nval . crypt okeys
contai ns the $tee-cryptokey-type val ue.

8.3.4. The tee.tchdate Measurenent Extension



The tee.tchdate (code point -72) extension is used by Endorsers to
assert validity of a TEE conponent. For exanple, a conditiona
endorsenment night |ocate a conponent based on a few expected d ai ns,
then augnent themwith a tee.tcbdate Caim

The $tee-date-type can be expressed in several ways:

* | SO 8601 strings of the form YYYY- MM DDTHH MM SSZ

* POSIX time which is the nunber of seconds since January 1, 1970
(m dni ght UTC).

* RFCO581 etine [ RFCO581].

$$neasur enent - val ues- map-extension //= (
&(tee.tchdate: -72) => $tee-date-type

etinme ; RFCO581
period ; RFC9581

$t ee-dat e-type
$t ee-dat e-type

$tee-date-type /= ~tdate
$tee-date-type /= tdate
$tee-date-type /= tine

/| =

/| =

~tdate strings must be converted to a nuneric value (i.e.,~tine)
before operations involving tine are appli ed.

Al ternatively, tee.tcbdate may be encoded usi ng nkey where nkey
contai ns the non-negative code point value and where nval . nane
contains the string representation $tee-date-type w thout the CBOR
tag (i.e., ~tdate - see Section 3.7 [RFC8610]).

8.3.5. The tee.nmtee and tee.nrsigner Measurenent Extension

The tee.mrtee extension enables an Attester to report digests for the
SGX encl ave or TDX TD (e.g., MRENCLAVE, MRTD). The tee.nrsigner

ext ensi on enables an Attester to report the signer of the TEE di gest
(e.g., MRSIG\ER).

The $tee-digest-type has multiple type structures involving di gest

val ues. A singleton digest has a hash algorithmidentifier and the
di gest value. Wen used as Evidence, either a signleton digest or a
set of digests can be reported. Wen used as Reference Val ues or
Endorsenents, a set of digests can be asserted signifying equival ence
mat ching. Alternatively, matching my be expressed as set nenbership
or set difference expressions.

$$neasur enent - val ues- map-extension //= (
&tee.nrtee: -83) => $tee-digest-type

)

$$measur enent - val ues- map-extension //= (
&(tee.nrsigner: -84) => $tee-digest-type

)

$tee-digest-type /= digest ; see corim

$tee-digest-type /= digests-type ; see corim

; $tee-digest-type /= set-digest-type

$t ee- di gest-type /= tagged- exp-di gest - menber

$t ee-di gest -t ype /= tagged- exp-di gest - not - menber

Alternatively, the TEE digests may be encoded using nkey where nkey
contains the non-negative tee.nrtee or tee.nrsigner and nval.di gests
contains a digests-type val ue.

8.3.5.1. The tee-digest-type Conparison Al gorithm

The conparison algorithmfor tee-digest-type is used when the



condition statement in an Endorsement or Reference Values triple is
mat ched with an Environnment Claim Tuple (ECT) fromthe Verifier's
Accepted Clains Set (ACS). The conparison algorithmfor set of
digests is defined in Section 9. 2.

.3.6. The tee.platforminstance-id Measurement Extension

Platformlnstance IDis a globally unique identifier generated by the
pl atform during Pl atform Establishnment. This val ue renains

consi stent across trusted conputing base (TCB) recoveries, but is
regenerated during Pl atform Establishment due to desire to reset keys
or to add and renove hardware. See (Section 3.7 [|INTEL. DCAP]).

The tee.platforminstance-id extension enables the Attester to report
the platforminstance identifier as an Evidence value and the RVP to
assert an exact-match Reference Val ue.

The $tee-platforminstance-id-type is a bstr.

$$measur enent - val ues- map-extension //= (
&(tee.platforminstance-id: -101) => $tee-platforminstance-id-type

$tee-platforminstance-id-type /= bstr
Al ternatively, the platforminstance |ID may be encoded using nkey
where nkey contains the non-negative tee.platforminstance-id code
poi nt and nval .raw val ue contains the $tee-platforminstance-id-type
val ue.

.3.7. The tee.isvprodid Measurement Extension
The tee.isvprodi d extension enables the Attester to report the ISV
product identifier Evidence value and the RVP to assert an exact-
mat ch Ref erence Val ue.
The $tee-isvprodid-type is an unsigned integer.

The $tee-isvprodid-type is an exact match neasurenent.

$$neasur enent - val ues- map- extension //= (
&(tee.isvprodid: -85) => $tee-isvprodid-type
)

$t ee-i svprodi d-type /= uint
$tee-isvprodid-type /= bstr

Al ternatively, the TEE product |ID nay be encoded usi ng nkey where
mkey contai ns the non-negative tee.isvprodid and nval . raw-val ue
contains the $tee-isvprodid-type val ue.

.3.8. The tee. mscsel ect Measurenent Extension
The tee. m scsel ect extension enables the Attester to report the
(TBD: i scsel ect-description) Evidence value and the RVP to assert a
Ref erence Val ue and mask
The $tee-miscselect-type is a 4 byte val ue and mask.
The $tee-mi scselect-type is a singleton nmask-type val ue when used as
Endor senment or Evidence and a tagged- masked-raw- val ue when used a
Ref erence Val ue.

$$measur enent - val ues- map-extension //= (
&(tee. m scselect: -81) => $tee-m scsel ect-type
)

$t ee-mi scsel ect-type /= $masked- val ue-type



Al ternatively, the TEE m scsel ect may be encoded usi ng nkey where
nmkey contains the non-negative tee. mscsel ect and nval . raw val ue
contai ns the nmeasurenent val ue and nval . raw val ue- mask’ contains the
mask val ue.

8.3.9. The tee.npdel Measurement Extension

The tee.nodel extension enables the Attester to report the TEE nodel
string as Evidence and the RVP to assert an exact-match Reference
Val ue.

The $tee-nodel -type is a string.
The $tee-nodel -type is an exact match neasurenent.

$$neasur enent - val ues- map-extension //= (
&(tee.nodel: -71) => $tee-nodel -type

$t ee-nodel -type /= tstr

Al ternatively, the TEE nodel nmay be encoded usi ng nkey where nkey
contains the non-negative tee.npbdel and nval . name contains the $tee-
nmodel -t ype val ue.

8.3.10. The tee.pceid Measurenent Extension

The tee.pceid extension enables the Attester to report the PCEID as
Evi dence and the RVP to assert an exact-nmatch Reference Val ue.

The $tee-pceid-type is a string or a uint. As string, PCEIDis a
four character decimal val ue such as "0000"

The $tee-pceid-type is an exact match neasurenent.

$$neasur enent - val ues- map-extension //= (
&(tee.pceid: -80) => $tee-pceid-type

$tee-pceid-type /= tstr
$t ee-pcei d-type /= uint

Al ternatively, the PCEID may be encoded using nmkey where nkey
contains the non-negative tee.pceid and nval . nane (code point 11)
contains the string representation. O, mval.rawint (code point 15)
contains the integer representation

8.3.11. The tee.isvsvn Measurenent Extension

The tee.isvsvn extension enables the Attester to report the SVN for
the i ndependent software vendor supplied conmponent as Evi dence and
the RVP to assert a Reference Value that is greater-than-or-equal to
the reported SVN.

The $tee-svn-type is either an unsigned integer when reported as
Evi dence, or a tagged nuneric expression that contains an SVN and a
nuneric greater-than-or-equal operator. The Verifier ensures the
Evi dence value is greater-that-or-equal to the Reference Val ue.

The $tee-svn-type is a svn-type when used as Endorsenment or Evidence
and a tagged-numeric-expressi on when used as a Reference Val ue.

$$neasur ement - val ues- map-extension //= (
&(tee.isvsvn: -73) => $tee-svn-type
)

$tee-svn-type /= svn-type .within nuneric-type
$t ee-svn-type /= tagged- nuneric-ge
$tee-svn-type /= tagged-int-range



$tee-svn-type /= tagged-m n-svn

Al ternatively, the TEE i svsvn may be encoded usi ng nkey where nkey
contains the non-negative tee.isvsvn and nval.svn contains the svn
val ue as svn-type.

8.3.12. The tee.tch-comp-svn Measurenent Extension

The tee.tch-conp-svn extension enables the Attester to report an
array of SVN values for the TCB when asserted as Evidence and an
array of tagged-nuneric-ge entries when asserted as a Reference
Val ue.

The $tee-tcb-comp-svn-type is an array containing 16 SVN val ues when
reported as Evidence and an array of 16 expression records each
containing the nuneric ge operator and a reference SVN value. The
Verifier evaluates each SVYN in the Evidence array with the

correspondi ng reference expression, by array position. |If al
Evi dence val ues match their respective expressions, evaluation is
successful. The array of SVN Evidence is accepted.

$$neasur enent - val ues- map-extension //= (
&(tee.tch-conp-svn: -125) => $tee-tch-conp-svn-type
)

$t ee-t cb- conp-svn-type
$t ee-t cb- conp-svn-type
$t ee-t cb- conp-svn-type
$t ee-t cb- conp-svn-type

16*16 svn-type .within nunmeric-type ]
16*16 tagged- nuneric-ge |

16*16 tagged-int-range ]

16*16 tagged-m n-svn ]

N~ Y
Inmimn
—————

8.3.13. The tee.tcb-eval -num Measur enent Ext ensi on

The tee.tch-eval -num extension enables the Attester to report a TCB
eval uati on nunber as Evidence and the RVP to assert a Reference Val ue
expression that conpares the tcb-eval -num Evidence with the Reference
Val ue using the greater-than-or-equal operator

The $tee-tcb-eval -numtype is an unsigned integer when reported as
Evi dence and a tagged numeric expression when asserted as Reference
Val ues.

$$neasur ement - val ues- map-extension //= (
&(tee-tch-eval -num -86) => $tee-tcb-eval -numtype

$tee-tch-eval -numtype /= uint .within nuneric-type
$tee-tch-eval -numtype /= tagged- nuneric-ge
$tee-tch-eval -numtype /= tagged-int-range

Al ternatively, the TEE tcb-eval -num Evi dence may be encoded using
mkey where nkey contai ns the non-negative tee.tcb-eval -num and
mval . raw val ue contains the tch-eval -num encoded as 4-byte bstr
val ue.

8.3.14. The tee.tch-status Measurenent Extension

The tee.tcb-status extension enables Attesters to report the status
of the TEE trusted conputing base (TCB) and for Reference Val ue
Providers (RVP) to assert expected TCB status. It can also be used
by Endorsers to assert TCB status through conditional endorsenent.

The tee-tcbhbstatus-type is used to specify TCB status as a set of
status strings or as an expression with a set menbership operator

The $tee-tcbstatus-type is a status array containing strings
describing TCB status val ues. Wen describing Evidence the set-tstr-
type type is used. Wen describing Reference Val ues or Endorsenents
the set-tstr-type, tagged-exp-tstr-menber, or tagged-exp-tstr-not-



menber types can be used.

$$measur enent - val ues- map-extension //= (
&(tee.tchstatus: -88) => $tee-tchstatus-type

$tee-tchstatus-type /= set-tstr-type
$tee-tchstatus-type /= tagged- exp-tstr-nmenber
$tee-tchstatus-type /= tagged-exp-tstr-not-nmenber

8.3.14.1. The tee-tchstatus-type Conparison Al gorithm

The conparison algorithmfor tee-tcbstatus-type is used when

Endor sement or Reference Values triples conditions are matched with
an Environnment Clains Tuple (ECT) in the Verifier's Accepted d ains
Set (ACS). The triple condition containing a tee-tcbstatuss-type
Cl ai m mat ches an ACS ECT according to the conparison al gorithm for
set of strings as defined in Section 9.2.

8.3.15. The tee.vendor Measurenent Extension

The tee.vendor extension enables the Attester to report the TEE
vendor nane as Evidence and for the RVP to assert the TEE vendor
nane.

The $tee-vendor-type is a string containing the vendor name as a
string. The vendor string in Evidence nust exactly match the vendor
string in Reference Val ues.

The $tee-vendor-type is an exact match neasurenent.

$$neasur ement - val ues- map-extension //= (
&(tee.vendor: -70) => $tee-vendor-type

$t ee-vendor-type /= tstr

Alternatively, the TEE vendor may be encoded usi ng nmkey where nkey
contains the non-negative tee.vendor and mval . nanme contains the $tee-
vendor -t ype val ue.

9. Appraisal Al gorithm

The Intel profile anticipates appraisal algorithns will be based on
the appraisal algorithmdefined in [I-D.ietf-rats-corim. This
profile extends the appraisal algorithmto recognize profile
extensions that formequations. An Evidence neasurenent fornms one of
the operands: (evidence operand). A Reference Value forns the
operator and remai ni ng oper ands:

* [expression operator, reference value operand, etc...]

For exanple, if a nunmeric Reference Value is 14, and the expressions
operator is gt the Reference Value m ght contain the daim

#6. 60010([ 1, 14]). G ven Evidence contains the value: 15. The in-
fix construction of the equation would be: 15 gt 14. The Verifier
eval uates whether 15 is greater-than 14.

9.1. Conplex Expressions

Conpl ex expressions can be used to assess whether the Target
Environment is in a particular state before certain Endorsenent
clainms can be asserted. For exanple, if an SGX encl ave has an svn
value that is less than the prescribed m ni mumsvn, the enclave
status may be considered "Qut Of Date" or nmay have a known security
advi sory. The CoM D conditional -endorsenent-triples or conditional-
endor senment - seri es-triples describe conpl ex Endorsenent expressions.
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This profile uses these triples with the reference neasurenent val ues
extensions described in Section 8.3.

Conparison Algorithmfor Sets

The conparison algorithmfor sets describes set equival ence, set
menber shi p, and set difference (not nmenbership). The Verifier’s
Accepted Clains Set (ACS) contains a |list of Environnent d ains
Tuples (ECT)[I-D.ietf-rats-corim. The condition ECTs are conpared
to ACS ECTs based on this conparison algorithm

The set comparison al gorithm processes sets of strings and sets of
di gest s.

1. Conparison Algorithmfor Set of Strings

There are three string set representations: set-tstr-type, tagged-
exp-tstr-nenber, and tagged-exp-tstr-not-menber.

* set-tstr-type - Every string in the condition set-tstr-type MJST
match a string in the ACS. ECT. el enent - map. el enent-cl ai ns. set-tstr-
type set. The string position in the array is not significant.
The ACS. ECT. el erment - map. el enent -cl ai ms. set-tstr-type set MJST be
equi valent to the condition set-tstr-type set (i.e., the two sets
have the same cardinality and the sane set nenbers).

* tagged-exp-tstr-nenber - The condition ECT set operator MJST equa
menber and every string in the condition set-tstr-type MJUST match
a string in the ACS. ECT. el enent - map. el enent -cl ai ns. set-tstr-type
set. The string position in the array is not significant. The
ACS. ECT. el enent - map. el ement-cl ai ns. set-tstr-type set MAY contain
strings not found in the condition set-tstr-type.

* tagged-exp-tstr-not-nmenber - The condition ECT set operator MJST
equal not-menber and every string in the condition set-tstr-type
MUST NOT match a string in the ACS. ECT. el enent - map. el enent -
clains.set-tstr-type set. The string position in the array is not
significant.

2. Conparison Algorithmfor Set of Digests

There are five digest set representations: digest, digest-type, set-
di gest-type, tagged-exp-digest-menber, and tagged-exp-di gest-not -
nmemnber .

* digest - The singleton digest in the condition MJST match at | east
one digest in the ACS. ECT. el ement - map. el enent - cl ai nms. set - di gest -
type set.

* digest-type and set-digest-type - Every digest in the condition
di gest-type or set-digest-type MJST nmatch a digest in the
ACS. ECT. el enent - nap. el enent - ¢l ai ns. set-di gest-type set. The
digest position in the array is not significant. The
ACS. ECT. el enent - map. el emrent - cl ai ns. set - di gest-type set MJIST be
equi valent to the condition set-digest-type set (i.e., the two
sets have the sane cardinality and the same set nenbers).
Mat chi ng based on the enpty set is permitted when the set-digest-
type i s used.

* tagged-exp-di gest-nenber - The condition ECT set operator MJST
equal nenber and every digest in the condition set-digest-type
MUST match a digest in the ACS. ECT. el enent - map. el enent - cl ai ns. set -
digest-type set. The digest position in the array is not
significant. The ACS. ECT. el enent - map. el enent - cl ai ns. set - di gest -
type set MAY contain digests not found in the condition set-

di gest-type



* tagged-exp-di gest-not-nenber - The condition ECT set operator MJST
equal not-nmenber and every digest in the condition set-digest-type
MUST NOT match a digest in the ACS. ECT. el ement - map. el enment -
clains. set-digest-type set. The digest position in the array is
not significant.

10. Reporting Attestation Results

Attestation verification can be performed by a pipeline consisting of
mul tiple stages where each input nmanifest demarks a stage. The final
stage prepares Attestation Results according to Relying Party
specifications. This profile does not define an attestation results
format. The Relying Party should specify suitable Attestation
Results formats such as [I-D.ietf-rats-ar4si] or

[1-D. kdyxy-rats-tdx-eat-profile].

The precise Attestation Results format used, if negotiated by
Verifier and Relying Party, should reference this profile to
acknow edge that the Relying Party and Verifier both support the
extensions defined in this docunent.

11. Security Considerations

The security of this profile depends on the security considerations
of the various normative references.

12. | ANA Consi derations

| ANA has allocated the following tags in the CBOR Tags registry
[ 1 ANA. cbor -t ags] .

F =4 -+t —————————————+t———————————+
| Tag # | Data Item| Semantics | Reference |
[ e ool s s sl s oo el e U
| 60010 | array | Contains a nuneric | RFCthis |
| | | expression, see Section 8.2.2 | |
+------- F-- - - - B i F-- - - - +
| 60020 | array | Contains a set of digest | RFCthis |
| | | expression, see Section 8.2.3 | |
+----- - I R T i I I +
| 60021 | array | Contains a set of tstr | RFCthis |
| | | expression, see Section 8.2.3 | |
+------- F-- - - - B i F-- - - - +
Tabl e 4
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Appendix B. Full Intel Profile CDDL

; This cddl file depends on these cddl files:
; coev. cddl cori m aut ogen. cddl

tagged- nuneri c-gt = #6.60010( [
op.gt .wthin nurmeric-operators,
ref erence-val ue: nuneric-type ] )
t agged- numeri c-ge = #6.60010( [



t agged- numeric-1t

op.ge .w thin numeric-operators,

r ef er ence- val ue:

nuneric-type ] )

= #6.60010( |

op.lt .within numeric-operators,

ref erence-val ue:

nuneric-type ] )

tagged- numeric-le = #6.60010( [
op.le .within numeric-operators,

r ef er ence- val ue:

nuneric-type ] )

numeric-type = integer / unsigned / float
nuneri c-operators /= op. gt
nuneri c-operators /= op.ge
nuneric-operators /= op. |t
nuneric-operators /= op.le

nuneri c-expression = [ nuneric-operators,

nuneric-type |

t agged- nuneri c- expressi on = #6. 60010( numeri c- expr essi on)

Eti me = #6. 1001(eti me-det ai |l ed)

etime-framework = {
uint => any ; at |east one base tine

(nint/text) => any ; elective supplenentary infor
uint => any ; critical supplenmentary information

}

*

*

etinme-detailed = ({
$S$ETI ME- BASETI ME
Cl ockQual i ty-group

$$ETI ME- ELECTI VE
$SETI ME- CRI TI CAL

* Ok %k

((nint/text) .
}) .within etine-f

$S$ETI ME- BASETI ME
$SETI ME- BASETI ME
$SETI ME- BASETI ME
$SETI ME- ELECTI VE
$SETI ME- ELECTI VE
$SETI ME- ELECTI VE
$$ETI ME- ELECTI VE
$SETI ME- ELECTI VE
$SETI ME- ELECTI VE
$SETI ME- ELECTI VE
$SETI ME- ELECTI VE
$SETI ME- CRI Tl CAL
$ETI ME- TI MESCALE
$ETI ME- TI MESCALE

e e T

feature "etinme-el ective-extension")

(uint .feature "etine-critical-extension") => any

r amewor k

/= (1: ~time)

/= (4: ~decfrac)

/= (5: ~bigfloat)

/= (-3: uint)

/= (-6: uint)

/= (-9: uint)

/= (-12: uint)

/= (-15: uint)

/= (-18: uint)

/= (-1 => $ETI ME- TI MESCALE)
/= (-13 => $ETI M- TI MESCALE)
/= (13 => $ETI ME- TI MESCALE)
= &etine-utc: 0)

= &letine-tai: 1)

Cl ockQuality-group = (

-~

& d ockd ass:

& Uncertainty:
&( Guar antee: -

N ) ) )

)

-2) =>uint .size 1 ; PTP/ RFC8575

-7) => ~time/~duration
8) => ~tine/~duration

Duration = #6.1002(eti me-detail ed)

simpl e-Period = #6.1003([

start: ~Etinme /

nul |

end: ~Etinme / null
? duration: ~Duration

1)
Period = #6.1003([

mat i on

=> any

& C ockAccuracy: -4) => uint .size 1 ; PTP/RFC8575
& O f set Scal edLogVari ance: -5) => uint .size 2 ;

PTP/ RFC8575



(start: ~Etine,
((end: ~Etine) //
(end: null,
duration: ~Duration))) //
(start: null,
end: ~Etine,
duration: ~Duration)

1)

etime = #6.1001({* (int/tstr) => any})
duration = #6.1002({* (int/tstr) => any})
period = #6.1003([~etime/null, ~etime/null, ?~duration])

set-operators /= op. mem
set-operators /= op. nmem
set-type<T> = * T ]

set-di gest-type /= set-type<di gest>
set-di gest-expression = [ set-operators, set-digest-type ]
t agged- set - di gest - expressi on = #6. 60020( set-di gest-expression )

set-tstr-type /= set-type<tstr>
set-tstr-expression = [ set-operators, set-tstr-type ]
tagged-set-tstr-expression = #6. 60021( set-tstr-expression )

t agged- exp- di gest - nenber = #6. 60020(|
op.mem .within set-operators, set-digest-type ])

t agged- exp- di gest - not - menber = #6. 60020( [
op.nnmem .within set-operators, set-digest-type ])

t agged- exp-tstr-nenber = #6.60021([
op.mem .within set-operators, set-tstr-type ])

t agged- exp-tstr-not - menber = #6. 60021([
op.nmem .within set-operators, set-tstr-type ])

$nmasked- val ue-type /= ~tagged-bytes
$masked- val ue-type /= $raw val ue-type-choi ce

$$neasur ement - val ues- map-extension //= (
&(tee.advisory-ids: -89) => $tee-advisory-ids-type

$t ee- advi sory-ids-type /= set-tstr-type
$t ee- advi sory-i ds-type /= tagged- exp-tstr-not-nmenber
$t ee- advi sory-i ds-type /= tagged- exp-tstr-nenber

$$neasur enent - val ues- map-extension //= (
&(tee.attributes: -82) => $tee-attributes-type

)

$tee-attributes-type /= $masked-val ue-type

$$neasur ement - val ues- map-extension //= (
&(tee.cryptokeys: -91) => [ + $tee-cryptokey-type ]

)

$t ee-crypt okey-type /= $crypto-key-type-choice

$$neasur enent - val ues- map-extension //= (
&(tee.tchdate: -72) => $tee-date-type
)

etinme ; RFCO581
period ; RFC9581

$t ee-dat e-type
$t ee- dat e-type

$tee-date-type /= ~tdate
$tee-date-type /= tdate
$tee-date-type /= tine

/| =

/| =



$$neasur ement - val ues- map-extension //= (
&(tee.nrtee: -83) => $tee-digest-type

)

$$neasur enent - val ues- map-extension //= (
&(tee.nrsigner: -84) => $tee-digest-type

)

$t ee-di gest -t ype

$t ee- di gest -t ype

$t ee-di gest-type

$t ee- di gest -t ype

di gest ; see corim

di gests-type ; see corim

t agged- exp- di gest - nenber

t agged- exp- di gest - not - menber

N~ Y
Inmimn

$$neasur enent - val ues- map-extension //= (
&(tee.isvprodid: -85) => $tee-isvprodid-type

)

$tee-i svprodi d-type /= uint

$t ee-i svprodid-type /= bstr

$$neasur enent - val ues- map-extension //= (
&(tee. m scselect: -81) => $tee-m scsel ect-type

)

$tee-mi scsel ect-type /= $masked-val ue-type

$$neasur ement - val ues- map-extension //= (
&(tee. nodel : -71) => $tee-nodel -type

$t ee-nodel -type /= tstr

op. eq=0
op.gt=1
op. ge=2
op.1t=3
op.le=4
op. MmenF6
op. nmen¥7

$$neasur enent - val ues- map-extension //= (
&(tee.pceid: -80) => $tee-pceid-type

$tee-pceid-type /= tstr
$t ee- pcei d-type /= uint

$$measur enent - val ues- map-extension //= (
&(tee.isvsvn: -73) => $tee-svn-type

)

$tee-svn-type /= svn-type .within nuneric-type

$t ee-svn-type /= tagged- nuneric-ge

$t ee-svn-type /= tagged-int-range

$t ee-svn-type /= tagged-m n-svn

$$measur enent - val ues- map-extension //= (
&(tee.tch-conp-svn: -125) => $tee-tch-conp-svn-type

$t ee-t cb- conp-svn-type
$t ee-t cb- conp-svn-type
$t ee-t cb- conp-svn-type
$t ee-t cb- conp-svn-type

16*16 svn-type .within nuneric-type ]
16*16 tagged- nuneric-ge |

16*16 tagged-int-range ]

16*16 tagged-m n-svn ]

\\\\
i mnn
—————

$$neasur enent - val ues- map-extension //= (
&(tee-tch-eval -num -86) => $tee-tch-eval -numtype

)

$tee-tch-eval -numtype /= uint .within nuneric-type

$tee-tch-eval -numtype /= tagged-nuneric-ge

$tee-tch-eval -numtype /= tagged-int-range

$$neasur enent - val ues- map-extension //= (
&(tee.tchstatus: -88) => $tee-tchstatus-type



$tee-tchstatus-type /= set-tstr-type
$tee-tchstatus-type /= tagged-exp-tstr-nmenber
$tee-tchstatus-type /= tagged-exp-tstr-not-nenber

$$neasur enent - val ues- map-extension //= (
&(tee.vendor: -70) => $tee-vendor-type

$tee-vendor-type /= tstr

$$neasur ement - val ues- map-extension //= (
&(tee.platforminstance-id: -101) => $tee-platforminstance-id-type

$tee-platforminstance-id-type /= bstr
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