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Abst r act

Thi s docunent describe a new anycast addressi ng schene for Del ay-

Tol erant Networking (DTN), named Interplanetary Anycast Communi cation
(iac). Designed for use within the DIN Bundl e Protocol Version 7
(BPv7), iac enables IP Anycast-like funcionality in the Context of

Del ayed Tol erant Network, so this nechani smenables the routing and
delivery of bundles to a single nenber of a specified iac anycast
group based on a structured Endpoint Identifier (EID) URl schene.

The docurent formally defines the "iac" URl schene, made of three
mai n conponents, an Allocator ldentifier, a Goup Nunber, and a
Service Nunber, details registration requirenments with | ANA
addressing formats, and service nunbering conventions while

mai ntai ni ng conpatibility with existing | PN |IMC based identifiers.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119]

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 March 2026.
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I nt roducti on

Thi s docunent describes a new schene for Del ay- Tol erant Net wor ki ng
(DTN) anycast; the schene, naned "Interplanetary Anycast" (iac), is
designed to be a sinple, efficient anycast naming capability
operating in the context of the Del ay- Tol erant Networking (DTN)
Bundl e Protocol Version 7 (BPv7) [RFC9171], this document is intended
to specify the iac anycast scheme only for the Bundl e Protoco

Version 7 and not the previous versions.

The iac anycast schenme is intended to offer the foll ow ng features:
* Describe a anycast mechani sm for Del ayed Tol erant Networ ks

* @Gve the capability to the Bundl e Protocol to address a single
service on a BP Node that is a nenber of a specific iac anycast
group specified in the Bundl e ElD.

* As with its | P-based counterpart, the Interplanetary Anycast
Conmruni cati on (iac) nechani sm provides the capability to address a
single resource via its Endpoint ldentifier (EID) that could be
either a nenber of a designated iac anycast group or any i medi ate
nei ghbor Bundl e Protocol (BP) Node ( i mredi ate nei ghbor: neaning
one that is a next bundle hop of the source BP Node ).

* Data intended for an iac (Interplanetary Anycast Communi cati on)
anycast group can be transmitted using Del ay/ Di sruption-Tol erant
Net wor ki ng (DTN) protocols that can ensure successful data
delivery, even in environnents where end-to-end connectivity is
intermttent or unavail able for extended periods of tine.

* @Gve the possibility to BP Nodes to register to a specific iac
group, becomi ng then an eligible destination for a bundle with the
specified iac group EID .

i ac Design El enent
1. Core Concept

Every iac URI, no nmatter whether it is expressed with a textua

representation or a binary encoding, MJST be considered as a tuple of

the follow ng three components:

* The Allocator ldentifier

*  The Group Nunber

*  The Service Nunber
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The Allocator Identifier will permt to different organizations to
create their own iac anycast address hierarchies; it is the same as
the one specified in Section 3.2 of [RFCO758], in this docunent
explained in (Section 2.3)

The Group Nunber is a shared identifier that identifies an iac
anycast group, in this docunent explained in (Section 2.4)

The Service Nunber is an identifier to distinguish between resources
on a given node; it is the sane as the one is Section 3.5 of
[ RFC9758], in this docunent explained in (Section 2.5)

2.2. The "iac" Endpoint ID Schene

A BP endpoint identifier (EID) is a Uniform Record ldentifier (URl)
as defined by [ RFC3986]. More specifically, each BP EIDis a UR
consisting of a "schenme nane" followed by ":", followed by a sequence
of characters terned the "schene-specific part" (SSP) in DTN

speci fications, conform ng to the URI syntax as defined by [ RFC3986]
Al EIDs identifying iac endpoints MJST conformto the "iac" UR
schene described below. As noted belowin (Section 3), |ANA

registration is requested for this new URI schene.

The schene identifier is "iac", and the scheme-specific parts are

represented as a sequence of nuneric conponents separated with the

"." character. A formal definition is provided bel ow and can be

informal Iy considered as:

i ac: <allocator-identifier>. <group-nunber>. <servi ce-nunber >

The SSP of every URI formed within the "iac" scheme MJST conpri se:

1. A sequence of ASCII nuneric digits representing a uni que unsigned
integer in the range 0 to 27(32-1), ternmed the "all ocator-
identifier" of the URI.

2. An ASCI| period ('.') character.

3. A sequence of ASCI|I nuneric digits representing an unsigned
integer in the range 0 to 27(32-1), ternmed the "group-nunber" of
the URI.

4. An ASCII| period ('.’') character.

5. A sequence of ASCII nunmeric digits representing an unsigned
i nteger, terned the "service nunber"” of the URI.
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To keep the text representation concise, the follow ng rules apply:

1. Al leading 'O characters MJST be omtted. A single "0 is
val i d.

The Allocator Ildentifier has the same structure, purpose and neaning
as the one in I PN schene Section 3.2 of [RFC9758]

The G oup Nunmber in the iac schene is intended to carry the same
semanti ¢ neaning as in other nam ng schene addressing group of nodes,
such as multi-destination nam ng schenes like I MC (interplanetary

mul ticast), are expected to define groups in the sane way to all ow
aligning the definition of groups of nodes across multiple nam ng
schenes. .

The Service Nunber has the sane, structure, purpose and neani ng as
the one in I PN schene [ RFC9758]

2.3. Allocator ldentifier

The Allocator Identifier defined in this Docunent MJST be the exact
sanme one as the one defined in the ipn schene Section 3.2 of
[ RFCO758]

In the [RFC9758] an Allocator is an entity authorized to assign Node
Nunbers for use with the "ipn’ URl schene. This authorization is
granted through the assignnment of a unique Allocator Identifier (an
unsigned integer within the 32-bit range) by the Internet Assigned
Nunbers Authority (1 ANA) to the registry called "ipn' Schene URI
Allocator ldentifiers. This authorization SHALL be extended to

i nclude aut horization to the assignnent of group nunbers. It is
requested to renane the 1 ANA registry to "ipn & iac’ Schene URI

Al locator ldentifiers

Each Allocator is pernitted to assign Node Nunbers by its own
internal policies without requiring coordination with other

Al l ocators, provided the assigned nunbers are unique within its
scope. For non-interoperable deployments, a predefined private-use
range is available via the Default Allocator.

The usage in the iac schene is the equivalent to ipn, so every

Al l ocator can decide to assign iac schene hierarchies (wthout
violating the scheme rules in this Docunent), also a DefaultAll ocator
is defined which is the Al ocator Nunber zero (0), this Allocator is
privately defined but can be used by anyone

Cavallini & Flentge Expires 19 March 2026 [ Page 5]



I nternet-Draft i ac Sept enber 2025

In iac schenme the Allocator Identifier O MUST be declared, unlike the
i pn scheme [RFCO758], in ipn it is recommended to omt the allocator
fromthe URI if it is O, leading to 2-3 parts URI, the iac URl is

al ways 3 el enents

2.4. Goup Number

An iac anycast group is a non-singleton BP endpoint that is
identified by a URI that conforns to the "iac" schene. A BP node
joins an iac anycast group by registering with the correspondi ng
endpoint, and it |eaves the group by unregistering fromthat
endpoi nt ..

A BP node that is registered in an iac anycast group MJST deliver
bundl es only to endpoints which are nenbers of the anycast group
specified as destination eid in the bundle’s primary header; After
delivery to the service application identified by the service nunber,
the bundl e MUST NOT be forwarded to any other BP Node

If the bundl e anycast group destination differs, then the bundl e MUST
NOT be accepted; the bundl e SHOULD be routed and forwarded to anot her
i ac-capabl e BP node or, if the node is not iac conpliant, it MAY be
di scar ded

The Group Nunber with the nunmber zero (0) is reserved and each node
supporting the iac nam ng schene SHALL be inplicitly registered in
all EIDwth the group nunber ‘0°.This will result that any bundle
with an iac destination endpoint id having group nunber ‘0 will be
delivered at the next iac-conpliant hop. |In particular, any bundle
with a destination eid with group and service nunber ‘0° will be
delivered to the adnministrative el ement of the next hop supporting
the iac nam ng schene.

An iac bundle with the destination eid 0 should be routed to the
nearest BP node that MJUST differ fromthe the |ocal one. This rule
is valid only for the iac group O, if a bundle has any other iac
group nunber as endpoint eid than it can also be routed to the |oca
BP node if it matches the local registered group nunbers.

An iac anycast group may at any tine have zero, one, or nmany nenbers,
the nmenbers of the group

A new | ANA registry is requested for "Bundle Protocol Well-Known

G oup Number", to define the registration of Group Nunbers in the
Bundl e Protocol, see Section 3.3, the Wl l-Known G oup Nunbers set in
this registry MIST be valid for every Allocator, not only the Default
one.
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5. Service Nunber

The iac scheme Service Nunmber MJST be the sanme as the one specified
in Section 3.2 of [RFC9758]

The service nunber is an unsigned integer that identifies a
particul ar resource on a node. It serves a role analogous to a port
nunber in traditional IP networking. It allows nultiple services or
applications to coexist on the sanme BP node and ensures that a
received bundle is delivered to the correct service endpoint.

In the iac context, when a bundle is received, if the BP Node has
joined the correct iac anycast group, then the bundl e MIST be
retai ned by the BP Node and SHALL then be delivered to the service
regi stered under the Service Nunber specified in the EID

Anot her interesting usage of the Service Nunber in the iac context is
the service nunber zero (0) (exanple: iac:0.0), a bundle with this
EIDis trying to deliver a bundle to the administrative elenment of a
BP Node; the nechanismcould allow interesting use for reporting and
custody matters in the BP context.

2.5.1. \Well-Known Service Nunbers

3.

For Bundl e Protocol Version 7 (BPv7) services that are publicly
specified and wi dely adopted, it is advantageous to assign a
predefined default Service Nunber. That allows such services to be
assuned al ready operative by default on a BP Node in the absence of
explicit configuration

The iac schene SHALL share the sane well-known service nunbers as
those in IANA registry, "'ipn  Scheme UR Wl I -Known Service Nunbers
for Section 5.6 of [RFC8126]. This registry formalizes the

assi gnnment of Service Nunbers to well-known BPv7 services and

i ncludes reserved ranges for both experinental purposes and private
use. It is requested to renanme this registry to ""ipn and iac
Schene URI Wl | -Known Service Nunmbers for BPv7"

To support this mechanism a new | ANA registry entitled "’ ipn’ Scheme
URI Vel | -Known Service Nunbers for BPv7" specified in Section 9.3 of
[ RFC9758] .

| ANA Consi derati on
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3.1. iac URl Schene

Provi sional registration (per [RFC4395]) for a URI schene is
requested, with the string "iac" as the suggested schene nane, as
fol |l ows.

URI schene name: "iac
Status: permanent.

URI schenme synt ax:

Thi s specification uses the Augnmented Backus- Naur Form ( ABNF)

notati on of [ RFC5234], including the core ABNF syntax rule for DIG T
defined by that specification

iac-uri = "iac:" iac-hier-part
iac-hier-part = allocator-identifier "." group-nunber "." service-
nunber

allocator-identifier = nunber

gr oup- nunber = nunber

servi ce- nunber = nunber

nunber = "0" / non-zero-nunber

non-zero-nunber = (%31-39 *DIAT) DA T = %30-39

None of the reserved characters defined in the generic URI syntax are
used as delimters within URIs of the iac schene.

Encodi ng considerations: URIs of the | MC schenme are encoded
exclusively in US-ASCI| characters.

Applications and/or protocols that use this URI schene nane: the
Del ay- Tol erant Networking (DTN) Bundl e Protocol Version 7 (BP)
[ RFC9171] .

Interoperability considerations: as noted above, URIs of the iac
schene are encoded exclusively in US-ASCI| characters.

3.2. Bundle Protocol URI Schene Types
A new URI schenme code (proposal for value 3) in the "Bundl e Protocol
URI Schene Types" | ANA registry for the iac schene is hereby

requested to enable the definition of an efficient encodi ng and
decodi ng nechani smfor the iac schene in CBOR
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Thi s specification re-uses the "Bundl e Protocol URI Schene Types"
registry within the "Bundle Protocol" registry group [| ANA-BP] for
the CBOR encoding of EID Patterns and adds an informative colum "EID
Pattern Reference" as in the following table for iac schene URI code.

Speci fications of new EID Pattern schenes SHALL define all of the
required items from Section 2.2 to ensure that pattern behavior is
consi stent across different schenes.

B el et sl e el
| Value | Description | | EID Pattern Reference |
f el e oo s oo e e e e 3
| TBDL | iac | | Section 2.2 of this Docunment |
+------- I +----- I e +

Table 1. CBOR Tag Val ues for EID Schenes
3.3. Bundle Protocol WlI-Known G oup Number

IANA is requested to create a new registry entitled "Bundl e Protocol
Vel | - Known Group Nunbers" under the namespace "Uniform Resource
Identifier (URI) Schenes". The registration policy for this
registry, using terns defined in [ RFC8126], is:

| Range | Registration Policy |
[} e ——————————— s p—p—p—_—(—————————————
| 0 | Reserved for the "Any G oup" |
O +
| 1-127 | Private Use |
I T T TRy +
| 128- 255 | Standards Action |
o e e e o e e e e e e e e e e aa o - +
| 0x0100- Ox 7FFF | Private Use |
O +
| 0x8000- OxFFFF | Specification Required |
I T T TRy +
| O0x10000- OXFFFFFFFF | Private Use |
o e e e o e e e e e e e e e e aa o - +
| >=0x100000000 | Reserved for future expansion |
e e e iaeiiieaaaecaiaaaaas +

Tabl e 2: Bundl e Protocol WelIl-Known G oup Number
regi stration policies

Each entry in this registry represents a group nunber. This group

nunber MUST still hold value across all different Allocator, not only
on the Default Allocator.
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It is expected that each identified organization publishes sonme
listing of allocated group nunbers - the pointer to which is listed
in the "Reference” field of the registry.

The initial values for the registry are:

[ oo oo s s e e s oo ey )
| Name | Description | Reference |
S sl et e s ety
| O | The "Any" Goup | [[this RFC]](Section 2.4)

+------ I I i T I R +

Tabl e 3: Bundl e Protocol WelI-Known G oup Number
initial val ues

4. CBOR Representation of iac URIs with BPv7

Section 4.2.5.1 of [RFC9171] requires that any URI scheme used to
represent BPv7 ElDs MUST define how the scheme-specific part of the
URI schene is encoded with Concise Binary Object Representation
(CBOR) [ RFC8949] .

To neet this requirenment, this section describes the CBOR encodi ng
and decodi ng approach for iac El Ds.

Even if the uri-code of iac scheme is TBD1 (to be defined), for just
exanpl e purposes, the docunment will use the unsigned int value (3) as
the uri-code for the iac schene, any other value that will be

all ocated by ANA will still output the same CBOR structures

4.1. iac EID CBOR encoding

Thi s schene was specifically designed to enabl e conpact
representation and efficient processing, and its encodi ng et hods
preserve these goals.

As defined in [RFC9171], iac ElIDs consist of a sequence of nuneric
identifiers. |In textual form these identifiers are separated by
periods (.). In CBOR this sequence can be naturally represented as
an array. Therefore, when encoding iac EIDs for Bundl e Protoco
Version 7 (BPv7), the schene-specific part of the URI MJST be a CBOR
array containing three elenents. Each el ement MJST be a CBOR

unsi gned i nt eger

The details of the encoding are descri bed bel ow
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4.1.1. iac schene-specific Encoding

In the three-el ement schene-specific encoding of an ipn EID, the
first element of the array is the Allocator identifer (Section 2.3),
the second is the iac Group Nunber (Section 2.4), and the third

el ement of the array is the iac (sane as ipn schenme) Service Number
(Section 2.5).

For exanple, the iac EID of iac:2.14.1 would be encoded in CBOR as
the follow ng 6-octet sequence:

82 # 2-El ement Endpoi nt Encodi ng
03 # uri-code: 3 ('iac’ URl schene)
83 # 3-Element iac ElID encoding
02 # allocator-identifier
OE # group-nunber
01 # service-nunber

4.1.2. ’'iac’ URl Schene CBOR Syntax

VWhen encoded in CBOR [ RFC8949], a BPv7 endpoint identified by an iac
URI MUST conply with the follow ng Concise Data Definition Language
(CDDL) [ RFC8610] specification

eid-structure = |
uri-code: uint,
SSP:  any

]

; ... Syntax for other uri-code values defined in RFC 9171 ..

$eid /=]

uri-code: 3,

SSP: i ac-ssp3

]

iac-ssp3 = |

allocator-identifier: uint .lt 4294967296,

group-nunber: uint .lt 4294967296,
servi ce-nunber: uint

]
5. List Exanples

5.1. iac EID exanples

iac Conplete EID
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(a) iac:2.4.22

iac EIDwith the "Any Goup”, with this syntax any "next iac hop" can
be specified

(a) iac:0.0.3
iac any adnministrative endpoint special case
(a) iac:0.0.0
(b) iac:0.4.0
6. Security Considerations
Thi s docunent should not affect the security of the Internet.

Rout e Mani pul ation: In a DTN anycast environnent, BP nodes may
opportuni stically advertise their availability to receive bundles
addressed to a shared anycast identifier. This dynam c and
decentral i zed behavi or introduces the risk of route manipul ati on,
wherein a malicious or conprom sed node could fal sely present itself
as the optimal or nearest anycast recipient. Such unauthorized
advertisenents could lead to traffic interception, blackholing, or

i ntentional delay of bundle delivery, thereby underm ning the
reliability and integrity of the comrunication system To nitigate
these risks, it is essential to enploy robust cryptographic
mechani sns that authenticate node identities and verify routing
adverti senents, such as the Bundl e Protocol Security.

I mpersonation: In a DTN anycast environment, where multiple nodes
share a common service identifier, the lack of strong endpoint

aut hentication creates a significant risk of inpersonation and
spoofing. A malicious actor could nasquerade as a |legitinmte anycast
group nenber and accept bundles intended for trusted nodes,
potentially |eading to unauthorized data access, nanipul ation, or
service disruption. This threat is anplified in intermttently
connected or lowtrust environnents—such as mlitary or renote
sensi ng networks—where verifying node authenticity in real time my
be infeasible. To counter this, it is critical to inplenent robust
aut henti cation nmechani sns for both endpoints and transmtted bundl es,
| everagi ng cryptographic signatures and identity verification
protocol s provided by DTN security extensions |ike BPSec.

Traffic Stealing: Unlike nmulticast (but |ike unicast), anycast allows
traffic stealing. Wth nulticast, joining a nulticast group doesn't
prevent anyone el se who was receiving the traffic fromcontinuing to
receive the traffic. Wth anycast, adding an anycasted node to the
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routi ng system can prevent a previous recipient fromcontinuing to
receive traffic because it may now be delivered to the new node
instead. As such, if an unauthorized anycast node can inject a route
into the network traffic can be diverted thereby triggering DoS or

ot her attacks.
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7.2. Informative References

Appendi x A.  iac EID CBOR decodi ng
An iac EID CBOR decoder can reconstruct an ipn EID using the
following logic. In this description, the termenc _eid refers to the

CBOR-encoded iac EID, and the termiac_eid refers to the decoded ipn
El D.

iac_eid.allocator_identifier := enc_eid[O0];
i ac_ei d. node_nunber := enc_eid[1];
i ac_ei d.service_nunber := enc_eid[2];
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