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Abstract

Thi s docunent outlines a nmethod for inproving the authenticity,

di scoverability, and portability of Decentralized Identifiers (DI Ds)
by utilizing the current DNS infrastructure and its technol ogies.
This method offers a straightforward procedure for a verifier to
cryptographically cross-validate a DID using data stored in the DNS,
separate fromthe DI D docunent.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://ciral abs. gi thub.i o/ hi gh-assurance-di ds-wi th-dns/draft-carter-
hi gh- assurance-di ds-with-dns. html. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-
carter-high-assurance-di ds-wi th-dns/.

Source for this draft and an issue tracker can be found at
https://github. com Cl RALabs/ hi gh-assur ance-di ds-wi t h-dns.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . ... oo o.o.oar
I nt roduction

In the ever-evolving digital world, the need for secure and
verifiable identities is paranount. DI Ds have enmerged as a pronising
solution, providing a globally unique, persistent identifier that
does not require a centralized registration authority. However, like
any technol ogy, DIDs face challenges in terns of authenticity,

di scoverability, and portability.

This is where the Domain Nane System (DNS), a well-established and
globally distributed internet directory service, cones into play. By
| everaging the existing DNS infrastructure, we can enhance the
verification process of DIDs. Specifically, we can use Transport
Layer Security Authentication (TLSA) and Uni form Resource ldentifier
(URI') DNS records to add an additional |ayer of verification and
authenticity to DI Ds.

TLSA records in DNS allow us to associate a certificate or public key
with the domain name where the record is found, thus providing a form
of certificate pinning. UR records, on the other hand, provide a
way to publish mappings fromhostnanes to URI's, such as Dl Ds.

By storing crucial information about a DID, such as the DID itself
and its Public Key Infrastructure (PKI) in these DNS records, we can
provide a verifier with a sinple yet effective method to cross-

val idate and authenticate a DID. This not only ensures the
authenticity of the DI D docunment but also allows for interaction with
mat eri al signed by the DI D without access to the DI D docunent itself.

In essence, the integration of DIDs with DNS, specifically through
the use of TLSA and URI records, provides a robust solution to sone
of the challenges faced by DI Ds, paving the way for a nore secure and
trustworthy digital identity |andscape.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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3.

3.

3.

Securing a DI D using the DNS

Much |i ke presenting two pieces of IDto provide a higher |evel of
assurance when proving your identity or age, replicating inmportant
informati on about a DID into a different domain (like the DNS)
enables a simlar formof cross validation. This enhances the
initial trust establishnent between the user and the DI D docunent, as
the key information can be conpared and verified across two
segregated sets of infrastructure. This also acts as a form of
ownership verification in a sinmlar way to 2FA, as the inplenenter
must have control over both the DNS zone and the DI D docunment to
properly duplicate the relevant information.

S + S +
I I I I

| DNS Server | | Wb Server

I I I I

| - + | - + |

| | DD |<---4----- +--> DD | |

| o | +

| e o | e o

| | PKI | <---t----- +-->  PKI | |

| o | o

I I I I

. + . +

The di agram above illustrates how a web server storing the DID

docunent, and the DNS server storing the URI and TLSA records shares
and |inks the key informati on about the DI D across two i ndependent
sets of infrastructure.

1. Specifically for did:web

Wth did:web, there’ s an inherent |ink between the DNS needed to
resol ve the associ ated DI D docunent and the donmi n where the rel evant
supporting DNS records are |ocated. This nmeans that the donmain
specified by the did:web identifier (for exanple,

di d: web: *exanpl e.ca*) is also the |ocation where you can find the
supporting DNS records.

2. Consideration for other DI D nethods

In the case of other DI D nmethods, the association between a DID and a
DNS domain is still possible although |Iess inherent than with the

af orenmenti oned di d:web. As such, it provides much of the sane
benefits as the [wel | KnownDi dConfiguration], but the nmethod in which
it acconplishes this is slightly different. Specifically, the
integrity of the DID docunent is secured by including a
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datal ntegrityProof inside the DI D docunent itself rather than in a
seperate resource, and the key material used to verify this proof is
explicitly duplicated in the DNS, rather than only being referenced
back to the DI D docunent which is being verified.

3.2.1. dnsValidati onDomain

To faciliate the linking of a non did:web to the DNS, we propose the
inclusion of an optional property "dnsValidationDormain® to the DI D
docunent .

{"dnsVal i dati onDomai n": "exanpl e.ca"}

In the case of non did:webs that wish to use DNS for increased
assurance, the verification process is identical to the one used for
did: web but instead of referencing the domain in the identifier, the
verifier MJST use the donain referenced by the "dnsValidati onDonmai n"
property instead.

3.3. Mapping DIDs to Domains with URI records

The association to a domain stemming only fromthe did is
unidirectional. By leveraging URI records as outlined in
[DID-in-the-DNS], we can create a bidirectional relationship,
allowing a dormain to publish their associated DID in the DNS

* Ex: _did.exanple-issuer.ca INUR 1 0 “did:web:exanple-issuer.ca” _*

This rel ati onshi p enhances security, as an entity would require
control over both the DID and the domain’ s DNS server to create this
bi directi onal association, reducing the likelihood of malicious

i mper sonati on.

3.3.1. URI record scoping

* The records MJST be scoped by setting the gl obal underscore nane
of the URI RRset to _ did_ (Ox5F Ox64 0x69 0x64).

3.3.2. Entity Handl es

An inpl enenter may have nultiple sub entities operating and issuing
credentials on their behalf, like the different deparnments in a

uni versity issuing diplomas or publishing research. For this reason,
the introduction of an entity handl e, represented as a subdomain in
the resource record name, provides a sinple way to facilitate the
distinction of DIDs, their public keys, and credentials they issue in
their relationship to another entity or root authority.
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* Ex: _did.diplomas. exanple-issuer.ca INUR 1 0
“di d: web: di pl onas. exanpl e-i ssuer.ca” _*

* Ex: _did.certificates.exanple-issuer.ca INUR 10
“did:web: certificates. exanpl e-i ssuer.ca” _*

3.4. Mapping verificationMethods to the DNS with TLSA records

The DID to DNS mapping illustrated in section 3.2 provides a way of
expressing the associati on between a DID and a donmmi n, but no way of
verifying that relationship. By hosting the public keys of that D D
inits associated domain’ s zone, we can provide a cryptographic
linkage to bolster this relationship while also providing access to
the DID s public keys outside of the infrastructure where the DID
docunent itself resides, facilitating interoperability and increasing
availability.

TLSA records [ RFC6698] provide a sinple way of hosting cryptographic
information in the DNS. Key material or full x509 certificates can
be represented in TLSA records either hashed or unhashed dependi ng on
the requirenents and use case of the inplenenter

It is inportant to note that as key sizes increase in respect to the
needs of post-quantum cryptography, TLSA records can support these
keys via the hashed representation, nmaking this inplenmentation post-
quant um compati bl e.

3.4.1. TLSA Record Scoping, Selector Field

When public keys related to DIDs are published in the DNS as TLSA
records:

* The records MJST be scoped by setting the gl obal underscore name
of the TLSA RRset to __did_ (Ox5F 0x64 0x69 0x64).

* The Selector Field of the TLSA record nmust be set to 1
Subj ect Publ i cKeyl nf o: DER-encoded binary structure as defined in
[ RFC5280] .

When x509 certificates related to DIDs are published in the DNS as
TLSA records:

* The records MJST be scoped by setting the gl obal underscore nane
of the TLSA RRset to __did_ (Ox5F 0x64 0x69 0x64).

* The Selector Field of the TLSA record nust be set to 0, ful

certificate: the Certificate binary structure as defined in
[ RFC5280] .
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3.4.2. Instances of Miltiple Key Pairs

Dependi ng on the needs of the inplenmenter, it is possible they may
use nultiple keypairs associated with a single DID to sign and issue
credentials or enable other PKI related interactions. |In this case,
a TLSA record will be created per [verificationMethod] and then be
bundl ed into the corresponding TLSA RRset. A resolver can then parse
the returned records and match the key content to the
verificationMethod they wish to interact with or verify.

* Ex: _did.exanple-issuer.ca INTLSA 3 10
"4e18ac22c00f b9. .. b96270a7b4" _*

* Ex: _did.exanple-issuer.ca INTLSA 3 10
"5f 29bd33d11gcl. .. b96270a7b5" _*

3.4.2.1. Security Consideration

It is RECOWENDED inplenmenters linmit the total number of TLSA records
for a given domain to 255 to mtigate DoS style attacks, such as
creating a probl ematic nunber of TLSA records to then be resol ved and
parsed by the verifier.

If total nunmber of TLSA records returned to a verifier exceeds this
threshold, it is RECOMVENDED the verifier abort the verification
process and deemthe target DI D insecure.

3.4.3. Benefits of Public Keys in the DNS

Hosting the public keys in TLSA records provides a stronger nechani sm
for the verifier to verify a did and its associated entity with, as
they are able to perform a cryptographi c chall enge agai nst the DI D
usi ng the corresponding TLSA records, or against the domain using the
correspondi ng [verificationMethod] in the DI D docunent. The
accessibility of the public keys is also beneficial, as the verifier
does not need to resolve the DI D docunent to accesss its associated
key material, enhancing interoperability.

4, Rol e of DNSSEC for Assurance and Revocation

It is RECOWENDED that all the participants in this digital identity
ecosyst em enabl e DNSSEC si gning for the DNS i nstances they operate.
See [ RFC9364].

DNSSEC provi des cryptographi c assurance that the DNS records returned
in response to a query are authentic and have not been tanpered with.
This assurance within the context of the did UR and _ did_ TLSA
records greatly strengthens the nmechanismto ensure the integrity of
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the DID and its public keys. DNSSEC vastly reduces the possible
attack vectors in which the repudiated DID information in the DNS can
be tanpered with.

Wthin this use-case, DNSSEC al so provides revocation checks for both
DiDs and their public keys. 1In particular, a DNS query for a
specific __did_ URl record or _ did_ TLSA record can return an
NXDOVAI N [ RFC8020] response if the DID or public key has been
revoked. This approach can sinplify the process of verifying the
current validity of DIDs and public keys by reducing the need for
conpl ex revocati on nechani sns or inplenentation specific

t echnol ogi es.

5. Digital Signature and Proof Value of the DI D Docunent

Digital signatures ensure the integrity of the D D Docunent, and by
extent the public keys, authentication protocols, and service

endpoi nts necessary for initiating trustworthy interactions with the
identified entity. The use of digital signatures in this context
provi des a robust mechanismfor verifying that the D D Docunent has
not been tanpered with and indeed originates fromthe correct entity.

I n accordance with WBC specifications, we propose including a data
integrity proof such as those outlined in [datalntegrityProof ECDSA]
and [datal ntegrityProof EADSA], with the nmandatory inclusions of the
"created" and "expires" fields. The inclusion of which acts as a
I'ifespan for the document, simlar to the TTL for a DNS record.
Dependi ng on the use case and security requirenents, a |onger or
shorter expiry period would be used as necessary.

"proof": {

"type": "Datal ntegrityProof",

"cryptosuite": "ecdsa-jfc-2019",

"created": "2023-10-11T15:27:272",

"expires": "2099-10-11T15: 27: 272",

"pr oof Purpose": "assertionMethod",

"verificationMethod": "did:web:trustregistry. ca#key-1",

"proof Val ue": "zQeVbY4doey5q2M3XKaxup3t ne NADRFTLVgpLMaveBr SxMY2x HX5 XTYV8nQApnEcqaqA3QlgV
HWF XFk XJeV6doDwL W "

}

The data integrity proof SHOULD be signed using a verificati onMet hod
that has an associated TLSA record to allow for the verification of
the data integrity proof using pki material contained outside of the
DI D docunent. This provides an added |ayer of authenticity, as the
PKI information contained in the DI D docunent would need to be
repudi ated across 2 different domains, the resource hosting the DD
docunment and its associated DNS donain.
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5.1. Use of Alternative Cryptosuites

Wi |l e [datal ntegrityProof ECDSA] and [datal ntegrityProof EADSA] are the
cryptosuites we have chosen to highlight in this specification, it is
important to note that this inplenentation for a high assurance did
using dns is cryptosuite agnostic. It is interoperable with any new
and existing cryptosuites and associ ated key types as required by the
i mpl ementers and verifiers.

6. Verification Process

Usi ng the new DNS records and proof object in the DI D docunent, we
enabl e a nore secure and hi gher assurance verification process for
the DID. It is important to note that while not strictly necessary,
DNSSEC verificati on SHOULD be perforned each tine a DNS record is
resolved to ensure their authenticity.

The process below outlines the general steps required to conplete the
hi gher assurance did verification process;

1. *Verification of the DID:* The user verifies the DIDis
represented as a URI record in the associ ated donmain.

1. In the case of did:web, the domain and record nane to be
queried is indicated by the | ast segment of the did. In
exanpl e, *di d: web: exanpl e.ca* would translate to a URI record
with the nane *_di d. exanpl e. ca*.

2. In the case of other did nmethods, the domain and record nane
to be queried is indicated by the "dnsValidati onDonai n"
property. In exanple, *{"dnsValidationDonain":

"exanple.ca"}* would translate to a URI record with the nane
* _di d. exanpl e. ca*.

2. *Verification of the PKI:* The user verifies the
verificationMethod/s in the DI D docunent are represented as TLSA
record/s in the associ ated domain

1. The domain and record nane for the TLSA record to be queried
is determned identically to steps 1.a or 1.b.

1. Note: The matching of the TLSA record content and
verificati onMet hod may require some conversion, as TLSA
records store key material as hex encoded DER format, and
this representation is not supported by
[verificationMethod]. However, there are many wel
supported cryptography libraries in a variety of
| anguages that facilitate the conversion process.
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3. *Verification of the DID docunent’s integrity:* The user verifies
the "proof" object to ensure the integrity of the D D docunent.

1. This can be acconplished by using either the
[verificationMethod] directly fromthe D D docunent, or using
the key material stored in the TLSA record. Using the TLSA
record woul d provide a higher |level of assurance as this
confirns the key material is being accurately represented
across 2 different domains, both at the DI D docunent |eve
and the DNS | evel

1. Note: Unlike with matching the verificationMethod and
TLSA record in step 2, DERis a widely supported encoding
format for key material enabling a verifier to directly
use the TLSA record content to verify the signature
wi t hout having to convert the key back to its
representation in the verificationMet hod.

_Note_: The order of the steps presented does not specify a required
order for verification. As a general rule (and depending on the use
case) the 3 verification steps outlined above may be performed in any
order as best fits the verifier’'s needs. In exanple, a verifier my
arrive at the DI D docunent during a credential verification process,
in which case it nakes sense to peformstep 3 before steps 1 and 2
Alternatively, a verifier may arrive at the DI D docunent after

expl oring an organi zation’s domain, in which case it may make nore
sense to performsteps 1 and 2 prior to step 3. So long as the 3
steps are perfornmed together, the sane |evel of assurance is achieved
irrespective of their order

6.1. Verification Failure

If at any given step verification fails, the DI D document shoul d be
deened I NSECURE. Whether it is due to the DID and DNS bei ng out of
sync with recent updates, or the resource hosting the DI D docunent or
DNS zone thensel ves being conprom sed, a failed verification MAY
indicate malicious activity. It is then up to the verifier to
determ ne, according to their requirements and use case, the
appropriate course of action regarding interactions with the target
DID until successful verification is restored.
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7

Control Requirenents

This section defines a sinple framework to define a set of technica
controls that can be inplenented and mapped into | evels of assurance
for did:web identifiers. To assist in decision-nmaking and

i npl ementation, The controls are ordered in increasing | evel of
security assurance and are grouped into | evels of assurance from
*LOM* to *H GH* - *Issuing Authority* is the entity accountable for
the did:web identifier. - *Issuing Service* is the entity responsible
for operating the did:web identifier infrastructure. |In many cases
the *Issuing Authority* nay del egate el enents of providing a high
assurance did:web identifier to an *lssuing Service* that may be a
comercial provider. In the sinplest case, the *Issuing Authority*
can be regarded as the sane as the *lssuing Service*. Note that
Controls 9, 10, and 11 CANNOT BE DELEGATED to an *Issuing Service*

11 technical controls are defined. These controls would be

i npl emented in order of precedence for an increasing |evel of
security assurance. (e.g., Control No. N would need to be

i mpl ement ed before inplenmenting Control No. N+1)

[ by e el e
| Control | Control | Description |
| No. | Nane I I
| 1 | DD | The Issuing Service MJST control the |
| | Resource | resource that generates the DI D |
| | Control | docunent. (i.e., website) |
S Fom ek o m e e e e e e e e e e e e e e mee—ooon +
| 2 | DID | The Issuing Service MJUST have the

| | Document | ability to do CRUD operations on the DI D |
| | Managenent | document. |
S R R T +

3 Dl D The 1ssuing Service MJIST ensure the data
Docunent integrity of the DI D docunent by

Integrity signature or other means. The use of
approved or established cryptographic

I I I
| | f . o
| Data | cryptographic nmeans, typically a digital |
| | |
| | algorithns is H GHLY RECOMVENDED |

| 4 | DD | The Issuing Service MJST control the

| | Docunent | keys required to sign the DI D docunent.

I | Key I I
| | Control | |
S R R T +
| 5 | DID | Wth proper delegation fromthe |ssuing

| | Docunent | Authority, the DI D Docunent signing key

| | Key | MAY be generated by the Issuing Service. |
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| | Generation | Otherw se, the signing key nust be |
| | | generated by the Issuing Authority. |

| 6 | Domain | The Issuing Service MIST have control of |
| | Zone | the domain zone (or subdonmain zone).If |
| | Control | direct control of the domain is not |
| | | feasible, the use of an accredited DNS |
| | | provider is H GHLY RECOMVENDED |
S R R T +
| 7 | Domain | There MUST be dommin zone records that |
| | Zone | map the necessary URI, TLSA, CERT and/or |
| | Mappi ng | TXT records to the specified did:web |
| | | identifier. |
B Fomm e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| 8 | Dormai n | The domain zone records MJST be signed |
| | Zone | according to DNSSEC. (RRSIQ |
I | Signing I I
S Fom e e o - o m m e e e e e e e e e e e e e e e eee— oo on +
| 9 | Dorrai n | The Issuing Authority MJST have control |
| | Zone | over the domain zone keys used for |
| | Signing | signing and del egation. (KSK and ZSK) |
I | Key I I
| | Control | |
S Fom e e o - o m m e e e e e e e e e e e e e e e eee— oo on +
| 10 | Dorrai n | The domain zone signing key MJST be |
| | Zone | generated under the control of the |
| | Signing | I'ssuing Authority. |
I | Key I I
| | Generation | |
S Fom e e o - o m m e e e e e e e e e e e e e e e eee— oo on +
| 11 | Hardwar e | A FIPS 140-2 conpliant hardware security |
| | Security | nodul e nmust be under the control of the |
| | Mbdul e | I'ssuing Authority. |
R R T +

Table 1
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In addition to the technical controls specified in the table it is
advi sabl e to add in DANE (DNS-based Aut hentication of Naned Entities)
[ RFC6698] to secure TLS conmunications. TLS uses certificates to

bi nd keys to nanes, which are published by public "Certification
Authorities" (CAs). It is inportant to realize that the public CA
nmodel is fundanmentally vul nerabl e because it allows any CAto issue a
certificate for any donmain name. Thus, a conprom sed CA can issue a
fake repl acement certificate which could be used to subvert TLS-
protected websites. DANE offers the option to use the DNSSEC
infrastructure to store and sign keys and certificates that are used
by a TLS-protected website. The keys are bound to nanmes in the
Domai n Nanme System (DNS), instead of relying on arbitrary keys and
nanes issued in a potentially conpronised certificate.

8. Level s of Assurance

Many trust frameworks specify levels of assurance to assist in
determ ni ng which controls must be inpl enent ed.

The following table is not a definitive mapping to trust framework

| evel s of assurance. It is intended to assist in determning

mappi ngs by grouping the controls within a range from*LOM* to

*H GH* relating to the appropriate risk level. Note that controls
are additive in nature. (i.e.,, controls of the preceding | evel nust
be fulfilled).
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| Level of | Controls | Description |
| Assurance | | |
[ ettt ——y C————————— Ll p—p—p—p—_————————
| *LOWM* | Control | SHOULD only be used for |owrisk |
| | 1 | transactions where attribution to
| | | originator is desirable. |
N Fomm oo - o e e e e e e e e e e e e e e mmemamao o +
| *LOW | Control | SHOULD only be used for lower risk |
| | 2 | transactions where establishing the
| | | accountability of the originator is
| | | desirable. |
R S o m e e e e e e e e e e e +
| *MEDIUMF | Controls | MAY be used for nediumrisk |
| | 3, 4 and | commrercial transactions, such as |
| | 5 | correspondence, proposals, etc. |
Fom e S o m e e e e e e e e e eee e +
* MEDI UMt+* Controls MAY be used for higher risk

I I I
| 6 and 7 | transactions, such as signing and

| | verifying invoices, contracts, or |
| | official/legal docunentation |

| *H GH | Controls | MUST be high risk transacti ons, |
| | 8 9 and | such as government transactions for |
| | 10 | signing and verifying |icenses, |
| | | certifications or identification |
R TS oo e m e e e e e e e e e e e e mm e mmmaa o - +
| *H GH* | Control | MUST be used for extrenely high |
| | 11 | risk transactions where there may |
| | | be systemic or national security

| | | inplications |
N Fomm oo - o e e e e e e e e e e e e e e mmemamao o +

Table 2
9. Security Considerations
TODO Security
10. | ANA Consi derati ons

Per [RFC8552], IANA is requested to add the following entries to the
"Underscored and d obally Scoped DNS Node Nanes" registry:
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11.

11.

S T S e +
| RR Type | _NODE NAME | Reference |
S R R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| TLSA | _did | [draft-ietf-high-assurance-dids-w th-dns] |
| UR | _did | [draft-nmayrhofer-did-dns-01] |
S TR - TN +.
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Appendi x A WBC Consi derati ons
1. W propose the inclusion of an optional data integrity proof for
the DI D docunment, as outlined in [datal ntegrityProof ECDSA] and
[ dat al nt egri t yProof EdDSA] .

2. W propose the inclusion of the optional "dnsValidati onDorai n"
property to the [di dSpecRegistries] as outlined in section 3.2.
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