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Abst ract

Thi s docunent defines guidelines for including YANG exanpl e i nstances
in | ETF docunents in a way that enables automatic extraction and
validation. It introduces the concept of YANG nodul e "coverage" to
measur e how t horoughly exanpl e instances exercise a YANG nodul e’ s
data nodes. The goal is to inprove the quality and usability of YANG
nmodel s in | ETF docunments by providing authors with tools to validate
their exanpl es and assess coverage conpl et eness.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 March 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Al t hough the YANG data nodel i ng | anguage has been in use for over a
decade, there remains a |lack of tooling to hel p YANG nodel authors
anal yze and val i date their YANG nodul es and exanpl e i nstances.

Peopl e defining or evaluating YANG nodul es have limnited gui dance on
how to include and test exanple data for those nodul es. Exanple data
instances are vital to illustrate how a nodel is intended to be used,
but the guidelines for presenting and validating these exanples are
scarce. The updated guidelines in RFC 8407bis inprove the situation,
but gaps still exist in providing tools that can automatically give
aut hors feedback on what they night be missing in their nopdels.

The objective of this docunment is to define guidelines that enable
the devel opnent of tools which, given one or nore | ETF documents
(RFCs or drafts), can verify that the YANG nodel exanples in those
docunents are correct and sufficiently conprehensive. To achieve
this, we address two nmain aspects:
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* @uidelines for Including YANG Exanples in RFCs: A clear nethod for
authors to include exanple data instances of YANG nodels in | ETF
docunents in a way that tools can automatically extract and
validate them In addition, we outline howtools can performthis
extraction and validation, and we propose a nethod to include
extra YANG nodul es (when necessary) for validating nore conplex
exanpl es without affecting the main normative content.

* Definition of YANG Mbdul e "Coverage": A new concept to nmeasure how
much of a YANG nodul e's data nodes are exercised by the exanple
instances in a docunent. By analyzing the exanples, a tool can
i nform authors which parts of their YANG nodel are covered and
which are still mssing fromthe exanples. A proof-of-concept
i mpl ementation for computing such coverage is al so consi dered.

Scope: The proposals in this docunent focus on typical use cases. It
i s expected that proof-of-concept tools will confirmthe viability of
these nethods for noderately conplex exanples as this docunent
progresses. |If such automatic validation proves infeasible in
practice, the approach may need adjustnent. Extrenely conpl ex
exanpl e scenarios (e.g., those involving schema nount or highly
dynanmic state) are outside the current scope and coul d be addressed
in future work.

2.  Including YANG Exanpl e Instances in | ETF Docunents

When aut hors include exanpl e YANG i nstances in an RFC or Internet-
Draft, those exanple instances SHOULD be formatted in a way that
all ows automatic extraction and validation by tools.

Speci fically, exanple instances SHOULD be encl osed as code bl ocks
using the CODE BEA NS / CODE ENDS convention (as defined in the
updat ed guidelines, e.g., draft-ietf-netnod-rfc8407bis). They should
al so be given a file nanme that clearly identifies themas exanpl es,
anal ogous to how YANG nodul es are naned (see RFC 8407bi s gui delines).
We propose that the file nanme ends with the suffix .instance.xm for
XM instances or .instance.json for JSON i nstances. This naming
convention makes it easy for tools to identify which code snippets
are YANG i nstance exanpl es that can be parsed and val i dat ed.

Each exanple file name SHOULD be uni que within a docunment (and

i deal 'y uni que across rel ated docunents bei ng anal yzed toget her).
Tool s may conplain or error out if they encounter duplicate exanple
file names, since that could indicate conflicting or repeated
content. For exanple, an XM instance m ght be included as:
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/1 Not an actual instance

<CODE BEG NS> file "interface-config.instance.xm"
<?xm version="1. 0" encodi ng="UTF-8"?>

<data> ... </data>

<CODE ENDS>

And a JSON i nstance as:

/1 Not an actual instance
<CODE BEG NS> file "interface-config.instance.json"

"interface": { ... }
}
<CODE ENDS>

By following this approach, a tool can scan the docunent for code
bl ocks with filenames ending in .instance.xm or .instance.json,
extract their contents, and validate them agai nst the appropriate
YANG nodul es.

In cases where an included code snippet is not neant to represent a
valid YANG i nstance (for instance, it mght be pseudocode, a partia
fragment, or intentionally invalid to illustrate an error), the
author can indicate this so that automated validators skip it. For
exanpl e, an author m ght choose not to use the CODE BEG NS/ CODE ENDS
markers or might omt the special .instance.xm/.json filename suffix
for such a snippet. Wthout the markers or filenane, the tool wll
know not to treat that snippet as a YANG i nstance exanple to be
validated. An author could also include an explicit note in the text
indicating that a given snippet is not for validation. Using these
conventions strikes a bal ance between maki ng exanpl es machi ne-
checkabl e and allowing flexibility for authors to include non-valid
illustrative snippets when necessary.

2.1. Types of Exanple Validation

Not all exanple instances are the sane in ternms of validation. Mny
YANG exanpl es in docunmentation are sinple and only invol ve the nodul e
defined in the docunent, but in nore conplex scenarios an exanple

m ght span multiple nodul es or need know edge of deviations,

features, or other context. For the latter, wapping the exanple in
an instance data file format (defined by RFC 9195) can make explicit
whi ch nodul es and context are in use. This approach can handl e nore
complicated example validation at the cost of a bit nore verbosity.
(I'f a given exanple scenario is too conplex to easily capture even
with the instance-data file format - for exanple, requiring extensive
setup or dynamic state - it is considered out of scope for automatic
validation in this docurment.) W distinguish between two categories
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of exanples for validation purposes:
2.1.1. Sinple Validation Exanpl es

These are straightforward exanpl es that instantiate YANG nodul es
defined in the sane docunent, with a self-contained context. An
extraction tool can | oad the YANG nodul e(s) defined in the docunent
(plus any standard nodul es they inport) and then validate the exanple
i nstance agai nst those nodules. For instance, if a draft defines a
YANG nodul e exanpl e-i nterfaces and provides a small XM sni ppet
configuring an interface, the tool will use the exanpl e-interfaces
modul e (and any of its dependencies) to verify that the XM. conforns
to the schena. In general, sinple examples illustrate how to use the
modul e(s) in the draft and can be validated with ninimal additiona

i nformati on beyond what the docunent itself provides.

2.1.2. Conplex Exanples with External References

These are exanpl es that require additional context or externa
modul es beyond those defined in the current docunent. For exanple,
an instance data set may involve nultiple nodul es (perhaps a nodul e
fromthis draft plus some fromother RFCs), or it mght describe
operational state data that requires a specific datastore context or
feature set. For such cases, we propose that the exanpl e be
presented as a self-contained YANG i nstance data file using the
standard format defined in RFC 9195 (the YANG Instance Data File
Format). In practice, this neans the exanple should be wapped in
the instance-data-set structure which includes the necessary netadata
(such as nodul e names, revisions, feature toggle states, and target
datastore) for validation

For an XM_-formatted conpl ex example, the first element of the

sni ppet shoul d be <instance-dat a-set

xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-instance-data">, wth
the content formatted according to RFC 9195. Inside this el enent,
sub-el ements specify what YANG content schena the instance data
conforns to (including nodul e nanes, revision dates, features,

devi ations, and the intended datastore). Simlarly, for a JSO\N
formatted conpl ex exanple, the top-Ilevel JSON object should have a
single key "ietf-yang-instance-data:instance-data-set", whose val ue
is an object providing the sane kind of nmetadata and the actual data
set. By using the RFC 9195 instance-data-set wapper, all the
informati on needed to validate the instance is included within the
text itself. A validation tool like yanglint (with appropriate
support for RFC 9195) can read the instance-data-set, automatically
| oad the indicated nodules and their revisions, apply any stated
devi ations or feature enables, and then verify the enbedded data
content against the assenbled schema. Note that if a tool detects
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that an exanple instance uses the RFC 9195 instance data format, it
will attenpt to validate it accordingly - and the exanpl e instance
will fail validation if it does not conformto the declared schena or
constraints.

2.2. Including Auxiliary YANG Mdul es for Exanpl es

Soneti mes an exanpl e i nstance cannot be validated or understood

wi t hout additional YANG definitions that are not part of the main
nmodul e in the docunent. A common case is the use of YANG devi ations
or vendor-specific augnentations to adapt a base nodel. In
principle, deviations are neant to be extraordi nary measures (and
their use is discouraged in final standards), but in practice they
are sonetimes used in industry depl oynents.

To illustrate how a deviation or augnmentation affects the data, an
RFC m ght need to include a snmall auxiliary YANG nodul e (for exanpl e,
a nodul e that contains deviation statenents targeting the base nodel)
purely for use in the exanple validation. The challenge is to do
this without confusing readers or tools and without "contani nating"
the main normative content of the document. We propose the follow ng
gui delines for including such auxiliary YANG nodul es in exanpl es:

* Use a Distinct File Extension: Include the auxiliary nodule as a
code block with a filenane that uses a different extension than
".yang". For exanple, use a suffix like .dyang for a deviation/
augnmentation nodule that is only for the exanple. Using a non-
standard extension ensures that general YANG nodul e extraction
tools will not treat it as a normative YANG nodule fromthe
docunent. Any exanple that requires this auxiliary nodul e can
then reference it by its filename (with the .dyang extension) when
runni ng the validation tool

* (Cearly Identify the Mbdul e as Non-Normative: The auxiliary nodul e
should be clearly identified as an exanpl e-only, non-nornmative
modul e. This can be achieved through both its naning and its
content. For instance, the CODE BEG NS | abel could nane it
somet hing |i ke "exanpl e-devi ce-devi ati ons. dyang" (i ncl udi ng words
i ke "exanple"” or "dev" in the filename to signal its purpose).

In the nodul e source itself, use a nodul e nane and nanespace t hat
indicate it is not an official nmodule. For exanple, use a

nanespace URI containing "exanple.con or simlar, and perhaps a
modul e name ending in -exanple or with a clearly indicative nane.

* Explain in the Narrative: In the text surrounding the code,
explicitly state that this nodule is an auxiliary construct
provi ded for the sake of the exanple. For instance: "The
foll owi ng YANG nodul e i s an exanpl e showi ng how a devi ati on coul d
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be used for this scenario; it is not a nornmative part of this
specification." This clarification is inportant for human readers
and reviewers to avoid any confusion.

By following these practices, authors can include necessary YANG

devi ations or supplenmental nodul es to support their exanples while
making it clear that these are not part of the official data nodel
bei ng defined. Tools that extract and conpil e YANG nmodul es fromthe
docunent can be instructed to either ignore these exanple-only
nmodul es or handle them separately. For exanple, a tool mght conpile
themonly in the context of validating the correspondi ng exanple, and
not raise an error about their presence or treat themas nissing
normati ve nmodules in the draft.

3. YANG Mbdul e Coverage by Exanpl es

Provi di ng exanpl es in YANG nodel docunents is not just hel pful for
readers, but can also inprove the quality of the nodel itself. W

i ntroduce the concept of YANG nodul e coverage as a way to measure how
thoroughly the provided exanpl es exerci se the data nodel

By anal ogy to code coverage in software testing (which checks what
fraction of code is executed by tests), YANG nodul e coverage | ooks at
what fraction of a nodule’'s schena nodes are present in at |east one
of the exanple instances. Mre specifically, we can define coverage
as the set of data nodes (particularly |eaf nodes) fromthe YANG
modul e that have a value in one or nore exanple instances. A sinple
quantitative nmetric could be the percentage of the nodul e’ s |eaf
nodes that appear in at |east one exanple.

For instance, if a YANG nodul e defines 100 configurable or state |eaf
nodes, and the exanples collectively include 45 of those | eaves, one
could say the exanple coverage is 45% This nunber, while not telling
the whole story, gives an indication of how nmuch of the nodel’s
functionality is denonstrated by the exanples. Low coverage night
suggest that inportant parts of the nodel are never shown in any
example. This could nmean those parts are either |ess relevant or
simply that the document night benefit from additional exanples to
cover them

Probably nore hel pful than the coverage percentage, we can al so
define a "non-coverage tree" - essentially a view of the data nodel

hi ghli ghting the nodes that were not covered by any exanple. This is
per haps the nost direct way of showi ng the authors which portions of
their nodel remain unused in the exanples. For exanple, a tool could
output a tree or list of all |eaf nodes not present in any exanple

i nstance, indicating potential gaps in exanple coverage.
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Thi s kind of feedback can hel p authors identify gaps and inprove
their docurments. |If a particular feature or branch of the nodel has
no exanpl e, the authors m ght choose to add one for conpl eteness or
clarity. In some cases, it mght reveal that certain parts of the
nodel are hard to exenplify or not yet inplenented, which could
pronpt re-thinking that part of the design or at |east adding an
expl anation for why it’'s not covered by any exanpl e.

Coverage works directly on the data nodes fromthe YANG nodule. It
shoul d be as sinple as possible, therefore, we will consider that any
data leaf under a list is covered if there is at | east an exanple
with an instance of the list that includes the leaf. That is, for a
list with 2 different |leafs, one | eaf covered under one key and

anot her under another one will still yield a 100% coverage of the
l'ist.

3.1. Coverage Exanpl e
Consi der this sinple YANG nodul e:

modul e exanpl e- devi ce {
nanespace "http://exanpl e. coni device";
prefix "dev";

cont ai ner device {
| eaf hostnanme { type string; }
| eaf location { type string; }
| eaf adm n-state { type bool ean; }

list interface {
key "nane";
| eaf nane { type string; }
| eaf enabled { type bool ean; }
| eaf other { type bool ean; }

}

}
}

And this exanpl e instance:
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<CODE BEG NS> file "device-config.instance.xm"
<devi ce xm ns="http://exanpl e. com devi ce">
<host nanme>r out er 1</ host nane>
<interface>
<name>et h0</ nanme>
<enabl ed>t r ue</ enabl ed>
</interface>
</ devi ce>
<CODE ENDS>

Coverage anal ysis shows:

- Total data nodes: 6 (hostnane, |ocation, admin-state, interface/
nanme, interface/enabled, interface/other)

- Covered nodes: 3 (hostnane, interface/ nanme, interface/enabl ed)
- Coverage percentage: 50%

Non- coverage tree (m ssing nodes):

devi ce
—— location
F—— admin-state
L—— interface
L—— other

This anal ysis hel ps authors identify that the 'location’ and ’'adm n-
state’ |eafs need exanpl es.

3.2. Coverage Across Miltiple Documents

It is conmmon that a YANG nodul e defined in one docunment m ght be
used, extended, or exenplified in another docunent. Exanples could
be spread across nultiple RFCs or drafts (for instance, a base YANG
modul e in an RFC and a usage guide in a separate draft that provides
addi tional exanples). Wile our primary focus is on coverage wthin
a single docunment’s scope (i.e. how well the exanples in this
docunent cover this docunent’s nodul e), one could inmagine tooling
that aggregates exanples frommnultiple sources for a nore holistic
coverage analysis. For exanple, if nodule Ais defined in RFC X, and
RFC Y (perhaps a conpanion or a applicability statenment) provides
addi ti onal exanples for nodul e A, a conbined coverage anal ysis across
X and Y would give a better picture of how nodule Ais covered in

total. We will strive to define approaches that enable tooling to do
this kind of nulti-docunment coverage assessnment automatically in the
future.
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For the concept of YANG packages [|-D.ietf-netnod-yang-packages], the
coverage across the entire package m ght be of interest.

For the to-be-created ONI ONS Worki ng Group, the coverage across
(service) abstractions might be of interest.

4. | nplenmentation

TODO. The progress of this docunent depends on the correct operation
of its proposal in cases of relative conplexity using an actua
i mpl ement ati on.

5. Concl usi on

By standardi zi ng how YANG exanpl es are included and validated, we
make it easier for inplenenters and reviewers to trust that the
exanples in a specification are correct and that a sufficient range
of scenarios is covered. The concept of YANG nodul e coverage, while
expl oratory, can further encourage authors to include nore

compr ehensi ve exanpl es and hel p pi npoint which parts of a data node

m ght need additional illustration. Together, these nmeasures aimto
i nprove the overall quality and usability of YANG nodels in | ETF
docunent s.

Utimately, the success of these proposals will depend on tool
support. As a next step, devel opi ng proof-of-concept tools or
integrations (for example, enhancements to existing YANG validators
like yanglint, or new scripts to extract and anal yze exanples) wll
be crucial. |If noderately conplex exanples can be automatically
extracted, validated, and neasured for coverage with such tools, it
will validate the approach. On the other hand, if significant
obstacl es arise during inplementation, the recomendations in this
docunent may need to be refined. Qur hope is that these initia

gui del i nes spark di scussion and experinentation, |leading to nore
robust support for YANG exanpl es and better validation practices in
the near future

6. | ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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7. Security Considerations

Thi s docunent defines guidelines for including and validating YANG
exanples in | ETF docunents. The recomendati ons do not introduce new
security risks. However, inplenenters of validation tools should be
aware of potential security considerations when processing exanpl e
data fromuntrusted sources, such as denial of service attacks
through maliciously crafted |arge or conpl ex exanpl es.
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