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Abstract

Thi s docunent specifies the IP Flow Information Export Infornmation

El ements to export the context and outcome of Source Address
Val i dation enforcenment data. These SAV-specific Information El enments
provi de detail ed insight into why packets are identified as spoofed
by capturing the specific SAV rules that triggered validation
decisions. This operational visibility is essential for network
operators to observe SAV enforcenent behavior and anal yze source
address spoofing events detected by SAW.
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Internet-Drafts are working docunents of the Internet Engineering
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

Source Address Validation (SAV) serves as a fundanental defense
mechani sm agai nst | P source address spoofing. Despite its critica
role in network security, current SAV inpl enmentations |ack
operational visibility, making it difficult to answer essentia
operati onal questions:

*  How many packets are identified as spoofed and dropped by SAV?

* \Which interfaces recei ve spoof ed packets and which source prefixes
are targeted?

* VWich specific SAV rules trigger the enforcenent actions?

* Are SAV rules functioning as intended or potentially
m sconfi gured?

Thi s docunent introduces a set of SAV-specific IP Flow Information
Export (I1PFIX) Information Elenments (I1Es) that enable detailed
reporting of Source Address Validation enforcenent actions. These

el ements align with the SAV concepts and operational nodels defined
in [I-D.ietf-savnet-general -sav-capabilities], and provide traffic
observations that can be operationally correlated with the SAV
configuration and state informati on avail able via the YANG data nodel
[1-D.li-savnet-sav-yang].

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC2119 [RFC8174] when, and only when, they appear in all

capitals, as shown here

Thi s docunent nakes use of the ternms defined in [ RFC7011], and
[1-D.ietf-savnet-general -sav-capabilities].

The following terns are used as defined in [ RFC7011]:
* IPFIX

* | PFIX Information El ements

*  Tenpl ate

*  Tenpl ate Record
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* Data Record
* Data Set

*  Exporter

* Coll ector

The following terns are used as defined in
[1-D.ietf-savnet-general -sav-capabilities]

* SAV rule
* Validation node
3. SAV Overview and | PFI X Export Requirenents

This section outlines the operational requirenents for SAV tel enetry
export using | PFI X, based on the generalized SAV architectura
framework defined in [1-D.ietf-savnet-general -sav-capabilities].

The SAV franmework establishes four canonical validation nbdes that
nodel validation policies:

* *|Interface-based prefix allowist (Mde 1):* Validates that a
source prefix is explicitly permtted on the incom ng interface.

* *|nterface-based prefix blocklist (Mdde 2):* Validates that a
source prefix is not explicitly blocked on the incom ng interface.

* *Prefix-based interface allowist (Mde 3):* Validates that a
packet is received on an interface explicitly permtted for its
source prefix.

* *Prefix-based interface blocklist (Mdde 4):* Validates that a
packet is not received on an interface explicitly blocked for its
source prefix.

These nodes can be applied i ndependently or in combination on a
router, following a defined validation procedure (Section 2 of
[1-D.ietf-savnet-general -sav-capabilities]). Furthernore, when
identifying a packet as spoofed, a range of traffic handling policies
(e.g. discard, rate-limt, redirect) can be applied.

However, the generalized SAV nodel requires correspondi ng operationa

visibility capabilities. Wthout integrated telenetry, operators
face significant challenges in:
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* Enforcement Visibility: Observing SAV enforcenent actions and
identifying which rules were triggered.

* (Operational Analysis: Understanding the context of SAV deci sions
and troubl eshooti ng unexpected enforcenent behavi or

* Threat Intelligence: Analyzing traffic patterns identified as
spoof ed by SAV

To address these limtations, |PFIX [RFC7011] and [ RFC7012] provides
a vendor-neutral protocol for SAV telenmetry. The exported data nust
provi de insight into:

* The validation outcome and specific reason for the decision

* The identity and type of SAV rule or rule set that influenced the
deci si on

* The configured rule content that was eval uated during validation
* The enforcenent action applied to spoofed packets

The foll owi ng section defines the IPFIX | Es that neet these
requirenents.

4, | PFI X SAV I nformati on El enents

This section defines the IEs used for SAV telenetry. These |Es have
been specified in accordance with the guidelines in [ RFC7013].

4.1. Design Rationale

The SAV I PFI X | Es are designed to provide detailed visibility into
SAV enforcenent actions, enabling network operators and autonation
systens to nonitor and troubl eshoot SAV operations effectively. The
design follows these principles:

* *Scope*. The SAV-specific IEs are used to report the outcone and
context of SAV processing for data plane traffic observations.
Interface, device or network-level SAV configuration is out of
scope for these IEs and is covered by the SAVNET YANG data nodel .

* *Conceptual Alignment*. The elenents align with the validation
modes and rul e types defined in
[1-D.ietf-savnet-general -sav-capabilities], ensuring consistency
with the architectural SAV concepts.
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* *Semantic Correlation*. The | PFI X encodi ng preserves the semantic
rel ati onships defined in [I-D.li-savnet-sav-yang], which enables
correl ation between | PFI X Data Record in data-plane and YANG
configuration/state data in control-plane conprehensive anal ysis.

* *Structured Encodi ng*. The savMat chedContentList is encoded as a
subTenpl ateLi st to represent the nulti-field tuples of SAV rules.
The structure of subTenpl atelLi st was chosen because it can
encapsul ate heterogeneous fields (e.g., prefix, length, interface)
within a single list elenent. The list senmantics (all Cf,
exactlyOnedX) directly encode the SAV validation logic (e.g.,
matching all rules in an allowist vs. exactly one in a blocklist)
into the data structure

savRul eType (unsi gned8)

The savRul eType elenent classifies the rule as either an allowist or
a blocklist. The values correspond to the check type concepts in the
SAV architecture

* A value of O (allowist) indicates the packet was validated
against an allowist.

* A value of 1 (blocklist) indicates the packet was vali dated
agai nst a bl ockli st.

savTar get Type (unsi gned)

The savTarget Type el ement specifies the | ookup key used by the SAV
rule. It may be used in conjunction with savRul eType to fully define
the validation node appli ed.

* A value of O (interface-based) indicates the rule is indexed by an

interface (e.g., "on interface X, what prefixes are all owed/
bl ocked?").

* A value of 1 (prefix-based) indicates the rule is indexed by a
source prefix (e.g., "for prefix Y, which interfaces are all owed/
bl ocked?").

savivat chedCont ent Li st (subTenpl at eLi st)

The savMat chedContent Li st el ement carries the content of the rules
that were relevant to the validation decision, encoded as a
subTenpl at eLi st according to [ RFC6313]. Each element in the |ist
represents a conplete SAV rule tuple. The content and semantics of
the list are defined by the savRul eType:
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* *For Allowist non-matches (savRul eType=0)*: The
savivat chedCont ent Li st consists of the set of all rule tuples from
the consulted SAV allowist at the tine of the packet’s
processing. The subTenpl ateLi st semanti ¢ SHOULD be al | O (0x03),
i ndicating that the packet was validated against all these rules
and did not match any of them

* *For Bl ocklist matches (savRul eType=1)*: The savMat chedCont ent Li st
contains the first rule tuple that matched the packet fromthe SAV
bl ocklist. The subTenpl atelLi st semanti c SHOULD be exact| yOneCk
(0x01), indicating that the packet matched this specific rule.

*Semantic Interpretation of Standard Infornmation El enents:* Wen
standard | PFI X I Es (such as ingressinterface,

sour cel Pv4Prefi x, sourcel Pv4Prefi xLength or their 1Pv6 equival ents)
are used within the subTenpl ateLi st of savMat chedContentList, they
represent values fromthe SAV rule configuration, rather than from
the actual packet being validated. This contextual distinction is
critical for correct interpretation:

* *|In the parent Data Record*: These |IEs describe attributes of the
actual spoofed packets that were validated by SAV.

* *Wthin savMat chedContent Li st*: These sane |Es describe the
configured SAV rul e paraneters that were eval uated during
val i dati on.

Thi s approach ensures clear semantic distinction by reusing existing
I Es, without requiring definition of new elenents for SAV rule
paranet ers.

4.5. savPolicyAction (unsigned8)

The savPolicyAction indicates the action applied to packets
identified as spoofed. The action taken is a matter of l|ocal policy.
This el ement reports the outcone.

5. Use Cases

The SAV-specific IPFIX IEs defined in this docunent enabl e network
operators to answer critical operational questions that are currently
unaddr essabl e without telenmetry for SAV:

*SAV Enf orcement Monitoring:* Use savRul eType (TBDl), savTarget Type
(TBD2), savPolicyAction (TBD4) and standard |IPFI X counters, to
quantify SAV enforcenment actions, analyze their distribution across
different validation nodes, and identify applied SAV enforcenent
actions (discard, rate-linit, redirect) at the data plane |evel.
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Thi s conpl enents control -plane nonitoring via YANG nodel s, providing
visibility into actual enforcement behavior rather than configured
rul es.

*Rul e- Level Attribution and Troubl eshooting: *

UsesavMat chedContent Li st (TBD3) to determine the specific SAV rule
configuration that triggered enforcement decisions, including the
exact rule parameters (interfaces, prefixes) evaluated during

val idation, whether for allowist failures or blocklist matches.

*Forensi ¢ Anal ysis and Conpliance:* SAV Data Records include both
SAV-specific Information El ements and traditional packet-I|evel
details (source/destination addresses, ports, protocol), providing
complete information for incident investigation and conpliance
reporting. Operators can use these records to investigate the source
and nature of spoofing attacks, and gather evidence to support
external trust initiatives and regul atory conpliance reporting.

6. Operational Considerations

VWil e this docunment defines new | PFI X | Es using standard | PFI X
mechani sns, inplenentors shoul d consi der

* *Exporter |nplenentation:* Exporters MJST properly encode the
subTenpl at eLi st structure for savMat chedContentlList and ensure
semanti ¢ consi stency between savRul eType and list contents.
Exporters MJUST al so define the sub-templates (e.g., 901-904) used
i n savMat chedContentList prior to exporting Data Records that use
t hem

* *Collector Processing:* Collectors MIST be capabl e of parsing
subTenpl at eLi st structure and understandi ng the cont ext-dependent
semantics of standard | Es w thin savMat chedCont ent Li st .

Col | ectors MJST associate the sub-tenplates with the main tenpl ate
for correct interpretation.

7. Open |ssues

The mappi ngs between the SAV YANG data nodel and IPFIX I Es are

consi dered based on the comon foundation of the general SAV
capabilities docunent [|-D.ietf-savnet-general-sav-capabilities].

The operational correlation is denonstrated in Table 1, which defines
the values for the designed | Es napped fromthe correspondi ng
[1-D.li-savnet-sav-yang] SAV Managenment YANG Modul e.
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T e +
| YANG El enents | IPFIX IEs |
o e e e e e oo - o e m e e e e e e e e e e e e e e me e +
| sav-check-type | savRul eType |
| sav:sav-all ow i st| 0 (allowist) |
| sav: sav- bl ock-1i st| 1 (bl ocklist) |
e meeeeemeaaeeaeas T +
| sav-node | savTarget Type |
| sav:sav-im | 0 (interface-based) |
| sav: sav-cm | 1 (prefix-based) |
O +
| SAV Rules attributes| saviMatchedContent Li st

| source-prefix | sour cel Pv4Prefi x/ sourcel Pv6Prefi x

| i ncom ng-interface| i ngressinterface |
o e e e e e oo - o e m e e e e e e e e e e e e e e me e +

Tabl e 1: Mappi ngs between SAV YANG Data Mddel and | PFI X | nfornation
El enent s

The savPolicyAction elenment carries real-tinme SAV decisions applied
to spoofed packets. It does not directly map to YANG confi guration
node.

The code points for these IEs are nmaintained by ANA in the
correspondi ng subregistries of the IPFIX registry. Future additions
or changes are managed via Expert Review as described in | ANA

Consi derations (Section 9).

8. Security Considerations
There are no additional security considerations regarding allocation
of these new | PFI X | Es conpared to [ RFC7012]. Qher security
consi derations described in
[1-D.ietf-savnet-general -sav-capabilities] apply to this docunent.
9. | ANA Consi derations

Thi s docunent requests IANA to create four new | Es under the "I PFI X
Informati on El enents” registry [ RFC7012] avail able at [ ANA-1PFI X].

S O +
| Element 1D | Name |
S ISRy Fom e meeeeeemeecieaaaas +
| TBD1 | savRul eType |
| TBD2 | savTarget Type |
| TBD3 | savMat chedCont ent Li st |
| TBD4 | savPolicyAction |
- e +
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9. 2.

9. 3.

savRul eType

*El ement | D*: TBD1

*Nanme*: savRul eType

*Abstract Data Type*: unsigned8
*Data Type Semantics*: identifier

*Description*: ldentifies the validation rule type triggered
during SAV enforcenent.

*Ref erence*: This docunent, savRul eType (Section 4.2)
savTar get Type

*El emrent | D*: TBD2

*Name*: savTarget Type

*Abstract Data Type*: unsigned8

*Data Type Semantics*: identifier

*Description*: Specifies the entity type against which validation
was perf or nmed.

*Ref erence*: This docunent, savTarget Type (Section 4.3)
savMat chedCont ent Li st

*El ement | D*: TBD3

*Name*: savMat chedCont ent Li st

*Abstract Data Type*: subTenpl at eLi st

*Data Type Semantics*: |ist

*Description*: The content of the SAV rules relevant to the
val i dati on deci si on.

*Ref erence*: This document, saviatchedContentList (Section 4.4)
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9.4. savPolicyAction

* *El enment| D*: TBD4

*  *Nane*: savPolicyAction

* *Abstract Data Type*: unsigned8

* *Data Type Semantics*: identifier

* *Description*: Action applied to packets identified as spoofed.

* *Reference*: This document, savPolicyAction (Section 4.5)

Additionally, 1ANA is requested to create new subregistries under the

IPFIX IEs registries. The subregistries contain values for the

savRul eType, savTarget Type and savPolicyAction |Es. The allocation

policy is Expert Review [RFC8126]. Experts should consult the SAVNET
architecture [I-D.ietf-savnet-general -sav-capabilities] to ensure new
val ues are consistent with SAV validati on concepts and operationa

nmodel s.

9.5. |PFIX savRul eType (TBDl) Subregistry

* *Reference*: This docunent, savRul eType (Section 4.2);
[1-D.ietf-savnet-general -sav-capabilities], Section 2 (Validation
Mbdes)

* *Allocation Policy*: Expert Review [ RFC8126]

*  *Expert Guidance*: Experts should ensure that new values are
consistent with the SAV architecture concepts defined in
[1-D.ietf-savnet-general -sav-capabilities], particularly the
val i dation nodes and rule types (allowist or blocklist).

Initial val ues:

N Fomm e oo - Lt +
| Value | Narme | Descri ption |
AR, R oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| 0 | allowist | The packet was validated against an allowist |
| 1 | blocklist | The packet was validated against an bl ockli st

| 2-255 | unassigned | Reserved for future assignnment |
N Fomm e oo - Lt +
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9.6. |PFIX savTarget Type (TBD2) Subregistry

* *Reference*: This docunent, savRul eType (Section 4.3);
[1-D.ietf-savnet-general -sav-capabilities], Section 2 (Validation
Modes)

* *Allocation Policy*: Expert Review [ RFC3126]

* *Expert Quidance*: Experts should consult
[1-D.ietf-savnet-general -sav-capabilities] to ensure new val ues
align with the defined target types (interface-based or prefix-
based).

Initial val ues:

AR, o e e e e oo oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| Value | Nane | Description |
dememaas R T +
| 0 | interface-based | The rule is indexed by an interface

| 1 | prefix-based | The rule is indexed by a prefix |
| 2-255 | unassi gned | Reserved for future assignnent |
AR, o e e e e oo oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +

9.7. |PFI X savPolicyAction (TBD4) Subregistry

* *Reference*: This docunent, savRul eType (Section 4.5);
[1-D.ietf-savnet-general -sav-capabilities], Section 4 (Traffic
Handl i ng Pol i ci es)

* *Allocation Policy*: Expert Review [ RFC8126]

* *Expert Quidance*: Experts should ensure that new actions are
consistent with the SAV traffic handling policies defined in
[1-D.ietf-savnet-general -sav-capabilities].

Initial val ues:

0 | permt |The packet was allowed to proceed (nonitoring only)]|
1 | discard | Packet was di scarded or dropped

2 |rate-linmt]|] Traffic was subjected to rate limting |
3 | redirect | Packet was redirected to alternative destination
255 | unassi gned| Reserved for future assignnent |

10. References
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Appendi x A. | PFI X Encodi ng Exanpl es

Thi s appendi x provi des encodi ng exanpl es for the SAV-specific |PFIX
| Es defined in this docunent.

A.1. Tenplate Record and Data Record with Sub-Tenpl ate Li st
Thi s exanpl e denpnstrates the encoding for two observed SAV

enforcenment events representing different validation scenarios and
address fanmilies as shown in Table 2.

+----- o e e e e o - B S B S o m e e e - o e e e e oo o +
| Event | Source Address|Interface| Rul e Type| Target Type| Policy Action

+- - - - - o e oo - R S —— R S —— M S +
| 1 | 192.0.2.100 | 5001 |Allowist| Interface | Rate-limt |
| 2 | 2001:db8::1 | 5001 | Bl ocklist| Prefix | Discard |
+--- - - o e e o - S S R R +

Table 2: Two Cbserved SAV Validation Events

The first event represents an IPv4 allowist non-match event where a
packet from source 192.0.2.100 arriving on interface 5001 failed to
mat ch any source prefixes configured in the interface-based
allowist. The second event represents an | Pv6 bl ocklist match event
where a packet from source 2001:db8::1 was received on interface
5001, which matched a prefix-based bl ocklist rule.
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The foll owi ng sub-tenpl ates are defined for use within the
savivat chedContent Li st el enent to encode different types of SAV rule

mappi ngs based on address fanily and validation target type.
savivat chedCont ent Li st el enent

according to [ RFC6313].

The

i s encoded as a subTenpl at eLi st

The tenplate I Ds used in these exanples are exenplary and chosen
exporters MJST assign uni que
tenplate IDs within the | PFI X session for these sub-tenplates.

arbitrarily.

*

*Sub- Tenpl at e 901:

I n actual

i mpl ement ati ons,

| Pv4 Interface-to-Prefix Mapping*

This sub-tenplate is used when savTarget Type=0(i nterface-based

val i dati on node) for

IPv4 traffic.

interface to source |Pv4 prefixes as defined in the SAV rule

configuration.

0
01234567890123456789012345678901

1

It can be used for

2

bot h bl ocklist and allowi st.

3

e i S T S S T T S i S S S S

ID=2
e T NIE e
Templ ate ID

+-

S i

| Ol
| 0|
| 0|

*

Cao,

*Sub- Tenpl at e 902:

et al.

+
9
+

0

= 44

+-
1
+-

ingressinterface = 10
el o i i ol s sl I e S S e R i it (R I TR T
sour cel Pv4Prefi x
e e i i o L S S e e i sl S S S S S S S e
sour cel Pv4Prefi xLengt h
B e T I R T e T e T Tt soi T S SR I SR TR

e S i S SHE S S S

I
9 |

Length = 20
Field Count =
Field Length
Field Length

Field Length

+ 10+ 10+ 01+

T S L e SEp S S S T S
3

1 1
+ o+
1 1
+ o+
1 1
+ o+
1 1

i g R
+
1
+
1
+
1

I Pv6 Interface-to-Prefix Mapping* This sub-
tenplate is the | Pv6 equival ent of Sub-Tenpl ate 901,
i nterface-based validation with IPv6 traffic.
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0 1 2 3
01234567890123456789012345678901

B i s T T i i o S o T Ji I
| Set ID=2 | Length = 20 |
e L o i e e th o i R S
| Tenmplate I D = 902 | Field Count = 3 |
i e e R e s i i S e i ol S N B o
| O] i ngressinterface = 10 | Field Length = 4 |
B i s T T i i o S o T Ji I
| O sour cel Pv6Prefix = 170 | Field Length = 16 |
e s o i e e ik i S SR NET N SR
| 0] sourcel Pv6PrefixLength = 29 | Field Length = 1 |
i e L R i e T S i o i ol S N B S

*  *Sub- Tenpl ate 903: 1Pv4 Prefix-to-Interface Mappi ng*

This sub-tenplate is used when savTarget Type=1(prefix-based

validation node) for IPv4 traffic. It contains the mapping froma
source I Pv4 prefixes to interface as defined in the SAV rule
configuration. It can be used for both blocklist and allowi st.

0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Set ID=2 | Length = 20 |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Template 1D = 903 | Field Count = 3 |
el i I e i it T e e e e i i T o S e e S e T R R
| O] sourcel Pv4Prefix = 44 | Field Length = 4 |
I S i o T s S S S e s s T
| 0] sourcel Pv4PrefixLength = 9 | Field Length = 1 |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| O ingressinterface = 10 | Field Length = 4 |
el i I e i it T e e e e i i T o S e e S e T R R

*  *Sub-Tenpl ate 904: |Pv6 Prefix-to-Interface Mappi ng*

This sub-tenplate is the I Pv6 equival ent of Sub-Tenpl ate 903, used
for prefix-based validation with IPv6 traffic.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Set ID=2 | Length = 20 |
e L o i e e th o i R S
| Tenplate 1D = 904 | Field Count = 3 |
i e e R e s i i S e i ol S N B o
| O] sourcel Pv6Prefix = 170 | Field Length = 16 |
B i s T T i i o S o T Ji I
| 0] sourcel Pv6PrefixLength = 29 | Field Length = 1 |
e L o e e e o s i R SR S
| O i ngressinterface = 10 | Field Length = 4 |
i e L L R e T e e e i i o S N S T

2. Min Tenpl ate Record

The main Tenplate Record (1D 400) contains fields for exporting
detail ed SAV enforcenent information including the validation out
and the specific rule content that triggered the action. The
tenpl ate i ncorporates the saviat chedContentLi st el ement as a

vari abl e-1 ength subTenpl ateList to carry the rel evant SAV rul e
contents using the appropriate sub-tenpl ates defined above.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Set ID=2 | Length = 28 |
B T S i T s i i e e SEI S
| Tenplate 1D = 400 | Field Count =5 |
I S i o T s S S S e s s T
| 0] observationTi neM crosec=324| Field Length = 8 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| O savRul eType = TBD1 | Field Length =1 |
B T S i T s i i e e SEI S
| O] savTar get Type = TBD2 | Field Length = 1 |
I S i o T s S S S e s s T
| 0| saviat chedContentLi st=TBD3 | Field Length = OxFFFF |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| O savPol i cyAction = TBD4 | Field Length =1 |
B T S i T s i i e e SEI S
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A.1.3. Data Set Exanple

The following Data Set contains two Data Records that represent the
two SAV validation scenarios in Table 2. The saviat chedCont ent Li st
el ement for the first record encodes the conplete set of allowed
prefixes using Sub-Tenplate 901 with the all O semantic (0x03). The
allowist includes three sav rules. The savMatchedContentLi st

el ement for the second record encodes the specific blocked interface
usi ng Sub-Tenplate 904 with the exactl yOneO™ semantic (0x01),

i ndi cating the packet matched this particular rule.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Set I D = 400 | Length = 88 |
e L o i e e th o i R S
| observationTi meM crosec = |
i e e R e o o e i ol S N B S
0x5D2F0A0000000000 |
i T i T S e i S R g ol S I R S S
avRul eType=0 | savTarget Type=0| 255 | Li st Length |
T i i S i i T S i S s S S i R S
= 33 | semantic=(al | OF) | Tenmplate ID = 901 |
B s e e T i e S S e e o Sk i NI S
i ngressinterface[0] = 5001 |
B S S e i S S T A S S S S S S i S S
sourcel Pv4Prefix[0] = 198.51.100.0 |
B S i i T S i ik i N S
sour cel Pv4Prf Len[ 0] =24| ingressinterface[1l] = |
B s o T i i e S S S i T SRR N S
5001 | sourcel Pv4Prefix[1] = |
B S S e i S S T A S S S S S S i S S
203.0.113.0 | sourcel Pv4PrflLen[1] =24| ingressinterface[2] =
B S i i s i i i N S
5001 | sourcel Pv4Prefix[2] = |
B s o S o i R R S e o ik i S SR N S
192.10.2.0 | sour cel Pv4Prf Len[ 2] =24| savPol i cyActi on=2|
B S S e i S S T A S S S S S S i S S
observati onTi neM crosec = |
B S i i T S i ik i H
0x5D2F0A0000000001 |
B T e e i s i R e s
Rul eType=1 | savTarget Type=1]| 255 | Li st Length |
-+
-+

+ v +

a

+ 0 +
+ < +

B S e T T s o g oI S S S Y S
27 | semant i c=exact | yOneOr | Tenplate ID = 904 |
B S e i i S e T o e e
sour cel Pv6Prefi x[ 0] |

B s e S o i T R e e R ek i s i I N S
B S S e i S S T A S S S S S S i S S
B S i i T S i ik i H
i e e R e o o e i ol S N B S
| sour cel Pv6PrfLen[ 0] =32| | i ngressinterface[0] = |
B i s T T i i o S o T Ji I
| 5001 | savPol i cyAct i on=1| paddi ng |
e s i i T e R  an

|
+

+

-+ "+ -—"+-—"+-"+-—"+-——"+-—+-——"+——" <+ +—+-_+— +— +— +— +—
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