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Abst r act

(Editorial note: to be updated as the text in the main body of the
docunent is finalised) This docunent is intended to informthe
communi ty about the inpact of the deploynent of the proposed
Encrypted Cient Hello (ECH) standard that encrypts Server Name
Indication (SNI) and other data. Data encapsulated by ECH (ie data
included in the encrypted ClientHellolnner) is of legitimte interest
to on-path security actors including those providing inline malware
detection, parental controls, content filtering to prevent access to
mal ware and other risky traffic, mandatory security controls etc.

The docunent includes observations on current use cases for SN data
in a variety of contexts. It highlights how the use of that data is
inmportant to the operators of both public and private networks and
shows how the | oss of access to SNI data will cause difficulties in
the provision of a range of services to end-users, including the
potential weakening of cybersecurity defences. Sonme mitigations are
identified that may be useful for inclusion by those considering the
adoption of support for ECH in their software.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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I ntroduction
Backgr ound

In order to establish its handshake, the TLS protocol needs to start
with a first handshake nmessage called the Cient Hello. As this
handshake nessage is in clear text, it exposes netadata, including
the Server Nane Indication (SNI), which on-path ni ddl eboxes can see.
This data could be used for various purposes, including the

determ nati on of policy decisions, in sone cases for security or
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conmpliance reasons. As part of a wider initiative by the IETF to
achi eve end-to-end encryption, a proposed extension to TLS 1.3 called
Encrypted Cient Hello (ECH) [I-D.draft-ietf-tls-esni] is attenpting
to encrypt all the remaining netadata in the clear

There are use cases where encryption of the SNI data nay be a usefu
precaution to reduce the risk of pervasive nonitoring that offers
some benefits (e.g Enterprises offering services for their own
custonmers will appreciate that their customers’ privacy be better
protected). However ECH presents chal |l enges for other use cases
(e.g. Enterprises needing network security controls for conpliance
reasons).

The Internet was envi saged as a network of networks, each able to
determ ne what data to transmt and receive fromits peers.

Devel opnents |ike ECH mark a fundanental change in the architecture
of the Internet, allow ng opaque paths to be established from
endpoints to services, sone potentially w thout the know edge or
perm ssion of the device owners. This change shoul d not be
undertaken lightly, given both the architectural inpact on the
Internet and the potentially adverse security inplications for end
users. G ven these considerations, the deploynent of ECH shoul d not
be undertaken without either the know edge of or consultation with
end users, as outlined in [ RFC8890].

Whilst it is reasonable to counter that Virtual Private Networks
(VPNs) al so establish opaque paths, a primary difference is that the
use of a VPN is a deliberate act by the user, rather than a choice
made by client software, potentially w thout either the know edge
and/ or consent of the end-user or device owner.

[ RFC7258] discusses the critical need to protect users’ privacy when
devel opi ng | ETF specifications and al so recogni ses that nmaking

net wor ks unnmanageable to mtigate pervasive nonitoring is not an
accept abl e out cone.

[ RFC8404] discusses current security and network operations as well
as managenent practices that may be inpacted by the shift to

i ncreased use of encryption to hel p guide protocol devel opment in
support of manageabl e and secure networks. As [RFC8404] notes, "the
inplications for enterprises that own the data on their networks or
that have explicit agreenents that permt the nmonitoring of user
traffic are very different fromthose for service providers who may
be accessing content in a way that violates privacy considerations”
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1.2. Scope, objectives and linmits of this docunent

Thi s docunent considers the inplications of ECH for private, edge and
public networks using the exanples of education establishnents,
enterprises and public operators. It addresses the linitations of

[ RFC8744] by providing nore information about the issues posed by the
i ntroduction of ECH due to the loss of visibility of SNI data on
private networks building on the report froma roundtabl e discussion
[ ECH_Roundt abl e]

The objective of this docunent is to detail some operational inpacts
of ECH It will focus specifically on the inpact of encrypting the
SNI data by ECH, but it should be noted that other elenents in the

client hello may al so be rel evant for sone on-path security methods.

The data encapsulated by ECH is of legitimate interest to on-path
security actors. This includes those providing inline malware
detection, firewalls, parental controls, content filtering to prevent
access to malware and other risky traffic, nmandatory security
controls (e.g. Data Loss Prevention) etc. Beyond network security,
the introduction of ECH has various operational inpacts of different
types e.g. network nanagenent, content filtering, etc.

Whi | st this docunent identifies operational issues:

* it does not consider solutions nor question the devel opnent of the
ECH proposal itself as there are use cases that benefit fromits
depl oynent ;

* it does not attenpt to be exhausti ve,

* it will start by focusing on one category of m ddl eboxes: proxies.
2. Ceneral considerations about the encryption of the Cient Hello
2.1. About encrypting the Server Nane Indication (SN)

RFC8744 describes the general problem of encrypting the Server Nane
Identification (SNI) TLS extension. The document includes a brief
description of what it characterises as "unanticipated" usage of SN
information (section 2.1) as well as a brief assessnent of
alternative options if the SNI data is encrypted (section 2.3).

The text in [RFC8744] suggests that nost of the unanticipated SN
usage "could al so be inplenmented by nonitoring DNS traffic or
controlling DNS usage", although it does then acknow edge the
difficulties posed by encrypted DNS protocols. It asserts, but with
limted evidence, that "nost of 'the unanticipated usage’ functions
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can, however, be realised by other neans", although w thout
considering or quantifying the affordability, operational conplexity,
techni cal capability of affected parties or privacy inplications that
m ght be involved. It is unclear fromthe docunment whether any

st akehol ders that may be inpacted by the encryption of SNI data have
been consul ted

The characterisation of "unanticipated usage" of SNl data could be
taken to inply that such usage was not approved and therefore

i nappropriate in some manner. The reality is that the devel opnent of
the Internet has many exanpl es of perm ssionless innovation and so
this "unanticipated usage" of SN data should not be dism ssed as
lacking in either inportance or validity.

2.2. Wy are mddl eboxes using the SN ?

For m ddl eboxes to be able to performtheir job they need to identify
the destination of the requested communi cation. Before TLS1.3, a

m ddl ebox could rely on at |east three netadata sources: the
certificate, the DNS name and the SNI. A m ddl ebox may have used
some or all of this metadata to determ ne the destination of the
communi cati on.

As part of the current initiative to provide conplete end-to-end
encryption, the visibility of this data has progressively dim nished.
Firstly the certificate was encrypted into TLS1.3, then encrypted DNS
protocol s such as DNS-over-TLS, DNS-over-HITP and DNS-over- QU C have
been introduced to encrypt the DNS flowto its resolver, nmaking it
harder for m ddl eboxes to use this information.

Even in situations where the DNS data can be accessed, it can be

m sl eading (does it point to the real destination, or just the site
hosting server nanme, or a proxy?). The SNI was invented to overcomne
sonme of the Iimtations of the DNS data by providing additiona
informati on. However, the SNI in itself nay also be unreliable,
which is why m ddl eboxes start by not trusting it until they have
validated the information that it provides (see Section 2.5 for nore
details).

2.3. The case of Proxies

A proxy server is a server application that acts as an internediary
between a client requesting a resource and the server providing that
resource. Instead of connecting directly, the client directs the
request to the proxy server which evaluates the request before
performing the required network activity. Proxies are used for
various purposes, including |oad bal ancing, privacy and security.
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Proxi es can be used explicitly or transparently.

* Wth the explicit proxy nodel, proxies are accessed by configuring
a user’'s application or network settings, with traffic diverted to
the proxy rather than the target destination

* Wth "transparent" proxying, the proxy intercepts packets directed
to the destination, making it seemto the end point that the
request has been handl ed by the target destination directly.

A key advantage of transparent proxies is that they work without
requiring the configuration of user devices or software. They are
commonly used by organisations to provide content filtering for
devices that they don't own that are connected to their networks.
For exanpl e, sone education environnments use transparent proxies to
i npl ement support for bring your own device (BYOD) without needing
to | oad software on third- party devices

Transparent proxies use SNl data to understand whether a user is
accessing i nappropriate content without the need to i nspect data
beyond the SNI field. Because of this, encryption of the SNI field,
as is the case with ECH, wll disrupt the use of transparent proxies,
requiring far nore intrusive data inspection to be undertaken

i nst ead.

2.4. Wiy rely on the SNI and not the DNS

Where nultiple services are hosted on a shared server, the use of the
DNS in isolation would be insufficient to establish a connection to
the target service. As per the Introduction section of [RFC8744]
"More and nore services are collocated on multiplexed servers,"” so
the SNI was introduced to allow "direct connections to the
appropriate service inplenentation”.

In other words, a proxy cannot rely only on the DNS to ensure the
establ i shment of a connection, the SNI is sinply required by design

2.5. The unreliability of the SN

SNI is not reliable by design, pronpting the question why and how

m ddl eboxes are using it in the first place. It should be considered
that, in security, in general, unreliability can be a useful source
of information.

Referring to [ RFC6066], TLS extensions, including SNI, are designed

to be backwards conpatible. This neans that if the server doesn't
recogni se the SNI val ue, the TLS handshake shoul d conti nue anyway.
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In other terms, the SNI value can 1) be enpty or 2) have an
alternative nane which is different fromthe real nane of the
destination server w thout inpacting the establishnment of the TLS
session. Bad actors can easily exploit this to bypass security

m ddl e boxes. For exanple, nalware can be coded to provide an SN

val ue that is mapped to a confidential category, such as persona
finance or healthcare, to bypass inspection in a selective decryption
regi ne.

2.5.1. How Unreliable is the SN ?

To illustrate the degree of unreliability of SNI data, two data sets
were collected from SSL Session |logs froma Symantec SSLV. The goa
was to see how the preval ence of TLS sessions being established where
the Server Nane Indicator (SNI) was incorrect when conpared to the
Subj ect Alternative Nane (SAN) contained within the Server
Certificate.

Applications and browsers that are establishing these nismatched
connecti ons have TLS hygi ene i ssues because these sessions are being
i mproperly established.

None of the traffic in question was malicious. However, an
i mproperly defined SNI could be used by an attacker to foo
i nspection devices to bypass security rules and neasures.

2.5.1.1. The Datasets

The first dataset was based on consuner traffic, which includes

I nternet of Things, Social Media, and Corporate access traffic. The
dat aset of session log entries was over 63K event entries over a

24- hour peri od.

The second dataset was from a tel ecommunications customer wi th Proxy
Ofloading. The log entries were froma 24-hour period and contai ned
over five million log event entries. Since this customer was using a
Symant ec Edge Proxy aligned with SSLV, the session data was for
explicit clients and guest or Internet-of-things type traffic was a
much | ower percentage of total traffic. However, the existence of

m smat ched SNI's persi sted.

2.5.1.2. Consumer Network Traffic

For consuner-based network traffic, m smatched SNIs were very
prevalent. Qut of the new sessions, the majority were with

m smat ched SNI's rather than properly matched SNIs. These were the
result of many short-lived TLS sessions that persistently ’'phone
honme’ . 22%of all traffic was m snatched conpared to only 4%t hat
was properly matched. The rest of the log activity was non-session
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rel at ed.

The top 20 services for msmatched SNIs in this sanple included

Googl e, Apple, Adware and |1oT. Google DNS was the hi ghest category
with 5.3%of all mismatched sessions, followed by Sansung Snart
things with 4.8% Comon services |ike Google, Apple, Adware and the
remai nder conprised 13% 9.8% 8% and 10% respectively.

For matched traffic, Amazon Al exa was the biggest category with 25%
foll owed by Broadcom Cl oud Proxy with 7.9% Both Google and Appl e
services had a mnority of properly established sessions.

2.5.1.3. Corporate Custoner Traffic

Because the corporate dataset was proxy traffic, the session hygiene
was nuch better npbst new TLS sessions were properly established
with matching SNIs/SANs. Note that the vast najority of this traffic
was VPN-based, |ikely masking consuner-like traffic within the VPN
tunnel s.

Looki ng across the distribution of domain nanes for m smatched
sessions, 29.6%of the traffic was related to corporate applications.
These applications could be updated and corrected. The next highest
category at 7.4% was Akamai, which could al so be updated. Ofice
applications and the remai nder each individually accounted for 2.4%
of the traffic.

2.5.1.4. Concl usions

* 10T and APl based traffic is by far the |argest offender for
m smat ched SNI's conpared to browser-based initiated sessions.

* Long-lived TLS session counts were dwarfed by the chatter of the
APl calls using short |ived sessions that were pervasively
reporting.

For exanple, there were new sessions at a rate of every 20 seconds
per |oT devi ce.

* The consumer m smatched sessions were all using TLS v1. 3,
reaffirmng the need to decrypt TLS v1.3 traffic. These sessions,
if established without TLS interception, nmay have gone unreported
by NGFW whi ch nakes policy decisions on SNI vs SAN. Conversely,
the corporate traffic was a close split between TLS v1.3 and v1. 2.

* The presence of VPN tunnels masked a clearer picture of the
corporate traffic usage.

* SN mismatches are nore prevalent in the wild than first thought.

Canpling, et al. Expi res 3 January 2026 [ Page 9]



I nternet-Draft ECH Depl oynent Consi derati ons July 2025

2

5

* The existence of SNI nismatches has a side effect - policy rules
have to be enunmerated a second time for category matching. And
the second category matching is nore intensive since it has to
enunerate the entire SAN list, which can be very |arge.

* Fixing the session hygiene for corporate-owned applications could
i mprove the performance of the security stack

2. M ddl eboxes and TLS 1.2

hen attenpting to set up a connection, the user client generates the
ClientHello with the SNI in plain text indicating the destination
server.

If accepted, the server responds to the user client request with the
"Server Hel | 0" nessage containing the intended server certificate

al ongsi de other encryption-related information in plain text node.

M ddl eboxes can then see and inspect both the SNI value in the
"ClientHell 0" and the server certificate details in the "ServerHello"
message. M ddl eboxes can then perform sel ective inspection based on
the destination service details (the service requested by the user
client) extracted fromthe server certificate.

Dependi ng on the m ddl ebox design, the correlation of different
sources of information is used to confirmthe real destination
service. However, only information within the server certificate is
sufficiently reliable to perform accurate web categorisation and then
undert ake sel ective inspection if required to initiate any necessary
web or content filtering.

2.5.3. Mddl eboxes and TLS 1.3

TLS 1.3 offers significant inprovenments over TLS 1.2 in terns of Its
security and privacy properties. More specifically, in terns of
privacy, it overcomes the plain text server certificate exchange

i ssue by masking the servers host identity through the encrypted
server certificate. As the inspection capabilities of m ddl eboxes
are desi gned based on the server certificate, all vendors worked to
adapt their capabilities to support TLS 1.3 (e.g ServerHello
encryption).

How do provi ders undertake inspection?
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The nobst comon technique to support TLS 1.3 inspection is to get the
SNI fromthe ClientHello (which is still shared in plain text format
in TLS 1.3) before establishing a new full TLS session initiated from
the proxy server to the destination server. Once the server
certificate has been retrieved, the web category can be determ ned,
after which selective inspection can be performed on the real TLS
session initiated by the user client.

As the SNI is not reliable (see 2.5.1), proxies provisionally accept
the SNI but do so without trusting it, then performa range of checks
to verify the data. This step-by-step approach enriches the

eval uation and infornms which policy to apply. This could end up with
the proxy deciding to block the connection, or it may let the
connection conplete with a verified or corrected SN

2.5.4. Mddl eboxes and TLS 1.3 with ECH extension

3.

3.

The entire legacy CientHello nessage (Inner CientHello) is
encrypted, encapsul ated and sent as part of the new CientHello

wr apper nessage (Quter CientHello); So m ddl eboxes cannot identity
the destination service anynore and cannot replay the TLS session to
the destination server. |n sone cases, the DNS data may provide
information, but only if it is not using an encrypted protocol; even
then, this cannot be conpared with the SN

So TLS 1,3 with ECH has an inpact on security and conpliance
capabilities (including selective inspection), not because of the
lack of visibility of the SNI (which is not reliable in isolation)
due to encryption, but because other information about the
destination server is available and can be used to fetch and retrieve
the server certificate (which is indeed reliable) to apply
appropriate policies such as web categorisation

The critical problemis not being able to identify the destination
service in order to get the destination server certificate details.

Use Cases: The Inpact of ECH on the Education Sector
1. Context

Focusing specifically on the education sector, the primary issue
caused by ECHis that it is likely to circunvent the safeguards
applied to protect children through content filtering, whether in the
school or hone environnents, adding to the adverse inpacts already

i ntroduced through the use of encrypted DNS protocols such as DNS
over HTTPS [ RFC8484].

Canpling, et al. Expi res 3 January 2026 [ Page 11]



I nternet-Draft ECH Depl oynent Consi derati ons July 2025

Content filtering that | everages SNI information is used by education
establishnents to protect children from exposure to malicious, adult,
extrem st and other content that is deemed either age-inappropriate
or unsuitable for other reasons. Any bypassing of content filtering
by client software on devices will be problematic and nay conprom se
duties placed on education establishnments. For example: schools in
Engl and and WAl es have obligations to provide "appropriate filtering
systens"” [KCSE]; schools in the US use Internet filters and inpl ement
ot her neasures to protect children fromharnful online content as a
condition for the receipt of certain federal funding, especially
E-rate funds [Cl PA].

3.2. Wy Content Filtering Matters to School s

The inpact that ineffective content filtering can have on an
educational institutions should not be underestimated. For exanple,
a coroner in the UKin 2021 ruled that a school’s failure to prevent
a pupil from accessing harnful material on the Internet using its
equi prent contributed to her taking her own life [Coroner]. In this
particul ar instance, the filtering software installed at the schoo
was either faulty or incorrectly configured but the case highlights
the serious risks posed if the content filtering is bypassed by
client software using ECH

3.3. Mtigations

VWhilst it may be possible for schools to overcone sone of the issues
ECH rai ses by adopting simlar controls to those used by enterprises,
it should be noted that many schools have a very different budget for
I T conpared to enterprises and nay have very limted technica

support capabilities. Therefore, even where technical solutions

exi st that may allow themto continue to nmeet their conpliance
obligations, affordability and operational expertise will present
themwith significant difficulties.

Absent funding and technical expertise, schools will need to consider
the best way forward that allows themto remain conpliant. |[If client
software does not allow ECH to be di sabl ed, any such software that

i mpl ements support for ECH may need to be renoved from school devices
and repl aced, assuming that suitable alternatives are avail abl e.

This will have a negative inpact on budgets and nay be operationally

challenging if institutions have made a significant investnent in the
depl oynent and use of particular applications and technol ogi es.

There are instances where policies in educational establishnents
all ow for the use of equi pnent not owned by the institution,

i ncludi ng personal devices and the devices of contractors and site
visitors. These devices are unlikely to be configured to use the
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institution's proxy, but can neverthel ess connect to the schoo
network using a transparent proxy (see section 2.3). Transparent
proxies used for filtering will typically use SNI data to understand
whet her a user is accessing inappropriate data, so encrypting the SN
field will disrupt the use of these transparent proxies.

3.4. Inplications

4.

4.

In the event that transparent proxies are no |onger effective,
institutions will have to require nore invasive software to be
installed on third-party devices before they can be used, assum ng
that ensuring the establishnent has the capability to conprehend and
adequat el y manage these technologies. Alternatively, the
establishnent will have to prevent all third-party devices from
operating. Neither option is w thout negative consequences.

Use cases: Child Online Protection
1. Cont ext

In the context of Child Online Protection (COP), the primary aimfor
illegal content is renoval of content at source. Bl ocking and
filtering adds friction, but it is not the end result. Block lists
all ow to reduce access while giving tine to entities dedicated to
Child Online Protection to work to have content renoved.

In this context, when the SNI is key doing that for encrypted
websites and in particular when hosts are slow to renbve content as
it is the case in popular hosting countries.

But for legal content that is harnful, or not appropriate for young
people or in the workplace, e.g. sexual content, ganbling, self-harm
animal cruelty, the content cannot be renoved if it is not illegal

The only option is to detect and block. |Inplenmenting ECH is renoving
a key tool e.g. for schools to neet their statutory requirenents to
prevent their networks being used to access content that is harnful

or inappropriate for children, same with enployees in enterprise

net wor ks.

At the nonment sone countries either incentivise or make it mandatory
that operators may offer network based service such as parental
controls [ DECRETO28] or have laws in the nmaking [SREN]. These would
typically be inplenmented as DNS and/or SNl based control s.

However these controls can be circunvented by children who know how
to change their DNS paraneters to point back to "adult" DNS services
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(TBD: add UK exanpl es on suicide, |W next report, the term CSAM
etc.)

4.2. Inplications

As there is a vast gl obal unawareness of ECH, few people in charge
realize the problem posed by ECH and are caught by surprise to even
consider mtigations approaches or a mgration plan.

In Child Online Protection use cases, npost of the tine, there is
little to no programatic control, or control at all, over the
endpoints or the networks, not to nmention BYCD.

And even on the network, the AB is taking a direction [ NOEPSCAN
whi ch doesn’t seemto give a chance to prepare a migration to an
alternative solution on the endpoint.

(TBD: How encryption is hindering investigations when children want
to report issues, etc., )

4.3. Mtigations

When ECH i s deployed, if it becones inpossible to maintain blocking
or filtering at network level, nmitigations may still be possible at
t he endpoint.

There are few attenpts to provide sol utions [ VFDNSERRORSVI DEQ ,

[ VFDNSERRORSSLI DES] or [ BRCMAEBEXT] which is based on the idea to

i nspect the destination before anything goes on the wire, within the
web browser via a web extension.

This is not a panacea as a web extension, in residential user context
and in particular in COP context needs to be voluntarily installed
and so can be easily disabled. Mreover this is only web browser
cont ext .

In this particular case, the fact that web browsers do not exhibit
standard APls adds to the difficulty to the need to orchestrate the
web extension with the operating system An area where Regul ators
may consi der be prescriptive.

5. Use Cases: The Inpact of ECH on private network contexts
(enterprises or

ot her organi sati ons)

5.1. Cont ext
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5.1.1. The main requirenents

EEnt erpri ses and ot her organi sations need to protect thenselves for a
vast nunber of reasons, including to:

* Reduce their risks. |In particular, as part of any Cyber
Resi |l i ence strategy.

* Protect their reputation. The termreputation includes many
aspects beyond an organisation’s traditional assets, such as its
dat a.

For exanple, a "successful" cyber attack may inpact brand equity,
mar ket capitalisation and creditworthiness.

* Conpliance with a growi ng diverse set of policies, regulations,
certifications, labelling and guidelines. These requirenents are
growi ng in both scope and conplexity as they are added to by
various national and regional bodies around the world.

5.1.2. A degrading threat |andscape

The general threat | andscape was al ready very | arge (see
[1-D.draft-ncfadden-snart-threat-changes]). Nevertheless, it has
significantly increased in three ways:

* COVID crisis generally accel erated the overall attack |andscape
As the crisis forced many enterprises and organi sations to
accelerate their digital transformation, it increased the
opportunity for cyber crimnals and nation states to | aunch nore
attacks, |everage innovations to their advantage, better select
their targets, increase their efficiency and increase their
rewards, in particular with ransomnare-based attacks.

* The Supply Chain is under stress as per the [ SOLARWND] attack

* Nation State attacks are continuing to evolve, for exanple as
noted to those linked to the current Wkraine crisis

Mal i ci ous attacks are now damagi ng enterprises and ot her

organi sations, with ransommare being the nunber one issue by a
considerable margin. Attacks are increasing in severity, to the
extent that this is now being neasured at the nacroscopic level in
sone countries:

* EURIB | oss of revenue for French organisations from January to
August 2022 [ LOSSI NREVENUE]

* Loss in capitalisation between 1-5% [ LOSSI NCAP]
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* Degradation by credit notation agenci es [LOSSI NCREDI TSCORE]

Anot her implication arising fromthe COVID crisis is the accel eration
of BYOD to support renote working. This has created two side effects
for renote enpl oyees, contractors and third parties (the latter two
may need to connect to one or nore enterprise networks on a tenporary
basi s):

* need to use a VPN to access the corporate network, which brings
all the benefits (e.g. protected access to the corporate network)
and risks that VPNs may open (e.g. the potential for |atera
movenent when the endpoint is conpronised),

* need to access a cloud proxy, which requires an agent to be
installed on the device to steer the traffic to the right place.

Addi ti onal considerations

In such circunstances, requiring software or custom configurations to
be installed on those devices may be problematic (see
[1-D.draft-taddei-smart-cl ess-introduction]).

This is why network security solutions are required, and this is why
the use of ECH to prevent access to the SNI data nakes it inpossible
for blue teams to defend (see the next sections for details).

Finally, there is a global shortage of cybersecurity personnel. Any
expansi on of technical requirenents, for exanple, to mtigate the
operational challenges through the introduction of ECH wll
exacerbate the probl em

Al'l the above conditions are weighing on the capabilities to defend,
bot h:

* Directly: a lack of visibility on a key netadata like the SNI wll
cause significant issues to enterprises and other organi sations

* Indirectly: should ECH happen and should alternatives be provided,
managi ng mgrations to any alternative not requiring access to the
SNI, in these conditions, is undesirable froma timng, resource,
capacity and ri sk perspective.

I mpli cations
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5.3.1. Exanples of regulatory inplications

Regul ators are accelerating their lawfare capabilities at an

accel erated pace and new legislation is inpacting the actions of
enterprises with increased precision. The EU GDPR had ripple
effects, such as requiring Financial Institutions to use selective
decrypt in order to inplenment Data Loss Prevention. US regulators
I evied fines of $200m each on a number of institutions because they
were unable to track all communications by their enpl oyees using
What sApp or Signal, [Bloonberg], creates new auditability
constraints. It is with growing concern that an ECH enabl ed
ecosystem may clash with future regul atory requirenents.

5.3.2. Inpact of ECH deploynent on Network Security Operations

The approach to endpoint control by enterprises varies significantly
dependi ng on size, use cases and a vast nunber of other factors.

For exanple, large enterprises generally exert control over their
endpoints, yet this may inpact some use cases they need to inplenent,
e.g. BYOD. The latter was accel erated, as per above, due to COVID
requiring nore flexibility in the extended workforce (enpl oyees,
contractors, etc.).

Smal | and at | east some medi um busi nesses may not be able to contro
their endpoints to the same extent (see specific inplications for
SMBs section bel ow).

As sone browser nakers made the use of ECH optional, this gives a
first opportunity for enterprises to disable ECH for their enployees.

However, this doesn't provide an holistic solution. |ndeed
enterprises will need to consider several issues:

* Browsers which do not offer an option to di sabl e ECH
* Browsers that will make ECH non-optional in the future

*  Non-browser applications which are designed with software
libraries that inplenent ECH without any option to disable it

* Al BYOD use cases where enterprises do not control the endpoint

* Adversaries leveraging ECH e.g. to hide their command and contro
conmmuni cations, such as for ransomware.
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Whi | st di sabl i ng ECH wherever possible provides one approach to
mtigate ECH depl oynment issues, as per above, other mitigation
approaches al so need to be offered to enterprises.

(Editor’s note: we need to describe howto strip the RRs to force a
gl obal disabling of ECH, yet mindful it mght not be sufficient if an
adversary finds a way to not use the enterprise DNS resol ver)

5.3.2.1. Rem nders on Network Security

Net work Security is a set of security capabilities which is
articulated as part of a defence strategy, e.g. Defence-in-Depth
[NIST-DID], Zero Trust, Secure Access Service Edge or Security
Servi ce Edge (SASE/ SSE), etc. and can trigger and enabl e ot her
security capabilities such as sandboxi ng, Data Loss Prevention, C oud
Access Service Broker (CASB), etc. One constituency is a Wb proxy,
conbi ning both a TLS proxy and an application-Ievel (HTTP) proxy.

In the same way that [I-D.draft-ietf-opsec-ns-inpact] showed the

i mpact of TLS1.3 on operational security, a loss of visibility of the
SNI as an indicator of conprom se (see
[I-D.draft-ietf-opsec-indicators-of-conpronise]) has two main

i nplications

5.3.2.2. Inmplications fromloss of Meta Data

The loss of visibility of the SNI, at the TLS level, will prevent
transparent proxies from applying corporate policies to manage risk
and conpliance. Typical exanples include:

* Categories of conprom sed sites cannot be applied any nore,
exposi ng enpl oyees and their organi sations to potential
cybersecurity risks; alternative approaches to bl ock access to
theses sites need to be found

* corporate lists of excluded sites for compliance or policy reasons
need alternative nmethods to be bl ocked.

5.3.2.3. Inplications fromloss of Selective Decrypt

TLS proxies also have the ability to selectively intercept, avoiding
any visibility into or nodification of the original application
protocol payload - but such selective intercept relies heavily on
know edge of the origin content server hostname, which can be
extracted in plaintext fromthe TLS ClientHello SNI (server nane)
field.
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This capability allows the application proxy, in particular an HTTPS
Proxy, to engage specific security controls when needed, e.g. Data
Loss Prevention, Sandboxing, etc. The loss of SNl visibility wll
make it nore difficult for corporate user flows to be intercepted,
with it becomi ng inpossible for BYOD use cases.

This will create inefficiencies, will require nore resources and wl|l
increase security risks. It will also be counterproductive for
privacy as it may require the proxy to decrypt the whole TLS
connecti on.

5.3.3. Specific inplications for SMBs

6

6

Smal | and Medi um Busi nesses (SMBs) forma particularly vul nerabl e
subset of enterprises and organi sations and range from Small Ofice
Honme O fice (SOHO sonetinmes a one-person business) to nedi um sized
business with strong variations depending on the country. For
exanpl e, a 50 enpl oyee conpany is considered the upper range of SMB
busi ness in devel oping countries, while it is up to 25,000 in sone
devel oped countri es.

Simlarly to the above educati on use case, and irrespective of
definitions, many SMBs have very limted in-house capabilities to
defend thensel ves, with security often outsourced to Managed Security
Service Providers (typically network operators, md-range and snal |
service providers). Budget constraints may inpose limts on the

| evel support that is on offer to the organi sation

Therefore, even where technical solutions exist that allow themto
meet their operational and any conpliance obligations, affordability
and expertise may present SMBs with significant difficulties.

Use Cases: The Inpact of ECH on Public Network Service Providers
1. Context

Public network operators often have significant obligations placed
upon them by national, regional or international |egislators and
regul ators. These may cover aspects such as freedom of access to the
Internet, the protection of fundanental rights and protection of the
underlying infrastructure frommalicious actors.

There are 2 main approaches:

* First, there are countries which do not have any specific
| egislation on the issue of blocking, filtering and takedown of
illegal Internet content: there is no | egislative or other
regul atory systemput in place by the state with a viewto
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6

6

6

2

2

2

1.

2

defining the conditions and the procedures to be respected by
those who engage in the blocking, filtering or takedown of online
material. |In the absence of a specific or targeted | ega
framework, sone countries rely on an existing general |ega
framework that is not specific to the Internet to conduct what is
limted blocking or takedown of unlawful online material. It
relies on self-regulation by network operators or linited
political or legislative interventions in specific areas.

The other approach is to set up a legal franmework specifically
ainmed at the regulation of the Internet and other digital nedia,

i ncluding the blocking, filtering and renmoval of Internet content.
Such legislation typically defines the | egal grounds when bl ocking
or renoval may be warranted, the adnministrative or judicial
authority which has conpetence to take appropriate action and the
procedures to be foll owed

Cont ent Takedown and Bl ocki ng
Definitions
is useful to distinguish between bl ocking or takedown of content.

The bl ocking, filtering or prevention of access to Internet
content are generally technical nmeasures intended to restrict
access to information or resources typically hosted in another
jurisdiction. Such action is normally taken by an Internet access
provi der through hardware or software products that bl ock specific
targeted content from being received or displayed on the devices
of custonmers of the Internet access provider

Takedown or renoval of Internet content, on the other hand, wll
instead broadly refer to demands or neasures ainmed at the website
operator (or host) to renpve or delete the offending website
content or sub content.

The foll owing comrents apply to bl ocking only.

The bl ocki ng use case

Thi s can be achi eved through a nunber of techniques, including the
bl ocki ng of the Domain Nane System (DNS), the analysis of the SN
field or the Uniform Resource Locator (URL). G ven the increasing
adoption of encryption, a mxture of the above techniques are often
needed.
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For the nost serious crinmes such as child abuse or national security
many countries adopt a |ist nethodol ogy, where a central I|ist of

bl ocked Domains or URLs is maintained by the authorities and/or
trusted flaggers and updated on a regular basis (daily or even
hourly) and shared with Public Network Operators that have to enforce
t he bl ocki ng.

In many jurisdictions there are | egal consequences for any Operator
that does not conply with a bl ocki ng order

Technical ly the bl ocking can be inpl enmented using techni ques that
have been adapted over tinme as new technol ogi es have been introduced.

Hi storically, depending on the content of the list, the techniques
have mai nly been based on DNS or proxy bl ocking.

DNS- based bl ocking is effective on Domains (the whole domain is
bl ocked), while a proxy is effective either on Domain (for encrypted
traffic) or URL (for unencrypted traffic).

G ven that the vast majority of Internet traffic is encrypted, the
capability of bl ocking based on URLs is limted to a small portion of
traffic and proxy blocking is as effective as that based on the DNS

Theoretically, DNS bl ocking would be the preferred option for
operators given the nmore Iimted investnments necessary to inplenent
bl ocki ng of Domains. However, with the increased usage of externa
encrypted DNS services, DNS blocking is beconmng | ess effective so
operators need to use SNI analysis as well in order to fulfil |egal
obl i gati ons.

6.3. The inplications of ECH for public network operators

he adoption of ECH will cause additional problens for operators and
limt the possibility of themfulfilling their |egal blocking

obl i gations, exposing the population to illegal content related to
crimes such as Child Sex Abuse and Exploitation (CSAE), mnalware and
other malicious content, and possibly even content deemed to be
detrimental to National Security.

If existing techniques for content blocking are rendered ineffective,
operators may increasingly consider the use of I P blocking to neet
any legal or regulatory obligations. The major downside of such an
approach is that it is a relatively crude method, risking significant
over - bl ocki ng, especially where nultiple services are hosted on a
shared server.

Canpling, et al. Expi res 3 January 2026 [ Page 21]



I nternet-Draft ECH Depl oynent Consi derati ons July 2025

perators that do not fulfil their |legal obligations my be exposed
to legal or regul atory remedies.

7. General issues
7.1. Threat Detection

[ RFC8404] identifies a nunber of issues arising fromincreased
encryption of data, sone of which apply to ECH. For exanple, it
notes that an early trigger for DDoS mitigation involves

di stinguishing attacker traffic fromlegitimte user traffic; this
become nore difficult if traffic sources are obscured.

The various indicators of comprom se (10Cs) are docunented in
[I-D.draft-ietf-opsec-indicators-of-conprom se], which al so descri bes
how they are used effectively in cyber defence. For exanple, section
4.1.1 of the docunent describes the inportance of 10oCs as part of a
defence- in-depth strategy; in this context, SNl is just one of the
range of indicators that can be used to build up a resilient defence
(see section 3.1 in the same docunent on |10oC types and the 'pyramd
of pain’).

In the sane Internet-Draft, section 6.1 expands on the inportance of
the defence in depth strategy. In particular, it explains the role
that domai ns and | P addresses can play, especially where end- point
def ences are conmprom sed or ineffective, or where endpoint security
isn’t possible, such as in BYOD, |0oT and | egacy environnments. SN
data plays a role here, in particular where DNS data is unavail abl e
because it has been encrypted; if SNI data is |ost too, alongside
DNS, defences are weakened and the attack surface increased.

7.2. Endpoint security linmts

Editorial note: Elaborate on endpoint security conplications as
[1-D.draft-taddei-smart-cl ess-introduction] as well as [ MAGECART]
[MTB] [MTB-M TRE] [ MALVERTI SI NG showed that in sone cases, the
only way to detect an attack is through the use of network-based
security. The loss of visibility of the SNI data will make it nuch
harder to detect attacks. The endpoints conponents (operating
system applications, browsers, etc.) cannot be judge and jury.)

7.3. Network managenent

(Editorial note: this is a placeholder for future issues)

Canpling, et al. Expi res 3 January 2026 [ Page 22]



I nternet-Draft ECH Depl oynent Consi derati ons July 2025
7.4. Future operational deploynent issues due to the introduction of
t he
Client Facing servers
(Editorial note: this is a placeholder for future issues;
* Consolidation considerations - the use of ECH rmay accel erate the
move of content away from standal one servers and on to CDNs,

reducing infrastructure resilience.

*  \What happens if dient Facing servers are controlled by malicious
actors?

* The Cient Facing servers are acting as a new category of

m ddl eboxes. In this shift left novenent, until the attack
surface is mnimal and conplexities are renoved, you have to rely
on third parties for inspection. |In these conditions, on which

basis can they be nore trusted than any other m ddl eboxes? 1Is
this creating a concentration probl enf

7.5. |Issues pushing protection to endpoints

The solution to lack of network visibility is often to nove the
security/safety tool to the client. This works acceptably well in
sonme circunstances, for exanple on Wndows desktops. However, nany
safety tools on Android and 10S (particularly 3rd party parental
controls) rely on the self same network technology. Usually this is
a proxy running locally, which obviates the issue s of unreliability
and cost for a mobile device, but retains all the chall enges of

i nspection on-network when it conmes to issues |ike ECH

7.6. Mgration issues
(Editorial note: this is a placeholder for future issues;

* |f ECHis enforced what are the solutions to all the above
probl emrs and what are the mgration paths?

8. Potential further devel opment of this work
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8.

8.

1.

2

Potenti al devel oprment of this docunent.

This section lists potential devel opment of this work in particul ar
for the General |ssues section

* There is a need for further clarification fromthe ECH draft, e.qg.
the links between the Cient Facing and the backend servers are
not clear enough and need further description. It cant be just
left to the inplenentation. The action is still underway and
feedback to the TLS working group will be provided.

* WIIl there be any inpact to the DNS by adding so many new RRs?
Potenti al devel oprment outside of the scope of this docunent

This docunment infers a nunber of ideas that could be rel evant for
other groups and in other deliverables. |In particular, regarding
what type of solutions could be considered

* There is a need to address the apparent di sconnect between user
privacy and security, it should be possible to provide both,
rat her than one conprom sing the other.

*  What prevents a Cient Facing server from providing security
solutions to protect the data path?

* @Gven sone of the many chall enges, there is the opportunity to
review the current ECH proposal fromthe perspective of a
respectful inspection protocol

Concl usi on

Access to SNI data is sonetinmes necessary for organi sations operating
private networks, such as those in the education and finance sectors,
to protect their operations and to discharge their conpliance
obligations. The introduction of ECH in client software poses
operational challenges that could be overcone on devi ces owned by
those institutions if policy settings are supported within the
software that allows the ECH functionality to be disabl ed.

(Editorial note: these two bel ow paragraph need revision towards the
end of the devel opnment of this draft)
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Third-party devices pose an additional challenge, primarily because
the use of ECH will render transparent proxies inoperable. The nost
likely solution is that institutions will require the installation of
full proxies and certificates on those devices before they are

all oned to be connected to the host networks. They may alternatively
determine that such an approach is inpractical and instead withdraw
the ability for network access by third-party devices.

An additional option that warrants further consideration is the

devel opment of a standard that allows a network to declare its policy
regardi ng ECH and ot her such devel opnments. Clients would then have
the option to continue setting up a connection if they are happy to
accept those policies, or to disconnect and try alternative network
options if not. Such a standard is outside the scope of this
docunent but may provide a nechanismthat allows the interests and
preferences of client software, end-users and network operators to be
bal anced.

10. Security Considerations
In addition to introduci ng new operational and financial issues, the
i ntroduction of SNI encryption poses new chall enges for threat
detection which this docunment outlines.
11. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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