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Abstract
TODO Abstract
About Thi's Documnent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://bc-

pi . github.io/ 7523redux/ draft-canpbel | -oaut h-rfc7523redux. htm .
Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-canpbell-oauth-rfc7523redux/.

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Group mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com bc-pi/ 7523r edux.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 22 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

TODO | ntroduction that mentions [ AUDI ENCE- TAKES- SHON and mayby a bit
of context/history and notivation for this doc that w |l update/patch
[ RFC7523], [RFC7522], and [ RFC9126] .

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3. The Updates

3.1. JW dient Authentication
aud nust solely contain the authorization server’'s issuer identifier
Explicit typing of the Cient Authentication JW as a good thing to
do in general but also allowi ng for observerability and controle
during the transition period.

3.2. SAM. dient Authentication

This hasn’t been used in practice and this docunment will say not to
ever use it going forward.

3.3. Assertion Based Authorization Gants
Advise client to ensure that the audience of the assertion makes
sense with respect to where it’ s being sent, which might Token
endpoint URL, Issuer ldentifier, SAML Entity ID

4. Security Considerations
This specification tightens assertion audi ence handling directives as
a mtigation for potential attacks arising fromthe exploitation of
anbiguities in authorization server identification allowed by
[ RFC7523], [RFC7522], [RFC7521], and conpounded by [ RFC9126].

5. | ANA Consi derati ons

5.1. QAuth URI Registry Updates
I ANA is requested to update the "QAuth URI" registry
[ 1 ANA. QAut h. Parameters] for the following entriest to add [[this
specfication]] as an addtional refernce:
* urn:ietf:parans:oauth:grant-type:jw-bearer
* urn:ietf:parans:oauth:client-assertion-type:jw-bearer

* urn:ietf:paranms: oaut h: grant-type: sanl 2- bearer

* urn:ietf:parans:oauth:client-assertion-type: sam 2-bearer
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5.2. Media Type Registration

Regi stration is requested for the followi ng nedia type in the | ANA
"Media Types" registry [I ANA Medi aTypes] in the nanner described in

[ RFC6838] .

TODO for application/client-authentication+jw

6. Ref er ences

6.1. Normmtive References

[ RFC2119]

[ RFC6749]

[ RFC7521]

[ RFC7522]

[ RFC7523]

[ RFC8174]

[ RFC9126]

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,

<https://www. rfc-editor.org/rfc/rfc2119>.

Hardt, D., Ed., "The QAuth 2.0 Authorization Franmework",
RFC 6749, DO 10.17487/ RFC6749, Cctober 2012,
<https://www. rfc-editor.org/rfc/rfc6749>.

Canpbel |, B., Mrtinore, C, Jones, M, and Y. ol and,
"Assertion Framework for QAuth 2.0 Cient Authentication
and Aut horization Gants", RFC 7521, DO 10.17487/ RFC7521,
May 2015, <https://ww.rfc-editor.org/rfc/rfc7521>.

Canpbell, B., Mrtinmore, C., and M Jones, "Security
Assertion Markup Language (SAM.) 2.0 Profile for QAuth 2.0
Client Authentication and Authorization Gants", RFC 7522,
DA 10. 17487/ RFC7522, May 2015,

<https://ww. rfc-editor.org/rfc/rfc7522>.

Jones, M, Canpbell, B., and C. Mrtinore, "JSON Wb Token
(JWI) Profile for QAuth 2.0 Client Authentication and

Aut hori zation Grants", RFC 7523, DO 10.17487/ RFC7523, May
2015, <https://ww.rfc-editor.org/rfc/rfc7523>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

Lodderstedt, T., Canpbell, B., Sakimura, N., Tonge, D.,
and F. Skokan, "QAuth 2.0 Pushed Authorization Requests",
RFC 9126, DO 10. 17487/ RFC9126, Septenber 2021,
<https://www. rfc-editor.org/rfc/rfc9126>.

6.2. Informative References

Jones, et al.

Expi res 22 Septenber 2025 [ Page 4]



Internet-Draft Client Assertion Auth Redux March 2025

[ AUDI ENCE- TAKES- SHOW
Hosseyni, P. and T. Wtele, "Client Assertions Gone
Wong: Wen the Audi ence Takes Over the Show', March 2024,
<https://tal ks. secwor kshop. event s/ osw2025/ t al k/ RBD9BS/ >.

[1-D.ietf-oauth-rfc7523bi s]
Jones, M B., Canpbell, B., and C. Mrtinore, "JSON Wb
Token (JWI) Profile for QAuth 2.0 dient Authentication
and Authorization Grants", Wirk in Progress, Internet-
Draft, draft-ietf-oauth-rfc7523bis-00, 21 February 2025,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-oauth-
rfc7523bi s- 00>.

[ 1 ANA. Medi aTypes]
| ANA, "Media Types", n.d.,
<https://wwv i ana. or g/ assi gnnent s/ nedi a-t ypes/ >.

[ 1 ANA. QAut h. Par anet er s]
| ANA, "QAuth Paraneters”, n.d.,
<https://wwv. i ana. or g/ assi gnnent s/ oaut h- par anet er s/ >.

[ RFC6838] Freed, N., Klensin, J., and T. Hansen, "Media Type
Speci fications and Regi stration Procedures”, BCP 13,
RFC 6838, DO 10.17487/ RFC6838, January 2013,
<https://www. rfc-editor.org/rfc/rfc6838>.

[ RFC7515] Jones, M, Bradley, J., and N Sakinmura, "JSON Wb
Signature (JW8)", RFC 7515, DO 10.17487/ RFC7515, My
2015, <https://ww.rfc-editor.org/rfc/rfc7515>.

[ RFC7519] Jones, M, Bradley, J., and N. Sakimura, "JSON Wb Token
(JWnN", RFC 7519, DA 10.17487/RFC7519, May 2015,
<https://www. rfc-editor.org/rfc/rfc7519>.

[ RFC8414] Jones, M, Sakinura, N., and J. Bradley, "QAuth 2.0
Aut hori zati on Server Metadata", RFC 8414,
DO 10.17487/ RFC8414, June 2018,
<https://www. rfc-editor.org/rfc/rfc8414>.

[ RFC8725] Sheffer, Y., Hardt, D., and M Jones, "JSON Wb Token Best
Current Practices", BCP 225, RFC 8725,
DA 10.17487/ RFC8725, February 2020,
<https://www. rfc-editor.org/rfc/rfc8725>.
Docunent Hi story

[[ to be remobved by the RFC Editor before publication as an RFC ]]
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* Initial draft proposing a simpler and | ess distrupitve
alternative to [I-D.ietf-oauth-rfc7523bi s]

Acknowl edgnent s

The authors would like to acknow edge the foll ow ng people for their
contributions to this docunment: John Bradl ey, Ral ph Bragg, Joseph
Heenan, Pedram Hosseyni, Aaron Parecki, Filip Skokan, and Tim
Wtele.

Aut hors’ Addresses
M chael B. Jones
Sel f-1ssued Consulting

Enmai | : michael _b_jones@otnail.com
UR : https://self-issued.infol/

Chuck Mortinore

Di sney
Enmai |l : charlienorti nore@nmail.com
Bri an Canpbel |

Ping ldentity
Enai | : bcanpbel | @i ngi dentity.com

Jones, et al. Expi res 22 Septenber 2025 [ Page 6]



