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Abst r act

Thi s docunent describes a set of best practices for facilitating

i nteracti ons between autonmated software agents (Al agents) using the
Hypertext Transfer Protocol (HTTP). As agentic systems proliferate,
they frequently utilize HITP in ad-hoc ways, |eading to
interoperability challenges and the rise of proprietary, "walled
garden" ecosystens. This docunent proposes a mninalist,

st andardi zed framework based on existing HITP senantics to pronpbte a
nmore cohesive, efficient, and open ecosystem The prinmary
recomrendati ons codify the principles of the Agentic Hypercal
Protocol (AHP), including tool invocation via CGET requests, a

statel ess authentication scheme, and the formalization of the 402
(Paynment Required) status code to enable a native econonic |ayer for
t he machi ne econony.

Status of This Meno

This nmeno docunents a Best Current Practice for the Internet
community. It does not specify an Internet standard of any kind.
Distribution of this nemo is unlimted.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 2 February 2026
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. 1. Introduction

Aut ononous software agents increasingly rely on HTTP to interact with
external tools and services. However, the lack of a standardized
interaction pattern has resulted in a fragmented | andscape where each
service requires a bespoke integration, often demanding fealty to a
conpl ex SDK or proprietary mddleware. This trend risks creating a
new "tyranny of the SDK," carving the nascent nachi ne econony into
wal | ed gardens that stifle innovation and interoperability.
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Thi s docunent outlines a Best Current Practice (BCP) for designing
agent -facing services that rejects this contrived conplexity and
returns to first principles. It |everages the fundanmental sinplicity
and robustness of HTTP as the prinmal protocol for agentic
interaction. The goal is to reduce conplexity, elimnate the need
for heavywei ght SDKs, and foster an open, federated ecosystem where
the agent is treated as the primary user

These recommendati ons codify the successful patterns of the Agentic
Hypercal | Protocol (AHP), which serves as the reference
i mpl ementation for this BCP.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

2. 2. Core Protoco

The core principle of this BCP is the Agentic Hypercall: a sinple,
RESTful pattern for tool invocation

| Al actions are CET requests. Tools are paths. Paraneters are
| query strings.
I
I

https://github. com kordl ess/ gnosi s-ahp/ bl ob/ mai n/ MANI FESTO. nd
2.1. 2.1. Tool Invocation

To ensure safety, predictability, and cacheability, services intended
for agentic consunption MJUST expose all idenpotent, read-only, or
state-retrieving actions as HITP GET nethods. The specific tool to
be invoked MJUST be identified by the URI path. All paraneters
required for the action MJST be passed as URL query string

paraneters

2.2. 2.2. Service Discovery
To facilitate automated di scovery of avail able tools, agent-facing
servers MJST provide a machi ne-readabl e definition of their services
It is RECOVWENDED t hat an OpenAPl 3.0+ specification be made
avail able at a stable, well-known URI path, such as ‘/openapi‘ or
“/.well -known/ openapi . j son

3. 3. Authentication

To secure protected resources, this BCP recommends a two-step,
statel ess authentication schene.
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3.1. 3.1. Step 1: Exchange Pre-Shared Key for a Bearer Token

An agent MJST first obtain a tenporary bearer token by making a GET
request to a dedicated authentication endpoint (e.g., ‘/auth'). This
request MJST include a pre-shared key, provided by the hunan user, as
a query paraneter (e.g., ‘?token=USER _PROVI DED KEY').

The server MUST validate this key. Upon success, it MJST return a
JSON obj ect containing the tenporary ‘ bearer_token'

3.2. 3.2. Step 2: Use Bearer Token for Tool Calls

For all subsequent calls to protected tool endpoints, the agent MJST
i nclude the ‘bearer_token' as a query paramneter.

The bearer token SHOULD be a statel ess, signed token (e.g., a

sinmplified JWI) containing clainms such as an agent identifier and an
expiration timestanp. This allows any server in a federated system
to verify the token without needing access to a central token store.

4. 4. The Aperture Principle: A Native Econonic Layer

A tool has intrinsic value. To foster a healthy and honest market
for digital services, this BCP proposes the "Aperture Principle": a
tool can declare its own cost, and the network nust honor it. This
is achieved by formalizing the use of the ‘402 (Paynent Required)’
status code

4.1. 4.1. The 402 Response Payl oad
When an agent requests a resource that requires paynment, the server
SHOULD return a 402 status code. The response body **MJST** be a
JSON obj ect containing details of the required paynent.

The JSON obj ect SHOULD contain the follow ng keys:

* ‘cost‘: A string representing the decinmal amount required for the
servi ce.

* ‘currency': A string identifying the | edger or currency type
(e.g., "USD', "EUR', "BTC LN').

* ‘destination': A string containing the paynent address or invoice.
For Bitcoin's Lightning Network, this would be the BOLT 11
i nvoi ce.

* ‘description': A hunan-readable string explaining the charge
(OPTI ONAL) .
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4.

8.

2

Exanpl e 402 Response for Bitcoin Lightning Network:

HTTP/ 1.1 402 Paynent Required
Cont ent - Type: application/json

{

"cost": "100",

"currency": "BTC LN',

"destination": "l nbclOulp3z2y7xpp5j 3c2y...",

"description": "APlI call to /longer_qgr_code"
}

4.2. dient Behavior

Upon receiving a 402 response, an agent can parse the body to decide
if the cost is acceptable and if it possesses the neans to pay. |If
it proceeds, it can then retry the original HTTP GET request,
i ncludi ng proof of paynent as specified by the service (e.g., in a

new ‘ Aut horization' header or as a query paraneter |ike
‘“invoice_id").

5. Rationale

St andardi zi ng these sinple patterns provides i nmense benefits. It
lowers the barrier to entry for new tool creators, allows agents to
seam essly switch between service providers, and creates a
transparent, native econom c |ayer for the machine economy. By
formalizing the use of the 402 code, we avoid the need for conpl ex,
out-of-band billing APIs and instead enbed comrerce directly into the
protocol where it belongs, fostering a federated world of sovereign,

i nt er oper abl e nodes.

6. | ANA Consi der ations

This BCP recommends a specific structure for the payl oad of an HTTP
402 response. Future work nmay propose the creation of a registry for
common "currency" identifiers to promote interoperability between

di fferent paynment systens.

7. Security Considerations

Servi ce providers must protect agai nst denial -of-service attacks and
validate all inputs fromagents. Agents nust protect their paynent
credentials and verify the identity of the services they interact
with, typically via TLS. The statel ess bearer token schene is the
RECOMVENDED et hod for securing protected resources.
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