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Abstract

Thi s docunent defines the Lightspeed Notification Protocol (LSN), a
har dwar e- accel erat ed si gnal i ng nechani sm desi gned for sub-100

nm crosecond network convergence in Al/M data center fabrics. By
operating entirely within the forwardi ng pl ane, LSN bypasses

tradi tional CPU based | atencies to propagate link failures and
congestion via a hardware-efficient encoding. It serves as a high-
speed conpl enent to routing protocols |ike BG, providing an

i medi ate hardware "veto" to prune congested/failed paths while

mai ntai ni ng control -plane stability for path recovery.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 3 Septenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Artificial Intelligence (Al) and Machine Learning (M) workl oads

i npose stringent demands on data center fabrics, characterized by
hi gh- bandwi dt h, synchroni zed and bursty coll ective communi cati on
patterns. As outlined in [draft-clad-rtgwg-ipfrr-aim], these
environments require network convergence tines in the sub-100

m crosecond range to avoid perfornmance degradati on caused by packet
loss and jitter.

Traditional routing protocols and convergence nechani sns rely on
control -plane intervention, where link state changes are processed by
the CPU. This introduces activation latencies in the tens of

m | 1iseconds, which is orders of nagnitude too slow for Al/M
requirenents. Furthernore, existing nechanisns typically operate on
a binary "up/down" nodel, failing to account for capacity degradation
or congestion.
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Thi s docunment defines a Hardware-Accel erated Notification Protoco
designed to operate entirely within the forwardi ng plane to handl e
both network failures and congestion events. This protocol serves as
a conpl ementary nmechanismto traditional routing protocols (e.gqg.

BGP). The interaction between the routing protocol and this
notification mechanismis functionally equivalent to a bool ean AND
operation: a path is eligible for forwarding only if pernitted by the
routing protocol AND confirmed healthy by the hardware notification

This enforces an asymretric reaction: "bad news" (failure or
congestion) acts as an i medi ate hardware veto, disabling the path in
sub- ni croseconds. Conversely, "good news" (recovery) is gated by the
routing protocol, ensuring the control plane has fully converged
before traffic resumes. This approach conbi nes sub-ni crosecond
protection with routing coherence/stability.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Pr obl em St at enent

Current I P Fast Reroute (IPFRR) and resiliency mechani sns face
fundanental limtations when applied to the extrene perfornmance
requirenents of Al/M fabrics

*Lat ency of CPU Based Processing*

Exi sting failure detection and propagati on mechani sns general ly
trigger interrupts that nust be processed by a line-card or system
CPU. As noted in [draft-clad-rtgwg-ipfrr-aim], this CPU nedi ated
pat h introduces an activation delay typically in the range of 10-50
mlliseconds. For Al training workloads requiring barrier

synchroni zation, this latency results in unacceptable flow

di sruption. To achieve the required sub-100 m crosecond conver gence,
the propagati on and processing of network state changes nust occur

wi th sub-m crosecond | atency, necessitating a solution inplenented
directly in hardware (NPU) |ogic wthout CPU intervention

*lnability to Handl e Congestion and Partial Fail ures*
Standard routing protocols and nmechani sns |i ke ECVMP operate on a

binary failure nodel-a link is either avail able or unavail abl e.
However, Al fabrics frequently experience "brownout" scenarios, such
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as partial capacity reduction (e.g., loss of a single lane in a port
group) or acute congestion. Current nechanisns |ack the granularity
to signal these states, causing traffic to be bl ackhol ed or hashed
ont o congested pat hs.

*Limted Visibility of Renote Network State*

In multi-stage O os topol ogies and irregul ar scal e-across networks, a
failure or congestion event often occurs nmultiple hops away fromthe
ingress point. Local protection nechanisns (like classic LFA)

i npl emented at the point of failure are often insufficient or lead to
suboptimal "hairpin" routing that increases latency. Current routing
protocols do not provide ingress nodes with the real-time visibility
into renote link states or congestion levels required to prevent
traffic fromentering conprom sed paths or to optimnmze | oad bal anci ng
across the fabric.

3. Protocol Specification

3.1. Notification Packet Format
The packet header is the foll ow ng:
0 1 2 3
01234567890123456789012345678901

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| MAC Destination Address (DA) |

o mm e e e e e e a— oo oo o mm e e e e e e a— oo oo +
| MAC DA (conti nued) | MAC Source Address (SA) |
o m e e e e e e aaao o o m e e e e e e aaao o +
| MAC Source Address (continued) |
o e e e e e e e meme oo o e e e e e e e meme oo +
| Et her Type (TBD1) | OpCode (TBD2) |
o mm e e e e e e a— oo oo o mm e e e e e e a— oo oo +
I I
LSN Payl oad
I I
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| CRC (FCs) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +
Figure 1
Not es:

* MAC Destination Address: 01-80-C2-00-00-01 (| EEE MAC-specific
control protocols)
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* Ethertype = TBD1 (Currently uses 0x8808 [l EEE802. 3] MAC Control
for interoperable running code)

* (Opcode = TBD2 (Currently uses Ox5AA5 for interoperable running
code)

The LSN Payl oad is defined as follows:

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type |R Msg| Rsv | Dev-Range | |
I i i S e +
I I
| Reachabl e- Devi ces- Bi t map |
| (256 bits) |
I I
+ i I S i S M D
I I
il s ST I S S I S T T S
Figure 2
Fi el d Descriptions:
* Header Type (4 bits): Value "12° - ldentifies this as a topol ogy
reachability packet.
* R (1 bit): Reserved. It MJST be set to zero upon transm ssion and

i gnored upon receival .

* Msg-type (2 bits): Indicates the information conveyed by the
bitmap. It may represent reachability or congestion status. The
congestion status is defined as 3 different congestion |evels,
which are inplenentation specific. The follow ng Msg-Types are
defi ned:

- 0x0: Reachabl e
- 0x1: Reachabl e and not congested (Congestion Level 1)
- 0x2: Reachabl e and not congested (Congestion Level 2)

- 0x3: Reachabl e and not congested (Congestion Level 3)

* Reserved (3 bits): Reserved. 1t MJST be set to zero upon
transm ssi on and i gnored upon receival.

Camarillo, et al. Expi res 3 Septenber 2026 [ Page 5]



I nternet-Draft Li ght speed Notification Protocol March 2026

3.

3.

3.

2

2

2

* Reachabl e- Devi ces-Range (6 bits): Determ nes the range of the
reachabl e devi ces bitmap. The range per packet is within
[ Reachabl e- Devi ces- Range* 256, Reachabl e- Devi ces- Range *256 + 255].

- '0’: Devices 0-255

- '1': Devices 256-511

- '2': Devices 512-767

- ... (Covers up to 16K devices).
* Reachabl e- Devi ces-Bitnmap (256 bits): One bit per device that
indicates if the device is reachabl e through the device sending
this nessage
Origination and Processing Procedures
This section defines the procedures for assigning node identifiers,
generating notification nmessages, and processing received
notifications in hardware.
1. Node ldentification
To facilitate efficient bitnmap-based signaling, every |eaf node
within the fabric is assigned a unique *d obal Node ID*. This
identifier maps the node to a specific bit position within the
notification bitnmap.
The al l ocation, synchronization, and lifecycle managenent of these
G obal Node IDs are performed by an external central controller or
managenent plane. The specific mechanisnms for 1D allocation are
out side the scope of this docunent.
2. Node Origination
Each node is responsible for periodically generating notification
messages that convey the direct reachability or congestion state of
potential destinations to the rest of the fabric.
*Message Scope and Fragnentation*

A single notification nmessage supports a payload covering up to 256
destination devices.

* The message header MUST specify the Reachabl e-Devi ces- Range (or
Base ID), indicating the starting d obal Node ID for the bitnmap
payl oad.
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* |f the fabric scale (Radix) exceeds 256 nodes, the originating
node MJST generate multiple distinct notification messages. Each
message corresponds to a different, non-overl appi ng Reachabl e-
Devi ces- Range to cover the full topol ogy.

*MSG Type and State Encodi ng*

The interpretation of the bitmap payl oad is determ ned by the MSG
Type field in the header. The specific assignnment of MSG Type val ues
is inplenentation-specific.

* *Reachability Information:* Wien the MSG Type i ndi cates
reachability, the bitmap encodes the binary status of the |inks:

- *Bit value 1:* Indicates the destination node is directly
reachabl e.

- *Bit value 0:* Indicates the destination node is not reachabl e.

* *Congestion Information:* Wen the MSG Type indi cates congestion
the bitmap conveys the congestion status of the associated paths.
The mappi ng of queue congestion levels to the various congestion
values is inplenentation-specific, provided it supports the
hardware logic required for path pruning or de-prioritization

As nentioned earlier, the nessages are periodically generated.
However, if there is a significant change in the quality of one path
(congestion | evel change, of interface status change), a notification
nmessage is also triggered.

3.2.3. Hardware Processing and Aggregation
Upon receipt of a notification nessage, the receiving node MJST
process the packet directly in the forwardi ng hardware w t hout
punting to the control plane CPU
*Stat e Aggregati on*

The receiving node maintains a global state table representing the
health of the fabric. When a nessage is received:

1. The hardware identifies the segnment of the global state
correspondi ng to the Reachabl e-Devi ces-Range in the packet.

2. The received bitmap is overlaid onto the |local state, updating

the reachability or congestion status for the specific subset of
nodes.
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4.

4.

1.

2

*Forwar di ng Deci si on Logi c*

To derive the final forwarding decision, the hardware perfornms a
bi tw se operation between the standard routing table and the
aggregated notification state.

* For reachability, this is functionally a *Bitwi se AND* operation
A path is valid if and only if the Routing Protocol has installed
it (Logical 1) *AND* the Notification Protocol reports it as
reachabl e (Logical 1)

* |f the result of this operation is O for a specific next-hop or
pat h, the hardware inmredi ately renoves that path fromthe Equal -
Cost Multi-Path (ECMP) set or activates a pre-programred backup
pat h.

Illustration: Usage in the DC

This section illustrates the operation of the Hardware-Accel erated
Notification Protocol within a nassive scale 2-tier Spine-Leaf Data
Center topology. This exanmple focuses exclusively on *reachability*
signaling to denponstrate the bitwi se logic used to prune invalid

pat hs.

Topol ogy and | D Assi gnnent

Consider a fully connected Clos fabric consisting of *256 Spi ne
sw tches* and *256 Leaf switches*.

* *Spine Nanming Term nol ogy:* The Spines are identified as SA, SB
SC, ..., SZ, SAA SAB, ..., SIU, SIV.

* *leaf Naming & dobal IDs:* The Leaves are identified as LO, L1
L2, ... through L255. Each Leaf is assigned a d obal Node ID
corresponding to its index (e.g., Leaf 5 has IDY5).

* *Traffic Flow * An ingress Leaf (L_lngress) sends traffic to a
destination Leaf 5.

* *Routing State:* Under normal operation, BGP advertises that
Leaf 5 is reachable via all 256 Spines. The |Ingress Leaf
mai ntai ns an ECVP group for Leaf _5 containing 256 next-hops: {SA
SB, SC, ... SIV}.

Fai l ure Scenario
A physical link failure occurs between Spine A and the destination
Leaf _5.
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1. *Detection and Generation:* Spine_A detects the port connected to
Leaf 5 is down. The hardware at Spine A imredi ately generates a
notification packet to be transmtted to all connected | eaves
(including L_Ingress).

*  *MAC Destination Address:* 01-80-C2-00-00-01 (MAC Control)
*  *MAC Source Address:* Spine_A

* *Reachabl e- Devi ces- Range (Base ID):* 0 (Covering Leaves
0- 255) .

*  *MBG Type:* Reachability.

* *Bitmap Payload:* A 256-bit string where the bit at index 5is
set to O (Unreachable), and all other connected | eaves are set
to 1 (Reachabl e).

Bitmap from Spine A [1, 1, 1, 1, 1, O, 1, ... 1]

N
Index 5 (L5) set to O
Figure 3
2. *Hardware Processing at Ingress:* The Ingress Leaf (L_Ingress)
receives the notification from Spine_A. The forwardi ng engi ne
performs a | ogical *AND* operation between the Routing

Tabl e state and the received Notification state specifically for

the path via Spine A

* *Path via Spine_A *

- Routing Table State for Leaf _5: 1 (Control plane has not
yet converged; leaf 5 still considered reachable).

- Notification State from Spine_A for Leaf 5: 0 (Hardware
Notification reported Down).

- *Result:* 1 ANDO = 0 (Path Invalid).
* *Path via Spine_B (and others):*
- Routing Table State for Leaf_5: 1.

- Notification State from Spine_B for Leaf _5: 1 (No failure
reported by Spine B).

- *Result:* 1 AND1 =1 (Path Valid).
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3. *Forwarding Result:* Because the result for Spine_Ais 0, the
forwardi ng hardware excludes Spine_A fromthe ECMP group for
destination Leaf 5. Traffic to Leaf 5 is instantly rebal anced
across the renmmining 255 Spines (B...1V). Balancing of traffic
to the other |eaves i s unchanged.

Thi s mechani sm ensures sub-m crosecond protection. Wen the |ink
Spine_A-Leaf _5 is eventually restored, Spine_A will send notification
message with an updated bitmap where index 5 is set to 1. However,
traffic will not resune via Spine_A until BGP also re-installs the
route, satisfying the 1 AND 1 condition

5. Illustration: Usage across DCs

Future revisions of this docunent will document how t he nmechani sm
defined here can be used for DCl/regi onal networks.

6. Security Considerations

The Lightspeed Notification Protocol (LSN) is designed to achieve

wi th sub-100 m crosecond convergence directly in the forwarding
hardware. To achieve this performance, LSN nessages do not include
cryptographic authentication or integrity checks. Consequently, the
protocol introduces several security considerations that nust be
mtigated by the depl oynent architecture.

*Spoofing and Denial of Service (DoS):* Because LSN nessages are
unaut henti cated, an attacker capable of injecting forged LSN franes
into the fabric could broadcast fal se congestion or failure
notifications. This would cause receiving nodes to prune valid paths
fromtheir forwarding tables, potentially |leading to forced
congestion, suboptimal routing, or a conplete denial of service.

*Mtigation via Boundary Filtering:* LSN is intended exclusively for
internal use within highly controlled, single-domain Al/M data
center fabrics. To prevent spoofing, boundary nodes and | eaf

swi tches MUST inplenent strict port-level filtering. LSN
notification packets MJST be dropped unconditionally on any port
facing a server, host, or external network. LSN processing MJST only
be enabl ed on trusted, switch-to-switch infrastructure Iinks.

*Fai |l - Safe Routing Logic:* As defined in this docunent, LSN acts only
as a hardware "veto" (a logical AND operation with the routing
protocol). While an attacker can maliciously prune a path, they
cannot force the network to forward traffic into a blackhole or an
invalid topol ogy segnent, because reachability requires the routing
protocol (e.g., BGP) to also authorize the path. The control plane
remains the ultimate source of truth for topol ogy validation
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7.

10.

I ANA Consi derations
Thi s docunent requests the follow ng allocations.

* *Ethertype:* A new Ethertype for the Lightspeed Notification
Prot ocol (LSN).

*  *Qpcode:* A new Opcode for LSN Bitnmap Reachability.

Upon assi gnnment of these values, the RFC Editor is requested to
replace all instances of "TBD' for the Ethertype and Opcode with the
new y all ocated hexadeci mal val ues.
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