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Abst r act
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URL of an Atom Syndication Format feed carrying structured change
advi sories. The Atom feed enabl es automated scanners and API
consuners to discover pricing changes, deprecations, security

advi sories, and other relevant events wi thout relying on manual
monitoring of blogs or mailing lists. Advisory netadata is conveyed
through a dedi cated XM. nanespace defined in this docunent.
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1. Introduction

APl providers routinely nake changes that affect their consuners:
endpoints are deprecated, pricing nodels shift, authentication
mechani sns are rotated, security vulnerabilities are disclosed.
Today, this information is conveyed through provider blogs, devel oper
mailing lists, and dashboard notifications, all of which require
consunmers to nonitor multiple out-of-band channel s and cannot be

di scovered progranmatically.

Thi s docunent defines a well-known URI ([ RRFC8615]) at which a

provi der MAY publish a JSON di scovery file. That file, in turn,
points to an Atom feed ([RFC4287]) that carries the advisory entries.
Del egating feed senmantics, pagination, ordering, and syndication to
At om avoi ds reinventing those mechani sms and all ows inplenmenters to
reuse existing Atomlibraries. The advisory-specific netadata is
conveyed t hrough a dedi cated XM. nanespace defined in Section 5

Scanners and APl clients can poll the well-known URI to |ocate the
feed, then poll the feed itself to detect changes relevant to their
integration, wthout any prior coordination with the provider.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Term nol ogy
The following terns are used throughout this docunent.
*APl provider:* An entity that operates an HITP-based service

accessible at one or nore FQDNs and that exposes a defined
programatic interface to external consuners
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*FQDN: * Fully Qualified Domain Name, as used in the HTTP Host header
([ RFC9110]).

*Advi sory:* A single structured announcenent published by an API
provider to informconsuners of a change that affects their
i ntegration.

1.3. Scope and Limtations

Thi s docunent is an independent subm ssion and does not represent
| ETF consensus. It is published as a pre-draft proposal to gather
community feedback on the probl em space and the proposed approach

2. The Wl l-Known UR
The wel | -known URI defined by this docurment is:
/. wel | - known/ api - advi sory. json

It MJUST be served using HTTPS. The discovery file MJST be served
fromthe exact FQDN on which the APl being described is hosted. |If
the APl is reachable at api.exanple.net, the discovery file MJST be
avail abl e at:

https://api.exanpl e. net/.wel | -known/ api - advi sory.json

The file MJUST NOT be considered authoritative for any other FQDN

i ncludi ng parent domai ns or subdonmains. |If the discovery file is
served at api.exanple.net, it does not extend to vl.api.exanple. net,
to exanple.net, or to any other hostnane. Each FQDN requiring

advi sory coverage MJST host its own discovery file.

[} g ———————————————— Ll ——————————_— Ll —_—(———————r
| File location | Applies to | Does NOT apply to

[ sl e ety el
| api.example.net/.well- | api . exanpl e. net | v1. api . exanpl e. net, |
| known/ api - advi sory. json | | exanpl e. net |
Tt Fom e e e oo o e e e e oo oo +
| v1.api.exanple.net/.well- |vl.api.exanple.net|api.exanple. net |
| known/ api - advi sory.json | | |
e e e e e e e eaea oo n o e e e oo o e e o s +
| exanple.net/.well-known/ |exanple.net | api . exanpl e. net |
| api-advisory.json | | |
Tt Fom e e e oo o e e e e oo oo +

Table 1. FQDN scope exanpl es
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3.

3.

1.

Di scovery File Format

The discovery file is a JSON object. Producers MJST serve it with
the Content-Type application/json

Top- Level Fields

[ e bl sl sl el
| Field | Required | Type | Description |
[ sty sy e e, e U
| protocol version | MJST | string | Version of this

| | | | specification |
| | | | (currently "1.0") |
o e e e e a e oo m Fomm e e e oo o e e e e oo o o e e e e m e i oo +
| namespace | MUST | string | The FCQDN this |
| | | | fileis

| | | | authoritative for

Fom e S S Fom oo +
| last_updated | MUST | string | Datetine of the

| | | ([RFC3339]) | last change to |
| | | | this file |
oo o - N S o e e oo oo oo +
| api _nane | MUST | string | Hurman-readabl e |
| | | | nane of the API |
oo S S Fom e +
| feed_ url | MUST | string | URL of the Atom |
| | | (URI) | feed carrying |
| | | | advisories

Fom e S S Fom e +

Tabl e 2: Discovery file top-level fields

The nanespace field MIST exactly match the FQDN fromwhich the file
is served, as it would appear in an HITP Host header ([RFC9110]).
Consunmers MJST reject or ignore a file where namespace does not nmatch
the request host.

The protocol _version field allows consunmers to detect files produced
by future revisions of this specification. Consuners MJST check this
field before processing any other field. |If the value of

protocol version is not a version the consuner inplenments, the
consunmer MJUST NOT process the file and SHOULD surface an error or
warning to the operator. The only version defined by this docunent
is "1.0".
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The feed_url field MIUST be an absolute URI ([RFC3986]) using the
https schene. It points to an Atom feed docunent as defined in
Section 4. The feed URL MAY be on a different FQDN than the

di scovery file, for exanple if the provider hosts its advisory feed
on a dedi cated infrastructure domain.

3.2. Exanple Discovery File

{

"protocol version": "1.0",

"nanmespace": "api.exanple.cont,

"l ast _updated": "2026-05-13T20: 45: 002",

"api _name": "Exanple Paynents API",

"feed url":

"https://api.exanple.con .well-known/ api-advisory-feed. at ont

}

4. Atom Feed
Advi sories are published as entries in an Atom Syndi cati on For mat
feed ([ RFC4287]). The feed MJST be served using HITPS. Producers
MUST serve the feed with the Content-Type application/atomxm .
Usi ng Atom del egates feed semantics, ordering, and pagination to a
wel | -under st ood and wi dely inpl enented standard, allow ng API
providers to reuse existing Atom server infrastructure and consuners
to reuse existing Atomclient libraries.

4.1. Feed-Level Elenents

The At om <feed> el enent MJUST include the following child el enments as
defined by [ RFC4287]:

* <id> A permanent, universally unique IR identifying the feed.
* <title> A human-readable title for the feed.

* <updated>: The datetine of the nost recent advisory entry, in
[ RFC3339] format.

* <link rel="self">: The URL of the feed itself.

Producers SHOULD al so include <link rel="alternate"> pointing to a
human-r eadabl e page about the API.
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4.2. Entry-Level Elenents
Each advisory is represented as an Atom <entry> elenent. Entries
MUST be ordered from nost recent to ol dest by <updated> value. This
ordering allows consunmers to stop processing the feed as soon as they
encounter an entry with an <updated> val ue ol der than their |ast
known checkpoi nt.
Each entry MJST i ncl ude:

* <id> A permanent, universally unique IR identifying the advisory
(see Section 6).

* <title> A hunman-readable title for the advisory.
* <updated>: The datetine when the advisory was | ast nodified.
* <published>: The datetine when the advisory was first published.

* <sunmary> or <content>: A human-readabl e description of the
advi sory.

Each entry MJST al so include one <api:advisory> elenent fromthe
advi sory nanespace (Section 5) carrying structured netadata.

Producers MAY include <link rel="alternate"> on each entry pointing
to a full docunmentation page or blog post.

Producers MAY include <link rel="encl osure"> on each entry for
attachnents such as nigration guides

4.3. Localization
Atom natively supports per-elenment xm:lang attributes ([RFC4287],
Section 2). Producers MAY provide nultilingual <title> and <sumary>
el ements by repeating those elenments with distinct xm:|lang
attributes, follow ng standard Atom practice

5. Advisory XML Nanespace
Thi s docunent defines the XM. nanespace
https://iana. org/ api -advi sory/1.0
(This namespace URlI is a placehol der pending I ANA registration.) In

the exanples in this docunent, the prefix api: is used for this
nanmespace
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Each At om <entry> MJST contain exactly one <api:advi sory> el ement.
This elenment carries the structured netadata specific to this

speci fication.

5.1.1. Child Elenents of <api
[ oo b
| El ement
[ e
| <api:id>
I
I
|
o e e e e e e e e e e e e e e e e e m ==
| <api:advisory datetine>
I
I
o e e e e e e e e e e e e e e e e e m e = -
| <api:effective_datetinme>
I
I
I
e
| <api:status>
|
I
o e e e e e e e e e e e e e e e e e - =
| <api: superseded_by>
I
I
o e e e e e e e e e e e e e e e e e e m ==
| <api: category>
I
I
e
| <api:priority>
|
I
o e e e e e e e e e e e e e e e e e - =
| <api:action_required>
I
I
o e e e e e e e e e e e e e e e e e e m ==
| <api:suggested_action>
I
I

Cal | ec

advi sory>

‘===
| Required |
R et peegy
| MUST |
I I
I I
| |
TS +
| MUST |
I I
I I
Fomm oo - +
| MUST |
I I
I I
I I
S +
| MUST |
| |
I I
S +
| MUST when |
| status is

| super seded]|

. +
| MUST |
I I
I I
o mme oo +
| MUST |
| |
I I
oo +
| MUST |
I I
I I
. +
| SHOULD

string
([ RFC3339])

string
([ RFC3339])

(enum

(enum

string

Expi res 25 Novenber 2026

Advi sory |
identifier |
(see |
Section 6) |
Dat eti me |

| when first |
publ i shed |

| Datetine |
| when the |
| change takes

| effect |

| Lifecycle |
| status (see |
| Section 9) |

| IDof the |
| replacing |
| advisory |

| Type of |
| change (see |
| Section 11) |

| Severity |
| level (see |
| Section 10) |

| Whether the |
| consumer |
| nust act |

| Reconmended |
| action |
| (English) |

[ Page 8]



I nternet-Draft api - advi sory May 2026

6

6

6

e I . . +
| <api:scope> | MUST | el enent | Affected |
| | | | portion of |
| | | | the APl (see |
| | | | Section 12) |
e Ry . . +

Table 3: Child elements of api:advisory
Advi sory ldentifier

Advisory identifiers follow the pattern ADV-YYYY-N, where YYYY is a
year and N is a positive integer sequence nunber.

The At om <entry><id> el enment MJST be a URI. Producers MJST construct
this URI by appending the advisory identifier to a stable base IR
specific to their feed, for exanple:

https://api.exanpl e. conf advi sori es/ ADV- 2026- 003

The <api:id> el ement inside <api:advisory> carries the short-form
identifier string (e.g. ADV-2026-003) for use in structured
processi ng and cross-reference.

1. Uni queness Scope

Advi sory 1 Ds MUST be unique within a single advisory feed.

Uni queness is NOT required across different feeds hosted on different
FQDNs. Teans nmanagi ng separate FQDNs are not expected to coordinate
their 1D sequences. A globally unamnbiguous advisory is identified by
the tuple (nanespace, normalized_id), not by normalized_id al one.

2. Nor mal i zati on

Because the format is intentionally lenient to accommpdate different
producer conventions, consuners MJST normalize | Ds before any
compari son or deduplication. Normalization MJST follow these steps:

1. Split the raw string on the - character. The result MJST contain
exactly three elenents; if not, the IDis malforned and MJST be
rej ected.

2. Convert the first elenent to upper-case and verify it equals
"ADV"'; if not, the ID MJIST be rejected as havi ng an unknown
prefi x.
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3. Parse the second and third el enments as base-10 integers,
di scarding any |l eading zeros. |If either element is not a valid
integer, the 1D MIST be rejected.

The canonical formfor storage, conparison, and deduplication is the
tuple (prefix, year, seq). Two IDs are equal if and only if their
normel i zed tuples are identical

6.3. Accepted Variants

The following raw strings all normalize to the sane identity:

[ bl e pegent S peepen e pje e o}
| Raw string | prefix | year | seq

+o——oooo-—oooo-—oo4 -4 -4 -—=—==+4
| ADV-2026-001 | ADV | 2026 | 1 |
I I T F-------- +------ +----- +
| adv-2026-001 | ADV | 2026 | 1 |
S I A ] I +------ +----- +
| ADV-2026-1 | ADV | 2026 | 1 |
i T +---- - - - +------ +----- +
| ADV-002026-001 | ADV | 2026 | 1 |
I I T F-------- +------ +----- +
| adv-002026-1 | ADV | 2026 | 1 |
S I A ] I +------ +----- +

Tabl e 4: Equival ent advisory ID
representations

6.4. Producer Recommendati ons

Producers SHOULD emt IDs in the form ADV- YYYY-NNN (upper-case
prefix, 4-digit year, sequence nunber zero-padded to at |east 3
digits) for human readability. This is a SHOULD, not a MJST; parsers
MJST handle all valid variants.

6.5. Reference Inplenmentation
The foll owi ng JavaScript functions inplenent normalization, equality
testing, and key generation for use in deduplication structures such

as Map or Set. They are provided for illustrative purposes and do not
forma normative part of this specification
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/**

* Parses and nornalizes an advisory ID string into its three

* conponents. The returned tuple {prefix, year, seq} MJST be used
* for all conparisons (never conpare raw I D strings directly)

*

* @aram{string} id Raw advisory ID (e.g. "ADV-2026-001")

* @eturns {{ prefix: string, year: nunber, seq: nunber }}

* @hrows {Error} If the IDis nmal formed or contains

* non- nuneri c segnents

*/

function parseAdvi soryld(id) {
const blocks =id.split("-");
if (blocks.length I'== 3)
throw new Error(‘Mal fornmed advisory ID: "${id}"*);

const prefix = blocks[0].toUpperCase();
if (prefix !'=="ADV")
throw new Error(‘ Unknown prefix "${prefix}" in ID "${id}"");

par sel nt (bl ocks[ 1], 10);
par sel nt (bl ocks[ 2], 10);

const year =
const seq =
if (isNaN(year) || isNaN(seq))

throw new Error(‘Non-nuneric segnent in ID "${id}"");

return { prefix, year, seq };
}
/**
* Returns true if two raw ID strings refer to the sanme advisory,
* regardl ess of casing or zero-paddi ng.
*/
function advi soryldsEqual (a, b) {
const pa = parseAdvi soryld(a);
const pb = parseAdvi soryld(b);

return pa.prefix === pb. prefix
&& pa. year === pb. year
&& pa. seq === pb. seq;
}
/**
* Returns a stable string key suitable for use in a Map or Set.
* For cross-nanespace deduplication, prefix this key with the
* nanespace: ‘${nanespace}:: ${advi soryl dKey(id)}*
*
* @aram {string} id Raw advisory ID
* @eturns {string} Canoni cal key, e.g. "ADV-2026-1"
*/
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function advisoryldKey(id) {
const { prefix, year, seq } = parseAdvisoryld(id);
return ‘${prefix}-${year}-${seq}’;

}

7. Pagination

Atom natively supports feed pagi nati on through the use of <link>
elements with rel ="next" and rel ="prev" relation types. Producers
with a |l arge nunber of advisories SHOULD use these standard |ink
relations to split the feed across nmultiple pages, rather than
defining a custom pagi nati on nechani sm

Because entries are ordered nost recent first, rel="next" points
toward ol der entries and rel ="prev" points toward nore recent
entries.

The feed URL returned in the feed_url field of the discovery file
(Section 3) MUST point to the first (nost recent) page of the feed.

8. Caching

Producers SHOULD set a Cache-Control header (see [ RFC7234]) on the
advi sory feed response. A recommended val ue is:

Cache-Control : public, max-age=3600

A max-age of |ess than 60 seconds is NOT RECOVWWENDED, as it provides
no neani ngful benefit over uncached responses. Consuners SHOULD
respect the Cache-Control header when polling, and SHOULD al so
compare the feed-level <updated> element to the val ue observed on
their last successful fetch to determ ne whether the feed content has
actual | y changed.

9. Advisory Status

Each advi sory MJST carry an <api:status> elenent indicating its
current lifecycle state. Producers MJST NOT renove advisory entries
fromthe feed once published; instead they MJST update the
<api:status> elenent to reflect the advisory’'s current state and
updat e the Atom <updat ed> el enent accordingly. This preserves the
hi storical record and all ows consuners that previously processed an
advi sory to detect status changes on subsequent polls.
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9.1. Status Val ues

[ oo by oo s e s oo oo e s s e s s s s s st o}
| Val ue | Meaning |
[ s e s s s s s s s s s s s s s s s s s s s s s s e s s s s e s s s s s s s s
| active | The advisory is current and applicable |
T o m m e e e e e e e e e e e e e e e e e e e e e e e e e mee— oo oo +
| withdrawmn | The advisory was retracted and shoul d |
| | be disregarded |
R o +
| superseded | The advisory has been replaced by a |

| newer one |
T o m m e e e e e e e e e e e e e e e e e e e e e e e e e mee— oo oo +

Tabl e 5: Advisory status val ues

When <api:status> i s superseded, the <api:superseded_by> el enent MJST
be present and MUST contain the normalized ID of the replacing

advi sory. The replacing advisory MJST exist within the sane feed (or
a subsequent page of the sane paginated feed). Consuners SHOULD
fetch and process the repl acenent advisory before acting on the

super seded one.

10. Priority Levels

The <api:priority> elenent indicates the urgency of the advisory.

I medi ate action required; |
breaki ng or security inpact |

| high Action required before the |
| effective datetine |
TN +
| medi um Action reconmmended; graceful |
| degradation is possible |
T e +
| 1ow | Mnor or optional change |
Focmmnaaann . +
| info | No action needed; |
| | informational only |
Fomm oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e a oo +

Table 6: Priority val ues

Cal | ec Expi res 25 Novenber 2026 [ Page 13]



Internet-Draft

11. Categories

The <api: category> el ene
announced.

| ownership_transfer

Cal | ec Exp
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nt indicates the type of change being

+::::::::::::::::::::::::::::::::::::::::::+
| Meaning |
[ oo oo s s
| Free tier ending, price change, or quota

| change |
o m e e e e e e e e e e e e e e mee—ooon +
| Terns of service, privacy policy, or |
| data residency |
e +
|

Change i mposed by an external regulation |
(e.g. CGDPR, PCl -DSS) |

| A feature or endpoint marked for future
| reroval |

| A feature or endpoint being permanently
| renoved |

| An entire APl version being permanently
| decommi ssi oned |

| A non-backward-compati bl e APl change |

| Planned downti ne or degraded |
| availability |

T e +
| An ongoing or recently resolved incident |
T +
| Consumers nust migrate to a new system |
- +

| Vulnerability or key rotation requiring
consumer action

| APl keys, certificates, or QAuth secrets
| are being rotated |

. +
| SLA or throughput limt change |
T e +
| A new endpoint or capability (non- |
| breaking) |
T +

| The APl has been acquired, transferred,
| or rebranded |
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12.

12.

o o m m e e e e e e e e e e e e e eee— oo s +
| endpoi nt _noved | A path or dommin has changed |
o e e e e T +
| rate_limt_change | Request quotas or throttling has been |
| | updated |
o o m m e e e e e e e e e e e e e e e eee— oo on +
| data_retention_update | Data storage duration or policy has |
| | changed |
o e e e e T +
| region_change | Geographic availability has changed (new

| | region, closure, or data relocation) |
o o m m e e e e e e e e e e e e e e e eee— oo on +

Table 7: Category val ues
Scope

The <api: scope> el enent describes which portion of the APl is

af fected by an advisory. |t uses a progressive nodel: a consumer can
stop readi ng <api:scope> as soon as the <api:level> child el enent

i ndi cates an inpact broad enough to be rel evant.

1. Miltiple Distinct APIs at the Sane FCQDN

A single FQDN MAY host multiple distinct APIs (for exanple,

[ payments/** and /identity/**). The scope mechani smdefined in this
section handles this case explicitly. An advisory with

<api : | evel >gl obal </ api : | evel > applies to all APlIs hosted at the FQDN.
An advisory with <api:level >routes</api:level> targets a specific API
or set of endpoints by path prefix or explicit route list. Producers
operating multiple distinct APls at the same FQDN SHOULD use route-

| evel scope to avoid anbiguity, and SHOULD use path prefixes that
clearly identify the target APl (e.g., /paynents/** or /identity/**).
Consunmers MJST NOT assune that a gl obal -scoped advisory applies only
to the APl they are currently integrating with; they SHOULD surface
it as affecting the entire FQDN.

.2. Scope Child El enments

B ey s el el s ety
| El enent | Required | Type | Description |
[ oo el e s e s s e
| <api:level > | MUST | string | Ganularity |
| | | (enum) | of the scope |
i T I I R F---- - - - I i T +
<api:versions> | MJST when level is | elenent Af fected API

I I I
| | versions; MAY when | | versions |
| | level is routes | | |

Cal | ec Expi res 25 Novenber 2026 [ Page 15]



I nternet-Draft api - advi sory May 2026

| <api:routes> | MUST when level is | elenent | Affected |
| | routes | | routes |

Tabl e 8: Scope child el enents

12. 3. Level Val ues

[ sl e s e s
| Val ue | Meani ng |
| gl obal | The entire FQDN is affected; <api:versions> and

| | <api:routes> are ignored |
TS o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| versions | Only the listed versions are affected; |
| | <api:routes> is ignored |
S o n o o oo +
| routes | Only the listed routes are affected,;

| | <api:versions> is an optional additional filter
TS o m e e e e e e e e e e e e e e e e e e e e e e mem o +

Tabl e 9: Scope | evel values
12. 4. Versions El enment

VWhen <api:level > is versions, the <api:versions> el enent MJST be
present and MUST contain one or nore <api:version> child el enents.
When <api:level > is routes, <api:versions> MAY be present and, if so,
MJUST contain one or nore <api:version> child el enents.

Each <api:version> el ement MJST contain a single version identifier
string as its text content. The version identifier is an opaque
string and is conpared case-sensitively. Producers SHOULD use the
sanme version identifiers as those exposed in the APl itself (e.g.,
vl, v2).

12.5. Route Elenents
When <api:level > is routes, the <api:routes> el ement MJST be present

and MJST contain one or nore <api:route> child elenents. Each
<api :route> el enent MJST cont ai n:
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| Child element | Required | Description |
[} e ————— Ll pp—p——_—— Ll —_——————————————————————————r L
| <api:nethod> | MJST | HTTP method, or * to |
| | | match all methods |
. Ry T +
| <api: pat h> | MJST | Route path pattern |
| | | (see Section 12.6) |
T TS oo e m e e e e e e e e e e e e e e e e e ma o - +

Tabl e 10: Route child el ements
12.6. Path Pattern Syntax

The <api:path> el ement contains a pattern that is matched agai nst the
pat h conponent of request URIs. This section defines the syntax and
mat chi ng semantics of these patterns normatively.

12.6.1. Syntax

Path patterns are defined using the foll owi ng ABNF gramar
([ RFC5234]). The rule pchar is inported from Section 3.3 of
[ RFC3986] and covers unreserved characters, percent-encoded
characters, sub-delinmiters, colons, and at-signs.

pat h-pattern ="/" *( segnent

/") term nal

segnent = 1*pchar
; Aliteral path segnent; no wildcards all owed.
; MUST NOT be enpty.
term nal segnent
wi | dcard-single
wil dcard-nul ti

~=

"agn

; Matches exactly one non-enpty segnent.

wi | dcard-single

"Wy ok

; Matches one or nore segnents at any depth.

wi |l dcard-mul ti

pchar = unreserved / pct-encoded / sub-delins / ":" | "@
; lmported from Section 3.3 of RFC 3986.

A path pattern MJST begin with a / character. The enpty string and

patterns that do not begin with / are mal formed and MJST be rejected
by consuners.
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12.

12.

Wl dcards (* and **) are only permitted as an entire termna
segnment; they MUST NOT appear enbedded within a literal segnent
(e.g., /v2/web* is invalid). A pattern containing an enbedded
wi | dcard MJST be rejected by consuners.

6.2. Matching Semantics

For the purpose of pattern matching, a subject path is split into a
sequence of segments by splitting on / and discarding enpty strings
produced by |eading, trailing, or consecutive / characters. A
pattern is split into its conponent segnents in the sane way.

The followi ng rules apply:

* A *literal segment* matches a subject segnent if and only if the
two strings are identical after percent-decoding both (case-
sensitive conparison).

* A ** wildcard* (wldcard-single) matches exactly one subject
segrment. It MJST NOT match an enpty segnent. |t MJST NOT match
across a / boundary, i.e., it matches at nost one path component.

* A*** wildcard* (wldcard-multi) matches one or nobre consecutive
subj ect segnents. It MJUST NOT nmatch zero segnents. It nmay match
segnments at any depth, i.e., it consumes one or nore path
components including their intervening / characters.

* A pattern matches a subject path if and only if the entire
sequence of subject segnents is consuned by the pattern segnents,
with no subject segnents renmaining after the |ast pattern segnent
i s applied.

Consumers MUST apply these rules determnistically. Were a **

wi I dcard could match a vari abl e nunber of segnents, it MJST be
treated greedily: it consunes the nmaxi num nunber of segnents that
still allows the overall pattern to match. |In practice, because **
isonly permtted as a terminal segnent in this granmar, no
backtracking i s required.

6.3. Matching Exanpl es

The following table illustrates the matching rules. Al exanples
assune case-sensitive conparison after percent-decodi ng.
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| Pattern | Subject path | Match? | Reason |
[ ool e s e s ey s s st o}
| /v2/ | /v2/ webhooks | Yes | Exact literal |
| webhooks | | | match |
S o S o e e oo s +
| /v2/ | /v2/ webhooks/ | Yes | Trailing slash |
| webhooks | | | discarded |
| | | | before matching |
S o e e e e e e oo R o e e e e oo +
| /v2/ | /v2/ webhooks/ 123 | No | Extra segnent |
| webhooks | | | not covered |
R o S o e e e oo +
| /v2/ | /v2/ webhooks/ abc | Yes | * matches |
| webhooks/* | | | single segnent |
I I I | abc I
Fom e o - e S o e e o s +
| /v2/ | /v2/webhooks/abc/def | No | * does not |
| webhooks/* | | | match across / |
o m e e e oo - Tt B o e e e e oo oo +
| /v2/ | /v2/webhooks/ | No | * does not |
| webhooks/* | | | match an enpty |
I I I | segnent I
S o S o e e oo s +
| /v2/ | /v2/ webhooks/ abc | Yes | ** matches one |
| webhooks/** | | | segnent |
S o e e e e S R o e e e o +
| /v2/ | /v2/ webhooks/abc/def/ | Yes | ** matches |
| webhooks/** | ghi | | multiple |
| | | | segments |
R o S o e e e oo +
| /v2/ | /v2/webhooks | No | ** requires at |
| webhooks/** | | | least one |
I I I | segment I
Fom e o - e S o e e o s +
| /v1/** | /vl/users/123/orders | Yes | ** matches |
| | | | remaining |
I I I | segnents I
S o e e e e S R o e e e o +
| /vl ** | /v2/users | No | Literal vl does |
| | | | not match v2 |
S o S o e e oo s +
| /v2/ web* | /v2/ webhooks | Invalid | Enbedded |
| | | | wildcard; |
| | | | pattern MUST be |
| | | | rejected |
Fom e o - e S o e e o s +
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12.

13.

13.

13.

Tabl e 11: Path pattern matchi ng exanpl es
7. Scope Semantics
The foll owi ng nornative rules apply:

*  When <api:level>is "global", <api:versions> and <api:routes> MJST
be omtted or, if present, MJIST be ignored by consuners.

*  \When <api:level> is "versions", <api:versions> is REQU RED
<api:routes> MJST be omitted or, if present, MJST be ignored by
consuners

* \Wen <api:level > is "routes", <api:routes> is REQU RED,
<api:versions> is OPTIONAL and, if present, acts as an additiona
filter: the advisory applies only to the listed routes within the
|'isted versions.

Exanpl e

The foll owi ng exanpl e shows a conplete Atomfeed (first page)
containing three advisories in reverse chronol ogical order. It
denonstrates: the advisory nanespace; the <api:status> el enent

i ncluding a superseded advi sory; |ocalization via xn:|ang; and feed-
| evel pagination via rel="next".

1. Discovery File

{

"protocol version": "1.0",

"namespace": "api.exanple.cont,

"l ast _updat ed": "2026-05-13T20: 45: 002",

"api _name": "Exanple Paynents API",

"feed url":

"https://api.exanple.conf.well-known/ api-advi sory-feed. at onf

}

2. Atom Feed

<?xm version="1.0" encodi ng="UTF-8""?>
<feed xm ns="http://wwv. W3. or g/ 2005/ At ont'
xm ns: api ="https://iana. org/api-advisory/1.0">

<id>https://api.exanpl e.conl advi sories/feed</id>

<titl e>Exanpl e Paynments APl Advi sories</title>

<updat ed>2026- 05- 13T14: 00: 00Z</ updat ed>

<link rel="self"

href ="https://api.exanmpl e. conl.wel | - known/ api - advi sory-feed. at ont'/ >
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<link rel="alternate" href="https://docs. exanpl e. com advi sori es"/>
<link rel ="next"
hr ef =
"https://api.exanple.conf.well-know/ api-advi sory-feed. at onPpage=2"/>

<!-- ADV-2026-003: active, deprecation (revised deadline) -->
<entry>
<i d>https://api.exanpl e.con advi sori es/ ADV-2026- 003</i d>
<title xm :lang="en">
Deprecation of query paraneter authentication (revised)
</title>
<title xm:lang="fr">
Depreciation de | authentification par paranetre (revisee)
</title>
<publ i shed>2026- 05- 13T14: 00: 00Z</ publ i shed>
<updat ed>2026- 05- 13T14: 00: 00Z</ updat ed>
<summary xni : |l ang="en">
The nigration deadline has been extended to January 1, 2027
</ summar y>
<link rel="alternate"
href ="htt ps://docs. exanpl e. conf aut h-m grati on"/>
<api : advi sory>
<api : i d>ADV- 2026- 003</ api : i d>
<api : advi sory_dateti ne>
2026- 05- 13T14: 00: 00Z
</ api : advi sory_dat eti me>
<api:effective_datetime>
2027-01-01T00: 00: 00z
</ api:effective_datetine>
<api : status>active</api: status>
<api : cat egor y>depr ecati on</ api : cat egory>
<api: priority>high</api:priority>
<api : acti on_requi red>true</api:action_required>
<api : suggest ed_acti on>
Repl ace the api _key query paraneter with a Bearer token
</ api : suggest ed_acti on>
<api : scope>
<api : | evel >gl obal </ api : | evel >
</ api : scope>
</ api : advi sory>
</entry>

<l-- ADV-2026-002: superseded by ADV-2026-003 -->
<entry>
<i d>https://api.exanpl e.con advi sori es/ ADV-2026- 002</i d>
<title xm:lang="en">
Deprecation of query paraneter authentication
</title>
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<title xm:lang="fr">

May 2026

Depreciation de | authentification par paranmetre de requete

</title>

<publ i shed>2026- 05- 13T09: 00: 00Z</ publ i shed>
<updat ed>2026- 05- 13T14: 00: 00Z</ updat ed>
<sunmmary xnl :|lang="en">

Aut hentication via the api _key query paraneter is deprecated.

</ summar y>
<link rel="alternate"
href ="https://docs. exanpl e. conf aut h-m grati on"/>
<api : advi sory>
<api : i d>ADV- 2026- 002</ api : i d>
<api : advi sory_dateti ne>
2026- 05- 13T09: 00: 00Z
</ api : advi sory_dateti me>
<api:effective datetinme>
2026-10- 01T00: 00: 00z
</ api:effective_datetine>
<api : st at us>super seded</ api : st at us>
<api : super seded_by>ADV- 2026- 003</ api : super seded_bhy>
<api : cat egor y>depr ecati on</ api : cat egory>
<api:priority>nmediunx/api:priority>
<api : action_required>true</api:action_required>
<api : suggest ed_acti on>
Mgrate to the Authorization HTTP header
</ api : suggest ed_acti on>
<api : scope>
<api : | evel >gl obal </ api : | evel >
</ api : scope>
</ api : advi sory>

</entry>

<l-- ADV-2026-001: active, pricing change on webhooks routes -->
<entry>

Cal | ec

<i d>https://api.exanpl e.contf advi sori es/ ADV-2026- 001</i d>
<title xm:lang="en">

Webhooks endpoi nt nmoving to pai d nodel
</title>
<publ i shed>2026- 05- 10T10: 00: 00Z</ publ i shed>
<updat ed>2026- 05- 10T10: 00: 00Z</ updat ed>
<summary xni : |l ang="en">

Webhook usage will be billed at $0.01 per call
</ summar y>
<link rel="alternate"

href ="htt ps://exanpl e. coni bl og/ pri ci ng-2026"/ >
<api : advi sory>

<api : i d>ADV- 2026- 001</ api : i d>

<api : advi sory_dateti ne>
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2026- 05- 10T10: 00: 00Z
</ api : advi sory_dat eti me>
<api:effective_datetime>
2026-12-01T00: 00: 00z
</ api:effective_datetine>
<api : status>active</api: status>
<api : cat egory>pri ci ng_change</ api : cat egory>
<api : priority>high</api:priority>
<api : acti on_required>true</api:action_required>
<api : suggest ed_acti on>
Revi ew your webhook usage and update your billing plan.
</ api : suggest ed_acti on>
<api : scope>
<api : | evel >rout es</ api : | evel >
<api : versi ons>
<api : ver si on>v2</ api : ver si on>
</ api : versi ons>
<api : rout es>
<api : rout e>
<api : met hod>PCOST</ api : met hod>
<api : pat h>/ v2/ webhooks</ api : pat h>
</ api : rout e>
<api : rout e>
<api : met hod>*</ api : met hod>
<api : pat h>/ v2/ webhooks/ **</ api : pat h>
</ api : rout e>
</ api : rout es>
</ api : scope>
</ api : advi sory>
</entry>

</ f eed>
The HTTP response for the feed SHOULD i ncl ude:
Cache-Control : public, nmax-age=3600

14. | ANA Consi derations

14.1. Well-Known URI Registration

Thi s docunent requests the registration of the follow ng well-known
URI in the "Well-Known URIs" registry established by [ RFC8615]:

* URI suffix: api-advisory.json

* Change controller: |IETF
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14.

15.

15.

15.

15.

15.

* Specification docunent: this docunent

* Related information: The resource is a JSON di scovery object as
defined in Section 3, pointing to an Atomfeed as defined in
Section 4.

2.  XM. Nanespace Registration

Thi s docunent requests the registration of the foll ow ng XM
namespace

* URlI: https://iana.org/api-advisory/1.0
* Registrant Contact: the author of this docunent

* XM.: None; the namespace does not have an associ ated schena at
this tinme.

Security Considerations
1. HTTPS Requirenent

Consumers MJST only fetch discovery files and advisory feeds over
HTTPS. A file or feed served over plain HTTP is subject to
mani pul ation in transit and MJUST NOT be trusted.

2. Nanmespace Validation

Consunmers MJST verify that the nanespace field in the discovery file
exactly matches the FQDN from which the file was retrieved. Failure
to do so may allow a nalicious party to serve a discovery file for a
di fferent domain, causing consumers to subscribe to an advisory feed
for the wong API.

3. Feed URL Validation

Consuners MJST verify that the feed_url value uses the https schene
before fetching the feed. Consumers SHOULD al so verify that the feed
URL is not a redirect to a non-HTTPS | ocati on.

4. Availability

A discovery file or advisory feed that is tenporarily or permanently
unavail able MUST be treated as a transient error. Consumers MJST NOT
interpret the absence of a discovery file or feed as confirmation
that no advisories exist. Producers SHOULD ensure that both the

di scovery and feed endpoints are subject to the sane availability
guarantees as their API
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15.5. Content Integrity

Thi s specification does not define a mandatory mechani smfor signing
advi sory feeds. Consuners relying on advisory content for autonmated
decisions (e.g., automated circuit-breaking) SHOULD consi der whet her
additional integrity guarantees are appropriate for their threat
model .  One approach is HTTP Message Signatures ([ RFC9421]), which
al | ows producers to sign HITP responses (including the advisory feed
response) using asymetric keys. Consumers can then verify the
signature before processing the feed content, without relying solely
on HTTPS for authenticity.

15.6. Historical Record Preservation

Producers MUST NOT renove advisory entries fromthe feed after they
have been published. Renpbving a superseded or withdrawn entry may
cause consuners that had previously observed it to re-process it as a
new advi sory on a subsequent poll, depending on their deduplication

i mpl ement ati on.
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