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Abst r act

Thi s docunent defines a well-known URI, /.well-known/ api -

advi sory.json, at which APl providers MAY publish a machine-readabl e
JSON file listing change advisories that affect their API. The file
enabl es aut omat ed scanners and APl consuners to di scover pricing
changes, deprecations, security advisories, and other relevant events
wi thout relying on manual nonitoring of blogs or mailing lists.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 15 Novenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

APl providers routinely make changes that affect their consumers:
endpoi nts are deprecated, pricing nodels shift, authentication
mechani sms are rotated, security vulnerabilities are disclosed.
Today, this information is conveyed through provider blogs, devel oper
mai ling lists, and dashboard notifications, all of which require
consuners to nonitor multiple out-of-band channel s and cannot be

di scovered progranmatically.

Thi s docunent defines a well-known URI ([ RFC8615]) at which a

provi der MAY publish a JSON file containing a structured list of such
advi sories. Scanners and APl clients can poll this URI periodically
to detect changes relevant to their integration, w thout any prior
coordi nation with the provider.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.2. Scope and Limtations
Thi s docunent is an independent subm ssion and does not represent
| ETF consensus. It is published as a pre-draft proposal to gather
community feedback on the probl em space and the proposed approach.

2. The Wéll-Known UR
The wel | -known URI defined by this docunent is:
/. wel | - known/ api - advi sory. j son
It MJUST be served using HTTPS. The advisory file MJST be served from
the exact Fully Qualified Domain Name (FQDN) on which the APl being
described is hosted. |If the APl is reachable at api.exanple.net, the
advisory file MUST be avail able at:

https://api.exanpl e. net/.well-known/ api - advi sory. j son
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3.

1.

The file MJUST NOT be considered authoritative for any other FCQDN

i ncludi ng parent domai ns or subdomains. |If the advisory file is
served at api.exanple.net, it does not extend to vl.api.exanple. net,
to exanple.net, or to any other hostnane. Each FQDN requiring

advi sory coverage MJST host its own advisory file.

| File location | Applies to | Does NOT apply to

[ oo b s e s
| api.exanmple.net/.well- | api . exanpl e. net | v1. api . exanpl e. net, |
| known/ api - advi sory. json | | exanpl e. net |
o m oo Fom e oo +

| v1.api.exanple.net/.well- |vl.api.exanple.net|api.exanple. net |
| known/ api - advi sory. json | | |

| example.net/.well-known/ |exanple. net | api . exanpl e. net |

| api-advisory.json | | |
Table 1: FQDN scope exanpl es

JSON Fi | e For mat

The advisory file is a JSON object. Producers MJST serve it with the
Cont ent - Type application/json

Top- Level Fields

[ ey gy Sl —p———(———— ety o
| Field | Required | Type | Description |
[ ool ool oo el oo
| protocol _version | MJST | string | Version of this

| | | | specification

| | | | (currently "1.0") |
R L LT DR Fommm e L L Lk IR +
| nanmespace | MUST | string | The FQDN this |
| | | | fileis

| | | | authoritative for
e S S g +
| last_updated | MUST | string | Datetine of the

| | | ([RFC3339]) | last change to |
| | | | this file
T Fommm o T L L L TR +
| api_nane | MUST | string | Hurman-readabl e |
| | | | name of the API |
e S e e +
| advisories | MUST | array | List of advisory |

| | | | objects, ordered
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| I | | nost recent first |

o e e e e a e oo m Fomm e e e oo o e e e e oo o o e e e e m e i oo +
| pagination | MAY | object | Pagination |

| | | metadata (see |
| | | | Section 6) |
. - - . +

Table 2: Top-level fields

The nanespace field MIST exactly match the FQDN fromwhich the file
is served, as it would appear in an HITP Host header ([RFC9110]).
Consunmers MJST reject or ignore a file where nanmespace does not match
the request host. The nanespace field allows consunmers aggregating
multiple files to unambi guously associ ate each advisory with its
origin, independently of the URL used to fetch the file.

The protocol version field allows consuners to detect files produced
by future revisions of this specification. Consuners MJST check this
field before processing any other field. |If the value of

protocol version is not a version the consuner inplements, the
consumer MJST NOT process the file and SHOULD surface an error or
warning to the operator. A consuner that silently ignores an
unrecogni zed version risks msinterpreting fields whose semantics may
have changed. The only version defined by this docunent is "1.0".

3.2. Advisory nject Fields

Each el enent of the advisories array is an advisory object with the
followi ng fields.

B ooy oo sl s
| Field | Required | Type | Description |
[ oo oo sy oo oo e fomsfusemssfesessgusfesfy essfespsesfespsesfespeesfespeesfespepe
| id | MUST | string | Advisory

| | | | identifier (see |
| | | | Section 4) |
e T S T e +
| advisory_datetinme | MUST | string | Datetine when |
| | | ([RFC3339])| this advisory |
| | | | was published |
e S I S I +
| effective datetine | MUST | string | Datetine when |
| | | ([ RFC3339])| the change takes

| | | | effect |
o e e e e TS R o e e e e oo oo +
| status | MUST | string | Lifecycle status |
| | | (enum | (see Section 9) |
e S T - +
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| superseded_by | MUST when |string | I'Dof the |
| | status is | | replacing |
| | super seded| | advisory |
o e e e e e e oo TS S o e e e e oo oo +
| category | MUST | string | Type of change |
| | | (enum | (see Section 11)
o S R Fom e e e oo +
| priority | MUST | string | Severity I|evel |
| | | (enum | (see Section 10) |
o e e e e e e oo TS S o e e e e oo oo +
| title | See | string | English-1anguage

| | Section 8 | | title
o S R Fom e e e oo +
| title_i18n | See | obj ect | Translated |
| | Section 8 | | titles |
o e e e e e e oo TS S o e e e e oo oo +
| description | See | string | English-1anguage

| | Section 8 | | description |
o S R Fom e e e oo +
| description_il8n | See | obj ect | Translated |
| | Section 8 | | descriptions |
o e e e e e e oo TS S o e e e e oo oo +
| action_required | MUST | bool ean | Whether the |
| | | | consuner nust |
I I I | act I
Tt Fomm oo - N Fom e e e oo +
| suggested_action | See | string | English-1anguage

| | Section 8 | | recomended |
| | | | action |
o S Fom e oo o e e oo +
| suggested_action_i18n | See | obj ect | Translated |
| | Section 8 | | recomended |
| | | | actions |
o e e e e e e oo TS S o e e e e oo oo +
| scope | MUST | obj ect | Affected portion |
| | | | of the APl (see |
| | | | Section 12) |
Tt Fomm oo - N Fom e e e oo +
| link | MAY | string | Link to full |
| | | (URI) | docunentation or |
I I I | blog post I
o S Fom e oo o e e oo +

Tabl e 3: Advisory object fields

Cal | ec Expi res 15 Novenber 2026 [ Page 6]



I nternet-Draft api - advi sory May 2026

4. Advisory ldentifier

Advi sory identifiers follow the pattern ADV-YYYY-N, where YYYY is a
year and N is a positive integer sequence nunber.

4.1. Uni queness Scope

Advi sory 1 Ds MUST be unique within a single advisory file.

Uni queness is NOT required across different files hosted on different
FQDNs. Teans nmnagi ng separate FQDNs are not expected to coordinate
their 1D sequences. A globally unanbiguous advisory is identified by
the tuple (nanespace, normalized_ id), not by normalized id al one.

4. 2. Nor mal i zat i on

Because the format is intentionally lenient to accommpdate different
producer conventions, consumers MJST normalize | Ds before any
conpari son or deduplication. Normalization MJST follow these steps:

1. Split the raw string on the - character. The result MJST contain
exactly three elenents; if not, the IDis malforned and MJST be
rej ected.

2. Convert the first elenent to upper-case and verify it equals
"ADV"'; if not, the ID MJIST be rejected as havi ng an unknown
prefi x.

3. Parse the second and third el enents as base-10 integers,

di scarding any | eading zeros. |If either elenent is not a valid
integer, the I D MJST be rejected.

The canonical formfor storage, conparison, and deduplication is the

tuple (prefix, year, seq). Two IDs are equal if and only if their

nornal i zed tuples are identical
4.3. Accepted Variants

The following raw strings all normalize to the same identity:
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[ bl e pegent S peepen e pje e o}
| Raw string | prefix | year | seq

+o——oooo-—oooo-—oo4 -4 -4 -—=—==+4
| ADV-2026-001 | ADV | 2026 | 1 |
I I T F-------- +------ +----- +
| adv-2026-001 | ADV | 2026 | 1 |
S I A ] I +------ +----- +
| ADV-2026-1 | ADV | 2026 | 1 |
i T +---- - - - +------ +----- +
| ADV-002026-001 | ADV | 2026 | 1 |
I I T F-------- +------ +----- +
| adv-002026-1 | ADV | 2026 | 1 |
S I A ] I +------ +----- +

Tabl e 4: Equival ent advisory ID
representations

4.4. Producer Recommendati ons

Producers SHOULD emt IDs in the form ADV- YYYY-NNN (upper-case
prefix, 4-digit year, sequence nunber zero-padded to at |east 3
digits) for human readability. This is a SHOULD, not a MJST; parsers
MJST handle all valid variants.

4.5. Reference |nplenentation

The foll owi ng JavaScript functions inplenent normalization, equality
testing, and key generation for use in deduplication structures such
as Map or Set. They are provided for illustrative purposes and do not
forma normative part of this specification

*

/
Parses and normalizes an advisory ID string into its three
conponents. The returned tuple {prefix, year, seq} MJIST be used
for all conparisons (never conpare raw I D strings directly).

@aram {string} id Raw advisory ID (e.g. "ADV-2026-001")

@eturns {{ prefix: string, year: nunber, seq: nunber }}

@hrows {Error} If the IDis mal formed or contains
non- nuneri c segnents

L T S R N

~

function parseAdvisoryld(id) {
const blocks = id.split("-");
if (blocks.length == 3)
throw new Error(‘ Mal fornmed advisory ID: "${id}"");

const prefix = blocks[0].toUpperCase();
if (prefix !'=="ADV")
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throw new Error (‘ Unknown prefix "${prefix}" in ID "${id}"");

const year = parselnt(blocks[1], 10);
const seq = parselnt(blocks[2], 10);
if (isNaN(year) || isNaN(seq))

throw new Error(‘ Non-numeric segment in ID "${id}"");

return { prefix, year, seq };

}
/**
* Returns true if two raw ID strings refer to the sane advisory,
* regardl ess of casing or zero-padding.
*/
function advisoryldsEqual (a, b) {
const pa = parseAdvisoryld(a);
const pb = parseAdvi soryld(b);

return pa.prefix === pb.prefix
&& pa. year === pb. year
&& pa. seq === pb. seq;
}
/**
* Returns a stable string key suitable for use in a Map or Set.
* For cross-nanespace deduplication, prefix this key with the
* nanespace: ‘ ${nanmespace}:: ${advisoryl dKey(id)}".
* @aram {string} id Raw advisory ID
* @eturns {string} Canoni cal key, e.g. "ADV-2026-1"
*/

function advisoryldKey(id) {
const { prefix, year, seq } = parseAdvisoryld(id);
return ‘ ${prefix}-${year}-${seq}’;

}

5. Ordering

Advi sories MJST be listed in reverse chronol ogi cal order by

advi sory_datetime, nost recent first. This ordering allows consuners
to stop processing the list as soon as they encounter an advisory
with an advisory datetinme older than their |ast known checkpoint.
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6

6

1.

Pagi nati on

Pagi nation is OPTIONAL. A producer with a | arge nunber of advisories
MAY split the list across nultiple pages by including a pagination
object at the top level. |If no pagination field is present, the

advi sories array contains the conplete |ist.

Pagi nati on Fields

[ b Cje b pu g pupep oo po e puj ey o fu e fu g pu s po o pojupj——r o
| Field | Required | Type | Description |
B e el oo e oo ey 3
| total | MAY | integer | Total advisory count |
| | | | across all pages |
R TS S R T +
| page | MUST | integer | Current page nunber, |

| | 1-indexed |
S S S oo +
| page_size | MJIST | integer | Maxi mum advisories

I | per page I
R TS S R T +
| next | MAY | string | URL of the next |
I I | (UR) | (older) page I
S S S Fom e +
| prev | MAY | string | URL of the previous |

| (URI) | (nmore recent) page |
R TS S R T +

Tabl e 5: Pagination fields

The next field MJST be omitted on the last page. The prev field MJST
be omtted on the first page. Because advisories are ordered nopst
recent first, next points toward ol der content and prev toward nore
recent content.

The first page MJST be accessible at the well-known UR w thout any
query paraneters. Subsequent pages MAY use query paraneters or any
other stable URL convention, as |long as each page returns a valid
advisory file conformng to this specification.

Cachi ng

Producers SHOULD set a Cache-Control header (see [RFC7234]) on the
advisory file response. A recommended val ue is:

Cache-Control : public, nmax-age=3600
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A max-age of less than 60 seconds is NOI RECOWENDED, as it provides
no meani ngful benefit over uncached responses. Consuners SHOULD
respect the Cache-Control header when polling, and SHOULD al so
conpare the top-level last _updated field to the val ue observed on
their last successful fetch to determ ne whether the file content has
actual | y changed.

8. Local i zati on

The fields title, description, and suggested action carry human-
readabl e content intended for operators and devel opers, not for

aut omat ed parsers. Each of these fields has a plain-string variant
and an i18n object variant.

For each field, at |east one of the two variants MJST be present.
Both variants MAY be present sinultaneously in the sane advisory
obj ect.

8.1. Plain-String Variant

The plain-string variant (title, description, suggested_action)
carries an English-language string. Producers that do not require
mul tilingual output SHOULD use this variant.

"title": "Webhooks endpoint noving to paid nodel"
8.2. i18n (Object Variant

The i 18n object variant (title_i18n, description_i18n,
suggested_action_i18n) is a JSON object whose keys are | anguage tags
conform ng to [ RFC5646] and whose val ues are the correspondi ng
translated strings. The key "en" MJST be present in every i18n

obj ect .

"title_i18n": {

"en": "Webhooks endpoint noving to paid nodel",
"fr": "Le endpoi nt webhooks passe a un nodel e payant",
n dell :

"Der Webhooks- Endpunkt wechselt zu ei nem kostenpflichtigen Mdell"
}

8.3. Resolution Rules

When both variants are present for a field, consumers MJST resol ve
field values as foll ows:
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1. For English: the plain-string variant takes precedence. The "en
key of the i18n object MJST be ignored when the plain-string
variant is also present.

2. For any | anguage other than English: the i18n object variant is
the only source.

3. If no mtch is found for the consuner’s preferred | anguage, the
consumer MUST fall back to the English value resolved by rule 1.

The plain-string variant always takes precedence over the
the i18n variant.

en" key of

8.4. Mxing Variants

The two variants MAY be mixed freely across fields within the sane
advi sory object. For exanple, title MAY be a plain string while
description_i18n provides multilingual translations.

9. Advisory Status

Each advisory MJUST carry a status field indicating its current
lifecycle state. Producers MJUST NOT renpve advisories fromthe file
once published; instead they MJST update the status field to reflect
the advisory’s current state. This preserves the historical record
and all ows consunmers that previously processed an advisory to detect
status changes on subsequent polls.

9.1. Status Val ues

| Val ue | Meani ng |
[} i p—p—p Clppp—p—p—p—p—p—_—_————————————————————————————————————————————r L
| active | The advisory is current and applicable |
Fom ek o m m e e e e e e e e e e e e e e e e e e e e e e e e e eeeooon +
| withdrawn | The advisory was retracted and shoul d |
| | be disregarded |
Fomm e oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| superseded | The advisory has been replaced by a |

| newer one |
Fom ek o m m e e e e e e e e e e e e e e e e e e e e e e e e e eeeooon +

Tabl e 6: Advisory status val ues

Cal | ec Expi res 15 Novenber 2026 [ Page 12]



I nternet-Draft api - advi sory May 2026

10.

11.

When status is superseded, the superseded by field MJST be present
and MJST contain the normalized ID of the replacing advisory. The
repl aci ng advi sory MJST exist within the same nanespace (i.e., the
sanme advisory file or a subsequent page of the sane paginated file)
Consunmers SHOULD fetch and process the repl acenent advisory before
acting on the superseded one.

Priority Levels

The priority field indicates the urgency of the advisory.

I medi ate action required; |
breaki ng or security inpact |

| high Action required before the |
| effective datetine |
Tt +
| nmedium Action reconmended; graceful |
| degradation is possible |
e m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| Iow | Mnor or optional change |
S o m m e e e e e e e e e e e e e e e e e e e e e e e e e e ee—— o oo +
| info | No action needed,; |
| | informational only |
TS o m m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +

Table 7. Priority val ues
Cat egori es

The category field indicates the type of change bei ng announced.

| Val ue | Meaning |
| pricing_change | Free tier ending, price change, or quota

| change |
e o m e e e e e e e e e e e e e e mee—ooon +
| legal update | Terns of service, privacy policy, or
| | data residency |
o m e e e e e e e oo e +
| conpliance_update | Change inposed by an external regul ation
| | (e.g. CGDPR, PCl-DSS) |
e o m e e e e e e e e e e e e e e mee—ooon +
| deprecation | A feature or endpoint marked for future
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| | renoval |
Tt o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| sunset | A feature or endpoint being permanently

| | renoved |
e o m e e e e e e e e e e e e e e mee—ooon +
| end_of _life | An entire APl version being permanently

| | decommi ssi oned |
Tt o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| breaki ng_change | A non-backward-conpati bl e APl change |
o e e e e e e oo T +
| mai ntenance | Planned downti ne or degraded |
| | availability |
o o m m e e e e e e e e e e e e e eee— oo s +
| incident | An ongoing or recently resolved incident |
o e e e e T +
| migration_required | Consumers nust migrate to a new system |
e o m e e e e e e e e e e e e e e mee—ooon +
| security_advisory | Vulnerability or key rotation requiring |
| | consumer action

Tt o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| credential _rotation | APl keys, certificates, or QAuth secrets

| | are being rotated |
e o m e e e e e e e e e e e e e e mee—ooon +
| perfornmance_update | SLA or throughput limt change |
o o m m e e e e e e e e e e e e e eee— oo s +
| new feature | A new endpoint or capability (non- |
| | breaking) |
o e e e e e e oo T +
| ownership_transfer | The APl has been acquired, transferred,

| | or rebranded |
o o m m e e e e e e e e e e e e e eee— oo s +
| endpoi nt _noved | A path or dommin has changed |
o e e e e T +
| rate_limt_change | Request quotas or throttling has been |
| | updated |
o o m m e e e e e e e e e e e e e e e eee— oo on +
| data_retention_update | Data storage duration or policy has |
| | changed |
o e e e e T +
| region_change | Geographic availability has changed (new

| | region, closure, or data relocation) |
o o m m e e e e e e e e e e e e e e e eee— oo on +

Tabl e 8: Category val ues
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12. Scope

The scope object describes which portion of the APl is affected by an
advisory. It uses a progressive nodel: a consunmer can stop reading
scope as soon as the level field indicates an inpact broad enough to
be rel evant.

12.1. Scope Fields

[ s el ooy sty ey o
| Field | Required | Type | Description |
| level | MUST | string | Ganularity |
| | | (enum | of the scope
TS o e e e e e e e e e o TS o e e - +
| versions | MJST when level is versions; | array | Affected APl |
| | MAY when |evel is routes | of | versions |
| | | strings | |
S o m oo S oo +
| routes | MUST when level is routes | array | Affected |
| | | of | routes |
I I | objects | I
S e S oo +
Tabl e 9: Scope object fields
12.2. Level Val ues

[ e s e e e e e s s s s e e e e s e e s e s s

| Val ue | Meaning |

| gl obal | The entire APl is affected; versions and |

| | routes are ignored |

TS oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +

| versions | Only the listed versions are affected,; |

| | routes is ignored |

S Fo m o e e e +

| routes | Only the listed routes are affected,; |

| | versions is an optional additional filter |

TS oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +

Tabl e 10: Scope | evel val ues
12.3. Route bjects

When level is routes, the routes array MJIST be present and MJST
contain one or nore route objects.
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f e el bt s foms e e
| Field | Required | Type | Description |
[ gl S pus o s pus e pusgent oo oo s o fums e
| method | MUST | string | HTTP nethod, or * to |
| | | match all methods |
R ppe—— S T R ppe—— - +
| path | MUST | string | Route path pattern |
| | | | (see Section 12.4) |
R R R oo +

Table 11: Route object fields
12. 4. Path Pattern Syntax

The path field contains a pattern that is matched against the path
conponent of request URIs. This section defines the syntax and
mat chi ng semantics of these patterns normatively.

12.4.1. Syntax

Path patterns are defined using the foll owi ng ABNF gramar
([ RFC5234]). The rule pchar is inported from Section 3.3 of
[ RFC3986] and covers unreserved characters, percent-encoded
characters, sub-delinmiters, colons, and at-signs.

pat h-pattern ="/" *( segnent

/") term nal

segnent = 1*pchar
; Aliteral path segnent; no wildcards all owed.
; MUST NOT be enpty.
term nal segnent
wi | dcard-single
wil dcard-nul ti

~=

"agn

; Matches exactly one non-enpty segnent.

wi | dcard-single

"Wy ok

; Matches one or nore segnents at any depth.

wi |l dcard-mul ti

pchar = unreserved / pct-encoded / sub-delins / ":" | "@
; lmported from Section 3.3 of RFC 3986.

A path pattern MJST begin with a / character. The enpty string and

patterns that do not begin with / are mal formed and MJST be rejected
by consuners.
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12.

12.

Wl dcards (* and **) are only permitted as an entire termna
segnment, they MUST NOT appear enbedded within a literal segnent
(e.g., /v2/web* is invalid). A pattern containing an enbedded
wi | dcard MJST be rejected by consuners.

4.2. Matching Senmantics

For the purpose of pattern matching, a subject path is split into a
sequence of segments by splitting on / and discarding enpty strings
produced by |eading, trailing, or consecutive / characters. A
pattern is split into its conponent segnents in the sane way.

The followi ng rules apply:

* A *literal segment* matches a subject segnent if and only if the
two strings are identical after percent-decoding both (case-
sensitive conparison).

* A ** wildcard* (wldcard-single) matches exactly one subject
segrment. It MJST NOT match an enpty segnent. |t MJST NOT match
across a / boundary, i.e., it matches at nost one path component.

* A*** wildcard* (wldcard-multi) matches one or nobre consecutive
subj ect segnents. It MJUST NOT nmatch zero segnents. It nmay match
segnments at any depth, i.e., it consumes one or nore path
components including their intervening / characters.

* A pattern matches a subject path if and only if the entire
sequence of subject segnents is consuned by the pattern segnents,
with no subject segnents renmaining after the |ast pattern segnent
i s applied.

Consumers MUST apply these rules determnistically. Were a **

wi I dcard could match a vari abl e nunber of segnents, it MJST be
treated greedily: it consunes the nmaxi num nunber of segnents that
still allows the overall pattern to match. |In practice, because **
isonly permtted as a terminal segnent in this granmar, no
backtracking i s required.

4.3. Matchi ng Exanpl es

The following table illustrates the matching rules. Al exanples
assune case-sensitive conparison after percent-decodi ng.
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| Pattern | Subject path | Match? | Reason |
[ ool e s e s ey s s st o}
| /v2/ | /v2/ webhooks | Yes | Exact literal |
| webhooks | | | match |
S o S o e e oo s +
| /v2/ | /v2/ webhooks/ | Yes | Trailing slash |
| webhooks | | | discarded |
| | | | before matching |
S o e e e e e e oo R o e e e e oo +
| /v2/ | /v2/ webhooks/ 123 | No | Extra segnent |
| webhooks | | | not covered |
R o S o e e e oo +
| /v2/ | /v2/ webhooks/ abc | Yes | * matches |
| webhooks/* | | | single segnent |
I I I | abc I
Fom e o - e S o e e o s +
| /v2/ | /v2/webhooks/abc/def | No | * does not |
| webhooks/* | | | match across / |
o m e e e oo - Tt B o e e e e oo oo +
| /v2/ | /v2/webhooks/ | No | * does not |
| webhooks/* | | | match an enpty |
I I I | segnent I
S o S o e e oo s +
| /v2/ | /v2/ webhooks/ abc | Yes | ** matches one |
| webhooks/** | | | segnent |
S o e e e e S R o e e e o +
| /v2/ | /v2/ webhooks/abc/def/ | Yes | ** matches |
| webhooks/** | ghi | | multiple |
| | | | segments |
R o S o e e e oo +
| /v2/ | /v2/webhooks | No | ** requires at |
| webhooks/** | | | least one |
I I I | segment I
Fom e o - e S o e e o s +
| /v1/** | /vl/users/123/orders | Yes | ** matches |
| | | | remaining |
I I I | segnents I
S o e e e e S R o e e e o +
| /vl ** | /v2/users | No | Literal vl does |
| | | | not match v2 |
S o S o e e oo s +
| /v2/ web* | /v2/ webhooks | Invalid | Enbedded |
| | | | wildcard; |
| | | | pattern MUST be |
| | | | rejected |
Fom e o - e S o e e o s +
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12.

13.

Tabl e 12: Path pattern matchi ng exanpl es
5. Scope Senmantics
The foll owi ng nornative rules apply:

* \Wen level is "global", versions and routes MJST be omitted or, if
present, MJST be ignored by consuners.

* \When level is "versions", versions is REQU RED;, routes MJST be
omtted or, if present, MJST be ignored by consuners.

*  \When level is "routes", routes is REQU RED;, versions is OPTI ONAL
and, if present, acts as an additional filter, the advisory
applies only to the listed routes within the |listed versions.

Exanpl e

The foll owi ng exanpl e shows a pagi nated first page containing three
advi sories in reverse chronol ogical order. It denmponstrates: the
nanespace field; the status field including a superseded advi sory;
the localization resolution rules (ADV-2026-003 carries both a plain-
string title and a title_i18n object without an "en" key,
illustrating that the plain-string variant takes precedence for
English while the i18n object supplies other |anguages); and the

pagi nati on object. The Cache-Control header shown after the JSON is
a separate HITP response header, not part of the JSON body.

{

"protocol version": "1.0",
"namespace": "api.acne.cont,
"l ast _updat ed": "2026-05-13T20: 45: 002",
"api _name": "Acme Paynments API",
"pagi nation": {
"total ": 42
"page": 1,
"page_si ze": 3,
"next":

"https://api.acme.coni.well-known/api-advi sory.json?page=2"

}

dvi sories": [

{
"id": "ADV-2026-003",
"advi sory_datetime": "2026-05-13T14: 00: 002",
"ef fective_datetime": "2027-01-01T00: 00: 00Z",
"status": "active",
"category": "deprecation",
"priority": "high",
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"title":
"Deprecation of query paraneter authentication (revised)",
"title_i18n": {
“fre
"Depreciation de | authentification par paranetre (revisee)"
},
"description":
"The mgration deadline has been extended to January 1, 2027.",
"action_required": true,
"suggested _action":
"Repl ace the api _key query paraneter with a Bearer token.",

"scope": { "level": "global" },
"link": "https://docs.acne. com aut h-mni gration”
b
{
"id": "ADV-2026-002",
"advi sory datetinme": "2026-05-13T09: 00: 00Z",
"effective_datetine": "2026-10-01T00: 00: 002",
"status": "superseded",
"super seded_by": "ADV-2026-003",
"category": "deprecation”,
"priority": "nmediunt,
"title_i18n": {
"en": "Deprecation of query paraneter authentication",
"frv
"Depreciation de |'authentification par parametre de requete"
}

escription”:

"Aut hentication via the api _key query paraneter is deprecated.",
"action_required": true,
"suggest ed_action":

"Mgrate to the Authorization HITP header.",

"scope": { "level": "global" },
"l'ink": "https://docs.acne. com aut h-m gration”
H
{
"id": "ADV-2026-001",
"advi sory_datetinme": "2026-05-10T10: 00: 00Z",
"ef fective_datetime": "2026-12-01T00: 00: 002",
"status": "active",
"category": "pricing _change",
"priority": "high",
"title": "Webhooks endpoint moving to paid nodel ",
"description":
"Webhook usage will be billed at $0.01 per call.",
"action_required": true,
"suggested _action":
"Revi ew your webhook usage and update your billing plan.",
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14.

14.

15.

15.

15.

"scope": {
"l evel": "routes",
"versions": ["v2"],
"routes": [
{ "nmethod": "POST", "path": "/v2/webhooks" },
{ "nethod": "*", "path": "/v2/webhooks/**" }

]
b o
"link": "https://acne.com bl og/ pri ci ng-2026"
}

]
}

The HTTP response SHOULD i ncl ude:

Cache-Control : public, nmax-age=3600
I ANA Consi der ati ons

1. Well-Known URI Registration

Thi s docunent requests the registration of the follow ng well-known
URI in the "Well-Known URIs" registry established by [ RFC8615]:

* URI suffix: api-advisory.json
* Change controller: IETF
* Specification docunent: this docunent

* Related information: The resource is a JSON object as defined in
Section 3.

Security Considerations
1. HTTPS Requirenent

Consumers MJST only fetch advisory files over HTTPS. A file served
over plain HTTP is subject to manipulation in transit and MJUST NOT be
trust ed.

2. Nanespace Validation

Consumers MJST verify that the nanespace field in the advisory file
exactly matches the FQDN from which the file was retrieved. Failure
to do so may allow a nmalicious party to serve an advisory file for a
di fferent domain, causing consuners to apply advisories to the wong
API .
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15.3. Availability

An advisory file that is tenporarily or permanently unavail abl e MJST
be treated as a transient error. Consunmers MJST NOT interpret the
absence of an advisory file as confirmation that no advi sories exist.
Producers SHOULD ensure that the advisory endpoint is subject to the
same availability guarantees as their API.

15.4. Content Integrity

Thi s specification does not define a mandatory mechani smfor signing
advisory files. Consuners relying on advisory content for autonmated
decisions (e.g., automated circuit-breaking) SHOULD consi der whet her
additional integrity guarantees are appropriate for their threat
model .  One approach is HITP Message Signatures ([RFC9421]), which
al | ows producers to sign HITP responses (including the advisory file
response) using asymetric keys. Consuners can then verify the
signature before processing the file content, without relying solely
on HTTPS for authenticity.

15. 5. H storical Record Preservation

Producers MUST NOT renove advisories fromthe file after they have
been published. Renoving a superseded or wthdrawn advi sory may
cause consuners that had previously observed it to re-process it as a
new advi sory on a subsequent poll, depending on their deduplication

i mpl ement at i on.
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