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Abst ract

Thi s docunent extends RFC 9340 by outlining a set of quantumnative
architectural tenets for the design and evolution of the Quantum
Internet. These principles should not be interpreted as dognas, but
as pragmatic guidelines and criteria for harnessing the unique
properties of quantum entangl enent within networked systens. Such
desi gn perspectives, while departing fromthe classical Internet,
remain aligned with a foundational insight: the principle of constant
change, articulated in RFC 1958.

The docunent specifies quantumnative extensions to the Quantum

I nternet framework, defining an entangl enment packet swi tching
paradi gm and an explicit separation between the Quantum Data Pl ane
and Quantum Control Plane. It introduces Quantum I nternet Addressing
to extend quantum semantics into control and coordination, and
generalizes the classical forwarding concept to quantum packets.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The Quantum Internet will interconnect quantum devices to enable

di stributed quantum functionalities built upon shared entangl enent.
RFC 9340 [RFC9340] laid the initial foundation for such an Internet,
defining its notivation and goals. At that tine, the role of a

di stinct Quantum Control Plane (QCP) was explicitly declared out of
scope. Subsequent work on nultiplane quantum network architectures
has further highlighted the need for control functions
[Q-MJITIPLANE]. This docunent revisits that open question |eft by
RFC 9340, by arguing that explicit control is necessary. However,
this alone is not sufficient: control must al so evol ve beyond

cl assical coordination toward quantumnative orchestration. To this
end, the docunment presents an architectural framework that makes this
distinction explicit.

Recent theoretical progress [Cal Cac25], [CacCal 26] has underscored
the critical inportance of revisiting the open question of how shoul d
we design the control plane of the Quantum Internet? Quantum

entangl emrent is a non-local and volatile resource, and it is
therefore inherently stateful [II]Cal22] from a networ ki ng
perspective. Indeed, in a quantum network, |ocal operations at one
node can instantaneously affect correlated states at renote nodes, by
dynani cal |y reconfiguring entangl enent rel ati ons anong nodes and

t hereby nodifying the connectivity graph induced by entanglenent. As
ent angl emrent rel ati ons evol ve across nodes and over time, continuous
monitoring, tinmely state di ssem nation, and | atency-aware contro
becone necessary for the effective exploitation of entangl enent.
Accordingly, the network has to track and expose explicitly resource
descriptors, including, at a mininmum fidelity, residual coherence
time, and ownership (i.e., the nodes participating in a given

entangl erent relation). |If left uncoordinated, these entangl enent
features can trigger the anplification principle [Cal Cac25], whereby
uncontrol | ed entangl enent resources cause routing anbiguities,
resource inefficiencies and, ultimately, network instability. It is
evident that under these entangl enent features an explicit control is
necessary. However, a purely classical control cannot maintain a
consi stent gl obal view as quantum networks scal e, becom ng the
limting factor for performance and scalability. In sumary,

scal abl e quantum network architectures require not only explicit
tracki ng and managenent of entangl ement resources, but also contro
mechani snms that evol ve beyond cl assical coordi nation

Bui | di ng on the above considerations, this docunent updates and
extends the architectural principles defined in RFC 9340 [ RFC9340],
by introducing a set of quantumnative architectural tenets for the
design of the Quantum Internet. These tenets should not be intended
as dognas, but as pragnmatic guidelines to harness the unique physica
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properties of quantum entangl enent within networked systens. In this
sense, the proposed approach echoes the enduring ‘‘principle of
constant change’’ articulated in RFC 1958 [ RFC1958], reaffirmng that
adaptability remains the cornerstone of Internet evolution

Specifically, this docunent introduces a quantumnative control and
forwardi ng architecture conmposed of the follow ng interlocking
component s:

* Quantum Data Plane (QDP): the operational plane that carries and
mani pul ates entangl ed qubits (ebits) for applications such as

teleportation. It generalizes the classical notion of forwarding
to the quantum domai n through Generalized Quantum Forwardi ng
(GF).

* Quantum Control Plane (QCP): the entangl enent-orchestrator plane
t hat manages entangl enent resources throughout their entire life-
cycle by relying on the Entangl enent-Defined Controller (EDC), a
distributed control entity anal ogous to a Software-Defined
Net wor ki ng (SDN) controller, but operating on entangl enent
resources to maintain global coherence.

Accordingly, this docunment defines three core nechani sns -- Quantum

I nternet Addressing (QY), Generalized Quantum Forwardi ng (GQF), and
Ent angl enent - Defi ned Controller (EDC) -- that together formthe basis
for scal able, entangl ement-driven coordination across heterogeneous
quant um domai ns.

2. Scope
This docunent is Informational. It proposes architectural tenets and
gui dance for researchers and inplenmenters. It is not a protoco

specification. Term nology and notation adhere to nonospaced ASCI |
presentation for clarity in | RTF review cont exts.

3. Term nol ogy

This section defines key ternms used throughout this docunent. Some
definitions extend those introduced in RFC 9340 [ RFC9340], reflecting
the evolution fromclassical coordination to quantum native
orchestrati on.

*  Quantum Data Plane (QDP): The QDP is the operational plane of the
Quantum I nternet that generalizes entangl ement forwarding to the
quant um domai n through GQF. It is responsible for the generation
of elenentary |ink-level entanglement and for the execution of
quant um oper ati ons, including entangl enment swappi ng and
purification.
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* Quantum Control Plane (QCP): The QCP is the |ogical plane of the
Quantum I nternet responsible for orchestrating entangl enent
resources by exploiting quantum addressi ng abstracti ons and
relying on the Entangl enent-Defined Controllers (EDCs)

* Entangl enent Service Provider (ESP): The ESP is a network entity
of the QP that provides entangl enment connectivity to both end-
nodes and peer ESPs. ESPs collectively formthe ‘'entangl ed-
backbone’ .

* Entangl enent-Defined Controller (EDC): The Entangl enent-Defi ned
Controller is the logical entity of the QCP responsible for
orchestrating entangl enent resources across ESPs through
reconfiguration, nonitoring and policy enforcenent. It maintains
a view of the network’ s entanglement state, to enable scal abl e and
adaptive control

*  Quantum Internet Addressing (QA): An addressing schenme in which
node identifiers are represented as quantum states. It serves as
addressi ng abstraction of the QCP

* Ceneralized Quantum Forwarding (GQF): A forwardi ng abstraction
that generalizes the classical prefix-matching forwarding to the
quant um donmai n.

The above term nology forns the conceptual foundation of this
docunent. The (QDP and QCP represent the two key planes of the
architecture. Wthin these planes, ESPs (network entities) inplenent
ent angl emrent forwardi ng and nmai nt enance, while EDCs (| ogica

entities) orchestrate the entangl ement resources. QA and GQF provide
quant um native abstractions for addressing and stateful forwarding.

4. Architectural Overview
Thi s section extends Section 5 of [RFC9340].

The Quantum Internet is an entangl enent-packet sw tching network,
where entangled qubits (ebits) replace classical packets as the basic
network units, carrying quantum correl ations across network nodes.
This paradigmis not nmerely an optim zation or a refinenment of the
cl assi cal packet-sw tching paradigm but a fundanental departure

i nposed by the unique constraints of quantum mechanics. | ndeed,
whil e the goal of the classical packet-switching paradigmis to
determ ne the best next-hops toward a set of nodes (routing) and to
forward packets al ong those hops from source to destination,

ent angl ermrent - packet switching ains to distribute and nmani pul ate

ent angl erent anong quantum nodes, ultinmately entangling the source
and destination(s) regardless of their physical |ocation.
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By inheriting stateful ness and non-locality, this sw tching nodel
departs fromthe end-to-end principle [ RFC1958], [RFC3439], a key

tenet of the classical Internet design. Indeed, it requires in-
net wor k operations and persistent state awareness across all phases
of the entanglenent life-cycle -- fromgeneration and distribution to

storage and final utilization. A broader discussion of the notion of
stat ef ul ness adopted in this docunent is provided in [I1]Cal 22].
Conbi ned with the sophisticated and resource-intensive nature of
state-of-the-art quantum hardware, this paradi gm advocates
concentrating the complexity inside the network, while keeping the
edges sinple. As a consequence, it nmandates a cl ear decoupling

bet ween the QOP, which handl es qubit operations, and the QCP, which
orchestrates entangl ement.

o e e - o e e e e e e e e e e e e e o m o o e e e e
| Network | G assical Internet | Quant um | nt er net

| Feature | |

oo s S o
| Resour ce | Communi cation |inks change slowy |Entanglenent is

| Persi stence | relative to packet forward | epheneral and depl eted
| | dynami cs | upon use
R o e e e e e e e e e e e e oo oo o e e e e e e oo
| Control plane |[It is grounded in classical |1t is grounded in

| | t opol ogi cal -driven abstractions | guantum nati ve

| | such as | P-styl e addressing | abstractions, such as

| | | guant um addr essi ng

o e e - o e e e e e e e e e e e e e o m o o e e e e
| Data pl ane | Packet forwarding | General i zed quant um

| | | f orwar di ng
oo s S o

4.1. Quantum Data Pl ane (QDP)

The QDP constitutes the operational plane of the Quantum I nternet.

It provides the substrate on which entangl enent-based connectivity --
also referred to as quantum connectivity -- is established and

mai nt ai ned anmong renote nodes. Wthin the QOP, network entities
exchange and mani pul ate ebits to establish, extend, and refresh

quant um correl ati ons across the network.

The QDP supports a set of primtives, such as the generation of
el ementary |ink-1evel entangl enent and the execution of quantum
operations including entangl enent swappi ng and purification

[ AbaCub25] .

Unlike its classical counterpart, the QDP does not act on user

information directly (data in the traditional sense), but it operates
on entangl ement that applications later exploit (e.g., quantum
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tel eportation and distributed quantum processing). Each

entangl ement-1ink represents a consumabl e network resource that nust
be created, maintained, and periodically refreshed as coherence
decays.

The QP interfaces closely with the QCP to expose real-tinme KPls and
metrics such as fidelity, coherence time, and link availability.
These netrics support adaptive entangl ement managenent and all ow t he
QCP to optimze resource allocation, path selection, and recovery
procedures. The logical interface between the QCP and QP may be
realized through classical or quantum signaling channels, functioning
anal ogously to the control-to-data interface in software-defined
networks [KreRanl4]. Detailed protocol specifications are out of
scope for this docunent.

\ \
Pl ane Abstraction \ Net wor k and \
| Logi cal Entities |
\ \

- .
| (1) (QCP) [ (3) (EDO ||
|  Quantum Control Pl ane: | | | Entangl enent - Defi ned | |
| Entangl enent - Or chestrat or | | | Controller: | ]
\ | | | QCP's Logical Entity | |
o gL Ee AR B

Control |l er Functions: | Control |l er Functions: |
- Reconfiguration \ - Reconfiguration \
- Mnitoring \ - Mnitoring \
- Policy Enforcenent \ - Policy Enforcenent \

r— V———— sl I
— B
(2) (QDP) (4) (ESP) ,
Quantum Data Pl ane : Ent angl enment Servi ce

Qper ational Pl ane Q@P's Network Entity

|| | |
] |
| ] | Provi der: ||
] |
] |

Fi gure 1: Mapping between pl ane abstractions and architectural
entities, showing: (1) the QCP as the entangl enent-orchestration
pl ane, (2) the QDP as the operational plane, (3) the EDC as the

QCP logical entity, and (4) the ESPs as QDP network entities.
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4.

2

Quantum Control Pl ane (QCP)

The QCP is the entangl ement-orchestration plane of the Quantum
Internet, maintaining a consistent view of entangl ement resources
across the network.

In this docurment, the termcontrol plane is adopted from cl assica
net wor ki ng term nol ogy, where it denotes the network-w de |ogic that
control s packet forwardi ng among a network, as well as the
configurati on and managenent of these devices and their services

[ yang2004r fc3746], [KurRos10]. By anal ogy, the QCP orchestrates the
entangl emrent life-cycle -- fromgeneration to distribution and
exploitation. Unlike its classical counterpart, the QCP nust account
for the stateful and non-1ocal nature of entanglenment, while
coherence-tinme constraints demand time-aware coordi nati on across the
net wor k.

As indicated in Section 1, effective tracking and managenent of

ent angl ement resources are essential for scal able quantum network
architectures. However, if such tracking relies solely on classica
control and signaling, the resulting coordinati on overhead and

| at ency prevent the system from mai ntaining a consistent global view,
ultimately hindering scalability. Even in classical networks, where
entangl ement is absent, it has been shown that the nunber of contro
messages required per topol ogy change (nanely, the updating

communi cati on overhead) cannot scale better than linearly on
Internet-like topologies [KriCa07]. |In the quantumsetting, this
chal | enge becones even nore pronounced due to the intrinsic
statefulness and fragility of entanglenent, and it is further
exacerbated when nmultipartite entangl enent is considered [I1]Cal 22].

The QCP coexists with the classical control plane, conplementing
rather than replacing it. Wile the QCP introduces quantumnative
mechani sns for entangl ement orchestration, both the QCP and the QDP
rely on an underlying classical comrmunication substrate. |ndeed,

cl assical signaling remains necessary for the functioning of a
quant um network, including, for exanple, the transm ssion of

measur enent outcones required to trigger conditional operations at
renote nodes, as al so discussed in [RFC9340]. Accordingly, the
architecture described in this docunent can be interpreted as
augnenting classical control mechani snms rather than replacing them
A detailed characterization of the interaction between the cl assica
control plane and the QCP/ QDP architecture is outside the scope of
this docunment and remai ns an open research question
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Architecturally, the QCP defines a distinct yet tightly coupl ed
control |ogic above the QDP. The QCP interfaces directly with ESPs,
whi ch expose | ocal entangl enent capabilities, while ensuring

consi stent entangl enent resource policies through EDCs.

Hi erarchy & EDC

-------------------------------- S
Cl assical Tenets | Quantum Native Tenets |
-------------------------------- T
Conpl exity |l ocated at the | Conplexity concentrated in the |
net wor k edges | core network |
-------------------------------- e e e e ee—ee—aa- -4
St at el ess core network | Stateful core network |
-------------------------------- S

End-t o-end protocol design | Network-nedi at ed protocol design
-------------------------------- o e e ee e %

Bui | di ng on the above considerations, the network architecture is
organi zed into a two-tier structure, that distinguishes between ESPs
and quantum edge nodes:

* Bottom Tier (tier-1): Edge quantum nodes (e.g., quantum
processors, sensors, and cryptographic devices) consune
ent angl ement resources to support quantum applications. These
edge nodes primarily connect to nearby ESPs via short-range
quant um | i nks.

* Top Tier (tier-2): ESPs formthe entangl enent-core network. They
provi de end-to-end entangl enent - based connectivity to the | owest
tier by proactively naintaining entangl ed resources anong each
other. The ESPs can be interconnected via | ong-range quantum
I'inks, such as optical fibers, and they are equi pped with the
sophi sticated and resource-intensive infrastructure required for
ent angl ement generation and distribution

Overall orchestration is achieved through EDCs: distributed |ogica
entities that maintain coherent global or partial topol ogical views.
EDCs act as the quantumnative counterpart of SDN controllers,
linking control logic directly to quantum states and enabling state-
awar e, entangl enment-driven routing.

EDCs performprimarily three control-plane functions:

* Reconfiguration: Dynam c managenent and reall ocation of
ent angl ement resources anong ESPs.
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* Monitoring: Assessnent of fidelity, coherence tinme, and
availability of entangl ement resources across ESPs.

* Policy enforcenent: Application of global policies for routing,
resource allocation, and entangl enent-|oss recovery.

Al't hough an EDC reflects a centralized control |ogic, the
architecture supports nultiple, potentially federated controllers.
These EDCs coordinate to share partial topol ogical know edge and
enforce consistent entangl enent resource policies, while preserving
| ocal autonony and scal ability.

| (2)

| Reconfiguration
| | Quantum Control Pl ane (QCP)

I
| | Moni tori ng
|
| | | Pol i cy Enforcenent
---------------------------- Fom o e e e oo
_ | | |
Ent angl enent - def i ned | | | Quantum Dat a Pl ane (QDP)
Net wor ki ng | | |
| | |
A V----- V----- R e +
| Top Tier (1) |
| Tier 2 |
| - + - + E - +
I I
| | ESP_ 1 +---------- + ESP_2 +----- R + ESP.n | |
I I I I I I (.
| S R + S R + S +
Fo m o m o e e e e e +

Figure 2: Entangl enent-Defined Network Architecture showi ng: (1)
ESPs forming a virtual nesh via proactive entangl enent sharing
(dashed lines), (2) the EDC responsi ble of the QCP
functionalities.
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5

5.

Quantum I nternet Addressing (QA)

The architectural decoupling of the QCP and QDP is a necessary
condition for scalability, but it is not sufficient. To manage in-
networ k operations and naintain persistent state awareness required
by entangl ement, the control plane itself nust be designed to enbrace
quant um princi pl es and phenonena for effectively controlling

ent angl erent dynanmics. This requirement foll ows once again fromthe
non-| ocal nature of quantum entangl enent: entangl ement proximty
cannot be confined to physical distance or restricted to fixed

t opol ogi cal nei ghborhoods. As a result, control nechani sns based on
locality and topol ogi cal -driven addressing, such as IP, are

i nherently unable to efficiently track, respond to, or propagate

ent angl emrent state evolution across the network. Although

al ternative approaches have been proposed in classical networking,
they have not seen wi despread adoption in current networking
architectures. Regardless, such approaches remain fundanentally
grounded in classical abstractions and are not designed to natively
capture or mani pul ate the quantum state semantics of entangl enent
resources. A fundanental rethinking of network addressi ng and
control mechanisnms is therefore needed to enbed quantum behavi or
directly into the node identifiers, thereby elevating the contro

pl ane to a quantumnative | evel

Quantum addressing (QA) provides the |ogical foundation for this
quantum native control nodel. QA does not replace classica
addressing; rather, QA conplenents it by enabling control and
forwardi ng functions to be expressed directly on quantum st ates.
Accordingly, each network node is associated with two types of
identifiers: i) a classical address, such as an | P address, required
for classical communications and signaling; and ii) a quantum
address, represented by a quantum state |A> of an N-qubit system

Since qubit states can exist in superposition, a sequence of N-qubits

can encode a single node identity, i.e., a single quantum network
address, or a superposition of node identities, each corresponding to
a distinct network address. In this way, a single quantum address

can represent a set of quantum nodes, independently of their physica
or topol ogical |ocation, inherently supporting compactness of routing
t abl es.

1. Quantum Packet

I n the entangl enent - packet switching paradi gm packet forwarding
relies on the manipul ati on of shared entangl ement resources across
networ k nodes. Therefore the QA nodel requires a correspondi ng
quant um packet structure that supports quantumnative forwarding and
routing operations.
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5.

6

1.1. Quantum Packet Structure
A quant um packet consists of a quantum header and a quant um payl oad.

* Quantum Header: carries quantum addresses that enabl e network
nodes to interpret and forward (in the generalized sense) quantum
packets according to the quantumrouting |ogic. The header may
al so carry additional control information [CacCal 26].

* Quantum Payl oad: carries the entanglenment qubits |e_i>
constituting the network resource mani pul ated by packet - processing
operations. Depending on the underlying |ogic, such resources may
be consumed, transformed, stored, or |left unchanged. The payl oad
is not required to be strictly tied to the i mredi ate comuni cation
objective identified by the header, and may al so incl ude
ent angl ement resources nmintained to support subsequent operations
or network-1|evel optimzation [CacCal 26].

The following ASCII diagramillustrates the conceptual structure of a
quant um packet for documentation only. The nmodel is not linmted to
bi partite entangl enent.

. e +
| Quant um Header | Quant um Payl oad |
Fom e eemeieeeeeeciiemeaccceaaaas e e +
| - Quantum Address | A> | - Entangled qubits |e_i>

| - Optional netadata | (bipartite or multipartite) |
oo m e e e e e e e e e e ao - T +

General i zed Quantum Forwardi ng ( GQF)

End-t o-end entangl ement distribution can be logically divided into
two di stinct phases: routing and forwardi ng [ AbaCub25]. Routing
determ nes the entangl enent path (or, nore generally, an entangl enent
graph), according to the selected routing netric, while forwarding
performs the quantum operations on the entangl ed resources required
to sustain quantum connectivity.

In classical networks, the forwarding logic foll ows a match-and-
forward paradigm where the destination address is extracted fromthe
packet header and matched against the routing table. In the Quantum
Internet, this logic is generalized toward entangl enent nani pul ati on,
enabl ing forwardi ng decisions that act directly on quantum states in
accordance with quantum native principles.
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6.1. Role within the Architecture

Wthin the architecture, forwarding operations arise fromthe
i nteracti on between the QDP and the QCP, through the EDCs and ESPs:

*  QCP provides control support for forwardi ng, by maintaining
awar eness of network connectivity, tracking entangl enent
resources, and by enforcing policies across ESPs.

* ESP perfornms the quantum operations required for forwardi ng based
on locally avail abl e entangl ement resources, packet-carried
control information, and, when avail able, policies provided by the

QCP.

Forwar di ng deci sions require the capability to operate directly on
quantumidentifiers. This is enabled by the quantum header in the
packet, which carries the quantum equival ent of the source address
and destination address.

7. Quantum Native Principles

This section extends the architectural principles provided in

[ RFC9340] by introducing a set of quantumnative principles that

gui de the design and operation of a scalable QuantumInternet. These
principles reflect the physical properties of entangl ement and the
architectural requirements arising from entangl enent-driven

net wor ki ng.

* Entangl enment Packet Switching.
The architecture adopts an entangl ement - packet sw tching paradi gm
in which entangled bits (ebits) serve as the fundamental network
units. These ‘'‘quantum packets’’ carry quantum correl ations
across network nodes.

* Explicit Plane Decoupling.
The architecture explicitly separates the QDP fromthe QCP. This
decoupling is necessary for scalability, since the stateful and
non-| ocal nature of entangl enent resources requires in-network
operations and persistent state awareness.

*  Quant um Addr essi ng.
The network | ogi c adheres to a quantumnative control nodel
grounded in the quantum addressing (Q}), which serves as its
| ogi cal abstraction.

* Stateful Core Network, Lightweight Edges.

The network core -- fornmed by ESPs -- is inherently stateful
Conversely, edge nodes remain |ightweight.
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8.

8.

*  Entangl enent - Anare Metrics.
Routing and orchestration decisions rely on entangl enent - aware
metrics, including fidelity, residual coherence time in quantum
menories, entangl ement purification overhead, and entangl enent
availability.

* Hybrid Control Coexistence.
The architecture nust support the coexistence of classical and
quant um control pl anes

Routing Model s and Repeater Realizations Support

The architectural framework defined in this docunent is agnostic to
both the specific routing nodel and quantum repeater generation
adopted in an inplenentation. The abstractions introduced by the
Q@P, the QCP, and QA are designed to remain valid across different
operational reginmes of entangl enment generation and across different
physi cal realizations of quantum repeaters.

1. Routing-Mdel Agnosticism

The QCP orchestrates entangl enent resources while the QDP executes
the underlying quantum operations. This separation naturally
acconmpdat es different routing nodels, including regimes in which
ent angl ement generation occurs proactively (i.e., independently of a
specific request) as well as regimes in which it is triggered
reactively in response to explicit service requests.

In quantumrouting, control decisions may precede the actua
availability of entanglenment. This stems fromthe ephenmeral nature
of entangl enent resources, which may be consuned by operations such
as ent angl enent swappi ng or may decohere over tine. Accordingly, the
architecture supports two conpl enentary routing views:

* a physical-proximty view, driving hop-by-hop entangl enent
generation and distribution; and

* an entanglenent-proximty view, reflecting the currently avail abl e
ent angl ement connectivity and enabling routing and forwarding

deci si ons.
When a service requires entangl enent connectivity, the QCP -- through
the EDCs -- may either exploit already-established entangl ement |inks
or trigger additional |ink-level generation based on the physical -

proximty view. The resulting entanglement resources are then
reflected in the entangl enent-proximty view nmaintained by the
control plane. This mechanism applies independently of whether
ent angl ement generation is proactive or reactive.
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QA plays a key role in enabling this flexibility. QA is not

envi sioned as a routing-only mechani smand does not require

preexi sting entanglenent. Rather, QA provides a quantumnative
control abstraction that enables the QCP to represent and operate on
sets of candi date nodes, paths, or domains in a conpact nmanner. In
particul ar, QA enabl es reasoning over potential connectivity before
ent angl ement resources are instantiated, supporting scal able
orchestration decisions such as which links to activate, which paths
to provision, or which domains to involve in distributed
coor di nati on.

GQF operates on the basis of the quantumidentifiers encoded in the
quant um packet header, allow ng forwardi ng deci sions to adapt
naturally to different routing regimes. For exanple, forwardi ng may
expl oit al ready avail abl e entangl enment resources as indicated by the
entangl ement-proximty view, or trigger additional entanglenent-
generation procedures guided by the physical-proximty view when such
resources are unavailable. In both cases, the quantum header and QA
abstractions provide the necessary information for GQF to apply the
appropri ate sequence of operations on the avail abl e ent angl enment
resources

8.2. Repeater-Generation Agnosticism

Wthin this architecture, a repeater is treated primarily as a
network function rather than as a fixed network entity. Accordingly,
the architectural tenets remain invariant across repeater
generations, while the physical nechanisns inplenented in the QDP may
evol ve with technol ogi cal progress.

In first- and second-generation repeater networks, where bipartite
ent angl ement generation, purification, and swapping are the dom nant
primtives, QA naturally indexes and operates on entangl enent
resources and entangl enent - based connectivity. The entangl enent -
proximty view naintained by the QCP reflects the dynam ¢ overl ay
formed by these resources, while GQF inplenments the correspondi ng
sequence of swappi ng and forwardi ng operations.

In third-generation repeater networks, where quantum error correction
and | ogical qubit transm ssion nmay becone preval ent, the operationa
primtives evolve, and shared el enentary |ink-Ilevel entanglenment may
no | onger be the dom nant abstraction. |In this regime, QA continues
to provide a scal able control abstraction, but the entities it
represents evol ve from i ndividual entangl ement resources toward

| ogi cal entangl ement resources. Nevertheless, the architectura
separati on between QDP and QCP, the role of EDCs in orchestration,
and the forwardi ng | ogi c expressed through GQF remmi n unchanged.
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9. Milti-Domain Routing and Forwardi ng

VWil e the future depl oynment structure of the Quantum I nternet remains
uncertain, it is reasonable to consider the possibility that, as the
network scales, it may evolve toward a nulti-domain environnent
conmposed of independently operated infrastructures, sinlarly to the
classical Internet. |If such an evolution occurs, inter-donmain
routing and coordinati on would naturally arise. The architectura
tenets described in this docunent are sufficiently flexible to
accommpdat e such a scenari o.

The following section therefore illustrates, as an exanple of the
flexibility of the architectural abstractions, how the separation

bet ween QDP, QCP, and QA can support intra-domain and inter-domain
routing and forwarding in a nulti-domain deployment. This discussion
is intended to be illustrative rather than prescriptive.

9.1. Intra- and Inter-Domain Routing

In a | arge-scal e depl oynent conposed of multiple admnistrative
domai ns, routing functionality naturally separates into intra-domain
and inter-domain conponents, simlarly to the distinction between
Interior Gateway Protocols (IGPs) and Exterior Gateway Protocols
(EGPs) in the classical Internet.

Wt hin each adm nistrative donmain, the QCP nmaintains the information
required to populate ESP routing tables. This intra-domain routing
function maintains a consistent view of |ocal ESP connectivity and

distributes the correspondi ng forwardi ng policies across the donain.

Across domains, routing information is exchanged between boundary
ESPs bel onging to different admnistrative domains. Because inter-
domai n routing spans independently operated networks, it cannot rely
on a single centralized controller [Cal Cac25]. Instead, routing

i nformati on propagates through distributed coordi nati on between
domai n-1evel controllers and gateway ESPs.

Mechani sns i nspired by classical inter-domain routing, such as BGP
may be envi sioned to exchange reachability informati on and candi date
pat hs across donains while preserving routing autonony [Li u2024QBGP]
However, in the quantum networking context, routing decisions nust

al so account for the probabilistic nature of entangl enent generation
and the tenporal fluctuations in the availability of entangl enent
resources. This aligns naturally with the abstractions introduced in
this document, where routing information rmay reference sets of

candi date forwarding targets rather than a single determnistic next
hop, allowing the control plane to reason about nultiple potentia
nodes, paths and domai ns sinultaneously.
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The QCP therefore conbines two conpl ementary roles

* maintaining intra-domain and inter-domai n entangl enent -
connectivity graph and popul ating ESP routing tables, and

* coordinating with peer controllers and/or gateway ESPs to exchange
physi cal and entangl ement reachability information across domains.

Quant um Addr essi ng

As di scussed in the previous section, rather than associating
forwarding entries strictly with individual nodes, QA enables routing
information to reference sets of nodes or candi date forwarding
targets through quantum state representations.

This capability is particularly useful when the control plane nust

deci de which resources shoul d be maintai ned or generated, and how

forwarding | ogi c should be configured, even if end-to-end

ent angl ement has not yet been established. |In this sense, QA

provi des a quantumnative abstraction to reason about entangl enent

connectivity and control actions independently of when entangl enent
generation occurs.

In the context of inter-donmain routing, QA can represent reachable
nodes, domai ns, or established entanglement in a conpact and
expressive form and support coordination anmong federated or

di stributed EDC i nstances when di ssem nating reachability information
or provisioning candi date paths.

Quant um For war di ng

Once routing informati on has been installed at ESPs, forwarding

deci sions are executed locally through GQF in the QDP. Instead of
mat chi ng cl assi cal address prefixes, ESPs eval uate forwardi ng rul es
defined over the quantumidentifiers contained in the quantum packet
header. These rul es deternine how the ESP shoul d mani pul ate locally
avai | abl e entangl ement resources to progress the forwarding
operation. Upon receiving a forwardi ng request, an ESP consults its
routing table and selects the appropriate next hop according to the
installed policies. The ESP then perforns the quantum operations
required to extend entangl enent toward that next hop using locally
avai |l abl e resources. These operations may include generating

el ementary link-1evel entangl enent with the next ESP or perform ng
ent angl ement swappi ng using stored entangled qubits.

Cacci apuoti, et al. Expires 22 COctober 2026 [ Page 17]



I nternet-Draft Quantum Native Architectural Tenets and April 2026

10. Security Considerations

As an Informational docunent, this draft does not propose any
specific nechanisns to ensure security. The security considerations
provided in RFC9340 apply for this docunent as well.

11. | ANA Consi derations
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