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Abst ract

Thi s docunment defines nechani sns and conventions for the
representation and sharing of authorization policies in distributed
and automated environnments. It specifies the foundational elements
required to express policies in a consistent, nachi ne-readabl e, and

i nt eroperabl e manner, enabling fine-grained control and context-aware
eval uati on.

The framework supports the conplete policy lifecycle, including
creation, validation, versioning, distribution, and deconm ssi oning,
wi th YANG serving as the canonical representation format. It also
establishes the relationship between policy representation and the
structure of tokens used in enforcenent and authorization exchanges,
ensuring coherent and dynamic policy evaluation across heterogeneous
syst ens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// Luci aCabani | | asRodri guez. gi t hub. i o/ aut hz- pol i cy-shari ng-
nodel / dr af t - cabani | | as- nnop- aut hz-pol i cy-shari ng-nodel . htnl. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-cabanillas-nnop-authz-policy-
shari ng- nodel /.

Di scussion of this docunent takes place on the Network Managenent
Qperations Wrking Goup mailing list (mailto:nmop@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/ nnop/.
Subscribe at https://ww.ietf.org/ mailman/listinfo/nmop/.

Source for this draft and an issue tracker can be found at

https://github. com Luci aCabani | | asRodri guez/ aut hz-pol i cy-shari ng-
nodel .
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.

I nt roducti on

The increasing conplexity and automation of distributed systens,
particularly in areas such as network operations, multi-cloud
orchestration, and service autonmation, demand nore precise,

i nt eroperabl e, and dynani ¢ managenent of authorization policies.

Mechani sns based on static configurations or manual adm nistration
interfaces no | onger provide the scalability, consistency, or
adaptability required in current operational environnents.

I nfrastructures, such as programmbl e networks, multi-cloud

pl atforns, and intent-based systens, require that policy enforcenent
components be capabl e of evaluating policies automatically and
contextual ly, using structured representations that can be validated,

exchanged, and updated programmatically. In such environnents,
policies my be distributed and enforced through various contro
el ements — for exanple, donain-specific controllers, service

orchestrators, or autononous agents operating at the edge.

Policies are no longer limted to sinple access control or
configuration paraneters; they now define operational behavior,
conpliance, and governance across multiple adm nistrative and
technol ogi cal donmains. These policies my be expressed and applied
at any level — fromlowlevel configuration directives and resource
constraints to high-level intents that describe desired operationa
out conmes in declarative form

However, the absence of a standardized representation nodel
i ntroduces several persistent chall enges:

* Fragnmentation: Different systens inplenment inconpatible policy
formats and semantics, hindering interoperability and
auditability.

* Limted granularity: Many policy nodels |ack the expressiveness
needed to capture contextual or fine-grained conditions.

* Lifecycle gaps: The lack of versioning, validation, and
deconmi ssi oni ng nmechani sns i ncreases operational and conpliance
risks.

To address these issues, this docunent defines a set of mechani sns
and requirenents for consistent policy representation, sharing, and
eval uation, enabling interoperability anong systenms that rely on
policies for authorization and deci si on- maki ng.
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Wthin this framework, YANG serves as the canonical representation
format for policies. By defining the policy’ s netadata, structure,

| anguage, and logic in YANG the Policy Adm nistration Point (PAP)
can validate and nanage the policy lifecycle, then transformthe YANG
description into executable policy nodules for one or nore Policy
Deci si on Poi nts (PDPs).

It enabl es:

* Provenance verification , through cryptographic signatures that
bind policy content to its origin and authority.

* Schema-based validation , ensuring that policy attributes and
| ogi cal structures conply with agreed nodels.

* Lifecycle consistency , allow ng creation, update, and retirenent
to be nmanaged under uniform semantics

In this framework, YANG acts as the source of truth for policy

met adata and content, while Policy-as-Code (PaC) approaches provide
the executable |layer that translates these definitions into
enforceabl e | ogic.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 [ RFC8174] when, and only when, they appear in all

capitals, as shown here

* Policy: Arule or set of rules that define behavior, access, or
operational constraints within a system

* Authorization policy: A policy that governs access or perm ssions
based on user/agent, resource, or environnental attributes.

* Policy evaluation: The process of determ ning whether a request
complies with a defined policy.
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3.

* Context-aware policy: A policy that adapts its eval uati on outcone
based on runtime context, such as environnental or identity-
speci fic data.

* Policy-as-Code (PaC): A paradigmin which policies are represented
as declarative code artifacts, allow ng automation, versioning,
and testing.

Requirenments for Policy Managenent

Pol i cy systens operating across multiple donmains MIST satisfy the
foll owi ng requirenents:

* Ganularity: Ability to express fine-grained authorization rules
over users, resources, and contextual conditions.

* Cont ext -awar eness: Support for evaluation based on attributes such
as device state, network condition, or environnent.

* Token alignment: Tokens used for enforcement (e.g., WMSE tokens)
MUST i nclude the contextual fields and clainms required for correct
eval uati on.

* Lifecycle control: Policies MJST support creation, versioning,
validation, and retirenent.

* Interoperability: Policy representati ons SHOULD be portable and
interpretable across different adm nistrative domains.

Pol i cy- as- Code and Decl arative Policy Languages

The Policy-as-Code nodel represents policies in a declarative format,
all owing themto be defined, validated, and depl oyed
programmatically. Declarative |anguages such as Rego are well suited
for expressing |ogical authorization conditions in executable form
However, a key interoperability challenge lies in defining what a
policy can evaluate — and consequently, what contextual information
must be available at runtime. Wthout a clear, standardized
under st andi ng of the m ni num eval uabl e el enents, tokens (such as

W MSE tokens ) may onit essential clains, |eading to inconsistent

aut hori zati on out cones.

Therefore, the YANG representation described in this franework:

* Specifies the | anguage (e.g., Rego, ALFA, Cedar) and its expected
eval uati on scope.
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* Defines, via schema constraints, which attributes or contextua
fields a PDP nust expect to receive.

Exanpl e in Rego synt ax:
package exanpl e

# Allow read access if the user has the "read" role
default allow = fal se

al | ow {
i nput.user.role == "read"
}
This exanple illustrates a mnimal policy that depends on a single

contextual attribute (user.role). The associated YANG nodel woul d
specify that this attribute is required for correct evaluation, and
thus the correspondi ng WMSE token MJST include this claim

Policy representation in YANG

YANG provides a structured, schema-driven representation that
def i nes:

* The policy netadata (identifier, description, version).

* The declarative | anguage used to express the policy (e.g., Rego).
* The logical rule content.

* (Optionally, validation and provenance extensions.

Thi s canoni cal form ensures policies can be validated, versioned, and
transl ated programmatically.

The exanple below illustrates a mnimal nodel that |inks declarative
logic with its structural

modul e aut hz-policy {

nanespace "urn:ietf:paranms: xm :ns:yang: aut hz-policy";
prefix pex;
organi zati on
"I ETF NMOP";
cont act
"W Web: <https://datatracker.ietf.org/wy/ nmop/ >
WG List: <mailto:nmop@etf.org>
Aut hor s:

Luci a Cabanillas <mailto:lucia.cabanillasrodriguez@ el ef oni ca. con»

Di ego Lopez <numilto:diego.r.|lopez@ el ef oni ca. conr
Ana Mndez Prez <nuilto:ana. nendezperez@ el ef oni ca. comp";
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description
"A sinple illustrative nodel for representing a declarative policy, including its
| anguage and rule content.";
revision 2025-10-15 {
description
"First revision";
reference
"RFC XXXX: Mddel for distributed authorization policy sharing”;
}
container policy {
leaf id {
type string;
description
"Unique identifier for the policy instance.";

| eaf description {
type string;
description
"Optional human-readabl e description of the policy.";

| eaf | anguage {
type enuneration {
enum rego {
description "The policy is witten in Rego syntax.";

enum cedar {
description "The policy is witten in Cedar syntax.";

enum al fa {
description "The policy is defined in ALFA format.";
}
}
description
"Specifies the | anguage used to express the policy.";
}
| eaf rule {
type string;
description
" Exanpl e: package exanpl e
# Allow read access if the user has the 'read’ role
default allow = fal se
al I ow {
i nput.user.role ==\"read\"
J
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Thi s YANG sni ppet denonstrates how policy content can be represented
as structured data while keeping the logic in a declarative format.
By explicitly indicating the | anguage, nanagement systens can
val i date and process policies appropriately, enabling
interoperability between tools and engines.

6. Architecture Overview

Pol i cy managenent relies on a set of functional conponents that
cooperate to define, validate, distribute, and enforce authorization
policies across systens and adm nistrative domains. |In this
framewor k, YANG serves as the canonical container for policy
definitions, providing a structured and verifiable representation
that includes both netadata and the declarative policy logic (

Pol i cy- as- Code , PaC).

The Policy Administration Point (PAP) is the central nanager: it
extracts the PaC fromthe YANG validates it, and distributes it to
one or nore Policy Decision Points (PDPs).

6. 1. Functional Rol es

Policy Author: The entity (human or autonated system agent)
responsible for creating the policy definition. The author produces
a YANG encoded policy docunment that includes netadata (identifier,
versi on, |anguage) and the actual declarative rule (PaC).

Policy Adm nistration Point (PAP): The PAP manages the full lifecycle
of policies. It receives the YANG policy, validates its schena and
provenance (e.g., using COSE signatures as described in
[1-D.ietf-opsawg-yang-provenance]), and extracts the enbedded PaC
rule. The PAP can also transformor adapt the PaC for the target
PDPs if needed, but the original logic remains intact. Finally, the
PAP distributes the validated and executable PaC to the rel evant

PDPs.

Policy Decision Point (PDP): The PDP receives the executable PaC from
the PAP and performs runtine eval uation. Decisions are made based on
contextual attributes, clains, and tokens (e.g., WMSE tokens),
produci ng aut horization outcones such as Permt, Deny, or

ol i gati ons.

Pol i cy Enforcenent Point (PEP): The PEP enforces the decisions issued

by the PDP. Enforcenent may include granting or denying access,
appl ying configurations, or triggering operational actions.
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6.2. Functional Interaction
The foll owi ng describes the operational flow of policies across the

functional conponents, highlighting how YANG based policy definitions
and PaC are handl ed.

Pol i cy Aut hor

I
I
I
I
\'

YANG pol i cy
2 +
| Pol i cy Admi nistration Point |
| - Validates provenance and schema |
| - YANG based policy |
| - Adapts/distributes PaC to PDPs |
o e e e e e o | ----------------- +

|
| Policy distribution
I
o m e e e e e e e e e e e e e e e e eeoe—o - +
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7.

Security Considerations

Ensuring the integrity, authenticity, and provenance of policy data
is critical to prevent unauthorized nodification or injection of

mal i cious logic. Policies SHOULD i nclude cryptographic protection
mechani sms that allow their origin and validity to be verified.

The nechani sns defined in [I-D.ietf-opsawg-yang- provenance] —

Appl yi ng COSE Signatures for YANG Data Provenance — provide a

sui tabl e foundation for these protections. That docunent specifies
how CCOSE si gnatures [ RFC9052] are used to bind signatures to YANG
el ements, enabling verifiable provenance and ensuring policy
integrity.

VWhen such provenance nechani sns are applied to policy definitions,
each policy instance can include a verifiable signature or evidence
chain linking it to its authoritative source.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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