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Abst r act

Thi s docunent defines a bespoke serialization of CBOR intended for
use with the special tag 42 in various end-to-end protocols that cane
out of the IPFS community. Mich of its design dates to the first
CBOR RFC and predates nmuch of the term nology and the | ayered
approach to deternminismelaborated in |ater years.

CBOR-42 can be used as an internet-scale serialization for JSON, and
is optimzed for objects that conpose into a directed acycli cal

graph. Since CBOR-42 objects link to one another by hash-based
identifiers tagged "42", determnistic encoding is mandated to verify
dereferenced |inks and encode new ones.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://ipfs-
tech. github. i o/ cbor42/draft-caball ero-cbor-cbor42. htm. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-caball ero-cbor-cbor42/.
Di scussion of this docunent takes place on the Decentralization of
the Internet mailing list (mailto:din@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/din/. Subscribe at
https://ww.ietf.org/mailman/listinfo/din/.

Source for this draft and an issue tracker can be found at
https://github. comipfs-tech/cbor42.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

The devel oper ecosystem around the Interplanetary File System a
distributed systemfile and docunent handling, has |ong nade
structural usage of its own hone-grown CBOR serialization, dating
fromthe early days of the CBOR working group and fine-tuned over the
years in conmmunity/internal venues. Configuring CBOR tooling in
various | anguages to decode this data and encode new data
conformantly has been a chall enge, and a unified specification
(updated to nodern term nol ogy, as the CBOR working group has
iterated and evolved so nmuch in the intervening years) is set out in
thi s docunent.

Not e: no opi nion on best practices for hashing or signing nmechani sns
is expressed here, and will be addressed in separate docunents, if at
all.

1.1. Design Goals

The primary goal of this specification is enabling application

devel opers to configure CBOR tooling for this serialization, and for
CBOR tooling to support such configuration, in as |anguage-agnostic a
way as possible. The historical design of this profile was to
maxi m ze determinismand sinplicity for an internet-scale directed
acyclical graph of CBOR documents |inked to one another by binary
hashes, and for an end-to-end protocol by which this graph grows.
These sinpl e binary-hash content identifiers, defined in Appendi x A
are al ways expressed as bytestrings of tag 42 (simlar in design to

[ RFC6920] Nared I nfornmation Hashes). All other tags are forbidden to
reduce anbiguity, and devel opers are encouraged to express nany Kinds
of data at higher layers by using the small set of supported types
(such as strings or bytestrings); see the Appendi x Application-Leve
Consi der ati ons (Appendi x C).

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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1.3. Common Definitions

* This document uses the conventions defined in CDDL [ RFC8610] for
expressing the type of CBOR [ RFC8949] data itens.

* Exanpl es showi ng CBOR data, are expressed in "diagnostic notation"
as defined in Section 8 of [RFC8949].

* The term "CBOR object” is equivalent to "CBOR data item used in
[ RFC8949] .

2. Specification
This section describes the CBOR-42 serialization and how it differs
froma determnistic encoding defined in the draft BCP on
[Determnisni.

2.1. Supported CBOR hjects

| CBOR | Comment |
[} gttt ————— L —_—(—(———————————————————————————————
| int | Integer |
o o m e e e e e e e e e e e e e e e e eeoe—o - +
| float | 64-bit [|I EEE754] nunbers ONLY |
o m e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o +
| tstr | Text string encoded as UTF-8 [ RFC3629] |
S T +
| untagged bstr | Byte string |
o o m e e e e e e e e e e e e e e e e eeoe—o - +
| tag 42 bstr | See Appendi x A; no other tags all owed |
o m e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o +
| [] | Array |
S T +
| {} | Map I
o o m e e e e e e e e e e e e e e e e eeoe—o - +
| bool | Bool ean true and fal se (major type 7) |
o m e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o +
| null | Represents a null object (major type 7) |
S T +
Table 1
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2.2. CBOR-42 Serialization

CBOR-42 was designed for determ nism (a decade before the generalized
CDE deterministic serialization or dCBOR was finalized) and the
protocol s and applications that it was designed for all mandate its
strict encoding. The encoding schene is nobst simlar to the
determnistic encoding, but with some najor differences. The
following list contains a sumary of these differences:

* Floating-point and integer objects MIST be treated as distinct
types regardl ess of their nunmeric value. This is conpliant with
Rule 2 in Section 4.2.2 of [RFC8949].

* RFC. Integers, represented only by the int type or untagged
bytestrings or strings, MJST use the int type if the value is
bet ween -2764 and 2764-1; otherw se, they can be encoded as
bytestrings WTHOUT the bignumtag or as strings, and discrinmation
fromother bytestrings or strings is expected to be handled at the
application I ayer.

- Appendix B.1 features a |list of integer sanple values and their
expect ed encodi ng.

* Unlike the preferred-plus or CDE serializations, floating-point
nunbers MJST al ways be encoded using the | ongest [|EEE754]
variant. Appendix B.2 features a list of floating-point sample
val ues and their expected encodi ng.

* NaN val ues with payloads (like f97e01), or having the nost
significant bit set ("signaling"), MJST be rejected. See also
Appendi x B.4 for invalid NaN variants.

* UNLIKE the preferred-plus or CDE serialzations, map keys MJST be
typed as strings; no other types are allowed as map keys.

*  ©Map keys MUST be strings and MUST be sorted "length-first", which
(because they are strings) can always be achieved by sorting in
byt ewi se | exi cographi c order (see [RFC8949] section 4.2.3;
determ nistic encodi ng uses the other ordering from section
4.2.1). Duplicate keys (i.e. keys with identical determnistic
bytestring values) MJST be rejected. Note that semantic
equi val ence is not tested when detecting duplicate keys.

- Since map keys nust be strings, the follow ng represents a

properly sorted map, whether sorted according to the "Canonica
cBOR' algorithm { "a": ... , "b": ... , "aa": ... }
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- Since CBOR encodings according to this specification naintain
uni queness, there are no specific restrictions or tests needed
in order to determ ne map key equival ence. As an (extrene)
exanpl e, the floating-point nunbers 0.0 and -0.0, and the
i nteger nunber 0 could all get force-typed as three distinct
strings (0.0, -0.0, and 0) wi thout colliding.

* Indefinite I ength objects of any kind MJST be rejected.
2.3. CBOR Tool Requirenents
CBOR-42 is designed to allow hashing and signing in raw form

To make "raw' signing safe and verification of such signatures
practical, CBOR tooling capable of the following is required:

* |t MJUST be possible to find out the type of a CBOR object, before
it is accessed.

* |t MJST be possible to add, delete, and update the contents of
CBOR map and array objects, of decoded CBOR dat a.

* |t MJUST be possible to reserialize decoded CBOR data, be it
updat ed or not.

* Irrespective of whether CBOR data is decoded, updated, or created
programmatical ly, CBOR-42 encodi ng MJST be mai ntained, including
the | ess-conmon sorting of string-keyed naps.

* |Invalid or unsupported CBOR constructs, as well as valid CBOR data
not adhering to the CBOR- 42 encodi ng schene MJUST be rejected. See
al so Appendi x D and Appendi x B. 4.
2.3.1. Protocol Primtives
To facilitate cross-platformprotocol interoperability, inplenenters

of CBOR-42 conpatible tools SHOULD i ncl ude decoder APl support for
the following primtives.
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B ool oo sl s e el g
| CBOR | Primtive | Conment | Note |
[ ey ————————— Ll —p—p—_——————————(——————————————r Lp—p————
| int | I'nt8 | 8-bit signed integer | 1 |
Focmmnaaann S O S +
| uint | Uint8 | 8-bit unsigned integer | 1 |
T S IR Fom e eeeeeeeeeeeieeeeeccieeaaaaea. oo +
| int | I'ntl6 | 16-bit signed integer | 1 |
TS R o e e e e e e e e e e e e e o m o R +
| uint | Uintl6 | 16-bit unsigned integer | 1 |
Focmmnaaann S O S +
| int | I'nt32 | 32-bit signed integer | 1 |
T S IR T T T oo +
| uint | Ui nt32 | 32-bit unsigned integer | 1 |
TS R o e e e e e e e e e e e e e o m o R +
| int | I'nt64d | 64-bit signed integer | 1 |
Focmmnaaann S e S +
| uint | Uint64 | 64-bit unsigned integer | 1 |
T S IR T T T e oo +
| float | Fl oat 64 | 64-bit floating-point nunber | |
TS R o e e e e e e e e e e e e e o m o R +
| bool | Bool ean | Bool ean | |
Focmmnaaann S O S +
| null | Null | Null | 2 |
T S IR T T T r ey oo +
| #7.nnn | Sinple | ONLY null, false, true | 3 |
TS R o e e e e e e e e e e e e e o m o R +
| tstr | String | Text string | |
Focmmnaaann S O S +
| bstr | Bytes | Byte string | |
T S TR T T T oo +
| See note | EpochTime | Time object expressed as a nunber | 4 |
TS R o e e e e e e e e e e e e e o m o R +
| See note | DateTime | Time object expressed as a text | 4 |
I I | string I I
Ry - T S +

Table 2

1. Range testing MJUST be perfornmed using the traditional ranges for
unsi gned respectively two-conpl emrent nunbers. That is, a
hypot heti cal getU nt8() MJST reject nunbers outside of 0 to 255,
whereas a hypothetical getInt8(), MIST reject nunbers outside of
-128 to 127.

2. Since a CBOR null typically represents the absence of a value, a
decoder MJST provide a test-function, like isNull().
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3. Sinple values in CBOR include the ranges 0-23 and 32-255, all but
three of which are invalid in CBOR-42; however, the capability to
refer to bool ean values (i.e. true and false) and null as major-
type 7 sinple values MJUST be supported to guarantee
interoperability with CBOR tooling generally.

4. Since CBOR | acks a native-level tine object, Section 3.4 of
[ RFC8949] introduces two variants of tine objects using the CBOR
tags 0 and 1, neither of which are supported by the CBOR/ c-42
data nodel for historical interoperability reasons. To support
time encoding stably, it is RECOWENDED t hat EpochTi ne and/or
DateTime types in input be force-typed as strings at the
application level or at the ALDR level. Interoperability with
other tooling may be difficult to achieve if support for these
APl's is desired, and validating dates at higher |ayers may
i ntroduce new security issues at higher |ayers.

If a call does not match the underlying CBOR type, the call MJST be
rej ect ed.

2.3.2. Media Type

Protocols transmtting CBOR-42 over HTTP interfaces are RECOVMENDED
to send all CBOR-42 data with a media type header of application/
cbor.

2.3.3. CBOR Sequences

Concat enating or stream ng CBOR objects is strongly di scouraged
except in contexts where the application/cbor-seq nedia type can be
used to set decoder expectations appropriately. See [RFC8742] for
gui dance on streani ng best practices.

3. Security Considerations

It is assuned that CBOR-42 has no novel security issues conpared to
the determnistic serialization as defined in [ RFC8949] and the draft
BCP on [Determ nisn] but the authors woul d appreci ate any hypot heses
or evidence to the contrary.

It should be noted that there has been to date little inplenenter

f eedback on the ALDR suggestions outlined in the appendices. As
such, these should be considered as an understudi ed security surface
for the application |layer to consider.
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Appendi x A, Binary Content ldentifiers

A sinple hash-based "content identifier" is used to |ink docunments in
the graph for which CBOR-42 was designed, and tag 42 was regi stered
specifically for those link identifiers in the | ANA registry,

"Conci se Binary Object Representation (CBOR) Tags" created by
Section 9.2 (https://datatracker.ietf.org/doc/htm /rfc8949#section-
9.2) of [RFC8949].

Being able to navigate or generate new links in this graph are
orthogonal concerns and of course optional for a CBOR-42 encoder and
decoder, so this entire section is provided informationally for the
pur poses of naking | ess opaque the bytestrings marked by tag 42.
Sone CBOR-42 parsers may want to introspect the tag 42 values, if
only to know whi ch dereference to other CBOR-42 (or vanilla CBOR)
docunent s.
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Note: this describes tag-42 values fromthe perspective of the CBOR
docunents in which they are enbedded; a sinpler, "application

devel oper"-oriented overview of content identifiers can be found at
[ DASL. | NG .

The format consists of a few sigils prepended to a hash of the |inked
docunent; there are many possible values for these sigils but these
are |ike CBOR tags, extension points rather than required features of
the system Al the sigils and the hash are of variable |ength,
encoded as Self-Delimting Nureric Values ([ RFC6256]). The sequence
of segnents is as follows:

1. Mandatory padding byte 0x00. This is required for
interoperability with non-CBOR CI D systens and for historica
reasons (see Legacy Support section bel ow).

2. Version byte: 0x01l is the only value to expect in a general -
purpose tool. O0x00 refers to a |egacy form expl ai ned bel ow, with
0x02 and 0x03 reserved for potential future use.

3. A contextualizing sigil roughly mapping to content types taken
froma community registry called [ MULTI FORVATS]. The only val ues
that all CBOR/c-42 decoders need to recogni ze are:

1. O0x71 - CBOR/c-42
2. 0x51 - Any other form of CBOR
3. 0x55 - Raw, unstructured binary

4. A hash-function sigil, drawn fromthe same registry. Likew se,
the vast mpjority of values here are optional extensions; the
required hash functions to be aware of are:

1. 0x12 - SHA-256
5. A hash-length (as SDNV).
6. The hash (all renaining bytes).
A. 1. Legacy Support
Any tag 42 value that does NOT begin with 0x00 can be consi dered

mal formed, and any attenpt to recuperate | egacy links or variations
fromsuch a value is entirely optional
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The nost comon form of | egacy data from deprecated encodings is the
historical vO formI|PFS content identifiers, which were al ways 34
bytes long and consisted only of segnents 4 (0x12), 5 (0x20, i.e. 32
bytes) and 6 above (a 32-byte SHA256 hash). Prependi ng 0x00 (paddi ng
byte), 0x01 (CID version), 0x70 (DAG profiled protobuf) turns these
into valid "vl" content identifiers, although they still dereference
to protobuf objects rather than CBOR objects. For gui dance on

pr ot obuf deserialization, see protobuf.dev or the rel evant [ protobuf]
draft RFC

Li kewi se, some specialized applications that can strictly assune
segnments 1 through 3 or 1 through 5 in the |ist above will be

i nvari ant systemni de have been observed to use "truncated" content
identifiers, prepending the invariant prefixes only in
transformations at point of egress for interoperability purposes.
This is not best practice but can al so serve as sonme expl anation for
t he paddi ng byte.

Appendi x B. Test Vectors

B.1. Integers

[ el ey Ll et
| Diagnostic Notation | CBOR Encodi ng | Comment |
| O | 00 | Smallest positive

| | | implicit int |
o e e e e e e oo o e e e e oo o e e e e oo +
| -1 | 20 | Smallest negative

| | | implicit int |
Fom e meeeeeemeecieaaaas I T I +
| 23 | 17 | Largest positive

| | | implicit int |
o e e e e e e oo o e e e e oo o e e e e oo +
| -24 | 37 | Largest negative

| | | implicit int |
Fom e meeeeeemeecieaaaas I T I +
| 24 | 1818 | Smallest positive

| | | one-byte int |
o e e e e e e oo o e e e e oo o e e e e oo +
| -25 | 3818 | Smallest negative

| | | one-byte int |
Fom e meeeeeemeecieaaaas I I IRy +
| 255 | 18ff | Largest positive

| | | one-byte int |
o e e e e e e oo o e e e e oo o e e e e oo +

| -256 | 38ff | Largest negative
| | | one-byte int |
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T R S RIS +
| 256 | 190100 | Smallest positive
| | | two-byte int |
o e e e e e e oo o e e e e oo o e e e e oo +
| -257 | 390100 | Smallest negative
| | | two-byte int |
Fom e meeeeeemeecieaaaas I I IRy +
| 65535 | 219ffff | Largest positive
| | | two-byte int |
o e e e e e e oo o e e e e oo o e e e e oo +
| -65536 | 39ffff | Largest negative
| | | two-byte int |
Fom e meeeeeemeecieaaaas I I IRy +
| 65536 | 1a00010000 | Smallest positive
| | | four-byte int |
o e e e e e e oo o e e e e oo o e e e e oo +
| -65537 | 3a00010000 | Smallest negative
| | | four-byte int |
Fom e meeeeeemeecieaaaas I I IR +
| 4294967295 | laffffffff | Largest positive
| | | four-byte int |
o e e e e e e oo o e e e e oo o e e e e oo +
| -4294967296 | 3affffffff | Largest negative
| | | four-byte int |
Fom e meeeeeemeecieaaaas I I IR +
| 4294967296 | 1b0000000100000000 | Srallest positive
| | | eight-byte int |
o e e e e e e oo o e e e e oo o e e e e oo +
| -4294967297 | 3b0000000100000000 | Srall est negative
| | | eight-byte int |
Fom e meeeeeemeecieaaaas I S TR +

| 18446744073709551615 | 1bffffffffffffffff | Largest positive
| | | eight-byte int |

| -18446744073709551616 | 3bffffffffffffffff | Largest negative
| | | eight-byte int |

Fl oati ng Poi nt Nunbers

The textual representation of the values is based on the
serialization nethod for the Nunmber data type, defined by

[ ECMASCRI PT] with one change: to conply with diagnhostic notation
(section 8 of [RFC8949]), all values are expressed as fl oating-point
nunbers. The rationale for using [ ECMASCRI PT] serialization is
because it is supposed to generate the shortest and nost correct

allero & Berjon Expi res 18 Septenber 2026 [ Page 13]



Internet-Draft CBOR42 March 2026

representation of [|EEE754] nunbers.

[ oo b s ooy oo oo e g
| Di agnosti ¢ Notation | CBOR-42 Encodi ng | CBOR Encodi ng | Comment |
S el e e ey s
|0.0 | f bOOO0000000000000]| f LOOO0000000000000| Zer o |
o e e e e a e oo oo Fom e e e oo o e e o - S +
|-0.0 | f b80OOOO00000000000]| f b8OO0O00000000000| Negati ve |
| | | | zero |
o e e e e e e e e oo oo o e e e e oo oo R TS +
[ Infinity |invalid | f97¢c00 |[Infinity |
o m e e e e i oo o e e oo oo s S +
|-Infinity | invalid | f 9f c00 | Negati ve |
| | | |[infinity |
o e e e e e e oo o e e e e oo oo o e e - TS +
| NaN |invalid | f97e00 | Not a |
| | | | number |
o m e e e e i oo o e e oo oo s S +
| 5.960464477539063e- 8 | f b3e70000000000000] f 90001 | Smal | est |
| | | | positive |
| | | | subnormal |
| | | | fl oat 16 |
o m e e e e e e aao o o e e e oo oo s S +
| 0. 00006097555160522461 | f b3f Of f 80000000000] f 903f f | Lar gest |
| | | | positive |
| | | | subnormal |
| | | | fl oat 16 |
o e e e e e e e e oo oo o e e e e oo oo R TS +
| 0. 00006103515625 | f b3f 20000000000000] f 90400 | Smal | est |
| | | | positive |
| | | | fl oat 16 |
St Fom e e e oo S Fomm oo - +
| 65504. 0 | f b40ef f cO000000000| f 97bf f | Lar gest |
| | | | positive |
| | | | f1 oat 16 |
o m e e e e i oo o e e oo oo s S +
| 1. 401298464324817e- 45 | f b36a20000000000000]| f 200000001 | Smal | est |
| | | | positive |
| | | | subnormal |
| | | | f1 oat 32 |
o m e e e e e e aao o o e e e oo oo s S +
| 1.1754942106924411e- 38 | f b380f f fffcO000000| fa007fffff | Lar gest |
| | | | positive |
| | | | subnormal |
| | | | f1 oat 32 |
o e e e e e e e e oo oo o e e e e oo oo R TS +
| 1. 1754943508222875e- 38 | f b3810000000000000| f 200800000 | Smal | est |
| | | | positive |
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| | | [float32 |

| 3. 4028234663852886e+38 | fb47efffffe0000000|fa7f7fffff | Lar gest
| | | | positive |
| | | | f1 oat 32 |

| 5. 0Oe- 324 | f bOOOO000000000001| f LOOOOOOO000000001| Shal | est |
| | | | positive |
| | | | subnormal |
| | | | fl oat 64 |

| 2. 225073858507201e- 308 | fboOOfffffffffffff|fbOOOfffffffffffff|Largest |
| | | | positive |
| | | | subnormal |
| | | | fl oat 64 |

| 2. 2250738585072014e- 308 | f b0010000000000000]| f bOO10000000000000| Sral | est |
| | | | positive |
| | | | fl oat 64 |

| 1. 7976931348623157e+308 |fb7fefffffffffffff|fb7fefffffffffffff|Largest |
| | | | positive |
| | | | fl oat 64 |

| | | | nunber |

| 10. 559998512268068 | f b40251eb820000001| f b40251eb820000001| Next in |
| | | | succession |

| 295147905179352830000. 0 | f b4430000000000000]| f 261800000 | 268 |
| | | | (di agnosti c|
| | notation |
| |truncates |
| | precision) |

[2.0 | f b4000000000000000| f 94000 | Nunber |
| | | | Wi thout a |
| | | | fractional |
| | | | part |

-5.960464477539063e- 8 | f bbe70000000000000] f 98001 | Smal | est
| negative |
| | | subnormal |
| | | fl oat 16 |
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| fbbe6f ffffffffffff|fbbe6fffffffffffff|Adjacent

| | | smal | est

| | | negative

| | | subnor nal

| | | fl oat 16

Fom e e e oo Fom e e e oo S
| f bbe70000000000001| f bbe70000000000001] - " -

o e e e e oo oo o e e e e oo oo TS
| f bbe70000020000000]| f ab3800001 | -"-
o e e e oo o e e e oo S

| fh3fOff7ffffffffff|fO3fOFf7ifffffffff|Adjacent

| | | I ar gest

| | | subnor ma

| | | fl oat 16
oo o - oo o - N
| f b3f Of f 80000000001]| f b3f Of f 80000000001 | - " -
e e Ry
| f b3f Of f 8002000000 | f a387f c001 [-"-

o e e e e a e oo m o e e e e a e oo m Fomm e e e oo

| fh3fOfffffffffffff|fO3fOFfFffffffffff|Adjacent

| | | smal | est

| | | fl oat 16
o e e oo o e e oo S
| f b3f 20000000000001| f b3f 20000000000001] - " -

Fom e e e oo Fom e e e oo Fomm oo -
| f b3f 20000020000000| f 238800001 [-"-

o e e e e oo oo o e e e e oo oo TS

| fb4Oef fbf fffffffff|fb4Oeffbffffffffff|Adjacent
| I ar gest
| f1oatl6

| fb36offfffffffffff|fb36Offfffffffffff|Adjacent
| smal | est
| subnor mal
| f1 oat 32

| fb38Offfffbfffffff|fb380fffffbfffffff|Adjacent
| I ar gest

| subnor el
| fl oat 32
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| f b380f f f f f c0000001] f b38Of f f f f cOO00001] - - |

o e e e e e a oo Fom e e e oo Fom e e e oo N +

| 1. 1754943508222874e- 38 | fb38Offfffffffffff|fb38OFffffffffffff|Adjacent |

| | | | smal | est |

| | | | f1 oat 32 |

e e e e e oo o e e oo o e e oo Fom e oo +

| 1. 1754943508222878e- 38 | f b3810000000000001| f b3810000000000001] - " - |

o e e e e e a oo Fom e e e oo Fom e e e oo N +

| 3.4028234663852882e+38 | fba7efffffdfffffff|fba7efffffdfffffff| Adj acent |

| | | | I ar gest |

| | | | f1 oat 32 |

e e e e e oo o e e oo o e e oo Fom e oo +

| 3.402823466385289%e+38 | fb4a7ef ffffe0000001|fb47efffffe0000001|-"- |

o e e e e e a oo Fom e e e oo Fom e e e oo N +

Tabl e 4

B.3 M scel | aneous |tens
—======4

| Di agnosti ¢ Notation | CBOR- 42 Encodi ng | CBOR Encodi ng | Comme
nt |
—======+4

| true | f5 | f5 | Bool e
an true

I I I | (allo
wed | _

I I I | si npl
e I

| | | | val ue
) I

o e e e e e e oo oo oo o e m e e e e e oo o e m e e e e e oo +-----
------- +

| nul | | f6 | f6 | Nul |

I

I I I | (allo
wed | _

I I I | si npl
e I

| | | | val ue
) I

o e e e e e a oo o e e e e e e oo o o e e e e e e oo o Fomm - -
------- +

| si npl e(59) | n/a | f83b | Di sa
| owed | _

I I I | si npl
e val ue|

o e e e e e a oo o e e e e e e oo o o e e e e e e oo o Fomm - -
------- +

| 59 | 183b | 183b | unsi g
ned |

I I I |integ
er |

o e e e e e a oo o e e e e e e oo o o e e e e e e oo o Fomm - -
------- +

| -59 | 383a | 383a | si gne
d I

I I I |integ
er |

o e e e e e a oo o e e e e e e oo o o e e e e e e oo o Fomm - -



| 0("2025-03-30T12: 24: 162") | " 2025- 03- 30T12: 24: 162" | c074323032352d30332d33 | appl i
cation-|
| | | | I evel
I
I I I | taggi
ng |
| | | | assum
ed |
Y e e emenn
------- +
| 305431323a32343a31365a | n/a | n/a | Di sal
| owed |
I I I | 1SO d
at e/ |
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| | [ time
I
o e e e e e e oo S S +--m - -
------- +
|[2, [2, 3], [4, 5]] | 8301820203820405 | 8301820203820405 | Array
I
| | | | combi
nati ons|
o e e e e e e oo S S +--m - -
------- +
|{ "a": 0, "b": 1, "aa": |a361610161620262616103 | a361610161620262616103 | Map o
bject |
| 2} | I I I
o e e e e e e oo S S +--m - -
------- +
| h 48656c6¢6f 2043424f 5221’ | 4b48656¢c6¢6f 2043424f 5221 | 4b48656¢c6¢6f 2043424f 5221 | Bi nar
y I
| | | | strin
g I
o e e e e e e oo S S +--m - -
------- +
| " science" | 6¢f 09f 9a8020736369656€6365| 6¢f 09f 9a8020736369656e6365| Text s
tring |
| | | | wi th
enoji |
o e e e e e e oo S S +--m - -
------- +
Table 5
B.4. Invalid Encodings
[ s sty el s p——
| CBOR Encodi ng | Di agnostic Notation | Coment |
| a2616201616100 |[{ "b": 1, "a": 0} | I mproper map key|
| | | ordering |
S o e e e e e oo - o e +
| 1900f f | 255 | Number with |
| | | I eadi ng zero |
I I | bytes I
Fom e oo Fom oo +

| ¢34a00010000000000000000 |-18446744073709551617| Nunber with |
| | | I eadi ng zero |

I I | bytes I
o m e e e aa oo s Fom e e e e e oo s o a o +
| Fa41280000 | 10.5 | Only 64-bit |
| | | floats |
o e e e e e e oo o Tt oo o - +
| ¢243010000 | 65536 | bi gi nts not |
| | | al | owed |
o m e e e aa oo s Fom e e e e e oo s o a o +
| ©249010000000000000000 | 18446744073709551616 | bigints not |
| | | al I owed |
o e e e e e e oo o Tt oo o - +
| ¢349010000000000000000 | -18446744073709551617]| bi gi nts not |
| | | al | owed |
o m e e e aa oo s Fom e e e e e oo s o a o +
| fa7fc00000 | NaN | NaNs not al | owed|
o m e e e e e e e oo - S o a o +

| f97e01 | NaN | NaNs not al | owed|



Cabal | ero & Berjon Expi res 18 Septenber 2026 [ Page 18]



Internet-Draft CBOR42 March 2026

-------------------------- e e
f97e00 | NaN | NaNs not al | owed|
-------------------------- S T T pepuppp
5f 4101420203f f | (_ h0o1", h'0203") | Indefinite

| | I engt h obj ect |
-------------------------- e T
fc | | Reserved |
-------------------------- T
f 818 | | I'nvalid sinmple

| | val ue |
-------------------------- e
5b0010000000000000 | | Extremely | arge

| | bstr length |

| | i ndi cat or: |

| | 4503599627370496
-------------------------- T T T ey

Table 6

Appendi x C. Application-level considerations

Soneone familiar with the long history of determ nistic or canonica
CBOR will note that the above specification nixes and natches
properties fromthat history of profiling. This creates three mmjor
i ssues for CBOR parsers that are not highly configurable:

1.

The drastically reduced set of types and tags, as well as the
requirenent that map keys be typed as strings, usually require
enforcenment nechani sns at the application layer (known in the
CBOR WG di scussions as "ALDR's). These are outlined bel ow

Configuring a generic library to _encode_ CBOR according to this
profil e s map-sorting requirement, when that |ibrary does not
support [RFC7049] Canoni cal - CBOR sort npde (sonetines call ed

"l egacy" or "lengthfirst"), can be a substantial burden, and nmay
require inplementing that sorting algorithmat the application
layer if the encoder can be configured to preserve map order in
i nput .

I ssues around float reduction are harder to triage at the
application layer, although many CBOR-42 applications (such as
that of the Bluesky social network and the data nodel of its
underlying "Authenticated Transfer Protocol") conpletely sidestep
the issue by sinply disallowing floats at the application | eve

to avoid having to handle themat the CBOR | evel. Sone
applications seeking interoperability with these float-free
applications transcode floats to a "virtual type" at the
application layer, e.g. by retyping floats as strings.
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Bi gnuns and Bytestrings

Unlike in serializations that use major type 2 ("Bl GNUMS"), integers

| arger than the integer basic type are not tagged as such when being
encoded as bytestrings. To avoid confusing |arge integers and ot her
uses of the bytes mmjor type, applications generally use sone form of
application-level nmetadata or schema systemrather than the CBOR tag:
in the case of older fornms of IPFS |like the UnixFS file system there
is an | PLD schema validation step between the application |ayer and
the CBOR encoding; in the case of BlueSky and the AT Protocol, the
equi val ent schematizati on happens at the |ayer of "Ilexicons".

Dat eti nes

Simlarly, CBOR-42 does not use the tag for either CBOR datetine
f ormat .
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