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Abst r act

Thi s docunent defines a Merkle-tree-based approach that can act as an
audi t -l ayer detection nechanismto identify a malicious hub,
responsi bl e for interoperable group comruni cati on between vari ous
messagi ng platforns. The proposed approach is based on the MM
protocol, which uses a central hub for tinestanping and broadcasting
nmessages to clients operating on different platfornms. Even though
all M.S ciphertexts are end-to-end encrypted, they are routed through
the hub, making it a lucrative attack surface for nessage reordering
attacks. To detect such attacks, the proposed approach suggests
creating Merkle proofs of nmessages and timestanps on the client-side,
whi ch can subsequently be broadcast to other clients for verification
with local Merkle proofs. The broadcast nessages are encrypted too
and are sent probabilistically to avoid being dropped by the hub. If
any of the proofs do not match, an alert is broadcast to the room
indicating a malicious hub. The approach has m ni mal comruni cation
overhead for practical purposes.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the mm Wrking G oup
mailing list (mailto:mim @etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/mnm/. Subscribe at
https://ww. ietf.org/mailman/listinfo/mm/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction
The MM architecture [I-Dmm-arch] [I-D-nmm-proto] uses a hub as
the center of each room which is also responsible for routing and
ti mestanping all messages. It enploys M.S [ RFC9420] for end-to-end
encryption (E2EE) and security. |If a hub is conpromised, it can take

advantage of the trust vested in it by the MM protocol. This can
affect the integrity of the nmessages being routed through the hub,

including, but not linmted to nessage dropping, nessage reordering,
targeted censorship attacks, etc [I-D-mmi-content] [E2EE-Attacks].
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Wth this detailed exanmple below, we will denonstrate few of the
possi bl e attacks that a conprom sed hub can execute. W are
considering a group chat between Alice, Bob and Charli e.

Message reordering attack
*Seen by Alice:*
*08:00 Alice:* Howto fix the systenf_
*08: 02 Bob:* Press X, it should work! _
*08:03 Alice:* _| pressed X, the system crashed! _

*08:04 Charlie:* Do not Press X, the systemw || crash! _
*08:08 Charlie:* | told you not to press X, but you went with
Bob’' s suggestion. _

*Seen by Charlie:*

*08:00 Alice:* Howto fix the systenf_

*08:04 Charlie:* _Do not Press X, the systemwll crash!_
*08: 06 Bob:* Press X, it should work!

*08:07 Alice:* | pressed X, the system crashed! _

*08:08 Charlie:* | told you not to press X, but you went with
Bob’ s suggestion. _

Now, in the scenario presented above, Charlie sees a different
version of the chat than Alice, which creates a m sunderstanding
between Alice and Charlie. Charlie thinks that Alice decided to go
ahead with Bob’s suggestion and ignored his suggestion even though it
was sent first, whereas Charlie’ s nessage arrived after Alice had

al ready acted upon Bob’s suggestion. Here, the hub reordered nmessage
timestanps for Charlie, undermning the integrity of the group chat.

Shown bel ow i s anot her exanple, where the hub specifically dropped or
censored nmessages from Charlie, such that Alice never sees any
messages from Charlie. This is a targeted censorship attack fromthe
hub. Al so, fromthe context of the nessages, Charlie assumes that
Alice provided an update in response to his nessage, whereas Alice
never saw Charlie’'s nessage and was updating Bob, due to which the
mal i ci ous hub al so avoi ded bei ng det ect ed.
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*Seen by Alice:*

*08:00 Alice:* Howto fix the systenf_

*08: 02 Bob:* Press X, it should work!

*08:07 Alice:* _| pressed X, the system crashed! _

*Seen by Charlie:*

*08:00 Alice:* Howto fix the systenf_

*08: 02 Bob:* _Press X, it should work! _

*08:04 Charlie:* Do not Press X, the systemw || crash! _
*08:05 Charlie:* _Any update Alice?_

*08:07 Alice:* _| pressed X, the system crashed! _

As per [I-D-mm-content] [E2EE-Attacks], nessage reordering, and
traffic analysis attacks are practically possible, even with E2EE
being in place. The draft MM specification does not offer any
solution for detecting or countering a malicious hub. The protocol
described in this docunent introduces a client-driven audit layer to
detect malicious hub behavior without the need to nodify the hub, and
the need to add new trusted servers, with practically m ninal
resource overhead. Followi ng the proposed protocol, each client

mai ntains a tinmestanp-ordered |ist of nessages fromthe client
perspective, while continuously nmaintaining a Merkle root for the
list. Wth a random probability '"alpha the client broadcasts the
Merkle root to the group with a regular encrypted group nessage. On
recei pt of this nmessage, each client individually verifies the Merkle
root against their local list of ordered nessages. |If the Merkle
root does not match with even one of the clients, the client raises
an alarm indicating a malicious hub.

2. Threat WNbdel

Based on the exanpl es and di scussion in the previous section, we
propose a formal threat nodel for a MM hub, as a critical point of
security failure in the MM protocol. The threat nodel wll be
defined by the follow ng three conponents:

1. Timestanmp Authority of the hub enables it to back-date or falsify

timestanps, leading to a tineline of nessages that can be
m sl eadi ng.
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2. Re-ordering via delay is another property of a malicious hub that
causes downstreamclients to see an arbitrary pernutation of
actual messages, due to the hub selectively delaying certain
nmessages.

3. Isolated views indicate that clients are only dependent on the
hub for receiving and sendi ng nessages, and have no ot her way of
cross-checki ng the order of the nessages received.

The Theat Model represented in Figure 1, represents a nessage
reordering attack where, the nessages sent by Client B and Cient C
get reordered by the malicious hub Server A such that Cient B sees
a different order of messages than Cient C and Cient A
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Figure 1: Threat Model
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3. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

4. Protocol Design

The proposed nmechani smis designed based on Merkle proof generation
Merkl e proofs are generated using Merkle trees where each leaf is
represented as a hash function of a nessage and its tinestanp. The
proof is calculated using the |eaf nodes and if the nmessage order is
tanpered with in any way, the proof generated will vary. This wll
help identify if the hub is malicious as it handles all the nessage
routing and distribution nechanisns. The proposed nechanismis
broadly divided into three conponents, which are described bel ow

4. 1. Merkl e Tree Construction and Proof Generation

Al clients maintain a list of nmessages with their corresponding

ti mestanps assigned by the central hub. The Iist of nmessages M=
[(d_i, t_i)], where d_i is the nmessage plaintext and t_i is the

ti mestanp, stores messages in the ascending order of the timestanps.
The hash generated for each message in the list and its correspondi ng
timestanp forns a | eaf node

We use SHA-256 as the hash function H(.), for its collision

resi stance, wherein, each | eaf node | i can be denoted as a hash
function of (d_i, t_i), i.e. | _i =Hd.i || t_i) . To construct a
Merkl e tree, a batch of messages are taken fromthe naintained
message list, with s and e being the starting and endi ng nessage

i ndi ces respectively. The parent node at each |l evel of the tree is
cal cul ated by conbining a pair of |leaf nodes | _k and | _k+1 spanni ng
froml _s to |l _e. The calculation for parent nodes represented by n_j
= H(l _k || 1_k+1), continues recursively at each level until the
single root node or the Merkle root Ris generated, as shown in
Algorithm1. 1In case of even nunber of |eaf nodes, the pairw se
conbi nation of |eaf nodes works perfectly. |In case of odd nunber of
| eaf nodes, the last node is duplicated to forma pair.

The generated Merkle proof is a tuple represented by (R t_nmax, s,
e), where t_max represents the maxinumtimestanp from nmessage s to e.
The generated Merkle proof will be broadcast randomy by the client
to all other clients via the MM hub. To avoid detection by the
MM hub, we will discuss the random sanpling of the proof in the
next section.
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Al gorithm 1: Conput eAndBr oadcast Mer kl eProof (Lm s, e)
Require: List of sorted messages Lm=M1,...,mM,
indices 1 <= s <= e <= m

Ensure: Proof tuple (R t_nmax, s, €)

procedur e Conput eMerkl eProof (M s, e)

| eaves : = [
t_max :=
for i := s to e do
(di, ti) :=Mi]
I i = H(d_i || t_i)
| eaves. append(I _i)
t_max = max(t_max, t_i)
end for

R : = Buil dMerkl eTr eeRoot (| eaves)
return (R t_max, s, e)
end procedure

procedur e Broadcast Proof (al pha)
if Bernoulli(al pha) then
Broadcast (R, t_max, s, €)
end if
end procedure

4.2. Probabilistic Proof Sampling and Broadcast

The Merkle proofs requested by a client are enbedded with a
probability al pha within the M.S PrivateMessage franes to prevent a
mal i ci ous hub from predicting and sel ectively suppressing nessages
containing proofs. Following this, the M.S PrivateMessage contai ni ng
the proof is broadcast to all the other clients, as per Algorithm 1.
To test the ideal sanmpling rate, we varied the sampling rates and
outlined the results in the eval uati ons section

G ven n nunber of clients, the probability of each requesting a
Merkl e proof independently is alpha. The Proof-request Probability
per Message is given by:

P proof =1 - (1 - alpha)”®n

The probability of a malicious hub attacki ng each nessage is given by
beta. The probability of detection of a malicious hub in a single
message i s defined as:

P*(1) detect = beta[l - (1 - al pha)”n]
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Assumi ng i ndependence across nessages, the escape probability for T
messages (i.e., probability that nessages go undetected) is given by:

P (T) escape = [1 - beta(l - (1 - alpha)®n)] T

The detection probability by message T is given by:

PM(T) detect =1 - [1 - beta(l - (1 - alpha)®n)]”T
4.3. dient Verification and Mlicious Hub Detection

When a client randonly broadcasts a Merkle proof to the other clients
via the MM hub, the proof received by all the clients is verified

| ocally against a maintained |list of nmessages M specifically for
message indices s to e. Each client conmputes a Merkle root and
verifies it against the received Merkle root; the tinestanp t_max is
verified as well. Any discrepancy found will cause a client to raise
an alert, and a proof msmatch is broadcast to all clients indicating
the presence of a malicious hub, as described in Al gorithm 2.

Al gorithm 2: Proof Verificati onAndBr oadcast

procedure OnProof (R, t_max, s, e)

conmpute leaves | i = H(d_i || t_i) for i in s, €]
R hat := Comput eRoot Fronlocal Messages(s, €)
if Rhat '= Ror t_max !'=max_{i in [s,e]} t_i then

Rai seAl ert ( Proof M smat ch)
Br oadcast ( Pr oof M snat ch)
end if
end procedure

5. Security Considerations

A conprom sed client is one of our primary security considerations
that could underm ne the efficacy of the proposed detection
mechanism Since a client is independent or autononous in terns of
Merkl e proof generation, if conpronmised, it has the ability to
generate fake proofs, which can lead to fal se alarnms by other
clients. Another possibility is that the conpromnm sed client
generates a false alarm Even if the received Merkle proof matches
the locally generated proof, the client mght raise a false alarm
di srupting comuni cation or causing overheads to re-establish secure
communi cation. To potentially mitigate the generation of fake
proofs, cryptographically signed Merkle proofs could be used to
verify the origin of the proof, potentially preventing proof
spoof i ng.
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7

7

1.

A conmprom sed client can also pull off a Denial of Service (DoS)
attack by flooding the group with proofs or msmatched alerts. This
may | ead to hi gher communi cati on overheads for continuous Merkle
proof conputations and verification against nultiple proofs avail abl e
on the group. This may al so cause alert fatigue and confusion,
generating irrelevant alerts due to a conpronised client rather than
a conprom sed hub. Dealing with this issue requires setting policies
for handling alerts, including but not limted to limting the rate
of proof generation and broadcast, aggregation of alerts, and
explicit alert handling to detect the presence of a malicious client.

Simlar to post quantum decryption consideration for M.S, Merkle
proof generation by the proposed nechani smcan al so be affected by
the security of the underlying algorithmfor proof generation

Anot her consideration would be the collision resistance property of
the al gorithmused for proof generation, which can potentially
underm ne the integrity of the generated proofs. Choosing and
optimizing the avail abl e hash functions to suit the security and
overhead requirenents for Merkle proof generation is key in

mai ntai ni ng proof integrity. A gorithmc agility is another key
component to rapidly switch between cryptographic algorithns as a
response to energing threats to the integrity of the proofs and the
overal |l communication integrity.

Anot her point of possible intrusion could be the follower servers. A
comprom sed foll ower server may do internal message reordering or
dropping, acting as a malicious hub for its clients. 1In such a case,
the MM hub will be the one held responsible, whereas the nalicious
foll ower server will bypass detection. To mtigate this situation

it might be a good idea to apply the audit-layer detection on the
foll ower servers internally, while keeping the comunicati on overhead
m ni mal .

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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